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Abstract

The maritime domain has relied on advanced technology that has been developing progressively, which increases the risk 

associated with new challenging threats regarding cybersecurity. Many researchers and technical reports mainly focus on the 

technical measures to prevent cyber-attacks; however, the human factor is still the crucial reason for cyber-attacks, similar to 

maritime accidents. This study aims to quantitatively assess human factors’ role in cybersecurity by evaluating the seafarers’ 

perception of cybersecurity risks and best practices in the maritime domain. The structured questionnaire was designed to 

measure the seafarers’ cybersecurity awareness, perceptions, and knowledge, as well as their understanding of cybersecurity 

rules and protocols and their ability to identify and respond to potential cyber-attacks. The collected data was analysed using 

statistical methods to identify the relation between human factors and cybersecurity domain. The finding reveals that an or- 

ganization’s cybersecurity policies and guidelines influence an individual’s security-related behaviours. Additionally, cyberse- 

curity perception, knowledge, awareness, and behaviour of seafarers are positively associated. The study’s results would have 

significant implications for maritime organizations, shipping companies, and training and education centres, which would be 

needed to develop effec tive policies, strategies, and tailored training programmes to address the specific needs of seafarers. 
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affected by the incident is not specified, the ShipManager server 
infrastructure had to be rebuilt following the cyber-attack. Over 
the past 3 years, organizations have suffered an average financial 
burden of over $545 000 from cyber-attacks, and the frequency of 
ransom demands has increased by over 350% from 2022 to 2023. 
[ 6 ]. Undoubtedly, companies, ships, and operations are increas- 
ingly experiencing adverse effects on a daily basis and expecting 
even more. According to DNV’s Cyber Priority Report, over 60% of 
industry experts anticipate that cyber-attacks will result in ship 

collisions, and 76% of respondents hold the opinion that a cyber 
incident is highly probable to result in the closure of a strategic 
waterway [ 7 ]. Thus, constantly evolving, the threat landscape de- 
mands greater attention and strategic responses from maritime 
companies and organizations as they navigate the complexities of 
the digital age. 

Based on current studies show that ̃ 75% of all accidents can 

be attributed at least in part to human error, emphasizing the sub- 
stantial role human factors play in incidents in maritime opera- 
tions [ 8 ]. This premise also applies to cybersecurity breaches in 

the maritime domain [ 9 ]. Ships are complex systems, where hu- 
man beings and technology are closely interconnected as a result 
Introduction
Digital transformation has rapidly advanced, and the importance
of cybersecurity has become increasingly prominent more than
ever. The Allianz report highlights that one of the biggest chal-
lenges companies currently face is cyber incidents, which are
among the biggest global risks [ 1 ]. Companies are most concerned
about their cybersecurity resilience as a risk issue while cyber in-
cidents are significant cause of business disruption. Since ships
transport > 80% of the global trade volume [ 2 ] and the world-
wide economic viability heavily relies on maritime transportation,
cybersecurity in the maritime industry has emerged as a promi-
nent concern worldwide. In 2017, all of Maersk’s business units
were affected by a worldwide IT disruption caused by a signifi-
cant ransomware attack on the company’s servers [ 3 ]. These units
included oil and gas production, drilling services, container ship-
ping, and oil tanker operations. Due to the incident, Maersk suf-
fered an estimated economic loss of ̃ US$300 million due to re-
duced revenue [ 4 ]. Another recent attack is that in January 2023,
DNV was subjected to a ransomware cyber-attack that specifically
targeted its ShipManager servers [ 5 ]. Although the number of ships
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f the operations carried out. While cybersecurity is typically as-
ociated with Information Technology systems, it is important to
ecognize that seafarers are operating and potentially being tar-
eted by cyber-attacks. Cyber-attacks can threaten the safety of
he crew, the vessel, the cargo, and the ports. More specifically, an
bsence of cybersecurity resilience in an organization can bene-

it any attacker aiming to infiltrate a ship’s systems, take sensitive
ata, or disturb the vessel’s functions. At this point, although indi-
iduals can serve as vulnerabilities for attacks, they can also func-
ion as crucial safeguards against such attacks when understood
horoughly. Therefore, it is necessary to recognize them from a

ore holistic and comprehensive approach. 
Even though numerous guidance have been published to assist

he industry on this topic, compliance with them is not mandatory
n a regulatory sense [ 10–12 ]. On the other hand, there is a lack of
nformation regarding how seafarers should react and respond in
he event of actual cyber-attacks. In this regard, it is of the utmost
mportance to investigate the awareness level of seafarers, who
ould face risk during the potential attacks and have to respond to
hese attacks concerning maritime cybersecurity threats. For the
urpose of developing effec tive training pr ogrammes that equip
eafarers to recognize, report, and defend against potential cyber-
ttacks targeting vessels, it is essential to conduct an assessment
f their knowledge gaps and level of preparedness. 

Despite the increasing integration of digital technologies into
avigation, communication, and engineering systems, cyberse-
urity awareness among seafarers remains uneven across orga-
izations. Although several surveys have explored perceptions
nd self-reported practices, the literature is still weighted towards
echnical and organizational controls; far fewer studies exam-
ne how operators actually perceive, diagnose, and act on cyber
hreats in the flow of shipboard work or within the Safety Man-
gement System (SMS). The accelerating digitalization of maritime
perations has transformed ships into complex, data-driven envi-

onments where bridge, engine-room, and shore-based systems
re tightly interconnected. This interconnectedness improves ef-

iciency and situational monitoring but also increases exposure to
alicious interference, automation errors, and information over-

oad. Consequently, the human factors, awareness, vigilance, and
ecizion-making under uncertainty, has become a pivotal deter-
inant of cyber resilience. Understanding these human-factor

hallenges is essential for translating emerging regulatory require-
ents, such as IMO Resolution MSC.428(98), into effective opera-

ional practice.As a result of this urgent necessity, the purpose of
his paper is to gain an understanding of the cybersecurity percep-
ion of seafarers by comparing them in terms of their knowledge
f the subject, the policies of their companies, and the amount
f training they have received. Within this purpose, the question-
aire that was carried out with a total of 119 seafarers was anal-
sed using statistical analysis, and the findings would be useful in

nvestigating threats, vulnerabilities, and impact risks associated
ith human factors and maritime cybersecurity. 
The structure of the paper is summarised as follows: the Litera-

ure Review provides a comprehensive review of related work and
ackground regarding cybersecurity. The Research Methodology
escribes the research methodology used to explain the statistical
nalysis, providing information on the procedural framework that
uided the study. The Findings and Extended Discussion describes
he findings and extends the discussion. The Conclusion presents
he conclusion and suggests potential areas for further research. 
Literature review
Human cognition is a complex process involving the ability to see,
comprehend, and engage with the surroundings significantly. It
is the capacity to carry out complicated, intentional behaviours
rather than merely responding to the situation [ 13 ]. The environ-
mental, psychological, and physiological factors of an individual
during the practice of cognitive abilities can impact their cognitive
processes [ 14 ]. It is crucial since cognitive functioning involves the
concepts of thinking, reasoning, remembering, problem-solving,
decision-making, and attention [ 15 ]. Correspondingly, cognition
and perception are closely linked since our opinions are formed
by perceptual information [ 16 ], and perception plays a crucial role
in the maritime industry. It could be defined as a mental process
that enables individuals to understand and give meaning to the
sensory information they get from their surroundings, which is
based on the biological and neurological processing of sensory
stimuli. On the other hand, awareness refers to the condition or
ability to recognize, feel, or be conscious of occurrences, entities,
or sensory configurations [ 17 ]. Awareness and perception are the
foundational elements of situational awareness (SA) in maritime
settings. 

In the maritime domain, seafarers are assigned to long work
hours within the monotonous confines of a ship, where they un-
dertake demanding tasks. The challenges encountered are inher-
ently unique to their environment, necessitating customized so-
lutions specific to the context. The seafarers accustomed to the
high perceptual load of maritime environments now, face the ad-
ditional challenge of monitoring digital interfaces and systems. As
seafarers deal with physical operations and cyber systems, their
awareness and perception become pivotal in identifying and re-
sponding to cyber threats. Therefore, an officer on watch needs
to understand what is happening around them and must contin-
ually assess their environment to make informed decisions and
be prepared to react with the right action. This focus demands
an enhanced visual perception that is not just about navigating
through waters but also about scanning for anomalies in digital
systems that signal potential cyber threats. This transition from
physical awareness to cyber awareness can be supported by the
ability to perceive risks in the digital environment, where risk per-
ception shapes the cyber defence strategy. Such an understand-
ing is vital for the effec tive management of the distinctive difficul-
ties that arise in the maritime domain and shows the importance
of cognitive ability and SA among seafarers. Houweling et al . [ 18 ]
stated that insufficient SA among navigators is a primary factor
contributing to maritime accidents. Therefore, integrating cogni-
tive and perceptual concepts with maritime cybersecurity is vital
since the interaction between human cognitive functions and dig-
ital systems in maritime operations is critical. 

In this literature review, key studies are summarized, with a fo-
cus on the role of human factors in cybersecurity, the importance
of SA, the need for effective cyber resilience training, and the sig-
nificance of education in mitigating cyber threats. 

Human factor in maritime cybersecurity

Maritime cybersecurity awareness and perceptions are both com-
plex and multilayered areas, and accordingly, the human factor
may be used as an important safeguard against cyber-attacks.
Broader Human Systems Integration literature reinforces this
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systems-based view of human performance. The interactions
between people, technology and procedures helps expose la-
tent conflicts in role allocation and decision logic [ 19 ]. Such
models clarify where human oversight or system automation
should dominate an issue equally relevant to maritime bridge
and engine-room settings increasingly reliant on interconnected
cyber-physical systems. Pseftelis and Chondrokoukis [ 20 ] under-
lined the importance of the subject by mentioning that the human
factor has a vital role in maritime cybersecurity and can have an
impact either as a benefit or threat. Additionally, it has been stated
that the most fundamental principles concerning information and
communication technologies, which are necessary for providing
adequate protection against cyber-attacks, are not adequately un-
derstood. 

Building on the understanding of human involvement, Larsen
et al . [ 21 ] examine the factors that impact deck officers’ percep-
tions of cyber risk in operations on the sea and provide a model of
these determinants in context. The findings show that due to digi-
talization, over-reliance and confidence in cyber systems, the deck
officer’s cyber risk perception may be affec ted, and they can be
detached from surveillance. The exploration of perception among
deck officers serves as a bridge to more specialized studies focus-
ing on the operational aspects of cybersecurity. Similarly, Erstad et
al . [ 22 ] suggest that in order to improve operational maritime cy-
ber resilience, it is crucial to comprehend how navigators perceive
cyber threats. With qualitative interviews, this study assesses the
navigators’ comprehension of cyber threats and offers recommen-
dations on how this understanding can be utilized to improve mar-
itime cyber resilience. Sørensen [ 23 ] similarly emphasized that
current cyber awareness levels among seafarers remain limited,
despite the existence of detailed guidelines and frameworks such
as BIMCO and IACS. Recent studies continues to expand the hu-
man factors dimension of maritime cybersecurity beyond individ-
ual cognition to include broader socio-technical systems. Hassan
et al . [ 24 ] argue that resilience in maritime cyber frameworks de-
pends on integrating human factors at every organizational layer
rather than treating them as isolated behavioural variables. Their
model emphasizes procedural reliability, error management, and
cultural alignment as pillars of cyber safety and demonstrates that
seafarers’ awareness alone is insufficient without systemic rein-
forcement through management practices. Harris [ 25 ] assessed
the present condition of the maritime environment in terms of its
preparedness for cyberwarfare and determined that a significant
number of individuals in the maritime sector lack a comprehen-
sive understanding of the potential hazards associated with cyber-
warfare by highlighting the challenges in recognizing and address-
ing cyber threats. 

Cyber SA

To address the broader implications of these perceptions, Jacq
et al . [ 26 ] analysed the issue by focusing on the recognition and
protection of maritime cyber situations, using the concept of SA.
They also stated that recognizing, understanding, and predicting
cyber threats in the maritime sector is difficult yet crucial. This pa-
per stresses the need for SA and a comprehensive understanding
of the cyber environment in maritime operations. Complement-
ing this perspective, Hareide et al . [ 27 ] establish connections be-
tween maritime cybersecurity and secure and effective navigation
as an element of the navigator’s comprehensive SA. They assert
that once the threat is recognized, appropriate actions can be im-
plemented to alleviate these threats. Extending the focus from sit-
uational complexity to system reliability, Gomola et al . [ 28 ] pro-
posed a multilevel classification scheme for distributed embed-
ded software failures in autonomous vessels. Their taxonomy cap-
tures interactions between hardware, software, and human su-
per visor y functions, allowing cyber-related faults to be assessed
within an integrated reliability framework. This multilevel view
parallels the layered nature of maritime operations, where human
awareness, automation logic, and communication systems collec- 
tively determine safety margins. The integration of artificial intel-
ligence into navigational decision support further reshapes cyber
SA. Durlik et al . [ 29 ] demonstrated that AI agents can process sen-
sor and contextual data in real time to mainta in situ ational co-
herence in autonomous ships. Their study highlights the neces-
sity of human oversight and interpretability in AI-supported sys-
tems. The research presents that automation must be treated as
a cognitive partner rather than a replacement. It highlights the
human-centred emphasis of maritime cyber resilience strategies.
Recognizing the importance of addressing cybersecurity concerns
from an infrastructural perspective, Becmeur et al . [ 30 ] empha-
size the importance of addressing cybersecurity concerns and in-
troduce a platform they have developed to improve security for
ships and naval infrastructure. Additionally, the authors aim to
educate and raise awareness among current and future maritime
stakeholders. 

Expanding on the concept of SA, Simola [ 31 ] stated that hybrid
threats require integrated hybrid solutions; consequently, a cyber
situational image is also required, and the cyber aspect is a vital
component of managing SA. In line with this, Boudehenn et al .
[ 32 ] emphasize that enhancing cyber SA techniques is now more
crucial than ever to guarantee cybersecurity on board the ship
and state cyber SA is a way to notify personnel aboard of possible
cyber-attacks promptly. Too et al . [ 33 ] advanced this discussion by
developing a cybersecurity visualization tool aimed at improving
maritime cyber SA among nonexperts. Their experimental study
demonstrated that intuitive visual tools could support both ex-
pert and nonexpert users in identifying synthetic cyberattacks and
understanding their potential operational consequences. The au-
thors argue that such visualizations can bridge the knowledge gap
between technical personnel and vessel crews, thereby strength-
ening onboard decizion-making and training 

Mesa et al . [ 34 ] provided a systematic review of cyber-attack
impacts within maritime supply chains and proposed a taxon-
omy of common threats such as DDoS, spoofing, and jamming.
They identified awareness and training as one of three core de-
fence categories and recommended integrating visualization and
data-driven tools into maritime cyber situational frameworks. Re-
cent research has further expanded the human factors perspec-
tive by emphasizing the communicative and organizational di-
mensions of cyber incident management and awareness. Nganga
et al . [ 35 ] conducted a case study examining how vessel teams and
onshore stakeholders exchange information during cyber events.
Their findings revealed that effec tive risk communic ation is of-
ten hindered by fragmented information flows, unclear reporting
hierarchies, and a lack of shared mental models between ship
and shore personnel. These limitations constrain collective SA and
can delay timely decizion-making in response to cyber threats.
The study demonstrates that beyond individual technical com-
petence, cyber resilience at the organizational level depends on
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he quality of communication networks, trust relationships, and
ross-boundary coordination. 

yber resilience and training

onsidering the studies that emphasize proactive actions, Er-
tad et al . [ 36 ] highlighted that the issue was a deficiency in cy-
er resilience training and utilized a human-centred design ap-
roach in the process of designing maritime cyber resilience train-

ng. This is accomplished by demonstrating how to create and
arry out a maritime cyber incident scenario as a training tool.
n parallel, Lee et al . [ 37 ] state that seafarers cannot fully com-
rehend the magnitude of harm that a cybersecurity attack can

nflict upon a ship, and prior to assigning duties, it is impera-
ive that seafarers possess adequate qualifications in shipboard
ybersecurity. While resilience training increasingly incorporates
imulation and scenario design, emerging research stresses the
eed for multilayered frameworks that connect technical, pro-
edural, and behavioural aspects. De La Vallée et al . [ 38 ] exam-
ned cyber–physical threats in critical infrastructures through a
uman-reliability lens and demonstrated how human error prob-
bilities and procedural weaknesses can amplify systemic vul-
erabilities. Their findings advocate integrating reliability engi-
eering principles into training design so that personnel not
nly learn procedural steps but also understand error propaga-

ion pathways during cyber incidents. Skinner et al . [ 39 ] devel-
ped a constructive-alignment-based framework for cybersecu-
ity awareness campaigns in the maritime sector and emphasized
he need to integrate contextual maritime factors into training de-
ign. The authors argue that awareness programmes must move
eyond generic modules and instead reflect seafarers’ unique
perational environments, promoting measurable learning out-
omes and adaptability to evolving cyber threats. Jepsen et al .
 40 ] introduced a serious game-based learning approach to en-
ance maritime cybersecurity awareness. Their design is offer-

ng an engaging method for training both students and profes-
ionals. The authors found that serious games improve under-
tanding of attack–defence dynamics and foster long-term cyber
ygiene. 

ducation and awareness

he discussion on education and training is further expanded by
lahr et al . [ 41 ], who asserts that, apart from implementing ef-

ective technical safeguards and management regulations, it is
rucial to raise awareness and provide training to all person-
el in order to prevent the most frequent breaches. They note
ifferent variables contributing to breaches, such as negligence,

ailure to comply with regulations or procedures, and a lack of
wareness or knowledge. Emphasizing this viewpoint, Heering
t al . [ 42 ] conclude that ensuring cyber-safety in maritime op-
rations relies on several key components: educating seafarers
bout the complexities of the challenges they face, equipping
hem with the knowledge and skills necessary to avoid cyber inci-
ents aboard vessels, providing them with appropriate response
rotocols in an incident, and fostering cybersecurity awareness.
dditionally, further investigation is required regarding cyberse-
urity training and education for seafarers. Broader international
erspectives reveal how maritime education systems differ in cy-
ersecurity maturity. Mrakovíc and Vojinovíc [ 43 ] surveyed Mon-
tenegrin seafarers and found that most respondents lacked both
formal instruction and practical exposure to cybersecurity pro-
cedures. Their work confirms persistent awareness gaps across
smaller maritime nations and underscores the global uneven-
ness of training provizion, even within IMO-compliant regimes.
Soner and Kandemir [ 44 ] proposed a hierarchy of future skills re-
quired for maritime cyber security using the Analytic Hierarchy
Process. Their study identified competencies in Information Tech-
nolog y (IT)/Operational Technolog y (OT) awareness, incident re-
sponse, and data protection as critical to future seafarer training,
recommending their inclusion in Maritime Education and Train-
ing (MET) curricula to align with the digitalization of shipboard
systems 

Moreover, highlighting the significance of a resilient cyber
safety culture, Hopcraft et al . [ 45 ] address the numerous advan-
tages of cultivating a resilient cyber safety culture and conclude
by pointing out that the establishment of such a culture would
not eliminate all risks entirely, however, it would enable organiza-
tions to enhance their readiness for attacks when they do happen.
Tikanmäki et al . [ 46 ] emphasize that SA is essential for all coastal
nations to guarantee safety and security at sea. However, intro-
ducing basic cyber hygiene and earlier exposure during secondary
education can raise baseline awareness among younger entrants
who are already heavy users of networked devices. Pre-sea edu-
cation delivered by maritime academies can shape security mind-
sets early in a cadet’s formation. Embedding cyber risk concepts
across navigation, engineering, and bridge resource management
rather than treating them as a stand-alone module can strengthen
risk perception, cross-checking habits, and reporting behaviour
from the outset. Industry guidance already signals this direction;
however, integration across curricula varies widely. 

Relatedly, Afenyo and Caesar [ 47 ] highlight significant research
gaps in maritime cybersecurity and contend that existing MET
curricula and training provision do not adequately develop the
capacity needed to address current and emerging threats. Ba-
casdoon and Bolmsten [ 48 ] examined multiple MET institutions
and proposed a guiding framework for cybersecurity education.
Their comparative case analysis found that most academies lack
structured approaches to cyber literacy and recommended inte-
grating experiential learning methods and cross-disciplinary co-
ordination to close this gap. Raising awareness on specific op-
erational technologies remains equally critical. Svilicic et al . [ 49 ]
demonstrated through Electronic Chart Display and Information
System (ECDIS) vulnerability scanning that inadequate mainte-
nance of software and hardware configurations exposes ships to
preventable cyber risks. Their findings shows the necessity of em-
bedding practical, system-level cyber awareness within education
and training frameworks 

Survey studies on cyber risk perception

Lastly, significant findings were obtained from the survey studies
conducted with seafarers. Haugli-Sandvik et al . [ 50 ] conducted a
survey with deck officers working on offshore vessels to measure
their cyber-risk perception regarding IT and OT systems. As a re-
sult, it has been found that deck officer’s perceptions of cyber risk
for IT and OT systems are different. Palbar Mizas et al . [ 51 ] exe-
cuted a questionnaire and full bridge simulator exercises to un-
derstand what deck cadets need to interact with digital systems
regarding automated maritime operations and concluded that op-
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Figure 1 Methodology. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

erators need training. The literature highlights the importance of
human factors in addressing and identifying cyber threats within
the maritime domain. While significant attempts have been made
recently through the development of training, policy, and tech-
nical measures, the human element still needs to be addressed
in the context of cybersecurity in maritime. To remedy this gap,
this study aims to understand the role of human factors by em-
pirically investigating seafarers’ perceptions, awareness, and be-
haviours related to cybersecurity threats and best practices.The
influence of global digitization trends on maritime cyber risk per-
ception has also been addressed in the context of the COVID-19
pandemic. Kuhn et al . [ 52 ] examined how accelerated digitization
during the pandemic reshaped the maritime sector’s exposure to
cyber threats and altered decision-making dynamics. Their study
assessed collective cyber risk perception and revealed that pro-
fessional background and organizational culture shape incident
response tendencies. The findings highlight that cyber risk per-
ception is not merely an individual cognitive process but a collec-
tive organizational construct. It reinforces the importance of train-
ing and simulation in developing coherent cybersecurity practices
across maritime institutions. 

Although the literature on maritime cybersecurity and hu-
man performance has expanded in recent years, several gaps re-
main. Existing research often isolates technical or human aspects
rather than examining their interaction during cyber-related nav-
igational disruptions. Most studies address awareness or train-
ing conceptually, without testing how seafarers actually respond
to deceptive events in operational contexts. Empirical data from
simulator-based experiments, which can capture decision pro-
cesses and behavioural adaptation in real time, are notably scarce.
Furthermore, the relationship between SA, trust in automation,
and cyber resilience has not been sufficiently modelled. 

Research methodology
The methodological process adopted in this study followed a
structured sequence of preparation, instrument design, data col-
lection, and data processing, as illustrated in Fig. 1 . 

The primary objective is to comprehensively evaluate the cy-
bersecurity perception and awareness among seafarers, examin-
ing how various factors, such as organizational policies, knowl-
edge levels, and individual behaviours influence their cybersecu-
rity practices and responses. In order to systematically investigate
these dynamics, specific hypotheses were identified in advance of
the data collection process. By establishing the investigation using
systematic hypotheses and constructing the questionnaire tool
accordingly, the aim was to generate empirical insights that can
inform evidence-based policies, training programs, and risk man-
agement strategies to improve seafarers’ cybersecurity prepared-
ness. The synthesis of findings will highlight areas of strength as
well as improvement opportunities. The hypotheses are: 

H1 : Receiving cybersecurity training has a positive effec t on 

seafarers’ awareness and knowledge of cybersecurity. 

H2 : Company policy has a positive effec t on seafar ers’ be- 
haviour regarding cybersecurity. 

The instrument design stage focused on developing the ques-
tionnaire in alignment with the study’s aim. The instrument com-
prised sections addressing knowledge, perception, company pol-
icy, and behavioural aspects of cybersecurity. Ethical approval
was subsequently obtained from the university’s committee to
adhere compliance with research ethics and participant protec-
tion. A pretest of the questionnaire was conducted with a small
group of seafarers to confirm clarity, reliability, and face validity
before full deployment. During the data collection stage, the final-
ized questionnaire was launched through an open online invita-
tion distributed. The data processing and analysis stage involved
screening and cleaning the dataset to remove incomplete or du-
plicate responses. Statistical analyses were then performed using
IBM SPSS Statistics (v29) to test the hypotheses and explore asso-
ciations between key variables. Finally, the results were synthe-
sized to identify significant associations between training, com-
pany policy, and cybersecurity behaviour among seafarers. 

We targeted professional seafarers in deck and engine roles to
obtain a practice-relevant view of cybersecurity. A self-selected
convenience sample used. Eligibility required age ≥18 and current
or recent sea-going employment; cadets were included to repre-
sent early-career entrants. Participants reported their rank, expe-
rience, and ship types served (see Table 1 ) that allows contextual
interpretation of cybersecurity perceptions across different oper-
ational profiles. Exclusions were shore-only roles with no sea ser-
vice, duplicate entries, and questionnaires with any missing items.

The survey language was English. We used an open online in-
vitation which were disseminated via industry contacts, profes-
sional associations, alumni networks, targeted LinkedIn groups,
and direct emails to maritime companies. No monetary incen-
tives were offered; participation was voluntary and anonymous.
To reduce organizational clustering, we encouraged circulation
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Table 1. Descriptive statistics on demographic variables. 

Variables N % 

Gender 
Do not want to say 3 2.5 
Male 101 85 
Female 15 12.5 
Age 
18–25 45 37.8 
26–35 34 28.6 
36–45 30 25.2 
46–55 9 7.6 
56–65 0 0 
65 + 1 0.8 
Education level 
High school 11 9.2 
College 6 5.1 
HND nautical science 1 0.8 
University/bachelors 66 55.5 
MSc 22 18.5 
PhD 13 10.9 
Time working in industry 
Less than a year 18 15.1 
Between 1 and 5 years 33 27.7 
Between 6 and 10 years 13 10.9 
Between 11 and 15 years 24 20.2 
More than 15 years 31 26.1 
Duty/rank 
Captain 20 16.8 
Chief engineer 9 7.6 
Chief officer 16 13.4 
Deck cadet 21 17.7 
Deck crew 1 0.8 
Fourth engineer 1 0.8 
Maritime pilot 1 0.8 
Second officer 20 16.8 
The electro-technical officer (ETO) 1 0.8 
Third engineer 2 1.7 
Third officer 20 16.8 
Other 7 5.9 
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cross multiple companies and flag states. Because recruitment
as open and nonprobability-based, results are interpreted as

ssociations within this multirole sample rather than population
revalence estimates. The inclusion of seafarers from a wide range
f roles, ranks, and ship types was intentional to obtain perspec-

ives reflecting the diversity of modern bridge and engine-room
perations. Rather than aiming for statistical representativeness,

his strategy sought to capture variation across operational con-
exts and experience levels for providing a broader professional
ross-section and enhancing the interpretive generalizability of
he findings. The participants were briefed on the study’s char-
cteristics, aims, and expected contributions before data collec-
ion commenced. By removing participation barriers and empha-
izing informed consent, an accurate representation could be con-
tructed to assess maritime cybersecurity awareness, issues, chal-
enges, and prospects across various operational roles and expe-

ience levels. 
Questionnaire

The questionnaire instrument utilized in this study was organized
into five key sections. Furthermore, a section for open-ended text
has been included at the end of the questionnaires, allowing re-
spondents to offer further viewpoints if they wish to do so. The
sections are outlined as follows: 

� Demographics-collected background information about par-
ticipants.

� Knowledge and awareness- this part of the study assessed the
participants’ understanding and familiarity with the research
subject.

� Perception-examined participants’ perception on the subject
matter.

� Company policy-investigated company policies that were rel-
evant.

� Behaviour-examined the respondents’ actual behaviours re-
garding the issue.

The questionnaire collected detailed demographic informa-
tion, including age, industry experience, gender, education, ranks,
and ship types. In the knowledge and awareness section, it as-
sessed participants’ awareness of cyber threats, impacts of cyber-
attacks, familiarity with cybersecurity guidelines, and ability to de-
tect attacks. The perception section covered their views on who is
responsible for onboard security, the need for enhanced cyberse-
curity training, the likelihood of cyber-attacks causing ship mal-
functions, anticipated future challenges, and current cybersecu-
rity concerns. The training included in service-training rather than
a dedicated item on exposure to cybersecurity within pre-sea or
academy curricula. The company policy section inquired about
the frequency of cybersecurity drills, data backups, and system
updates. This dimension was included because seafarers, partic-
ularly officers, are required to operate under the SMS established
by their company in accordance with the International Safety Man-
agement (ISM) Code [ 53 ]. The ISM Code explicitly mandates that
shipping companies develop and implement procedures for safe
ship operation and for preventing incidents. This includes those
arizing from new technological risks as well. Moreover, IMO Guide-
lines on Maritime Cyber Risk Management requires that cyber risk
be integrated into existing SMS practices [ 54 ]. Within this regula-
tory context, officers and crew are expected to be aware of, and
adhere to, relevant policies and guidance issued by their com-
pany, including incident reporting, system update procedures, ac-
cess control, data protection, and the secure use of removable me-
dia. For this reason, the inclusion of company policy-related ques-
tions is essential, as awareness of such policies represents an op-
erational responsibility rather than an optional knowledge area.
Understanding how far this awareness is internalized by seafarers
offers valuable insight into organizational compliance, safety cul-
ture, and human reliability under cyber risk conditions. Therefore,
the intended respondents were practising seafarers in deck and
engine departments. Cadets, also, are expected to follow these
procedures under supervision. 

The behaviour section examined practices related to email ver-
ification, Wi-Fi password sharing, opening emails from unknown
sources, password updating, and crew discussions on security

issues. 
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Table 2. Overview of grouped variables within regression analysis. 

Variable Information Min Max SD 

Knowledge and 

awareness 
14 ordinal 
variables 

20 69 9.58 

Perception 6 ordinal variables 6 30 4.24 
Company 
policy 

3 ordinal variables 2 16 3.84 

Behaviour 5 ordinal variables 5 24 3.31 

Table 3. Linear regression results for Knowledge and Awareness as 

dependent variables. 

Variable B SE β P 95% CI 

Constant 25.958 4.878 < .001 (16.293, 35.623) 

Perception 

0.566 0.240 0.251 .020 (0.091, 1.041) 

R2 = 0.167 with P < .001. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Findings and extended discussion

Descriptive statistics

The study surveyed 119 participants, most of whom were male,
reflecting the industry’s gender distribution. Participants typically
had either 1–5 years or over 15 years of experience in the maritime
industry. Over half held a bachelor’s degree, and many worked on
tankers in roles such as Captain, Second Officer, and Third Offi-
cer. Table 1 demonstrates descriptive statistics on demographic
variables. 

Data analyses

The initial data analysis was conducted by using regression anal-
ysis with grouped scale variables as the dependent variable to
analyse their association with each other and alternative categor-
ical questions. To conduct this, SPSS version 29 was used with a
P -value significance level of < .05 [ 55 ]. First two tests were con-
ducted to ensure the reliability of the data and find the distri-
bution. The first test was Cronbach’s Alpha, which was used to
test the internal consistency of the responses; the second was a
Shapiro–Wilk test to analyse the data distribution [ 56–58 ]. Four lin-
ear regression analyses were performed to analyse the causal re-
lationships between the different groups of variables. The group-
ings were made on the Likert-scale questions specifically and
were analysed against each other and two specific categories of
participants. 

The first looked at the divide between those who had received
cybersecurity training and those who had not, and the second was
based on those who had experienced a cyber-attack on board and
those who had not. A second set of statistical tests was then per-
formed between variables not included within the models (non-
Likert-scale questions), with the same cybersecurity training and
cyber-attack experience criteria. Since the variables were all cat-
egorical, whether binary or having up to three categories, Chi-
squared tests and Fisher’s exact tests were run. 

Reliability, normality, and regression

analysis

Reliability was assessed using Cronbach’s Alpha test, which eval-
uates the internal consistency of each participant’s responses by
measuring the correlations between questions. The overall score
derived from the 22 Likert scale questions was 0.830, indicating
high internal consistency and thus strong reliability [ 59 ]. To fur-
ther ensure the robustness of the data, Shapiro–Wilk tests were
conducted to assess the normality of the Likert scale questions.
All questions produced P -values < .0001, showing deviations from
a normal distribution. This result indicates that the data does not
follow a normal distribution pattern and, therefore, nonparamet-
ric tests are more suitable for subsequent analyses [ 60 ]. 

In addition, regression analysis was performed to investigate
the relationships between the four groups of scale questions and
the variables of whether participants had received cybersecurity
training and whether they had experienced a cyber-attack. The de-
tailed outcomes of these analyses are presented in Table 2 , pro-
vides a comprehensive overview of the grouped variables within
the regression framework. 
The study was systematically divided into four sections, each fo-
cusing on a distinct area: knowledge and awareness, perception,
company policy, and behaviour. This structure was designed to of-
fer a thorough evaluation of the various factors that influence sea-
farers’ cybersecurity practices, thereby providing deeper insights
into how these elements interplay to shape their overall cyberse-
curity posture. 

Knowledge and awareness 

The survey assessed participants’ knowledge of cybersecurity
terms and the consequences of cyber-attacks. While most partici-
pants were familiar with common terms like ‘malware’ and ‘phish-
ing’, fewer recognized terms such as ‘spoofing’ and ‘man-in-the-
middle’. However, participants showed a better understanding of
the consequences of cyber-attacks, recognizing threats to crew
safety, operational disruptions, financial losses, reputation dam-
age, and information compromise. This suggests a general aware-
ness of cybersecurity terms but a stronger grasp of the impacts of
cyber threats. 

The linear regression analysis for Knowledge and Awareness,
used as dependent variables, revealed significant findings primar-
ily related to the variable of Perception, as illustrated in Table 3 .
The analysis showed that Perception, Knowledge, and Awareness
are positively and significantly associated. This indicates that as
participants’ understanding and awareness of cybersecurity in-
crease, their perception of cybersecurity threats also improves.
Additionally, the intercept was highly significant, indicating a sub-
stantial baseline level of Knowledge and Awareness even when
other predictors were held constant. 

Furthermore, statistical tests were conducted between vari-
ables not included in the regression models. These tests focused
on identifying participants with cybersecurity training and their
association with knowledge and awareness. Participants who had
undergone training were significantly associated with knowing
whom to contact following a cyber-attack ( P = .006). When asked
if they knew who the ship security officer was, most participants
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Table 4. Chi-square/Fishers exact tests results for knowledge and awareness vs training. 

Knowledge and awareness Training P -value 

No Yes 

Knowledge of contact point following a cyber-attack No 38 (76%) 12 (24%) .006 
Yes 34 (49.3%) 35 (50.7%) 

Knowledge of SSO (ship security officer) a the ship 

a No 5 (100%) 0 (0%) < .001 
Yes 67 (58.8%) 47 (41.2%) 

Knowledge of CISO (chief information security 
officer) in the organization 

No 25 (80.6%) 6 (19.4%) .002 

Yes 47 (53.4%) 41 (46.6%) 

a Fishers exact test performed. 

Figure 2 Clustered bar chart showing participants’ responses to the question ‘How familiar were you with the regulations?’. 
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Table 5. Chi-squared test results to understand the association between 

training and experience of a cyber-attack. 

Training vs 

cyber-attack Cyber-attack P -value 

No Yes 
Training no 61 (84.7%) 11 (15.3%) .017 
Yes 31 (66%) 16 (34%) 

 

 

 

 

 

esponded affirmatively (96%). Of the five participants who were
naware, none had received training, resulting in a significant P -
alue of < .001. Similarly, those who knew their chief informa-
ion security officer were significantly associated with training
 P = .002). The results of the Chi-square/Fisher’s exact tests for
nowledge and Awareness versus training are presented in Ta-
le 4 . This suggests that training is associated with higher knowl-
dge of authoritarian figures and who to contact during a cyber-
ttack. 

The questionnaire also assessed participants’ knowledge of
egulations, as shown in Fig. 2 . The findings revealed that partici-
ants were generally unfamiliar with or only slightly familiar with
ost regulations. However, for the last two regulations-IMO guide-

ines on cyber risk management and IACS Unified Requirement
26-most participants had a moderate level of familiarity. 

Additionally, Table 5 shows that there is a significant associa-
ion between training and the experience of a cyber-attack ( P =
017). Specifically, a higher proportion of participants who un-
erwent training also reported experiencing a cyber-attack. While
multiple factors may contribute to this association, it suggests that
individuals who received training may possess heightened aware-
ness of cyber threats. Consequently, they are more inclined to
identify and report cyber-attacks compared to their non-trained
counterparts, potentially leading to a higher incidence rate ob-
served within this group. 
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Figure 3 Chart showing responses to perception-related questions. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Perception 

The perception section of the survey consisted of six questions,
five of which are illustrated in Fig. 2 . Participants were asked to
indicate their agreement or dizagreement with these five ques-
tions. Each perception item was measured using a five-point Lik-
ert scale (1 = strongly disagree to 5 = strongly agree). Partici-
pants could select only one response per statement. The percent-
ages shown in Fig. 3 therefore represent distinct distributions of
agreement levels for each item rather than overlapping or multi-
ple selections. The responses revealed that a majority of the crew
members agreed that cybersecurity-related concerns are shared
among the crew. However, 10% of participants disagreed and 8%
strongly disagreed with this sentiment. Similar patterns were ob-
served in responses regarding the consideration of cyber-attacks
in the event of a malfunction and the belief that cybersecurity is
more of an organizational issue rather than an individual crew re-
sponsibility. 

A significant portion of participants expressed the need for
more advanced training in cybersecurity, with 45% strongly agree-
ing and 29% somewhat agreeing on this point. Furthermore, 66%
of participants strongly agreed that the importance of cybersecu-
rity will increase in the future, while only 5% totally dizagreed. 

The perception items were designed to capture respondents’
subjective understanding of cyber responsibility, risk, and orga-
nizational culture rather than to verify factual company practices.
For instance, the statement ‘ I believe that cybersecurity on board
is more of an organizational responsibility than the crew ’ was in-
tended to reveal how seafarers attribute responsibility between
management and shipboard personnel. Different interpretations
are possible depending on each participant’s company back-
ground and experience; this variability reflects real differences in
organizational culture. Accordingly, the results in Fig. 2 represent
patterns of perception and attribution rather than objective mea-
sures of policy implementation. 
Figure 3 indicates a clear consensus that the salience of cy-
bersecurity on board will continue to rise. Respondents com-
monly reported a need for more advanced training that signalling
a skills gap that education providers and companies should ad-
dress. Many officers already factor cyber causes into fault diag-
nosis during malfunctions. It suggests that cyber considerations
are beginning to enter routine operational reasoning. Views are,
however, divided on whether cybersecurity is primarily an organi-
zational responsibility or a crew responsibility, which is pointing
to unresolved role boundaries within the SMS. Finally, while crew
members report discussing cybersecurity, the sense of shared
concern is uneven across teams. Taken together, these findings
portray a workforce that recognizes the strategic significance of
cybersecurity and the necessity for enhanced training but still ex-
hibits ambiguity regarding role boundaries and shared responsi-
bility, which are critical components of an effective cyber-safety
culture. 

The linear regression analysis for Perception as the dependent
variable reveals several key insights. The constant term is sig-
nificant, indicating a baseline level of perception when all other
factors are held constant. The analysis shows that Knowledge is
positively associated with Perception, suggesting that higher lev-
els of knowledge come with an enhanced perception of cyber-
security threats and practices. Furthermore, behaviour exhibits
a strong positive effect on Perception, implying that positive be-
havioural practices significantly improve cybersecurity percep- 
tion. This analysis underscores the critical roles that knowledge
and behaviour play in shaping perception. The detailed results of
the linear regression analysis for Perception as the dependent vari-
able are presented in Table 6 . 

The final question of the survey asked participants, ‘How effec-
tive do you believe the current cybersecurity measures are/were
onboard your vessel?’ The responses indicated that the majority of
participants viewed the measures as moderately effective (43%),
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Table 6. Linear regression results for Perception as dependent variable. 

Variable b SE β P 95% CI 

Constant 8.688 1.925 < .001 (4.874, 12.502) 
Knowledge 0.083 0.035 0.188 .020 (0.013, 0.153) 
Behaviour 0.621 0.113 0.485 < .001 (0.397, 0.844) 

R2 = 0.376 with P < .001. 
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ith 21% considering them very effec tive, and 17% rating them
s slightly effec tive. Appr oximately 7% of respondents felt that
here were no cybersecurity measures in place or that the mea-
ures were not effective at all. Only 6% of participants believed the

easures were extremely effective. 

ompany Policy 

he linear regression analysis for Company Policy as the depen-
ent variable reveals several notable findings. Behaviour shows
 significant positive impact on Company Policy ( b = 0.345 b =
.345, β = 0.297 β = 0.297, P = .002 P = .002), indicating that posi-
ive behavioural practices are strongly associated with better com-
any policies. Additionally, Training demonstrates a highly signif-

cant positive effect ( b = 2.879 b = 2.879, β = 0.368 β = 0.368,
 < .001 P < .001), highlighting that more extensive training is as-
ociated with more robust company policies. This analysis shows
he critical role of behaviour and training in shaping effective com-
any policies. The detailed results of the linear regression analy-
is for Company Policy as the dependent variable are presented in
able 7 . 

In the company policy section, it was revealed that almost 40%
f participants reported never performing cybersecurity drills. Ad-
itionally, ̃ 11% and 10% of participants indicated that they con-
uct these drills once a month and once every 6 months, respec-

ively. About 26% reported participating in drills once a year, while
he remaining 13% selected ‘other’ for their frequency of partici-
ation in drills. When asked whether their company has a report-

ng system for cyber-attacks, 41% of participants indicated that
heir companies do not have such a system. Interestingly, a higher
roportion of participants who had experienced a cyber-attack re-
orted the existence of a company reporting system compared to

hose who had not experienced an attack, with the p-value nearing
ignificance ( P = .067). 

ehaviour 

here were five questions related to behaviour. The linear re-
ression analysis for Behaviour as the dependent variable reveals
everal significant findings. Perception has a strong positive and
ignificant effect on Behaviour, suggesting that higher levels of
erception significantly enhance behavioural practices. Similarly,
ompany Policy shows a significant positive impact on Behaviour,

ndicating that robust company policies are strongly associated
ith better behavioural practices. This analysis shows the critical

oles of perception and company policy in influencing behaviour.
he results of the linear regression analysis for Behaviour as the
ependent variable are presented in Table 8 . 

One of the questions asked participants how often they up-
ated their passwords for different systems. It was found that
35% of participants rarely change their passwords and around
13% change them less than once a year. Another question in
the survey examined how frequently cybersecurity-related topics
or concerns are discussed among the crew. The results showed
that 34% of participants rarely discuss these topics, highlight-
ing a significant communication gap. About 30% occasionally dis-
cuss cybersecurity, and 13% never engage in such discussions.
Conversely, 17% of participants frequently discuss cybersecu-
rity topics, and only 6% do so very frequently. This shows a
need for more regular and consistent discussions on cybersecu-
rity to ensure all crew members are aware and prepared to han-
dle cyber threats. Figure 4 shows the results of the behaviour
questions. 

Discussions based on obtained from open

text answers

After completing the questionnaire, participants were asked and
given the chance to share any further comments or thoughts.
Those who chose to use this opportunity responded in an open-
ended text format. In this section, some participants preferred
to share their invaluable experiences with cyber-attacks to which
they have been exposed and discussed the cybersecurity mea-
sures of their organizations. In contrast, others shared their con-
cerns about the subject. 

According to the provided responses, the issue of GPS spoofing
poses a major challenge in the constantly evolving and techno-
logically complex domain of maritime navigation, specifically in
geopolitically delicate areas like the eastern Mediterranean. One
participant shared an experience of GPS signal jamming in the
eastern Mediterranean, which misrepresented the vessel’s posi-
tion by 50 miles. Despite this, the Integrated Navigation System
(INS) allowed the crew to accurately determine the ship’s position.
The onboard software identified the discrepancy between the GPS
and INS data, triggering an alarm that alerted the crew. The partic-
ipant noted the benefit of having redundant systems performing
the same function through different structures. 

Another incident that exemplifies the resourcefulness and
adaptability of maritime crews in the face of GPS jamming in-
volved the use of mobile phone GPS systems as an alternative nav-
igation method. Due to the jamming, the ship’s ECDIS provided
inaccurate positional information. However, the crew identified
that the GPS functionality of mobile phones remained unaffected,
enabling them to accurately determine the vessel’s location. This
event demonstrates the need to avoid over-reliance on integrated
navigational systems and highlights the value of auxiliary devices
as backup tools for navigation. It also emphasizes the importance
of navigational resilience and cybersecurity measures in ensuring
the safety of vessels in the face of cyber threats. 
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Table 7. Linear regression results for Company Policy as dependent variables. 

Variable b SE β P 95% CI 

Constant −0.526 1.894 .782 ( −4.277, 3.226)
Behaviour 0.345 0.110 0.297 .002 (0.126, 0.563)
Training 2.879 0.611 0.368 < .001 (1.668, 4.090)

R2 = 0.375 with P < .001. 

Table 8. Linear regression results for Behaviour as dependent variables. 

Variable b SE β P 95% CI 

Constant 4.102 1.5 .007 (1.131, 7.073) 
Perception 0.34 0.062 0.436 < .001 (0.218, 0.463) 
Company Policy 0.230 0.074 0.267 .002 (0.084, 0.376) 

R2 = 0.439 with P < .001. 

Figure 4 Chart showing responses to behaviour related questions. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

efforts. 
One of the participants stated that there is an intense cyber-
attack in the eastern Mediterranean, and due to these attacks,
commercial ships frequently ask themselves whether GPS mal-
functions they are experiencing are unique to their vessel or re-
gional. This shows both the high frequency of cyber-attacks and
the prominent ignorance among seafarers concerning the scale of
cyber-attack threats. 

Another response shows that a separate but equally instructive
event occurred when a crew member connected a personal USB
device to the ECDIS with the harmless intent of sharing a personal
photograph. The USB contained a virus that, unaware by the user,
subsequently infected the ECDIS. The malware promptly and ma-
liciously caused inconsistencies in the ship’s position display. This
incident serves as an important reminder of the critical role that
human factors play in maritime cybersecurity and the cybersecu-
rity threats that may appear nonhazardous. 

Some seafarers believe the technology on their ships is basic
and of little value. One seafarer stated, ‘I am working for one of
the largest organizations in the world, but still, on computers,
free versions of antivirus, Microsoft Office, and other software are
used which don’t look working well anyway.’ It was also noted
that some companies use obsolete software on vessel comput-
ers without contingency plans, while cybersecurity documenta-
tion is frequently circulated merely to meet external expectations.
This participant’s experience shows the gap between policy and
practice, especially when critical communication systems lack li-
censed software, undermining the seriousness of cybersecurity
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On the other hand, one participant remarked that including
ybersecurity obligations among the already heavy duties that
rew members must complete on board their vessels is generat-

ng an increasing burden. The participant found the proliferation
f conventions and educational studies on the subject excessive

oday. 
Another response was that cybersecurity should be a shared

bligation affec ting all cr ew and guest s, although ther e may be
iffer ences in the degree of responsibility. Additionally, service
roviders should potentially be held liable in certain situations
here their services lead to a security breach or compromise. 
Among the responses provided, several highlighted the neces-

ity of addressing the problem technologically. Some maritime
rofessionals believe that their vessels are not outfitted or con-
tructed to be resilient to cyber-attacks. This perspective shows
he possibility that the digital threats to maritime operations and
afety are underestimated. 

iscussion
uilding on this study’s findings, the observed relationship be-

ween training, company policy, and routine behaviour highlights
ctionable levers within maritime education and organizational
overnance. Similar to previous research [ 61 ], the present results

ndicate that seafarers often recognize cybersecurity as an orga-
izational responsibility, yet individual vigilance and procedural
ompliance remain uneven. This reinforces earlier observations
hat awareness alone does not automatically translate into secure
ractices unless supported by embedded training and clear ac-
ountability within the SMS. However, our findings extend this lit-
rature by illustrating how specific policy and training structures
orrelate with more consistent self-reported behaviour and sug-
ests that the degree of operational integration, rather than sim-
le exposure to training, determines the strength of cyber-safe
onduct. For deck officers, policy should promote integrated in-
truction that treats cyber risk as part of standard watchkeeping
outines. This includes ECDIS/GNSS/AIS anomaly recognition, sys-
ematic cross-checks with RADAR and visual bearings, disciplined
ncident logging, and simulator scenarios that introduce cyber-
ttacks during complex traffic situations [ 62 ]. These practices mir-
or prior recommendations for embedding cyber hygiene within
avigational training rather than treating it as an isolated aware-
ess module. 

For marine engineers, the emphasis should shift towards
perational–technology security and resilience in the machin-
ry domain, including engine-control networks, PLCs, vendor re-
ote access, media hygiene, segmentation, patch windows and

ehearsed fall-back to manual control when automation is de-
raded. This focus aligns with Kessler and Shepard [ 63 ], who noted
hat engineering departments are often overlooked despite being
ritical to maintaining operational continuity during cyber disrup-
ion. 

The educational programmes should prioritize resilience at
he design stage through threat modelling, data-integrity safe-
uards, and secure interfaces across ship–port–supply-chain sys-
ems. Comparable arguments have been advanced by Bolbot et
l . [ 64 ], who advocate integrating cyber risk assessment within
ystem design and lifecycle management rather than postdeploy-

ent compliance checks. 
Across these disciplinary pathways, policy frameworks can de-
fine measurable competence outcomes, require assessed simu-
lator or cyber-range practice, and introduce periodic revalida-
tion aligned with company drills and audits. At the regulatory
level, these competencies should be mapped to STCW functions
and incorporated into assessed cybersecurity modules within
pre-sea and refresher training. Embedding such requirements
would address the regulatory gap that current STCW provisions
do not yet explicitly evaluate cyber competence [ 65 ]. Nonpuni-
tive reporting systems and shared incident datasets would also
strengthen the feedback loop between operational experience
and educational design. This continuous feedback mechanism
would enable maritime academies and companies to adapt train-
ing content as attack patterns evolve. Taken together, these mea-
sures align educational provision with the behavioural patterns
most associated with resilient cyber practice at sea and in the
machinery and systems domains. The findings therefore extend
prior literature by providing empirical evidence that the matu-
rity of company policy and in-service training influences how
seafarers internalize cyber risk responsibilities and bridging the
gap between regulatory intent and human-centred operational
practice. 

Conclusion
Maritime environments are inherently complex and dynamic, re-
quiring individuals to operate sophisticated equipment, make crit-
ical decisions under pressure, and respond to unforeseen chal-
lenges. Human factors are crucial since the success and safety
of maritime operations depend heavily on the capabilities, de-
cisions, and actions of the crew. The human element is integral
to maintaining SA, effec tive communic ation, and co-or dination
among crew members. Thus, SA extends beyond the immediate
physical environment to include the cyber posture of maritime op-
erations, requiring a shared understanding among all crew mem-
bers to ensure collective defence against cyber-attacks. Despite
their importance, these human elements in cybersecurity are of-
ten underexplored in existing studies, which tend to focus more
on technical solutions and less on the human aspects that are es-
sential for a comprehensive cybersecurity strategy. 

This research emphasizes the significant impact of human fac-
tors on cybersecurity practices among seafarers. Based on the
analysis of the data, the hypotheses posited in this study are
supported by the results. The analysis of four linear regression
models demonstrated strong positive associations between these
variables, in Tables 3 –7 . Within these, Perception knowledge and
awareness are positively and significantly associated. This ex-
plains that when a participant’s perception increases, so does
their knowledge and awareness (b = 0.566, P = .020). This is also
true in the opposite direction (b = 0.083, P = .020). Perception and
behaviour were also positively associated (b = 0.621, P < .001).
This explains that individuals who perceive cybersecurity threats
more seriously are more likely to exhibit behaviours that align with
good cybersecurity practices. Significant associations were also
observed between company policy and behaviour (b = 0.345, P <

.001) and training and company policy (b = 2.879, P < .001). This
suggests that organizations policy and guidelines regarding cy-
bersecurity have an impact on an individual’s security-related be-
haviours. It also suggests that training initiatives regarding cyber-
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security within an organization are closely aligned with those with
strong cyber company policies. 

These findings demonstrate the necessity for integrated train-
ing programs and well-formulated organizational policies to fos-
ter a culture of cybersecurity awareness and preparedness among
seafarers. The open text responses highlighted real-world chal-
lenges, such as the need for up-to-date cybersecurity mea-
sures and the importance of regular communication about cyber
threats. Participants also shared valuable experiences and con-
cerns, reinforcing the study’s conclusions about the critical role of
human factors. 

Future work should focus on interaction between human fac-
tors and cybersecurity, developing strategies that integrate hu-
man judgement, teamwork, and organizational context with tech-
nical safeguards. A useful agenda is to distinguish the effects of
academy education from in-service training and to relate this ed-
ucational exposure to simulator performance and to routine op-
erational behaviours on board. In parallel, the field would bene-
fit from stronger incident-sharing arrangements and anonymized
datasets that support forward-looking modelling and risk–cost
analyses. Alongside these steps, the development of standard-
ized training curricula and the cultivation of a mature cyber-
security culture across the sector would help build a more re-
silient maritime industry capable of withstanding evolving cyber
threats. 

In conclusion, this study highlights the connected nature of per-
ception, knowledge, behaviour, and policy in maritime cybersecu-
rity. Addressing the identified gaps through targeted training, ro-
bust policies, and technological upgrades is essential. By fostering
a culture of cybersecurity and ensuring that all stakeholders are
adequately prepared, the maritime industry can better safeguard
against the increasing threats posed by cyber-attacks. 
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