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The rapid growth of satellite constellations has created an
interconnected but fragmented orbital ecosystem, where
coordination is constrained by centralised infrastructures that pose
risks of failure and governance bottlenecks. This research investigates
how Distributed Ledger Technologies (DLTs) can enable safe,
sustainable, and decentralised coordination in space, reframing trust as a
software-defined property verified through consensus rather than
ownership or affiliation. Building on prior work that identified 12 system   
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Space is a zero-trust environment.
Identities and intentions are hard to verify.
Even “trusted” satellites can fail, be hacked, or attacked.
Exponential population growth in Low Earth Orbit leads to higher risk
of collisions and interference.
Governance is fragmented across nations and organisations.
Without trust, operations remain centralised: slow, fragile, and
unsustainable.

Distributed Ledger Technologies are:

The key to implementing DLTs in satellite networks is the consensus
mechanism, which enables satellites to agree on the validity of
submitted data.  This consensus mechanism must:

Reach consensus asynchronously,
Be tolerant of faulty or malicious satellites,
Handle a high data throughput with low latency, and
Be computationally un-intensive.

This can be achieved by implementing a DLT with a Directed Acyclic
Graph (DAG) architecture that can process multiple pieces of data
simultaneously and asynchronously.

requirements for DLTs in satellite networks, the study now focuses on
developing a novel consensus mechanism that integrates orbit
determination data to support inter-satellite tasking. This approach lays
the groundwork for a Decentralised Autonomous Community in
Space, where spacecraft operated by diverse, often distrustful actors can
collaborate reliably across organisational and national boundaries. By
shifting from hardware-first operations to programmable, resilient
software infrastructure, this work positions DLTs as a foundation for the
autonomy, interoperability, and sustainability of future space operations.

In a zero-trust environment, there are four potential outcomes when a
satellite submits data to the network:

1.The satellite is honest and submits valid data,
2.The satellite is honest but submits invalid data,
3.The satellite is malicious and submits valid but incorrect data,

or
4.The satellite is malicious and submits invalid data.

To address this, a consensus mechanism must evaluate both the:
 Correctness of the data, and the
 Reputation of the submitting satellite.

A decentralised, software-first
solution,
Easier to implement and more
sustainable than hardware fixes,
Able to replicate and synchronise
data across satellites, and
More robust, scalable, and enable
real-time automation.

https://doi.org/10.1109/ACCESS.2025.3588688

