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The detection of illicit substances has always presented hur-
dles for analytical chemistry, and the evolution of new psy-
choactive substances has increased the challenging nature
for screening and detection within the forensic community.
Electrochemical-based sensors offer many advantages that
can be exploited by the forensic community for both screening
and detecting illicit substances from both street and toxico-
logical samples. This review provides an overview of selected
recent publications related to the advancements and
emerging trends of electrochemical sensors and their appli-
cation to forensic drug analysis and gives opinions on the
technical developments and the progression of these sensors
within the field.
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Introduction

The abuse or misuse of illicit substance remains a global
problem, with trends showing continued increase in the
prevalence of these substances [1—3]. With the intro-
duction of novel psychoactive substances and syntheti-
cally made alternatives to the “traditional” drugs, a new
and challenging landscape that drug detection protocols
must continually adapt to has arisen [1]. Traditional
laboratory-based techniques, such as chromatography
and mass spectrometry, offer high sensitivity and

specificity but often require complex instrumentation,
trained personnel, and lengthy processing times [4—6].
These limitations have driven the development of
portable, scalable alternatives, with electrochemical
sensing emerging as a powerful solution [5—7].

Electrochemical strategies offer unique advantages
including low cost, simplicity of use and the potential for
real-time monitoring in field settings [6,7]. However,
the employment of electrochemical strategies for illicit
substance detection is not a new concept, first reported
in the 1990s [8,9], with several competing approaches
developed since those initial studies. Recent in-
novations in electrode materials, sensor design, and
multimodal detection platforms have however pushed
the boundaries of sensitivity and specificity [6,10—12].
These advancements align with the growing demand for
portable devices capable of analysing complex biological
samples, such as blood, saliva or urine, under non-
laboratory conditions.

This review focuses on the most significant de-
velopments in electrochemical detection of illicit drugs
over the past two years, highlighting breakthroughs in
materials science, device architecture, and computa-
tional enhancements, which are revolutionising data
interpretation and enabling sophisticated pattern
recognition for complex electrochemical signals. These
advancements enhance the analytical performance of
electrochemical devices while broadening their appli-
cation into real-world scenarios. This review offers a
comprehensive preview of the state-of-the-art electro-
chemical methodologies for illicit substance detection
and its role in addressing the global issue of sub-
stance abuse.

Innovative materials and sensor
architectures

Advancements in materials science and sensor design
have driven significant progress in electrochemical
methods for the detection of drugs of abuse. Initial
studies focused on the expansion or replacement of
traditional electrode materials by incorporating nano-
structured alternatives like graphene, carbon nanotubes
and metal—organic-frameworks (MOFs) to improve
surface area and conductivity [13—21] the focus has now
shifted towards hybrid materials and innovative sensor
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architectures to enhance the overall efficiency and
practicality of detection system:s.

Microfluidics offer several distinct advantages including
precise handling of minute fluid volumes, reduction of
sample and reagent consumption while facilitating
reproducible and efficient analyte delivery to the sensor
surface [22]. Steijlen et al. [23] leveraged this technol-
ogy to develop a dual-pH microfluidic sensor system
capable of profiling illicit drugs such as 3,4-methyl-
enedioxymethamphetamine (MDMA), cocaine, heroin,
and amphetamine [23]. The platform utilises parallel
microchannels operating at pH 5 and pH 12 (Figure 1
(a)), targeting the protonation—deprotonation behav-
iour of analyte functional groups, such as amines, to
generate distinct electrochemical fingerprints within a
single measurement [23]. This dual-pH approach en-
hances specificity by capturing the redox behaviour of
target molecules across different chemical environ-
ments, a concept previously shown as an alternative
specificity enhancement strategy within electrochemical
measurements [24], addressing a key limitation of
traditional on-site sensors.

This approach required only 60 s per analysis and min-
imal user input, making it suitable for nonexpert use in
field settings [23]. Additionally, the disposable nature of
the sensor adds to its practicality and cost-effectiveness

concentration seized samples, the authors envision
expanding the platform to accommodate biological
matrices like saliva and urine [23]. This transition will
necessitate overcoming challenges such as biofouling,
viscosity variations, and the need for enhanced sensi-
tivity through electrode surface modifications. This
exemplifies how the combination of microfluidic preci-
sion with electrochemical robustness can revolutionise
drug detection, paving the way for more sophisticated,
field-deployable analytical systems.

The miniaturisation of potentiostats with both open-
source and commercial versions available that run or are
linked to smartphones with wireless data transfer
[25—28], alongside innovations in wearable sensor
technology [29] and screen-printed electrodes [30—32]
have significantly progressed towards more accessible in-
field systems. For example, the work SMART 3D-printed
electrochemical cell introduced by Novais et al. [33],
which offers a miniaturised, robust and versatile platform
for forensic and field analysis [33]. The device’s porta-
bility and ease of use are key advantages, allowing
nonexpert users such as law enforcement or healthcare
professionals, to carry out reliable drug analysis in real
time without the need for a laboratory setting.

A significant feature of the SMART electrochemical
sensor is its adaptability (Figure 1 (b)). The system allows

23]. While their current work focuses on high for the use of various electrode types and configurations,
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Panel a) shows the concept of the disposal microfluidic device of Steijlen et al. [23], highlighting the portable nature of the device and how it aims to
increase operational simplicity of field-deployable electrochemical devices. Adapted with permission from Ref 23. Copyright 2023 American Chemical
Society. Panel b) shows the 3D-printed SMART electrochemical sensor of Novais et al. [33] highlighting the unique construction of the all-encompassed
portable device. The construction of the 3D-printed cell highlights how the working electrode can be readily changed to suit the desired target analyte.
While its integration with commercial portable potentiostats with links to smartphone applications show its integrability into current commercial instru-
mentation. Reproduced from Ref 33 with permission from the Elsevier Copyright 2022.
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offering flexibility in detection methods and the ability to
tailor the device towards various substances [33]. Novais
et al. [33] demonstrate this adaptability by successfully
detecting MDMA, lysergic acid diethylamide (LLSD), and
N-(2-hydroxybenzyl)-1-(2,5-dimethoxy-4-iodophenyl) -
2-aminoethane (25-I-NBOH) with gold, glassy carbon,
and boron-doped diamond electrodes, respectively [33].
They further expanded the devices capabilities to include
the detection of sildenafil citrate and paracetamol using
graphite sheets and laser-induced graphene, all with
detection limits down to the micromolar region [33]. This
flexibility enhances the SMART 3D systems potential for
widespread use as it can be customised for the detection
of multiple target substances without requiring extensive
reconfiguration or specialised equipment. Furthermore,
the integration of wireless potentiostats and smartphone
connectivity makes the system ideal for mobile applica-
tions, further expanding its utility in field and forensic
settings. The fabrication also facilitates scalable and cost-
effective production, making this approach more attrac-
tive for translation. The work by Novais et al. [33] ex-
emplifies how miniaturisation, combined with the
innovation of 3D printing [34], can transform electro-
chemical sensor technology, enhancing both functionality
and accessibility for diverse applications. An overview of
these key advances is presented in Table 1.

Machine learning enhanced
electrochemical detection

The next critical step in developing electrochemical
sensors lies in enhancing the ability to process and
interpret the complex data they generate. While

Table 1

Electrochemical-based detection of drugs of abuse Brown et al. 3

miniaturisation and portability have significantly
improved, the practicality of these systems interpreting
electrochemical data especially when dealing with
complex or mixed drug samples remains a challenge,
particularly for nonexperts. To address this, the inte-
gration of machine learning (ML) with electrochemical
sensors has emerged as a powerful strategy, offering the
potential to enhance sensitivity, specificity, and overall
analytical performance.

ML models, such as partial least squares (PLS), artificial
neural networks, and random forests, are increasingly
employed to analyse high-dimensional data produced by
electrochemical sensors. These algorithms can detect
subtle patterns in data that traditional analytical
methods may overlook, improving the ability to distin-
guish between different substances and their concen-
trations as outlined in Figure 2 [35—41]. This fusion of
electrochemistry and ML not only expands the capa-
bilities of traditional sensors but also paves the way for
real-time, on-site drug detection, which is especially
valuable in law enforcement, healthcare, and
field applications.

In recent years, the number of studies combining ML
with electrochemistry has surged, reflecting growing
interest in applying these strategies to enhance elec-
trochemical studies. While ML has been widely applied
in spectroscopic studies, its adoption in electrochemical
detection has been comparatively slower. However, as
ML methodologies have become more accessible, their
integration into wider areas of chemistry has increased
in turn [42—47]. ML offers computational solutions to

Key characteristics for innovative materials and sensor architecture for sensor.

Sensor/system Key materials Design features

Challenges/future
directions

Target analytes Advantages

Microfluidic dual-pH Carbon
sensor

Dual pH-specific
microchannels and
fingerprinting

Smart 3D-printed Gold, glassy carbon, Modular electrode

electrochemical boron-doped configurations,
cell diamond, and smartphone
graphite sheets connectivity, wireless
potentiostat, and 3D-
printed platform
General Graphene, (carbon Nanostructured & hybrid
electrochemical nanotubes CNTs), materials, (screen
advances and MOFs printed electrodes

SPEs), wearable
sensors, and
miniaturised
potentiostats

MDMA, cocaine,
diamorphine, and
amphetamine

High specificity, rapid
analysis, minimal user
input, and disposable

Transition to biological
matrices (saliva and
urine); biofouling;
viscosity; and sensitivity
enhancement

MDMA, LSD, Portable; adaptable; Expand substance
paracetamol, micromolar detection range; optimise for
sildenafil citrate, limits; scalable biological samples; and
and 25-I-NBOH fabrication; and improve robustness in

nonexpert usability diverse conditions

Various drugs of
abuse

Enhanced conductivity
& surface area,
improved sensitivity,
and field-deployable

Integration with real-
time data systems; long-
term stability; and user-
friendly interfaces

CNTs, carbon nanotubes; LSD, lysergic acid diethylamide; MDMA, 3,4-methylenedioxymethamphetamine; MOFs, metal—organic-frameworks; SPEs,
screen printed electrodes; 25-I-NBOH, N-(2-hydroxybenzyl)-1-(2,5-dimethoxy-4-iodophenyl)-2-aminoethane.
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Figure 2
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Example of how electrochemical data can be integrated with machine learning protocols into a single workflow allowing for improvements in specificity
and sensitivity of electrochemical data through the examination of subtle data patterns and deconvolution of overlying features. Reproduced from Ref 41

with permission from the Elsevier Copyright 2024.

the challenge of electrochemical specificity, traditionally
addressed through physical or chemical means. Ortiz-
Aguayo et al. [48] showcased the success of ML for
forensic drug analysis by employing PLS-regression
(PLS-R) with a voltametric sensor array to quantify
three opioids, heroin, morphine, and codeine, even in
the presence of common adulterants such as paraceta-
mol and caffeine [48]. This work addresses a critical
challenge in forensic drug detection, interpretation of
electrochemical signals in the presence of adulterants.
Three structurally similar opioids were chosen with
overlapping electrochemical profiles succinctly high-
lighting the capacity to resolve these [48]. By employing
a sensor array capable of producing diverse and over-
lapping voltametric responses for multiple compounds,
the authors effectively demonstrated the utility of ML
algorithms in resolving and classifying these complex
signals [48].

The innovative use of electrodes with varied surface
properties enabled the generation of diverse voltametric
responses, enhancing the system’s capacity to distin-
guish between target analytes [48]. The combination of
these diverse sensor responses with the supervised PLS-
R algorithms, allowed for the deconvolution of complex

overlapping signals and accurate quantification of all
components in mixed opioid and adulterated samples
[48]. Importantly, their approach achieved reliable
identification and quantification even in challenging
matrices, demonstrating the utility of ML in real-world
forensic contexts.

In addition to the work of Ortiz-Aguayo et al. [48],
Habibi et al. [49] demonstrated the effectiveness of
MlL-enhanced electrochemical detection towards com-
plex biological sample analysis. Their study utilised fast
Fourier transform—square wave voltammetry, in combi-
nation with supervised PLS-R algorithm to achieve
simultaneous detection of morphine, methadone, and
uric acid in urinary specimens [49]. This innovative
approach effectively tackled challenges such as signal
overlap signal overlap from target analytes and matrix
effects inherent to biofluid samples. The successful
application of PLS-R not only enhanced signal decon-
volution but also reinforced the capability of nonlinear
multivariate calibration models to address the persistent
issue of poor electrochemical specificity [49].

This underscores the growing necessity of combining
electrochemical sensing with advanced computational
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Table 2

Electrochemical-based detection of drugs of abuse Brown et al.

Key characteristics for machine learning.

Sensor Type & ML model(s) Target analytes Advantages Challenge/future direction
material
Various PLS, ANN, Mixed drug Enhanced sensitivity & specificity; Standardisation; accessibility for
and RF samples real-time analysis; and pattern nonexperts; and integration into
recognition in complex data portable systems
Voltammetric PLS-R Opiates Accurate quantification in mixed Broader validation and robustness
sensor array samples and deconvolution of in diverse forensic contexts
with varied overlapping signals
electrode
surfaces
FFT-SWV sensor PLS-R Opiates, Tackles matrix effects; Application to other biofluids and
methadone in simultaneous multi-analyte further enhancement of calibration
urine detection; and improved signal models
resolution
Electrochemical PLS, ANN, Various drugs of Workflow enables real-time, on-site Need for user-friendly interfaces
with data and RF abuse detection; and improved and training datasets for broader
acquisition interpretability of complex signals drug libraries

ANN, artificial neural networks; FFT, fast Fourier transform; PLS, partial least squares; PLS-R, partial least squares regression; RF, random forests; SWV,

square wave voltammetry.

techniques for real-time analysis in forensic and health-
care settings. Compared to traditional univariate
methods, the incorporation of ML offers a more sophis-
ticated solution to analysing complex and overlapping
signals, enabling more accurate drug detection in field-
deployable systems. This aligns with the findings of
Ortiz-Aguayo et al. [48], amongst others [35—40], further
confirming the transformative potential of ML strategies
in addressing the limitations of electrochemical tech-
niques, particularly for applications requiring high preci-
sion and reliability in challenging environments.

Collectively, these studies highlight the transformative
potential of integrating ML with electrochemical sensors
to overcome traditional analytical challenges (see Table 2
for main advantages). By leveraging advanced computa-
tional techniques and sensor arrays with diverse re-
sponses, researchers have demonstrated significant
progress in resolving complex, overlapping electro-
chemical signals. This integration has enabled precise
quantification of target compounds, even within chal-
lenging matrices such as mixed drug samples or biological
fluids [50], underscoring the utility of ML-enhanced
systems in real-world forensic applications. As ML algo-
rithms continue to evolve, alongside advancements in
sensor technology, these methods hold the promise of
revolutionising in-field and laboratory-based drug
detection, providing fast, reliable, and accessible solu-
tions for current analytical needs. Further exploration and
standardisation of these techniques is critical to ensure
their broad but consistent adoption and maximise their
impact across forensic drug detection.

Concluding remarks and future perspective
In recent years, the convergence of innovative mate-
rials, advanced sensor architectures, and ML tech-
niques has propelled developments in the
clectrochemical detection of drugs of abuse. The
integration of microfluidics has enabled precise control
over small fluid volumes, facilitating the manipulation
of samples at a microscopic scale. This has led to im-
provements in sample handling, reagent use, and
sensor miniaturisation, making electrochemical sensors
more efficient and cost-effective. Microfluidic plat-
forms, in particular, are transforming forensic drug
analysis by enabling the development of sensors that
require minimal user input and can be easily deployed
in real-world scenarios. The miniaturisation of devices,
such as demonstrated by the low-cost SMART 3D sensor
[33], is particularly important for expanding the acces-
sibility of these technologies. Portable, compact sensors
are now enabling field-based drug monitoring and real-
time detection in remote or resource-limited environ-
ments, making sophisticated sensing technologies more
affordable and widely applicable.

Furthermore, the integration of ML algorithms is
enhancing the capabilities of electrochemical sensors by
enabling real-time analysis of complex datasets. These
algorithms improve detection accuracy, through subtle
pattern recognition, even in the presence of noise and
interference, through advanced techniques. These sys-
tems have shown potential not only in analysing seized
drug materials but also in monitoring complex biological
matrices for clinical drug analysis.
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Looking to the future, the cooperation among advanced
materials, sensor miniaturisation, and ML promises to
yield even more robust, versatile, and intelligent elec-
trochemical sensors. However, challenges remain in
terms of optimising these integrated systems to push
the limits of detection sensitivity, sensor reliability, and
the scope of applications. Future examination of
continuous monitoring, similar to pharmaceutical drug
monitoring [51,52], will also expand the potential use-
fulness of electrochemical sensing to treatment and
rehabilitation. Nevertheless, ongoing research and
development will be crucial in addressing issues related
to sensor scalability, data integration, and the estab-
lishment of standardised methodologies. These ad-
vancements will be critical in ensuring that the full
potential of electrochemical detection in drug abuse
monitoring is realised, paving the way for more acces-
sible and effective solutions for both forensic and clin-
ical settings.
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