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ARTICLE INFO ABSTRACT

Keywords: Phasor Measurement Units (PMUs) are fundamental components of modern Wide Area Monitoring Systems
Phasor measurement unit (PMU) (WAMS), which are crucial for ensuring power system stability, particularly with increasing renewable
Hardware-in-the-Loop (HIL) energy penetration and system complexity. While various PMU algorithms exist, their performance under

Taylor-Fourier transform (TFM)
Trustworthiness assessment
Real-time simulation

dynamic conditions and their suitability for direct stability assessment require rigorous validation beyond
pure simulation. This paper presents the Hardware-in-the-Loop (HIL) validation of two on-line performance
metrics capable of assessing the trustworthiness of PMU measurements. To this end, we implement two PMU
prototypes, namely, a software model and a hardware industrial controller. They both rely on a synchrophasor
estimation algorithm, fully compliant with both P- and M-class requirements of IEC 60255-118-1. The two
prototypes are then enriched by the functionality of computing two on-line performance metrics that quantify
the discrepancy between measured parameters and acquired sample series. A thorough validation in a HIL
environment shows the practicality and the flexibility of the proposed approach, paving the way for its
deployment in practical grid applications.

1. Introducti .
nirocuction the PMU Std) introduces two performance classes, namely P and M for

protection and measurement applications, respectively [8]. In normal
operating conditions, the performance target is set to a maximum
permissible error of 1% in terms of synchrophasor and 10 mHz in terms
of frequency. As regards synchronization, PMUs are typically locked to
Coordinated Universal Time (UTC) by means of a Global Positioning
System (GPS) receiver, which guarantees a timestamp accuracy within
100 ps. By aggregating and comparing measurements associated to the
same time-stamp, it is possible to have an updated snapshot of the
grid condition with an update rate in the order of tens of frames per
second [9-11].

The recent literature has focused on the development of PMU algo-
rithms, ever more accurate and robust to spurious disturbances [12-
14]. Most approaches rely on various applications of the Discrete
Fourier Transform (DFT), which is known to perform well under (quasi)
steady-state conditions and slow dynamics [15,16]. However, their
accuracy can degrade during significant dynamic events like power

Modern power systems are undergoing a profound transformation,
driven by the integration of intermittent renewable energy sources [1],
the proliferation of converter-interfaced generation [2], and the dy-
namic load characteristics [3]. These changes introduce significant
challenges to maintaining system stability, demanding advanced mon-
itoring and control strategies [4].

In this context, the measurement infrastructure represents the back-
bone of any monitoring and control application [5]. At a control room
level, Wide Area Monitoring Protection and Control (WAMPAC) sys-
tems concentrate and aggregate measurements coming from different
devices, like Power Quality Instruments, Smart Meters, and Merging
Units [6,7]. Among them, Phasor Measurement Units (PMUs) represent
the most promising solution in terms of both accuracy and respon-
siveness, as they provide time-synchronized measurements of voltage
and current phasors (synchrophasors), frequency, and rate of change of
frequency (ROCOF). The reference standard IEC 60255-118-1 (briefly,
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swings, faults, or frequency excursions, which are precisely the con-
ditions under which accurate monitoring is most critical for stability
assessment [17,18].

The need for tracking rapid and significant variations has pushed for
the definition of an enhanced signal model, also known as a dynamic
phasor, where the amplitude and phase are considered as independent
time-functions [19,20]. Dynamic phasor estimators have proven to
be quite effective in representing fast dynamics, particularly the ones
based on Taylor-Fourier Transform (TFT) [21,22]. This approach has
two main advantages: First, the possibility to estimate at the same
time the signal parameters (amplitude, frequency, and phase), but
also their time-derivatives. Second, the possibility of building a multi-
frequency model, accounting for possible additional components. The
more complete the Taylor-Fourier multi-frequency (TFM) model is, the
higher is the achieved accuracy [23,24].

In general, PMUs’ performance is assessed through extensive nu-
merical simulations. In this regard, the PMU Std defines an entire set
of compliance tests, encompassing both static and dynamic conditions.
However, while simulation provides valuable insights into algorithmic
performance, it often neglects crucial aspects of real-world implemen-
tation, such as hardware processing limitations, timing constraints,
communication delays, and interaction with physical components [25,
26]. Given the critical role played by PMUs in WAMPAC systems, a
full validation must bridge the gap between theoretical performance
and practical deployment. In this sense, Hardware-in-the-Loop (HIL)
simulations have proven to be an effective and valuable solution as
they provide a fully controllable validation platform where the phys-
ical PMU hardware can interact with a real-time simulated power
system model. HIL testing enables the evaluation of the PMU’s per-
formance under realistic operating conditions, including closed-loop
interactions and hardware-specific constraints, which is vital before
field deployment [27,28].

The use of HIL testing for validating PMU-based solutions is not
new in the literature. Indeed, HIL tests allow for characterizing the
performance of a distributed infrastructure that relies on several PMUs,
whose installation and operation would be extremely complex in the
field [29,30]. Typical applications in this sense span from state es-
timation [31] to protection [32]. Depending on the developed HIL
infrastructure, it is possible to evaluate different aspects of the PMU
measurement process, both at the hardware and software levels. In
most studies, though, the PMU is just an element of the monitoring
and control chain. In this paper, instead, we carry out a full-scale
metrological characterization of two novel PMU metrics in realistic
operating conditions. To this end, we present two equivalent PMU
prototypes, one hardware and one software, and we evaluate their
measurement results in the same HIL scenarios. In this way, we verify
the remarkable correlation between the two prototypes, and - at the
same time - we assess the sensitivity and consistency of the proposed
metrics.

Traditional PMU metrics quantify the PMU estimation accuracy
in laboratory controlled conditions, but are not sufficient to assess
its actual trustworthiness in real-world conditions [33]. Indeed, error
distributions are typically dependent on the frequency response of the
voltage and current sensor stage [34,35], and thus difficult to compen-
sate. In the field, verification is theoretically possible, but practically
unfeasible, as it would require prior knowledge of the operating condi-
tion and a sufficient comparability with the laboratory test conditions.
For this reason, the recent literature has discussed the potential benefit
of on-line performance assessment metrics as the normalized Root
Mean Squared Error (nRMSE) [36]. Such metrics can be computed
online and quantify the discrepancy between the expected system
model and the actual acquired signal [37]. This paper aims to provide a
full validation of the proposed metrics in realistic operating conditions.
The objective is to demonstrate, through rigorous HIL experiments, how
similar metrics could be integrated in the analysis and interpretation of
PMU measurements, both on- and off-line.

The main contributions of the paper can be summarized as follows:
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» Two equivalent software and hardware prototypes of a PMU
based on a TFM estimation algorithm with embedded trustwor-
thiness metrics are developed;

The prototypes’ sensitivity in the presence of different noise types
(i.e., different statistical distributions) is characterized;

The proposed metrics are experimentally validated in realistic op-
erating conditions by emulating a sequence of fast transitions in a
multi-level power system model, which includes high-, medium-,
and low-voltage sections. Comparing the metric response in dif-
ferent nodes allows for defining a coordinated anomaly detection
mechanism.

The remainder of this paper is structured as follows: Section 2
introduces the problem of trustworthiness assessment for PMU mea-
surements. Section 3 briefly outlines the hardware and software setups
employed in the HIL testing. Section 4 presents the experimental results
in HIL and real-world measurements, focusing on the proposed metrics
for PMU trustworthiness assessment. Section 5 concludes the paper,
summarizing the findings and highlighting the significance of the HIL
validation for future deployment.

2. Trustworthiness assessment in PMU measurements

PMUs provide time-stamped measurements of synchrophasor, fre-
quency, and ROCOF. The typical reporting rate ranges from 10 to 100
or 120 frames per second, depending on the nominal system rate of 50
or 60 Hz, respectively. Unlike other monitoring devices, PMUs provide
much finer time resolution. On one hand, this allows for a more detailed
representation of signal parameters’ evolution. On the other hand, this
leads to a large amount of data, which is generally averaged on longer
time intervals as the ones employed by control routines [38,39]. In
order to address this issue, an adaptive reporting rate setting has been
proposed [40]: The reporting rate is minimized in stable conditions,
while it is progressively increased when the PMU detects a significant
variation in any of the measured parameters. This allows for correlating
the PMU reporting rate with the evolution of the system under test.
However, it does not provide any insight into the actual trustworthiness
of its measurement results.

Without loss of generality, let us assume that the power signal
acquired by a PMU could be well approximated by the sinusoidal
dynamic model:

X() = A(t) - cos (22 f (1) - t + @(t) + TR (1) - 1*) O

where A, f, ¢, and R, are time-varying functions accounting for
the signal amplitude, frequency, phase angle, and ROCOF variations,
respectively. Given a reporting time instant ¢/, the corresponding PMU
measurements are:

x(0) = (AW, (), (), R, (1)) 2

Based on these estimation results, it is possible to extrapolate the
evolution of the signal in a time interval T,, centered around the
reporting instant ¢’

x(t) = A(')-cos (22 f(t) - £* + (") + 2R (1)) - (1))

e

t+ %] 3)

Let us compute the Root Mean Squared error between the acquired
signal x and its extrapolation %, and let us normalize it by the time
interval T,

T (&%) — x(1))?
e

w

nRMSE() = e

t i?]

This metric quantifies the discrepancy between the acquired signal and
the representation given by the PMU measurements. Since it is defined
in the time domain, it does not suffer from any preliminary assumption
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about the signal spectral composition. The nRMSE metric accounts for
the energy mismatch between the acquired and modeled signal. In
other words, it is a metric of the definitional uncertainty inherent in
the signal model (1).

In the literature, it is possible to find comparable definitions of
residual energy, typically normalized by the estimated magnitude [41,
42]. In this case, the normalization considers the duration of the
observation interval. The reason for this is twofold: The nRMSE metric
shall be independent of the magnitude of the signal under test. This
could allow for comparing its value also in the presence of time-
varying magnitude values (frequent condition in the case of current
signals). The normalization by the observation interval duration is
meant to facilitate the comparison between PMUs considering different
observation intervals. Let us assume that the spurious contributions
are stationary and uniformly distributed along the entire observation
interval, and that sampling and reporting rate are fixed. Then, a longer
observation interval corresponds to a larger residual energy. The nor-
malization by the interval length allows for defining a residual energy
by unity of time, i.e. independent from the PMU setting.

Originally introduced in [36] for discriminating between sinusoidal
and non-sinusoidal operating conditions, this metric has been employed
to assess the trustworthiness of PMU measurements in several applica-
tions, e.g. transient response [43] and state estimation [44]. Similar
definitions have appeared in the literature also in [37,45].

The metric is intended to reconcile two inconsistent viewpoints. On
one side, the PMU Std tends to discard any measurement following
a step change variation, and it introduces the concept of response
time to allocate sufficient time for the device to return to normal
operation [46]. On the other side, the application viewpoint requires a
constant stream of PMU measurements to guarantee the continuity of
services like state estimation and fault location. In fact, the underlying
assumption is that post-processing and filtering techniques may be able
to detect and suitably mitigate the effects of possible bad data [47-49].
The proposed metrics provide a trade-off between the two viewpoints:
On one side, they allow for flagging the measurements affected by
higher definitional uncertainty. On the other side, they are updated
at each reporting time interval, thus guaranteeing the minimization of
interruption of services.

A straightforward interpretation of this metric is as an estimation
of the Signal-to-Noise-and-Distortion (SINAD) ratio at the PMU input
channel:

(5)

RMSE(t/
SINAD() = 20 - log, <“—S(t)>

A2t

Indeed, the nRMSE provides an estimation of the energy not included
in the phasor representation associated with the fundamental com-
ponent. In normal operating conditions, this value accounts only for
wide-band uncorrelated noise and possible narrow-band spurious com-
ponents (e.g., harmonic and inter-harmonic terms). However, in reality,
this value may also account for estimation errors, due to the incorrect
mapping of the acquired signal to the signal model (1). A prior char-
acterization of the PMU analog front end allows for defining a SINAD
baseline, depending mainly on quantization noise: A PMU measurement
whose associated SINAD exceeds the baseline can be flagged as inac-
curate or affected by definitional uncertainty. This has been proven to
enhance the capability of accurately locating faults [50].

From an operational point of view, nRMSE and SINAD are strongly
correlated: They express the same information in two different scales.
Nevertheless, this redundancy is not a waste of resources. Indeed,
SINAD is a relative metric and is well suited to voltage measurements
where the signal magnitude is expected to keep stable around the
nominal value. Conversely, nRMSE is an absolute metric, and it better
suits current measurements whose magnitude is dependent on the
specific operating point of the network.
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3. Hardware and software setup

The validation of nRMSE and SINAD metrics requires the testing
of an enhanced PMU' in a wide range of different operating scenarios.
To this end, three main approaches are available: on-field, software, or
HIL testing. The first option is hardly practicable for several reasons:
the difficulty of getting a fully controllable on-field installation, and
determining the reference values and thus the actual measurement
errors of the PMU under test. The second option is widely employed
in the literature but relies on strong assumptions that may not be
verifiable in real-world (e.g., uniform sampling, absence of DC offsets,
etc.) The third option proves to be the most promising, given its
flexibility and controllability.

In this paper, we exploit a PMU hardware and software prototype
and we fully characterize it within the HIL framework of the Dynamic
Power System Laboratory at Strathclyde University. The following
paragraphs provide a brief description of the hardware and software
architecture of both the PMU and the HIL architectures.

3.1. PMU prototypes

For this analysis, we developed two PMU prototypes, namely a
software model in the Simulink programming environment and a hard-
ware implementation in an industrial controller. Both rely on the
same synchrophasor estimation technique. Their comparison allows
for assessing potential bottlenecks related to possible implementation
aspects, e.g., improper synchronization mechanism or poorly calibrated
analog inputs.

3.1.1. Software PMU

The software PMU prototype consists of a Simulink model, that
can be easily customized and compiled based on the employed HIL
architecture. The PMU implements a version of the TFM estimation
algorithm, following the steps summarized in Algorithm 1.

Algorithm 1 Software PMU
L: Input: s, F,, F,, F,.0s1nap

> input variables and parameters

2: Require: B > corresponding TFM basis matrix
3: fori=1,2,... do
4: S; < S > extract the i-th observation interval, pu
55  y;=B.s B> projection over the TFM basis B
6: b= A; -exp(lj - @) < y° > synchrophasor at i-th reporting
time, pu
fiey! > frequency at i-th reporting time, Hz

8 R, <y > ROCOF at i-th reporting time, Hz/s
9§ =Fpyu(hi» /- Ry,) > recovered fundamental component, pu
10:  SINAD;=-20-log(™5=2) b estimated SINAD at i-th
reporting time, dB '

11:  if SINAD, > 04,y 4p then Flag < 1 > low-quality flag
12: else Flag < 0 > no flag (normal operation)
13: end if

14: end for

The input variables are as follows: The signal s is a column vector
of uniformly sampled values of a voltage or current waveform. The
parameters F,, F,, and F, denote the nominal system frequency, the
sampling rate, and the reporting rate, respectively. The nominal system
frequency can be set to 50 or 60 Hz, depending on the grid configura-
tion under analysis. The sampling rate relies on F, for 50 Hz systems,

1 In this context, the term enhanced indicates that the PMU prototype
implements an extra functionality. In addition to the traditional estimation
of synchrophasor, frequency, and ROCOF, the PMU prototype is capable of
computing the proposed online metrics (namely, nRMSE and SINAD).
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then the sampling rate F, can be set to 10, 16, 18, or 50kHz, while
for 60 Hz systems, the sampling rate F, can be set to 12, 16, 18, or
60kHz. In a similar way, the reporting rate F, is a function of F,: 10,
50, 100 frames per second for 50 Hz systems, and 10, 15, 20, 30, 60,
120 frames per second for 60 Hz systems.

The threshold 6,y 4p sets the corresponding criterion for the de-
tection of PMU measurements affected by higher uncertainty. In more
detail, it indicates the maximum acceptable SINAD we expect for the
signal under test (e.g., Og;ny4p = 70dB). By exceeding this threshold,
the PMU is aware of operating in non-ideal conditions. In other words,
the consistency between the model of the measurement and the signal
under test is questionable and the definitional uncertainty may become
predominant when compared to the other intrinsic and algorithmic
contributions. In this case, the PMU measurements are flagged as
potentially unreliable and the quantities involved in the thresholding
process are also reported.

The algorithm considers observation intervals of 80 ms s;, partially
overlapping to reproduce the desired reporting rate (line 4). Such an
interval corresponds to 4 and 5 nominal cycles at 50Hz and 60Hz
system rates, respectively. The interval under analysis is projected
over a TFM basis B, specifically designed to minimize the spurious
interference from low-order harmonic components (line 5). The pro-
jection produces the Taylor expansion coefficients of the fundamental
component referred to as the interval mid-point. The Oth-order term is
the synchrophasor (line 6). The 1st and 2nd order terms account for
frequency and ROCOF variations from the nominal values (lines 7 and
8). Based on the estimates of synchrophasor, frequency, and ROCOF,
the fundamental component is recovered in §; (line 9). By comparing
§; to s;, the residual energy provides an estimate of the current SINAD
(line 10). If this value exceeds 6,y 4p, a flag is raised (lines 11 to 13),
and the measurement is considered “not trustworthy”.

The TFM estimation algorithm belongs to the so-called window-
based algorithms [12]. From a computational complexity point of view,
the largest contribution is represented by the projection on the TFM
basis B whose dimensions depend on the selected sampling rate and
observation interval. In the configuration considered in this paper
(i.e., 16 kHz and 80 ms), the TFM basis B consists of a 28 x 1280 matrix.
The projection operation has a complexity of O(N) where N is the
length of the observation interval (i.e., 1280 samples). Nevertheless,
the implementation in Matlab Simulink R2023a is able to perform the
entire synchrophasor and on-line metric estimation in less than 0.5 ms:
This performance has been quantified as the worst-case estimation
cycle duration over 1000 independent runs carried out with an Intel©
Core™ {7 vPro. This value is largely compliant even with the maximum
reporting rate of 100 fps for 50 Hz systems.

3.1.2. Hardware PMU

The hardware PMU prototype relies on a NI cRIO-9054 (National
Instruments, Austin, US-TX), i.e. an embedded industrial controller
equipped with a Linux Real-Time (RT) Operating System (OS) and a re-
configurable Field Programmable Gate Array (FPGA) board. The former
is a 1.33-GHz dual-core Intel Atom E3805 processor (Intel Corporation,
Santa Clara, US-CA), with a DRAM of 2 GB and a L2 cache of 1 MB. The
FPGA board, instead, is a Xilinx Artix-7 100T (Xilinx, San Jose, US-CA),
with 240 DSP slices and over 63000 LUTs.

The NI cRIO-9054 hosts different modules which communicate with
either the RT controller or the FPGA board. The FPGA board is re-
sponsible for the synchronized acquisition of two channels, respectively
associated with a voltage and current signal of interest. The acquired
samples are stored in a dedicated First-In-First-Out (FIFO) structure,
accessible on the RT controller side. In parallel, the RT controller
retrieves the acquired samples, applies the synchrophasor estimation
routine, and encapsulates the measurement results in PMU data packets
compatible with the IEEE C37.118.2-2024 communication protocol.

To this end, the NI cRIO-9054 is equipped with two modules: a NI
9467 GPS receiver and a NI 9215 analog input module. The former
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Table 1

Compensated error distributions of NI 9215 board.
Test Magnitude (pV) Frequency (pHz) Phase angle (prad)
point (V) U c U ] " o
0.1 25 200 45 970 15 195
0.5 23 875 35 860 10 170
1 12 1480 -15 740 20 140
5 -15 6240 -25 460 10 125
10 -20 8360 30 200 15 110

is used to define the measurement time-stamp, but also to discipline
the sampling rate via the FPGA Timekeeper Library. In this way, we
achieve a time-stamp accuracy in the order of hundreds of ns, and
to compensate for possible sampling rate deviations from the nominal
value. The latter is responsible for the acquisition of the input sig-
nals.? This module includes four simultaneously sampled analog input
channels and relies on four successive approximation register (SAR)
16-bit Analog-to-Digital Converters (ADCs) with a vertical range of
7.07V, and a resolution of 16 bits. The SAR technology allows for
a direct disciplining of the sampling rate, and their magnitude and
phase response are independent of the input signal frequency. The PMU
sampling rate is fixed to 16 kHz, consistently with the update rate
of the HIL model. The acquisition process has been calibrated at the
Swiss Federal Institute of Metrology (METAS) laboratories in terms of
magnitude, phase, and frequency error. After compensation of the sys-
tematic effects, Table 1 reports the worst case errors (1) and associated
uncertainties (¢) as a function of the signal magnitude on varying the
signal frequency from 48 to 52 Hz (i.e., a realistic variation range of the
fundamental frequency). It is remarkable to observe how magnitude,
frequency, and phase uncertainties keep within 0.2%, 1 mHz, and 200
prad, respectively.

In this paper, we use only three of the four available channels:
Channel AIO is used as a trigger input (e.g., by means of Transistor-to-
Transistor Logic, briefly TTL, or digital signals). As soon as a positive
slope transition is detected, the other two channels are activated.
Channel AIl receives the voltage input signal (i.e., the equivalent of
the secondary winding of the voltage transformer), while Channel AI2
receives the current input signal (i.e., the equivalent of the secondary
winding of the current transformer).

This configuration represents a valuable trade-off between esti-
mation accuracy and computational complexity. At the FPGA level,
the PMU functionality requires only 21.1% of the total slices (more
precisely, 7.4% of registers and 12.7% of look-up tables), and 6.7% of
RAM blocks. In other words, this configuration allows for much more
sophisticated expansions or for dealing with many more channels in
parallel, if new acquisition modules are embedded in the NI cRIO-9054.
As noticed in the PMU software prototype, the computation time does
not represent a severe complication, as the TFM basis projection can be
carried out in less than 4 ms (evaluated as the worst-case cycle duration
over 100 independent runs) [51].

3.2. Hardware-in-the-loop experimental setups

To further validate the effectiveness of the proposed nRMSE and
SINAD metrics with a realistic setup, as close as possible to the instal-
lation setup that would be used in a real substation, HIL experimental
validation is conducted. In the HIL setup, the acquisition of analog
voltage and current signals may suffer from many possible sources of

2 The hardware PMU prototype is intended to be integrated within the HIL
setup described in Section 3.2. Therefore, the input signals are the voltage
signals reproduced by the GTAO card, and represent an equivalent voltage
version of the power signals (voltage and current at the selected node) of the
simulated scenario.
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Fig. 1. HIL experimental setup with CIGRE benchmark network. The lower plot presents a zoomed vision of the network portion of interest: two yellow squares

indicate the location of the transformer TR6 and of the switch S1.

uncertainty. For instance, the sampling rate is not identical to its nomi-
nal value, or the ADC stage introduces undesired spurious components
(either in the AC or DC domain). This serves as an effective and flexible
solution as it allows for validating hardware versus software versions
of the same instrument.

In this HIL setup, a high-voltage (HV) transmission grid, two
medium voltage (MV) distribution networks, and a part of a low-voltage
(LV) distribution network, as inspired by the International Council
on Large Electric Systems (CIGRE) benchmark models as described
in [52-54]; This CIGRE benchmark network is presented in Cell1 of
Fig. 1. In this simulated hybrid network, a variation of the tap changer
at transformer TR6 is emulated, switching from tap position 5 to 4 and
then back to 5 over a total duration of 4s. The transformer TR6 is
located on the bus connecting the MV Feeder #2 (light blue contour
in Fig. 1) with the HV transmission grid (black contour in Fig. 1). The
sequence of tap changer positions corresponds to a variation of the
voltage setpoint from 1.00 pu to 0.85 pu and then back to 1.00 pu. The
breaker S1 is kept open during this operation to isolate the MV and LV
networks. Indeed, the breaker is located in the bus which connects the
MV Feeder #2 (light blue contour in Fig. 1) with the MV Feeder #1
(green contour in Fig. 1).

In the framework of power quality regulation [55], this scenario
can be classified as a voltage dip event. The voltage level exceeds
the traditional variation range of —10% of its nominal value, but the
relatively short duration of the event makes this violation negligible.
In this case, the objective is to evaluate the response of the proposed
metrics to sudden signal variations. A comparable scenario could have
been obtained by simulating a fault in the line hosting the transformer
TR6. In this case, though, the different portions of the power system
would have reacted to the fault producing a non-linear evolution of
voltage and current signals. This would have complicated the definition
of reference values for synchrophasor, frequency, and ROCOF, and
it would have made more questionable the analysis of the proposed
metrics.

For the sake of comparability, the effects of the voltage dip event
are observed in four buses, one for each portion of the network: Bus 07
for the HV portion, Bus 01 for the MV network not directly affected by

the operation, Bus 12 for the MV network connected to TR6, and the
LV Bus connected to TR7.

Fig. 1 further illustrates the HIL setup used for the PMUs’ validation.
In Cell 1, the Real-Time Digital Simulator (RTDS) performs the digital
real-time simulation of the modified CIGRE benchmark network. For
each bus of interest, the simulated voltage and current signals are
made available via dedicated Giga-Transceiver Analog Output (GTAO)
cards. In Cell 2, a SUPERMICRO X10SAE controller acquires the GTAO
channels, and transfers them to a Host PC where the software PMU
model is running. It is worth noticing that the SUPERMICRO controller
and the Host PC are integrated within the RTDS platform, and adopt
the same simulation time step. In this way, it is possible to guarantee
that all components of the HIL architecture operate in a synchronous
and coordinated way. The measurement results of the software PMU
follow the inverse path: First, they are transmitted to the SUPERMICRO
controller. Then, they are converted into equivalent voltage signals,
acquired by dedicated Giga-Transceiver Analog Input (GTAI) channels,
and made available among the RTDS simulation variables.

This approach, previously introduced in [56], allows for an optimal
allocation of computational resources among the different components
of the RTDS platform. In fact, Algorithm 1 requires the implementation
of an input buffer with a size equal to the PMU observation interval
(i.e., 1280 samples) and an update rate equal to the PMU reporting
rate (e.g., every 10 ms). As shown in previous examples of PMU models
for HIL applications, such a solution is quite demanding in terms of
both memory size and computational resources [57,58]. By running
the software PMU on a host PC, we easily manage two different time-
scales: the power system simulation, which is updated at each sampling
interval, and the PMU measurement simulation, which is updated at
each reporting interval. On the other hand, the proposed approach does
not impact the generality of the obtained results. The same Algorithm 1
could be implemented in a sample-by-sample version and directly
integrated within the RTDS simulation. For the sake of comparability,
we preferred to reproduce a software model that was an exact replica
of the hardware one.

In Cell 3, a similar approach is implemented for the hardware PMU.
Two dedicated GTAO channels make available the voltage and current
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signal at the bus of interest. The signals are acquired by the hardware
PMU via the NI 9215. In this regard, a dedicated GTAO channel is pro-
grammed to produce a trigger signal one second before the beginning
of the simulated scenario. The PMU measurement results are accessible
in two ways: Either by accessing the internal memory of the NI cRIO
9054 controller or by reading the stream of data packets as output by
the controller Ethernet board according to the IEEE ¢37.118.2-2024
communication protocol.

In the proposed HIL architecture, the GTAO and GTAI channels play
a crucial role as they are responsible for the precise and timely transfer
of signals and measurement results between the RTDS simulation and
the PMUs. In this sense, it is important to characterize the response
of these channels in terms of gain and phase response. The analysis
presented in [59] shows that it is possible to compensate the non-linear
effects of GTAO and GTAI channels, and thus minimize the discrepancy
between the signals in the RTDS simulations and the ones processed by
the PMU prototypes. A quantification of the compensation effectiveness
is provided in Section 3.5.

The proposed HIL architecture allows for monitoring different buses
at the same time. However, due to the availability of a single hardware
PMU, the experimental validation in Section 4 follows an iterative test
protocol. The same simulated scenario is repeated four consecutive
times. At each iteration, the voltage and current signals of the consid-
ered bus are made available to the GTAO channels. The signals are
processed simultaneously by the software and hardware PMUs. The
corresponding measurement results are stored and compared based on
their respective time stamps. This iterative test protocol allows for
building a dataset where each bus is measured by both PMU prototypes
and guarantees full comparability of the obtained results.

3.3. Noise analysis in laboratory conditions

The proposed nRMSE and SINAD metrics account for any spectral
component that is not represented by the dynamic phasor associated
with the fundamental component (line 9 of Algorithm 1). Consequently,
the two metrics should be independent of the spectral bandwidth and
of the statistical distribution of the spurious components.

To prove the effectiveness and reliability of the proposed approach,
we carry out a sensitivity analysis on both the software and hard-
ware PMU prototype. In more detail, we supply the PMUs with a
signal corrupted by measurement noise with the following statistical
distributions:

» Gamma - with a shape factor of 3 and a scale factor of 5;
» LogNormal - with a location factor of 4 and a scale factor of 1;
+ Gaussian - with a mean and variance of 0 and 1, respectively.

The signal magnitude is set equal to 7 V, while the noise magnitude
is suitably scaled in order to reproduce a nominal SINAD level of 60 dB
with each distribution. The signal frequency is varied between 47.5
and 52.5Hz to prove the consistency of the results even in off-nominal
conditions. In the case of the software PMU, the test signal is simulated
in the Simulink programming environment. In the case of the hardware
PMU, instead, the same time-series of samples is reproduced by means
of a Keysight 33500B Waveform Generator and directly supplied to
the NI 9215 acquisition module. In both software and hardware con-
figurations, the test has a duration of 10s: this allows for collecting a
statistically significant sample of nRSME and SINAD estimates. In this
context, Fig. 2(a) shows the probability density function of additive
noise for the three considered distributions. In Fig. 2(b), we present
the residual distributions as obtained in the hardware configuration
with a fundamental frequency of 50 Hz. On the one hand, it is worth
noticing how the PMU estimation does not distort significantly the
different noise distributions. Even in the case of narrow and biased
distributions (like the LogNormal one), the histogram representation
preserves the main features of the additive noise. On the other hand, the
horizontal extension of the estimated distributions appear to be slightly
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shortened. The reason for that could be identified in the accuracy of the
fundamental component reconstruction and consequent subtraction. As
discussed in Section 3.1, the TFM estimator has a quite wide pass-
bandwidth and - as such - is prone to spurious injections in the
proximity of the nominal system rate.

Fig. 3 shows the distribution of the SINAD estimates as a function
of the fundamental frequency for all PMU implementations and noise
distributions. For this analysis, we span the fundamental frequency
between 47.5Hz and 52.5Hz, as these are typical operating limits for
protection and control applications. For each value of interest, the
distribution of SINAD estimates is represented by means of an errorbar:
the markers denote the mean value, while the vertical bar indicate the
95th percentile variation range (i.e., a sort of Type A uncertainty as
per [60]).
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Independent from the noise distribution, the estimation accuracy is
remarkable. With respect to the nominal value of 60 dB, the errors keep
within 0.5 dB, and the 95th percentile range does not exceed 2 dB. It is
also worth observing the consistency between software and hardware
implementation. In general, the hardware PMU presents slightly higher
variation ranges, most likely due to the additional contribution of the
quantization noise.

In the recent literature, the statistical distribution of PMU mea-
surements has gathered growing attention [35,61,62]. In this paper,
instead, we focus on the residuals of the estimation process. In this
sense, the two analysis are complimentary rather than alternative. In
fact, the present analysis confirms the accuracy of the PMU prototypes
in assessing the SINAD based on the residuals’ energy. This capability
also remains constant on varying the fundamental frequency or the
statistical distribution of the additive noise. For this reason, it is likely
to expect that the PMU prototypes could easily detect any variation
in the residuals’ energy, either due to spurious noise or inconsistency
between the TFM model and the signal under test.

3.4. Comparison with similar metrics

The proposed metrics are consistent with other similar metrics in the
literature. In this sense, Fig. 4 compares the values of SINAD, Goodness
of Fit (GoF) as defined in [37], and TVE. For this analysis, we consider
a test signal in nominal stationary conditions, corrupted by an additive
white Gaussian noise with SNR equal to 60 dB.

The two metrics of trustworthiness produce perfectly equivalent
results. The numerical difference between SINAD and GoF depends on
a different normalization factor: Indeed, the GoF divides the residual
energy by the difference between the sample length of the observation
interval and the number of parameters included in the signal model
(i.e., in this case: four). In terms of interpretation, the SINAD is more
straightforward as it resembles to an estimation of the noise level in
the acquired signal.

In the bottom subplot, we report also the TVE of the PMU-based
measurement result. Given the nominal conditions, it is expected that
the PMU provides remarkable accuracy with a TVE in the order of
0.01%. Interestingly, the oscillations in the TVE are (slightly) correlated
to the oscillations in the SINAD and GoF profiles. This confirms how the
trustworthy metrics are also sensitive to the PMU estimation accuracy.
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3.5. Consistency tests in HIL scenario

Before simulating complex power system scenarios, it is important
to prove the consistency of the software and hardware PMU when
integrated into the HIL architecture. In this sense, Fig. 5 compares
the measurement results of both prototypes under nominal operating
conditions. For this analysis, we consider a simulated scenario where
both prototypes are supplied with a test signal consisting of a pure
sinusoidal signal whose magnitude and frequency are set to 2.5V and
50 Hz, respectively, while the initial phase angle is set to Orad. In the
software case, the signal is numerically reproduced in the Simulink
programming environment, whereas in the hardware case, the signal
is output by the GTAO card.

This test is not intended to characterize the performance of the TFM
estimator in the two different prototype. Its objective is to prove the
consistency of software and hardware results in a scenario where the
test signal corresponds to (1) and thus all other spurious uncertainty
contributions could be neglected.

For the sake of conciseness, Fig. 5 shows the measurement results
from channel AIl, but comparable results can be obtained from channel
AI2. In Fig. 5(a), the blue and red lines represent the magnitude errors
as given by the software and hardware PMU prototype, respectively,
while the black dashed line represents the nominal performance. Fig.
5(b) provides a more quantitative analysis of the error distributions
in the form of histograms. In the first approximation, it is likely to
say that both hardware and software errors are normally distributed.
The hardware distribution proves to be nearly unbiased (with a mean
value lower than 0.001%), while the software one shows a small yet
non-negligible offset (with a mean value of —0.016%). The standard
deviations are comparable: 0.031% and 0.032% for the hardware and
software prototype, respectively. The reason for this discrepancy can be
found in the different input stage for hardware and software prototype:
The former has been calibrated, and the systematic contributions have
been compensated. The latter relies on an acquisition board of the
HIL infrastructure and may suffer from reduced yet non-negligible DC
offsets.

As discussed in Section 3.2, both software and hardware PMU
receive the input signals via dedicated GTAO channels. In this sense,
it is important to guarantee that the transfer between Digital-to-Analog
Converters (DACs) and Analog-to-Digital Converters (ADCs) does not
introduce significant distortion or delay. To this end, we consider a sim-
ple HIL test bed previously introduced in our previous publication [63],
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based simulation and to the software PMU measurement results, respectively.

where we simulate two fast transitions of the voltage set-point and we
compare in Fig. 6 the measurements of the software PMU against the
reference values of the RTDS-based simulation, as given by an RMS
meter for the magnitude and a PLL for the frequency. The magnitude
presents two sharp transitions, whereas the frequency is characterized
by long lasting oscillations before settling into a new steady-state. It
is worth noticing how the two profiles are nearly identical for both
magnitude and frequency. The inset zoomed portion in the bottom plot
shows how the PMU measurements tend to filter out the underlying
oscillations but preserve the overall trend. Indeed, the computation of
the Pearson correlation coefficient on reference and measured time se-
ries provides a remarkable value of 98.68% and 99.98% for magnitude
and frequency, respectively. On the same time series, we compute the
delay time following the procedure proposed in IEC TS 62786-41: The
average delay is estimated to be 0.18 ms, which corresponds to nearly
2 samples in the considered simulation time step. Given the uncertainty
inherent in both reference and measured values, it is reasonable to
say that the delay introduced by DAC and ADC channels is accurately
compensated and that its contribution in the following experimental
results can be considered as negligible.

4. Experimental results

The HIL architecture allows for a thorough validation of PMU soft-
ware and hardware prototypes in a realistic scenario. In this sense, the
main objective of this analysis is to prove the feasibility, practicality,
and trustworthiness of on-line metrics in a PMU-based distributed
measurement system.

If not otherwise specified, the following measurement results refer
to the hardware PMU prototype. The reporting rate is fixed to 50 fps.
During the tests where measurements coming from different nodes
are compared, the hardware PMU prototype measures the voltage and
current signals at MV Bus 12 (i.e., the closest to the transformer TR6),
while in the other nodes (HV Bus 07, MV Bus 01, and LV Bus), the
software PMU prototype is used.

The first task to perform is to define a suitable threshold 6¢; 5 4p- TO
this end, it is necessary to evaluate the variability of the on-line metric
in normal operating conditions. In fact, the threshold should account
for the variability due to off-nominal (yet not faulty) conditions. In a
network model as the one in Section 3.2, it is realistic that the signal
magnitude, frequency, and phase angle may fluctuate as a result of the
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exchange between the different portions of the network. To evaluate
how these fluctuations are reflected in the nRMSE and SINAD metrics,
we carry out a preliminary characterization of the PMU measurement
results during a 10-s test where the network is kept under stable and
normal conditions. After an initialization stage of the generating units
and of the different loads, we record the on-line metrics at the four
nodes of interest and we compare their statistical distributions.

In this context, Fig. 7(a) shows the histogram representation of the
SINAD metric as recorded on the four considered nodes. The same
information is shown in Fig. 7(b) in the form of boxplots. The high- and
low-voltage portions of the network exhibit a narrower distribution,
which is well approximated by a Gaussian probability density function.
The mean value is nearly coincident at 68.15 dB, with standard de-
viations in the order of 0.75 dB. The medium-voltage buses, instead,
are characterized by wider and asymmetric distributions. The mean
value is lower (around 60 dB), but the standard deviation is way larger,
achieving up to 1.5 dB. Fig. 7(c) provides a closer insight into the
distribution of MV Bus 12 (i.e., the closest to TR6). The blue and red
solid lines represent the fit when a Gaussian or a Weibull probability
density function is assumed, with the latter providing a much better
consistency with the measurement histogram. Similar considerations
hold for the nRMSE values measured on the current channels.
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Table 2
SINAD and nRMSE statistical distribution parameters.
Node SINAD (dB) - AIl nRMSE (p.u.) - AI2
Weibull Fit 95th Weibull Fit 95th
A B Percentile A B Percentile
HV 07 69.10 94.61 66.02 n.a. n.a. n.a.
MV 01 68.06 40.50 61.89 0.05 1.40 0.02
MV 12 67.71 38.38 59.36 0.03 1.13 0.04
LV 68.34 104.08 65.51 0.06 1.27 0.01

Based on this observation, Table 2 summarizes the fit Weibull
distribution on each bus SINAD and nRMSE in terms of shape param-
eter A and scale parameter B, as well as the 95th percentile of the
corresponding cumulative density function. It should be noticed that
HV Bus 07 has no current measurements, and consequently, the present
analysis is not applicable.

The value of SINAD and nRMSE threshold can now be defined based
on the distribution characteristics. In this case, we select a SINAD
threshold of 55 dB and a nRMSE threshold of 1.00 pu. These values, yet
conservative, should account for unexpected operating conditions like
excessive distortion from spurious components or fast dynamics due to
sudden changes in the network configuration.

In Fig. 8, we show the time evolution of the PMU measurement
results in the four considered nodes. For the sake of comparability, Fig.
8(a-b) present the voltage and current magnitude as normalized by the
expected nominal value before the TR6 tap change. Fig. 8(c—d) presents
the frequency and ROCOF associated with the voltage channel (AI1),
but similar trends can be measured at the current channel (AI2). The
inset boxes provide a closer look at the sharp discontinuities around
t = 65, i.e. at the occurrence of the second TR6 tap change. In general,
among the different plots, it is interesting to notice how HV Bus 07
and MV Bus 01 exhibit a stable profile, whereas MV Bus 12 and LV Bus
are strongly affected by the two tap change operations. The magnitude
profiles show two rapid step changes, with significant overshoots and
oscillations, particularly on the current channel AI2. The frequency and
ROCOF profiles show the typical response of a window-based PMU to
a sudden variation of signal magnitude and phase, namely large and
erratic oscillations that are effectively dampened only when the sudden
variation exits the PMU observation interval.

In this context, Fig. 9 represents the SINAD and nRMSE values as
measured on the voltage and current channels in the four considered
nodes. The black dashed lines indicate the corresponding threshold
values as set based on the characterization results of Table 2. In
voltage channels, the threshold is exceeded on MV Bus 12 and LV Bus
for the entire interval between the two TR6 tap changes. In current
channels, the same nodes exceed the threshold, but only in a restricted
interval around the two TR6 tap changes. The reason for this different
behavior is inherent in the on-line metric definitions. SINAD is relative
to the voltage synchrophasor magnitude: As soon as the voltage drops,
the likelihood to exceed the threshold increases. Conversely, nRMSE
accounts for the energy of the residuals. If the model discrepancies and
the spurious contributions keep unaltered, also the nRMSE is nearly
constant. Indeed, the combined use of these two metrics allows for
detecting different kinds of anomalies and triggering the attention of
the control room on measurements that may be less trustworthy.

Based on the analysis in Fig. 9, it is possible to evaluate which
measurements would be flagged on each channel and each node. In
this regard, Fig. 10 focuses on the PMU measurements of frequency
on voltage and current channels in MV Bus 01 and MV Bus 12, in
correspondence with the last TR6 tap change. The markers denote the
measurements that are flagged as less trustworthy. To increase the time
resolution of this analysis, this test has been carried out at a higher
reporting rate, namely 200 Hz. This value is not listed in the PMU
Std, but it is employed here to increase the granularity of the PMU
measurements for visualization reasons. As expected, the MV Bus 01
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Fig. 8. Profile of voltage magnitude (a), current magnitude (b), frequency (c),
and ROCOF (d) in the four considered nodes. The inset boxes show a more
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Fig. 9. SINAD in voltage channel (a) and nRMSE in current channel (b) as
a function of time against the detection threshold ¢y, in all considered
nodes.
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Fig. 10. Frequency measurements on voltage (a) and current (b) channel as
measured in MV Bus 01 and MV Bus 12. The markers denote measurements
that have been flagged due to excessive SINAD or nRMSE values.

measurements are quite stable around the nominal value of 50 Hz.
The MV Bus 12 measurements, instead, are severely impacted by the
tap change. In the voltage channel, all measurements are flagged up
to the event termination, i.e. + = 6.08s. In the current channel, the
measurements flagged are the ones in the interval + € [5.74, 6.08]s,
i.e., around the occurrence of the tap change.

This practical example shows the potential benefits coming from
on-line performance metrics. In the presence of sudden variations or
of spurious interferences, PMU measurements might suffer from high
estimation errors that are difficult to catch and mitigate. On-field
calibration is typically a complex and impractical operation. Post-
processing or outlier detection techniques might be late in correcting
anomalous trends. The proposed solution has shown the feasibility and
the practicality of including on-line performance metrics in advanced
PMU measurement systems. By leveraging the timestamp associated
with each measurement data packet, it is possible to extend the anal-
ysis from a single reporting interval and a single node into a two
dimensional space whose dimensions are time and node location. The
proposed metrics have a straightforward interpretation in order to
facilitate their integration in more sophisticated monitoring and control
routines. Moreover, their computation requirements are negligible if
compared to the overall complexity of the PMU functions.

Real-world measurements. As a final test, the proposed metric has been
tested also in a real-world installation. For the sake of simplicity,
a single-phase voltage signal has been analyzed, but similar results
could have been obtained for three-phase voltage and current signals.
For this analysis, we installed the hardware PMU prototype and a
commercial PMU device within the METAS distribution network. The
commercial PMU device consists of a SEL 735 (Schweitzer Engineering
Laboratories, Pullman - WA) which is specified to be compliant with P-
and M-class requirements of the PMU Std. The commercial PMU device
is connected directly to the voltage level (230 V, 50 Hz) of METAS net-
work, whereas the hardware PMU prototype acquires the voltage signal
via an inductive voltage divider, developed and calibrated at METAS
workshops. The commercial PMU device includes also a waveform
recording functionality, which has been used to retrieve the voltage
waveform at the input of the SEL 735. The synchronization between
the PMUs is guaranteed by the fact that they are disciplined by the
same GPS receiver. The computation of SINAD for the commercial PMU
device was carried out in post processing, based on the measurement
results and the recorded waveform.

10
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Fig. 11. Comparison between a commercial PMU and the hardware PMU
prototype during a real-world acquisition.

In this regard, Fig. 11 presents the comparison between the two
PMUs over a test duration of 10 s. Fig. 11(a) shows the frequency
measurements, which are quite consistent among the two devices. In
Fig. 11(b), we present the SINAD computed for both PMUs. In this
case, both PMUs agree on a quite high level of trustworthiness of mea-
surement results. Indeed, the PMUs were connected to a distribution
network in stationary conditions and in the absence of significant load
variations or spurious distortions. The slightly higher SINAD for the
hardware PMU prototype is probably due to the low-pass filtering effect
of the divider stage.

This test confirms the feasibility and practicality of the proposed
approach, even in commercial devices. Despite the absence of reference
values for the signal under test, the computation of the proposed
metrics allows for a straightforward evaluation of the trustworthiness
of the measurement results.

5. Conclusions

In modern power systems, many monitoring and control routines
rely on PMU-based distributed measurement systems. However, PMUs
are prone to erroneous results, when the power signal under test is
affected by excessive distortion or sudden variations. Once installed
on the field, the assessment of PMUs’ trustworthiness is complex and
lengthy. In this paper, we propose the implementation of two on-line
metrics to quantify the discrepancy between the PMU measurements
and the sample series acquired by the PMU itself.

To prove the practicality of the proposed approach, the on-line
metrics have been implemented into two PMU prototypes, namely a
software model and a hardware industrial controller. Both rely on
a state-of-the-art synchrophasor estimation algorithm, fully compliant
with both P- and M-classes of the PMU Std. The computational cost of
the augmented functionality is negligible and does not introduce any
limitation in terms of responsiveness and reporting latency.

A detailed HIL reproduction of a multi-level transmission and dis-
tribution system allows for testing the feasibility and reliability of the
proposed approach in all its stages: from laboratory characterization
to implementation and validation within the HIL architecture. The
obtained results confirm the flexibility of the proposed approach: the
proposed metrics account for a direct estimation of the appropriateness
of the synchrophasor representation in the considered observation in-
terval. This information can be integrated in different applications and
help in detecting potentially disruptive conditions.
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This work represents a critical step beyond simulation, providing
the first experimental HIL validation of similar metrics in a realistic
TFM-based PMU architecture. The positive results suggest that high-
accuracy PMUs could be further enhanced by including new metrics
and functionalities, with an immediate impact for real-world WAMPAC
systems.
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