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Purpose of report

This report presents a project that explored the sharing of health and care attributes (data) with
citizens to enable integrated care. Heart failure services and technologies were mapped and analysed,
and future state methods proposed. The team integrated existing NHS platforms with new citizen held
record platforms to support the citizen’s reuse of clinical data beyond normal organisational
boundaries.

The aim was to help de-risk the idea and generate insights to inform digital infrastructure choices to
support citizen journeys across multiple agencies and sectors in the future.
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1. Background

In 2020-21 the Digital Health & Care Innovation Centre (DHI) was commissioned jointly by the Scottish
Government Digital Identity and Digital Health & Care teams. This was at the height of the Covid-19
pandemic. Citizen held record systems were under development to allow people to take their vaccine
status (a health attribute) and use it to prove their safety for activities such as international travel. The
original commission to DHI was to contribute to this vaccine scenario with some user research and
prototyping. However, this was quickly overtaken by events as vaccines became available very swiftly
leading the Scottish Government to procure a mature solution from an existing international provider.
See Appendix 1 for the initial mapping work for Covid-19 vaccines.

The focus of this project shifted to capitalise on the broader interest in health attribute sharing. The
team sought to develop a prototype service that provides health attribute data into citizen held records
for a variety of purposes.

This project was to be based on the Digital Identity Scotland (DIS) approach, using citizen held ‘attribute
stores’ (hereafter called Personal Data Stores) to allow people to port their attributes (e.g. age,
diagnosis) across organisations on a consented basis. At the time of this project DIS was at a concept
and design stage, with no readily available technology, and so DHI procured services from industry to
act as proxies.

Sitekit (and its sister company Condatis) were engaged to develop user interfaces, undertake the bulk
of the integration activities, and provide digital platforms for the certification and sharing of attributes.
Mydex CIC was engaged to provide a Personal Data Store platform to be the citizen held record to
receive the shared attributes.

The purpose of the project was to build confidence in this possible future and surface the pre-conditions
for it to be successful at scale. Scenarios were based on live digital health and care services and
platforms to help partners move beyond a purely conceptual exercise and so to learn and build
confidence effectively.

The goals of the development were to:

1) Show simulated or fake data (attributes) moving from health systems into a Personal Data
Store.

2) Show that these attributes can be ‘verified’” and ‘tokenised’ to improve trust in what the citizen
holds and demonstrate its provenance.

3) Show how this capability can be embedded within existing product and service experiences,
rather than as a standalone service.

4) Explore how a citizen might have a choice of data storage methods, including existing,
commercially available Personal Data Stores and Self-Sovereign Identity Wallets.

5) Undertake some limited co-design with professionals to understand how the attributes
generated in the health domain may map to the evidence required during relying party
processes (e.g., social security applications).


https://www.gov.scot/policies/digital/transforming-public-services/

2. Method

The purpose of the project is to run a simulation (real and integrated systems, fake data in sandbox)
that explore and share realistic future state possibilities. The project went through the following stages:
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Figure 1: DHI simulation project flow

1) Agree target future state for simulation, including these steps:
a. Shortlisting scenarios — reviewing Covid-19, allergy, and heart failure scenarios.

b. Selecting a scenario — selection of the heart failure scenario as the best fit for the
project objectives.

c. Mapping the current pathway — working through the heart failure pathway with
clinicians from NHS Greater Glasgow & Clyde.

d. Developing a future state pathway (high level) — developing several use cases for
attribute exchange within the heart failure story —namely a) social security application,
b) cardiac rehab access, c) discount or easier access at a leisure centre.

2) Wireframe Prototyping & Feedback — developing a series of initial prototypes to stimulate
discussion with stakeholders. This process helped to generate a set of technical requirements.

3) Feature Prioritisation — working out how to use limited technical budget and time to learn and
share insight most effectively. In this case pivoting to use of existing prototypes for weight
management services to more easily develop the integrations required for both this and the
heart failure scenarios.

4) Development—appraising the solution architecture options and then undertaking the technical
work to develop working user interfaces and integrate platforms to show sample data
exchange.

5) Demo & Feedback - a functional, integrated prototype (Version 1) was developed and
demonstrated. This exposed the technical limitations inherent in sharing health attributes with
citizens for reuse elsewhere in the public / third sector. A second version of the demo was
developed showing how upcoming national infrastructure choices could greatly enhance the
user journeys and support better, more integrated care and support outcomes for the people
of Scotland.

The following sections of this report summarise these five project stages.



3. Agree target future state for simulation

The following scenarios have been shortlisted because they relate to live services and commercially
available products. This helps to create a demonstration of how one or more of these could generate
and share attributes in live practice. Note that the demonstration of how downstream organisations
would then consume and use citizen held data heavily depends on the availability of other public sector
systems for experimentation. The scope of this work and the resources available meant limited practical
technical work was undertaken to show the reuse of data, instead focusing on generation and sharing.

3.1. Shortlisting scenarios
3.1.1. Heart failure

OPERA is the study of a novel digitally enabled heart failure diagnostic service. The service is live in NHS
Greater Glasgow & Clyde and NHS Forth Valley. The service streamlines GP referral, secondary care
pathway selection, gathering of investigation data (blood tests, Echocardiogram, etc.) and then decision
making by cardiologists. The platform underpinning the service is called the Health Data Exchange
(HDE). The HDE provides a consent driven data sharing platform between citizen held systems and
clinical systems. In this case it can support the consented sharing of structured records of the citizen’s
needs, attributes, and treatments. In some heart failure cases, clinicians are asked to provide evidence
of the persons increased needs for downstream services such as rehab and social security. This is
currently handled manually using paper but could be instead supported by passing health attributes
into a Personal Data Store for reuse by the citizen. Figure 2 depicts the ‘art of the possible’.
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Figure 2: Heart failure scenario


https://www.nhsggc.scot/new-research-and-innovation-study-reduces-diagnostic-wait-time-for-people-with-suspected-heart-failure/

There are several development activities that would demonstrate how person-centred data sharing

infrastructure can support more holistic care:

1)

Connecting the existing Health Data Exchange (HDE) directly to a Personal Data Store - to allow
a mixture of unverified structured heart failure attribute data and documents to be extracted
from OPERA by the citizen for sharing with non-medical care providers (e.g., 3™ sector services).
Connecting a Personal Health Record (PHR) application to the HDE —to allow the citizen to view
their heart failure attribute in their own, multi-purpose user interface.

Connecting the PHR to a Personal Data Store (mediated by certification middleware) —to allow
the citizen to ‘upgrade’ their held heart failure attribute data into a ‘verified” attribute that
demonstrates provenance in a trustworthy manner. This can then be used as proof for relying
parties for higher risk processes such as release of money from the Social Security system.
Connecting the PHR to a Digital Wallet (mediated by certification middleware) - to allow the
citizen to ‘upgrade’ their held heart failure attribute data to be a ‘verified” attribute as per (3)
but instead showing this token being transferable out of a public sector network. This would
involve showing it as a QR code that might allow participating consumer / private or third sector
organisations to scan the code and gain temporary access to the attribute to agree someone’s
eligibility or access (e.g., discounted gym membership).

3.1.2. Covid-19

The Health Data Exchange also supports the Covid-19 National Notification Service (NNS), and so has
CHI linked test result record. Currently the NNS sends out a test result on a 3-day duration unique web
page to each citizen, with are unverified and only accessible via a browser with access to the internet.
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Figure 3: Covid-19 scenario

There is an opportunity to leverage the four steps taken for the heart failure scenario for Covid-19 at
minimal extra effort — making C-19 test results available in a PHR, PDS and digital wallet.

S



3.1.3. Child allergy

The last example is not live in Scotland, but the PHR proposed for these first two scenarios underpins
eRedbook in NHS England. eRedbook is used by new parents as a person held record that they can use
to access guidance and create and reuse data across a broad circle of care during the first years of their
child’s life. This PHR is already acting as a citizen held record that allows the parent to take vaccination
attributes from one organisation to another. This allergy element would be an additional development

to capitalise on the existing product capabilities.
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Figure 4: Allergy scenario

3.1.4. Identity assurance

This last Scenario is not within the scope of this project — but it is noted here because a parallel identity
verification through biometric or other means would also generate attributes that would travel with

the health and care attribute to increase trust.
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3.2.

Scenario selection

DHI undertook several interviews and workshops with relevant professionals across the different
scenarios outlined in Section 2. The Covid-19 uses case was discounted because of the accelerated
testing and vaccine capability and resulting relaxation of restrictions (and therefore diminished value
in attribute sharing). The child allergy scenario was discounted on the basis that it would not be possible
to show the generation of the attributes from an NHS Scotland clinical system, and so this would not
achieve the desired learning and confidence building effect.

The heart failure scenario gained the most traction. Feedback was supportive on all three elements of
the proposed demonstration:

1)

Improving Access to Rehab — only half of people eligible for cardiac rehab attend. Cardiac
rehab is associated with reduced rates of all-cause and heart failure specific hospitalisation and
improved health-related quality of life.? In many systems cardiac rehab depends on referral and
organisations (e.g., charities) that provide the service need clinical records access to undertake
this safely. One of the leading reasons for low uptake of cardiac rehab is poor referral rates
from physicians.? It would be valuable to allow a citizen to bring their heart failure attribute
data with them to directly access rehab because of third sector engagement activities. As part
of this work DHI had a workshop with a cardiac support charity who confirmed this value.
Helping people to self-manage more effectively — Lifestyle change (e.g., diet and physical
activity) help to prevent and manage heart failure.* Health boards in Scotland are increasingly
seeking partnership with local leisure centres and other venues or services that can help people
to change their behaviours. As with (1), the lack of ability for a heart failure record to follow
the citizen creates risk for organisations offering lifestyle services. There is value in a citizen
held heart failure attribute to both help a leisure centre support someone safely, but also
because such an attribute could act to incentivise or discount people based on a relationship
with an NHS health board.

Helping people to access social security — People who are newly diagnosed with heart failure
may be told to stop driving until they are stabilised. Others may have mobility issues and need
mobility aid, scooter, or a blue badge. They may be eligible for statutory sick pay, personal
independence payments or attendance allowance.® In all these cases the social security
systems need proof of the change in status or capacity. Vinter et al (2022) found that in patients
with newly diagnosed HF, lower family income was associated with higher rates of acute
myocardial infarction, stroke, and cardiovascular death.® Without financial assistance, some
people will have worse clinical and holistic outcomes — and so it is highly valuable for clinical
teams being able to help someone prove their change in status and capacity quickly.

1 https://www.bhf.org.uk/informationsupport/publications/statistics/national-audit-of-cardiac-rehabilitation-

quality-and-outcomes-report-2018

2 https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8445013/

3 https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8445013/

4 https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9902645/

5 https://healthtalk.org/heart-failure/driving-mobility-aids-and-state-benefits-

6 https://www.ncbi.nlm.nih.gov/pmc/articles/PMC9786545/
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3.3. Current state — standalone heart failure diagnostic service

The team then mapped the chosen scenario, its user journey and its current technologies (Figure 6).
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Figure 6: Current state heart failure service - NHS Greater Glasgow & Clyde (Opera study)

Step / Description

Element

Invitation Clinician sends onboarding link and appointment details to Beth

Beth registers with NHS Identity (Health Data Exchange) and accesses the

Registration
HF app

Consent Beth consents for the App to share data to and from NHS Scotland

Beth onboards to HF service, self-assesses and shares outcome and

Self-Assess . : L
experience data with clinicians

Appointment | Beth attends appointment for tests and echocardiogram
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Review Clinician reviews both the user-generated and clinical record data
Updating Clinician reviews both the user-generated and clinical record data Clinician
Clinical exports a summary from the HF app into the clinical record (Docman, SCI

Records Store)




3.4. High level future state map

The future state scenario was used as a high-level future state

map to set the scope for prototyping:
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Figure 7: High level future state heart failure map

4. Wireframe prototyping

The team used wireframing tools to develop some initial prototypes that helped to explore the user
journey, generate requirements, and inform integration activities.
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Figure 8: Initial heart failure attribute sharing prototypes



5. Development
5.1. Solution architecture

The team explored several solution architecture options based on the requirements from mapping /
prototyping.
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Figure 9: Solution architecture options for heart failure attribute sharing

Option 4 was selected. It focuses primarily on a patient extracting their health data from the Health
Data Exchange, displaying it within the PHR, and if they wish, storing it securely in a Personal Data Store
(PDS) as verified attributes. Later, the patient can choose to pull their data from the PDS, and re-display
it within the Personal Health Record (PHR), with the knowledge that it has not been tampered with.

Optionally, the user can additionally choose to issue the data to a digital Self-Sovereign Identity (SSI)
wallet on their mobile device and carry it around with them as a verifiable credential (VC).
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Figure 10: Chosen solution architecture for the heart failure status sharing simulation



5.2. Userjourneys

The following two journeys were then implemented as part of the simulation:
User Journey 1 — Extract and store Health Data Exchange (HDE) data as verified attributes.

e Patient navigates to the Personal Health & Care Record (PHR) and signs in with their HDE
identity provider account. On success, an authentication token is returned with user claims that
can be used to interrogate the HDE APlIs.

e PHR makes a request on behalf of the patient to the HDE APIs using FIHR messaging to return
a diagnosis. This can be immediately viewed in the PHR app.

e PHR provides the ability to create a new Personal Data Store (PDS) or connect to an existing
one. This is achieved by use of the Mydex PDS APIs to follow a pre-defined Mydex connection
procedure.

e Once a connection to a PDS has been established, the patient can choose to store their health
data in the PDS. The data is passed to the Sitekit certification component.

e The Sitekit certification component transforms the health data into a secure and standardised
format and passes it to the PDS.

User Journey 2 — Issue verified attributes from PDS to digital wallet.

e While logged into the PHR app, the patient decides to issue their health data to their digital
wallet. A request is made to the Sitekit certification component to retrieve the patient’s verifies
attributes from their PDS.

e The Sitekit certification component uses the previously established connection to retrieve the
verified attributes from the PDS and passes this back to the PHR. It also verifies that the data
has not been tampered with.

e The PHR passes the patient’s health data to a Credential Gateway in the form of an Open ID
Connect (OIDC request). The Gateway presents a QR code that can be scanned by the patient
in their digital wallet.

e The patient scans the QR code from within their digital wallet allowing a verifiable credential
to be saved in the patient’s digital wallet.

5.3. Prioritisation

Upon reviewing the desired journeys, and the state of readiness of the digital infrastructure,
prioritisation was required. The Health Data Exchange at this time was scoped to handle physiology
data (e.g., weight, blood pressure) and experience measures (e.g., PROMS). It did not yet have the
capability to exchange diagnosis or other broader clinical record data. To spend as much of the
development resource as possible on the new elements (PHR integration with HDE, PDS, and Credential
Gateway), the team looked for ways to avoid substantive redevelopment of the Health Data Exchange
or heart failure service. The team agreed to reuse a previous prototype system developed for a separate
DHI project around the supported self-management of weight and lifestyle with NHS Grampian. This
allowed the team to then use ‘weight’ or ‘BMI’ via the HDE as the exchanged attribute for the simulation
exercise. This was a proxy for ‘heart failure diagnosis’ and would allow us to prove the same integrations
and user journeys.

The Health Data Exchange team has used this project, among other requirements exercises, to expand
its capabilities to handle this kind of clinical record data in the near future.



5.4. Interfaces

Two apps were available when using this weight management prototype — a citizen facing app (known
as Lifebook) and a clinician app (known as Lifebook Pro). The clinician app was not required for this
project but did offer an automated way of inviting users to the patient app, by sending out an email
with a URL to register with the HDE platform. The citizen app allowed weight and BMI data to be
downloaded securely from the HDE (via FHIR APIs) and stored in the user’s PDS in JSON or verified
credential (VC) format, or in the user’s digital wallet in VC format. The VC specification used was:
Verifiable Credentials Data Model v1.0 (w3.org) Note: There is a newer version of the specification
available (as of 3rd March 2022).

5.5. Transformation of HDE data to VC format

One of the requirements of the simulation was to store HDE data in verifiable credential (VC) format.
The team looked at third party solutions for performing this type of translation, but there were not
many options available. The team decided to implement the transformation function themselves to
learn more about the W3C specification and get first-hand experience of coding against it. A simple API
was created in the Lifebook Web APl component to take BMI parameters from the raw HDE data and
transform these into VC format. The VC was signed using a 2048-bit RSA key utilising the SHA256
algorithm. The private key was held securely by Sitekit (PHR provider). Sitekit is signing the VC data on
behalf of the NHS. In the future this responsibility would live with the NHS, or another public sector
body once suitable private key infrastructure (PKI) has been developed. This infrastructure would
include APIs for signing and verifying data.

5.6. Credential gateway & digital wallet

Sitekit’s sister company Condatis provided a software-as-a-service component known as the credential
gateway. The credential gateway is built on OpenlID Connect and allows raw credential data to be
received securely from a relying party app via a secure back channel. The relying party app then
redirects the user’s browser to a page on the credential gateway which allows a QR code to be scanned,
which then sends a verifiable credential (VC) to the user’s digital wallet. The credential gateway can
also be used in the reverse direction for sharing a credential with a third party, however this was out of
scope for this project.

A beta version of Microsoft’s Authenticator app was used as the digital wallet. Sitekit had previously
conducted a proof-of-concept with Microsoft and NHS Digital to evaluate the use of this technology, so
it made sense in this situation to re-use the knowledge gained from that experience.

5.7. Technical delivery

The development team was asked to provide Version 1 - a ‘friction-full’ demonstration of the user
journey to visualise all the different steps in the journey and expose infrastructure issues that would
need to be resolved to remove friction for the user. This demo is intended for technical audiences to
help describe the possibilities and limits within existing infrastructure, and hopefully inform
requirements for future infrastructure development. The main deliverables from this phase were:

e An XD Prototype — allowing stakeholders to click through the user journey themselves.
e Awalkthrough video —showing the technical journey and detailing the integrations as the team
navigates through the user journey.
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6. Demo and feedback

6.1. Version 1 feedback

The Version 1 prototypes and videos were shared with stakeholders across Scottish Government, NHS
Health Boards, and the broader design group in DHI. Feedback and reflections from the team are
summarised here:

e Identity — In this version there is the need to create an NHS Login (HDE and PHR) a Mydex login
(PDS) and a variety of logins for the downstream organisations the person shares attributes
with (e.g., a cardiac rehab charity). This creates a high barrier to access and significant friction,
especially during the first interaction.

e Personal Data Store Choice — In this version the citizen selects a PDS to use. This might indicate
a marketplace of PDSs. There are pros and cons to this approach. Choice is desirable, especially
with something as sensitive and trust dependent as the aggregation and sharing of personal
data. However, it does add extra complexity and friction to the experience as citizens would
need to bind their PDS to their identity and hope that their PDS was interoperable with the
organisations they wished to interact with.

As an alternative a government provided PDS linked to a single login, as per the Digital Identity
Scotland method, would remove almost this additional friction and complexity. This would
however reduce choice and would be heavily dependent on trust in the one, national model.
This model would also be limited to the organisations that are allowed into the framework by
government. If this is the case, it would be essential to consider extending beyond public sector
to the third sector given the extent of health and care service provided by these organisations.

e Qverall friction — the user journey in version one involves too many steps and failure points.
This was an intended design choice in the way the team presented the user interface. Some of
the friction could be mitigated by a design that prioritised user experience, rather than the
teams focus on exposing the technical journey interactions. However, other elements of
friction could not be addressed without changing the underlying infrastructure to resolve some
of the identity and PDS issues highlighted above.

6.2. Version 2 development

It was agreed with project commissioners that the most useful next step after review of Version 1 was
to develop a second version that reflected the learning to date and related to the heart failure scenario.
Version 2 would be developed, without additional software development resource, as:

e Aclickable, non-functional prototype that was predicated on the availability of national identity
and PDS infrastructure.
e Afuture journey map that can be compared with the current state heart failure scenario.

Figure 11Figure 1 depicts some of the revised prototypes. These prototypes are predicated on the NHS
infrastructure (Health Data Exchange), the citizen interface (PHR) and the cardiac rehab charity web
service all using the Digital Identity Scotland (DIS) Credential Service (login). They also suppose that the
DIS Credential Service is linked to an ‘attribute locker’ (PDS) where the identity assets can be stored.
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Figure 11: Version 2 clickable prototype screens

For the Version 2 future journey (Figure 12) below, existing steps are written in standard font and colour
and new steps (prototyped) are in bold format and coloured blue.

Step / Element

Description

|

) Invitation Clinician sends onboarding link and appointment details to Beth
) ) Beth clicks onboarding link and downloads the Personal Health & Care
@ Registration . , ,
Record App. Beth registers with NHS Identity (Health Data Exchange).
Beth accesses the HF tile and consents for the App to share data to and
©) Consent
from NHS Scotland
Beth onboards to HF service, self-assesses and shares outcome and
(a) Self-Assess , B
experience data with clinicians
(5) Appointment Beth attends appointment for tests and echocardiogram
(6) Review Clinician reviews both the user-generated and clinical record data
Clinician shares the diagnosis attribute with Beth via the Health Data
(7) | Sharing Attribute &
Exchange
Updating Clinical | Clinician exports a summary from the HF app into the clinical record
Records (Docman, SCI Store)
. . Beth views diagnosis attribute in their PHCR app. Citizen views
(2) | Seeing Attribute . . . .
personalised guidance based on this attribute.
Beth chooses a Personal Data Store and links their PHCR app with it.
Storing Attribute | Beth can share the data with the PDS as a digital certificate (verified
attribute)
Beth logs in and signs up for the Cardiac Rehab service, sharing her heart
(11 | Reusing Attribute hioe aliin &
failure (and other) certificates
The cardiac rehab team reviews Beth's application and medical histor
(12) | Healthcare Access . v
and onboard her to the programme
Beth can present the verified attribute as a QR code to transfer it to a
@ Consumer Access | digital wallet app, and reuse it outside of formal settings e.g., a leisure
centre,
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7. Conclusion

This project aimed to develop some demonstration materials to help people explore the possibility of
health and care systems sharing portable attributes with citizens for their reuse in accessing support
elsewhere.

The Version 1 prototype allowed us to create a detailed technical journey based on an intentionally
‘friction full’” user journey. This surfaced challenges inherent in supporting a person on a journey across
multiple services, organisations, and technologies.

The main project deliverable is the Version 2 demonstration assets, which build on the Version 1
learning and demonstrate the value of a consistent, national set of identity and Personal Data Store
infrastructure that can be used across public and third sector organisations. The demonstration assets
include:

These assets will be brought into the DHI Demonstration Environments and showcased to audiences
across Scotland to help share insight, build confidence, and stimulate innovators with new knowledge
around the ‘art of the possible’.
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