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Abstract

Digital technology is a part of children’s everyday lives, yet very little known about teachers’ perceptions and practice
of cybersecurity education in primary education. This study aimed to shed light on this, focusing primarily on children’s
password practices. A questionnaire was distributed to primary school teachers across Scotland, with 114 teachers across
14 local authority areas responding. The questionnaire sought to identify the aspects of cybersecurity teachers taught,
to what ages, their own perceptions and confidence in cybersecurity education, and potential teaching enhancements.
The questionnaire was mostly quantitative with predefined options but included a small qualitative section to gather
open-ended responses. Results indicate that cybersecurity education in primary school centres around passwords, with
phishing and hacking predominantly taught only to older age groups. Teachers reported several problematic password
creation behaviours including children not creating their own passwords, creating weak passwords and including self-
relevant information. In relation to authentication, forgetting was a pervasive issue across all age groups, prompting
teachers to employ various support strategies that potentially exacerbate poor password practice. Teachers identified
various cognitive skills that they feel contribute to the challenges children face in creating, remembering, and authen-
ticating passwords, including literacy skills, keyboard proficiency, problem-solving, working memory, and long-term
memory. There were important developmental trajectories for teaching, problematic password practice, and proposed
cognitive skills. Finally, teachers expressed a need for additional training, age-appropriate resources, and curriculum
support for teaching cybersecurity to primary-age children.
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1 Introduction

Children are increasingly using digital technology from an early age [5], often described as ‘digital natives’; a generation
with online access from birth [13]. Digital technology plays a considerable role in children’s daily lives, both at home and
in education [2, 30]. The prevalence of children’s online activity is substantial; recent research by Ofcom [27] shows 50% of
five- to seven-year-olds playing online games and one in three using online messaging, social media, and live streaming
websites or apps. In addition, children are increasingly using websites and apps that require a profile, usernames, and
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passwords, with 30% of five- to seven-year-olds and 63% of eight- to 11-year-olds using social media apps or websites.
Digital technology use has positive outcomes, presenting new opportunities, and contributing to creativity, but it poses
cyber risks from a security and privacy perspective [10, 39]. To mitigate these risks, it is important that individuals be
aware of good cybersecurity practice. This is especially true of young children, who are particularly vulnerable to security
risks [11, 22], and lack the knowledge and skills to behave securely online [33].

1.1 Children’s cybersecurity risks

A number of themes emerge from cybersecurity literature around children’s cybersecurity practice particularly with
respect to password best practice [21] including creating weak passwords, managing their passwords, and lacking know!-
edge related to passwords [71]. First, young children require the help of others, most commonly teachers and parents, to
create a password meaning that it is not private to only them [6, 31]. Second, children tend to use self-relevant information
in password creation. For example, Ratakonda et al. (2019) found that children commonly used their name in password
creation, with only a few children expressing that they received guidance on how to create usernames and passwords.
Third, children reuse passwords [24], a habit shared and possibly transmitted by many parents [6]. Fourth, password shar-
ing among children is common practice in the classroom [20, 38], where children do not appear to follow password pri-
vacy practice. Choong et al. [5] investigated children’s password sharing practice throughout school and found that older
children reported being more likely than younger children to share their passwords with peers. Furthermore, research
has shown that password sharing is indicated to continue in early adolescents especially among friends [40, 41]. Finally,
children are particularly susceptible to forgetting their passwords or having other authentications issues [21]. Although
this body of cybersecurity research highlights the potential issues, there has been a dearth of research with educators
that might shed light on how these issues manifest in the classroom and how educators attempt to support children in
the development of these skills. There is very little research investigating cybersecurity skills such as phishing, hacking
or computer virus with primary school aged children [21]. Research assessing children’s cybersecurity awareness found
that children eight to 12 years old had very little cybersecurity awareness, particularly around phishing. Due to the high
proportion of cybersecurity breaches being related to phishing this highlights the need for education on this topic [37].

Children’s cognitive and social development most likely influences cybersecurity skills development. Several potential
cognitive processes have been proposed for being responsible for poor password practice. This includes children’s lit-
eracy as younger students are still mastering the alphabet and learning to read [8]. Children may struggle to create and
authenticate with passwords given their limited vocabulary and understanding of language [5]. Younger children’s still-
developing creativity and problem-solving skills may also impact password creation [4, 28, 34]. Children’s problem-solving
skills are considered to develop through practice [15], but as children are not creating their own passwords, they are not
getting the opportunity to practice password creation [6]. Moreover, attention is considered to affect password practice
[4, 36]. Children differ in their ability to focus attention on a particular task, with significant developments observed
between five- and nine-years old [3, 23, 25]. Finally, memory is crucial for subsequent authentication, but research has
shown that children often have difficulty remembering their passwords [1, 31]. Given that children’s memory abilities
improve significantly during early and middle childhood, and into adolescence [14], acknowledging children’s early
memory capacity limitations in password practice is crucial. It is essential that we try to understand the importance and
development of these skills in relation to children’s cybersecurity practice and education.

1.2 Therole of schools and teachers

Children’s cybersecurity education is a multifaceted and multidisciplinary concern. There are many stakeholders who are
responsible for protecting children online including governments, schools, family, and individuals [18]. There is a need
for appropriate guidance and educational frameworks, primarily related to the curriculum being developmentally age
appropriate [28]. Research recommends that cybersecurity education should be considered as essential as “the three
Rs” (reading, writing and arithmetic [42].

Schools are an increasingly fundamental part of cybersecurity education but face several challenges. A nationally
representative survey of 1,200 preschool to high school teachers in the United States found that approximately 60%
used some type of digital literacy curriculum or resource with students in their classrooms [17]. In addition, they found
that 70% reported teaching at least one type of digital literacy competency, and 60% said they did so at least monthly.
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The most commonly covered topics included cybersafety elements such as cyberbullying (46%), privacy and safety
(44%), with less emphasis on cybersecurity. Research suggests that teachers often conflate cybersafety and cyberse-
curity [35]. Cybersecurity refers to the practice of protecting computer systems, networks, and data from unauthorized
access e.g., hacking, while cybersafety relates to the safety of individuals, in online environments e.g., cyberbullying [35].
Research reveals that both teachers and children conflate issues of cybersafety and cybersecurity [5], when asked what
they thought the difference was one third of children said they did not know and others responded showing a misun-
derstanding, for example, “Cyber safety is to do with phishing etc., and cyber security is to do with passwords etc.” [35,
p. 15]. Similarly, when asked the purpose of a password for children only 30% of responses provided were considered
correct. The majority of teachers incorrectly identified “safety” as the purpose of a password, highlighting a conflation
of concepts [35]. This conflation results in a weighted focus on cyberbullying and privacy to the detriment of teaching
the technical aspects of cybersecurity such as passwords and authentication [19, 26].

A recent review found that cybersecurity education in schools was intermittent and difficult to implement with other
teaching demands, lack of resources, and expertise [21]. For example, Corradini and Nardelli's [9] study of over 2000 Italian
teachers reported that there was little support for primary and lower secondary cybersecurity education. A majority of
these teachers (85%) reported that training would better prepare them for teaching these topics. Exploring pre-service
teachers’ preparedness to teach cyber safety and cybersecurity it was found that many self-reported low levels of ability
to teach cybersecurity aspects including phishing, hacking, virus and malware [29]. It is vital that we understand current
perspectives and practices in order to better equip educators to teach cybersecurity.

1.3 Objectives

With gaps in literature on how cybersecurity education is addressed in schools [17], and teachers’ perceptions of cyber-
security, the current research aimed to assess the current landscape of cybersecurity education in primary schools from
the perspective of teachers. The research was conducted in Scotland but as the Scottish cybersecurity curriculum broadly
aligns with other UK national curriculums the study is pertinent to the wider UK context. An exploratory questionnaire
was developed to identify current cybersecurity teaching and practice in primary education with specific objectives to
better understand:

1. The prevalence of cybersecurity education in primary schools across different stages.

2. Children’s password practice in the classroom and related changes with age.

3. The cognitive processes and other skills that teachers perceive to be important in password practice for primary
aged children.

4. Teacher’s perceptions of cybersecurity education in primary school including teaching resources used in the class-
room and potential cybersecurity teaching enhancements.

2 Method
2.1 Participants

Ethical approval was granted by Abertay University and the research was carried out following the ethical guidelines of
Abertay University. Local educational authorities across Scotland were contacted to approve and aid dissemination of
the questionnaire. Following this, a description of the questionnaire and the link to the questionnaire on Qualtrics were
sent out to primary schools through local authorities and emails. In addition, teacher groups on social media (such as
Twitter and Facebook) that pertained to Scottish primary schools were approached and administrators were asked to post
the link to the questionnaire. Informed consent was obtained from all individual participants included in the study, with
details given on how their data would be anonymised. In total 143 participants consented to take part in the survey, but
29 participants exited the survey before providing any detail beyond demographic information, leaving a final sample
included of 114 (97 female, 13 male, one preferred not to disclose and three left this question unanswered). Participants
were in the following age categories; 18- to 24 years-old (N=2), 25 to 34 years-old (N=22), 35 to 44 years-old (N=41)
and over 45 years-old (N=45). Four participants did not provide a response to this question. Most participants taught
at state Schools (N =110), with two from private schools and two did not disclose. There was a fairly even representation
of teachers that taught children of different age groups at primary school; 28% of teachers taught children between
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five- and seven-years-old, 37% taught children eight- to 10-years-old and 33% teachers taught children between 10- and
12-years-old. Only 2% of participants taught in preschool (children between three- and five-years-old), so their responses
were not included in analysis relating to age categories.

2.2 Materials

A questionnaire was developed on Qualtrics (Qualtrics, Provo, UT) and distributed to primary schools across Scotland.
Teachers were asked 39 questions related to the age of children they taught, with the option to move forward without
answering. Questions included choosing from a list of options with an alternate option to add ‘other’ with a text box,
enabling responses that were not included in the predefined options. Likert Scale questions, multiple choice questions
and open questions were also employed. The questionnaire included demographic information (teacher’s age and gen-
der, postcode of school, and age of children taught) and the following sections.

1. An assessment of the prevalence of cybersecurity teaching within the classroom. Teachers were asked, “Do
you teach any cybersecurity education in the classroom?” Additional questions related to the different aspects of
cybersecurity teaching including, “What aspects of cybersecurity education do you teach in the classroom?” with a
list of options. Teachers were also asked what children used passwords for in the classroom and homework.

2. Anassessment of children'’s cybersecurity practice. Teachers were asked, “What websites or resources do children
use passwords for in school and/or homework?” and “For these websites/resources who creates the password?”
Questions were also asked about password creation including if children used self-relevant information in their
password. Children’s authentication practice was determined by asking teachers; “Do children in your class have
trouble remembering their passwords?” Teachers were asked how they mitigated against forgetting with a list of
predefined responses (teachers were asked to select all that applied). Password sharing practice was assessed by
asking teachers; “How many children in your class keep their password a secret from other children?”and asking the
teachers who they encourage children to keep password secrets from, with a list of responses including teachers,
parents, friends, and strangers.

3. Anassessment of related cognitive skills. Teachers were asked what cognitive processes and other skills may make
it difficult for children to create and authenticate using passwords. Teachers were given a list of possible cognitive
processes and skills determined by a prior systematic review [21], which included literacy, problem solving, working
memory, attention, special characters, keyboard skills, and knowledge on what makes a good password. Similarly,
teachers were asked to identify cognitive processes and skills that would make authenticating a challenge for chil-
dren.

4. An assessment of cybersecurity education. Teachers were asked about their perceptions of the importance and
content of cybersecurity education. For example, teachers were asked how much they agreed/disagreed with a num-
ber of statements (e.g., “Cybersecurity education is important for children, and it is important for children to know
how to use passwords"”). Teachers were asked when children should be taught cybersecurity and how confident they
felt in their abilities to help children with cybersecurity aspects (e.g., "l feel confident | can help children understand
the purpose of passwords and how to spot a phishing message”). Cybersecurity Resources were assessed by asking
teachers, “What resources would enhance cybersecurity education?” Finally, teachers were asked an open-ended
question; “Why do you think children need to learn about passwords?

2.3 Procedure

Teachers accessed the questionnaire in their own time and at their own pace and once submitted were provided with a
debrief and cybersecurity resources were provided.

2.3.1 Analysis
The majority of the data was quantitative, and analysis involved descriptive statistics and non-parametric analysis. Non-
parametric statistical analysis is the most appropriate analysis method, given the categorical nature of the data collected.

Chi-square and Kruskal-Wallis H-test were employed in the analysis. The Chi-square test is commonly employed to assess
associations between categorical variables, for example, to assess whether certain age groups receive more cybersecurity
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education compared to others and to identify if children in specific age groups exhibit certain password practices. Given
the ordinal nature of some of the data (e.g., Likert scale responses about cybersecurity teaching or password behaviour),
the Kruskal-Wallis-H-test was employed to determine whether there were statistically significant differences in teachers’
ordinal responses between children’s age groups.

Responses to an open-ended question on why teachers thought children should learn about passwords was themati-
cally analysed using NVivo. An inductive approach was used to code for themes as they emerged from the responses.
The initial coding found 19 codes (see Table 1), which were then turned into six distinct themes. For example, responses
related to hacking and theft of personal information contributed to the theme “risk and access” and password-related
responses, including password privacy, password creation knowledge, and future password habits, formed “password
practice” Many responses often fitted within more than one theme due to the nature and detail of responses and there-
fore would be included in as many themes as they fitted.

3 Results
3.1 Prevalence of cybersecurity education in the classroom

Cybersecurity was taught by 86 (75%) of the teachers (Fig. 1a). There were significant differences in whether cybersecurity
was taught, across the three ages ranges (x 2 (2, N=105) =15.00, p < 0.001), with significantly more cybersecurity educa-
tion being taught to eight- to 10-years-olds and 10- to 12-year-olds than with five-to seven-years-olds (ps < 0.05), but
no significant different between the two older age groups (ps > 0.05). Teachers reported the type of resources that were
used to teach cybersecurity in the classroom; online resources were the most cited with 64 teachers using this form of
learning materials, 45 said they used school curriculum, 14 reported they used none and 10 used others including two
teachers using their own experiences and teacher-made resources.

Teachers were asked what aspects of cybersecurity were taught within the classroom. Nighty-three (84%) teachers
reported teaching children about passwords, 47 (42%) about phishing, 49(44%) about hacking, 38 (34%) about antivirus
and malware, and 16 (14%) teachers reported teaching no cybersecurity education (Fig. 1b). All three age groups received
the most teaching around passwords versus other elements. There were significant differences across the groups for
passwords (x2 (2, N=111)=15.02, p<0.001), hacking (x2 (2, N=111),=8.30 p=0.016), Phishing (x2 (2, N=111)=17.04,
p<0.001), and antivirus and malware (x2 (2, N=111)=21.60, p < 0.001). For both passwords and hacking, 10- to 12-year-
olds were taught significantly more than five- to seven-year-olds (ps < 0.05), but there were no other group differences
(ps>0.05). Eight- to 10- and 10- to 12-year-olds were taught significantly more about phishing and antivirus and malware
(ps <0.05) than five- to seven-year-olds but did not differ from each other (ps > 0.05). The ‘other’ responses provided by
teachers included the cybersafety including cyberbullying and talking to strangers online (eight teachers) and sharing
of personal data or information (eight teachers) and privacy issues (six teachers).

In terms of online resources requiring passwords, of the 101 teachers that responded to this question, 91 (90%)
reported that children used passwords for resources in the classroom or at home for homework purposes. Teachers were
asked, from a pre-defined option list, to select which resource they used that required passwords (Fig. 1c). Teachers of
all age groups indicated that children also use passwords to log in to the classroom computer. Teachers were given an
option to include other websites, and they reported Education City, Google Classroom, Accelerated Reader, and Seesaw.
Five- to seven-year-olds also used passwords to access other reading websites and 10- to 12-year-olds also used pass-
words to access Firefly and Scratch.

Table 1 Distinct themes“Why

do you think children need to Theme Frequency
learn about passwords?” Safety 3
Protecting Personal Information 28
Password Practice 24
Security 20
Emerging Technology 17
Risk and Access 7
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Fig.1 Prevalence of cybersecurity education in the classroom. a Do you teach cybersecurity education?. b Cybersecurity Aspects Taught.
¢ Online resources requiring passwords. Numbers at the top of the bar indicate the number of teachers that selected this answer for each
category and age group

3.2 Problematic password practice

Teachers commonly reported making passwords for the websites children use in class and for homework purposes,
although teachers also mentioned that several resources created the passwords. The only resource children were reported
to make their own passwords for was Glow [16], a digital platform available throughout Scotland to facilitate learning
across the curriculum. About half of teachers stated that children use self-relevant passwords at least some of the time,
with the highest rates seen in the oldest age group (see Fig. 2a), however there was no significant differences between
age groups (ps>0.05). Most teachers reported that children did not use the same password and no significant differ-
ence between age groups was observed (ps > 0.05). Teachers were asked about how many children kept their password
a secret from others (Fig. 2b). There were significant age differences in password privacy (H (2, N=91)=15.22, p<.001)
with older children more likely to keep their password secret than the two younger groups (ps < 0.05), who did not differ
from each other (p>0.05). In terms of password forgetting, teachers reported high instances of this happening at least
“sometimes”across all age ranges. There were significant differences in password forgetting between aged groups (H (2,
n=91)=14.10, p= <0.001) with five-to seven-year-olds more likely to forget their password, than eight- to 10-year-olds
and 10-12-year-olds (ps < 0.05), who did not differ from each other (p > 0.05). See Fig. 2c.
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Fig.2 Problematic password practice. a Self-relevant passwords. b Keep their password a secret. ¢ Password forgetting

3.3 Teacher support

Teachers help in authentication differed across the age groups (H (2, N=96)=25.6, p <0.001, see Fig. 3a); teachers were
significantly more likely to help younger children to authenticate than the other two older age groups (ps < 0.05,), who
did not differ from each other (p >0.05). When asked what they would do to help children when they forget passwords
teachers reported a variety of different methods (Fig. 3b). There were significant differences across age groups for pass-
word reminding (x2 (2, N=93)=6.96, p=0.031); reminding was more common in five- to seven-year-olds than 10-to
12-year-olds (p < 0.05) but did not differ between other groups (ps >0.05). Help via resetting was less common in younger
children, however no significant differences emerged between age groups (x 2 (2, N=93)=5.10, p=0.08). Collecting a
laminated copy was another common strategy across all age ranges with no significant difference between age groups
(x2(2,N=93)=1.2, p=0.56). Finally, reports that children could reset independently were absent in younger children and
very low in the two older age groups with no significance differences between age groups (x 2 (2, N=93)=5,39, p=0.06).
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Fig.3 Teacher support. a Help children with authentication. b When children forget their passwords...

3.4 Related cognitive skills for password practice

In relation to difficulties with password creation, the cognitive skills most reported by teachers included literacy, prob-
lem solving, and working memory (see Fig. 4a) Password knowledge and special characters were also problematic.
There were significant reduction in issues with both literacy ((x 2 (2, N=99)=11.45, p=0.003) and keyboard use (x 2 (2,
N=99)=25.46, p <0.001) with increases in age; with teachers of five- to seven-year-olds reporting more problems than
teachers of eight- to 10-year-olds and 10- to 12-year-olds (ps < 0.05), who did not differ from each other (ps > 0.05). The
other skills did not show a clear developmental trajectory, with evenly reported issue in all age groups with no signifi-
cant differences for password knowledge (x 2 (2, N=99)=3.7, p=0.16), attention (x 2 (2, N=99)=0.64, p=0.73), working
memory (x2 (2, N=99)=0.48, p=0.79), and problem solving skills (x 2 (2, N=98)=2.3, p=0.32).

In relation to difficulties with authentication (Fig. 4b), children’s long-term memory (n =65) was the most reported
item across all age groups (Fig. 4b), but with no significant differences observed between age groups, (x2 (2,
N=93)=1.17, p=0.56). There was significant reduction in issues with both keyboard use ((x2 (2, N=93)=17.27,
p= <0.001) and working memory (x2 (2, N=93)=11.69, p=0.003) between five-to seven-year-olds and 10- to
12-year-olds. No significant age-related findings emerged related to children’s attention and authentication (x 2 (2,
N=93)=1.92, p=0.38).

a) Teachers’ perception of what their children would find difficult b) Teachers’ perception of what their children would find difficult when
when creating a password authentication
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Fig.4 Related cognitive skills for password practice. a Teachers’ perception of what their children would find difficult when creating a pass-
word. b Teachers’ perception of what their children would find difficult when authentication
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3.5 Teachers’ perceptions of cybersecurity education

Teachers from all age groups were asked when they thought children should be taught specific aspects of cyberse-
curity (see Fig. 5a). Typically, teachers felt that five- to seven-year-olds should learn about password privacy (62%)
and password creation (70%). Cybersecurity aspects such as phishing, hacking, and computer viruses were viewed
as being best taught to eight- to ten-year-olds. Typically, teachers reported that teaching of most cybersecurity
aspects should start before 10-years-old. Teachers were asked to what extent they agreed or disagreed with a num-
ber of statements pertaining to cybersecurity education (see Fig. 5b). Most teachers strongly agreed (n=27) or
somewhat agreed (n =54) about the importance of cybersecurity education for young children and strongly agreed
that children should know how to use passwords (n=69). Teachers were most likely to somewhat agree (n=48) to
having the knowledge and resources to teach cybersecurity to children, although 28 teachers somewhat disagreed
or strongly disagreed that they had sufficient resources to teach children about cybersecurity. Teachers thought that
the teaching of cybersecurity education was the responsibility of both teachers and parents. Teachers reported that
they felt confident in their abilities to teach children about the purpose of passwords, changing and creating strong
passwords. Teachers were not as confident in their abilities to teach children other cybersecurity aspects such as
phishing, hacking, or computer viruses (see Fig. 5c).

Teachers were asked if cybersecurity education should be either a set of rules to follow, participatory with children’s
involvement, or flexible with age. Teachers could select all options they thought applied. More teachers reported it
should be flexible with age (n=79) and that children should be involved (n =49) rather than it being given as a set
of rules to follow (n=17). Teachers were then asked about what could be done to improve cybersecurity in primary
schools. Teachers were likely to support extra resources for children (n=58) and teachers (n =64) including curricu-
lum support (n=67). The other responses specified that parents should take responsibility and include curriculum
guidance aimed at younger years, and visits from experts.

a) Ages teachers think children should be taught specific aspects of cybersecurity. b) Attitudes towards cybersecurity education
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Fig.5 Teachers'perceptions of cybersecurity education. a Ages teachers think children should be taught specific aspects of cybersecurity. b
Attitudes towards cybersecurity education. c Teachers’ confidence; “l feel confident | can help children...”
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3.6 Qualitative thematic analysis

There were 92 responses to the open question on: “Why do you think children need to learn about passwords?". These
were coded into six categories with smaller categories within each. Many statements provided themes that fit into
one or more categories. Table 1 details the seven distinct themes emerged from the responses and the frequency
of responses.

3.6.1 Safety
A large proportion of teacher responses (n =31, 34%) stressed the significance of teaching children about passwords
as a fundamental aspect of online safety. For example:

“To know the importance of online safety and how to keep information safe” (Participant 142)
“To help keep them safe online and their accounts safe going forward through life” (Participant 93)

Many of these responses also lay within the protecting online information theme as a safety factor:

“To keep their personal information safe”. (Participant 94)

3.6.2 Protecting personal information

Many Teachers responded that children need to learn about passwords to safeguard their personal information online
(n=28). Additionally, instilling the concept of protecting personal information early on helps children become active
participants in their own safety, reinforcing the significance of keeping information secure and private in the digital
world. For example:

“To ensure they are aware of what personal information is and to empower them to help keep themselves safe rather
than leaving them as passive in the process”. (Participant 113)

3.6.3 Password practice

Teachers reported aspects of learning the importance of password practice (n=24). Here, teachers emphasised the
importance of teaching children to create strong passwords (n =10) that should be unique, not including any personal
information, and using different passwords. A response from one teacher:

“How to create a strong password. Not including any personal information. Not to use the same passwords for dif-
ferent purposes” (Participant 73)

Additionally, password privacy (n=11) and preventing the sharing of passwords was a common theme reported
by teachers. Teachers also thought learning about password practice was important for fostering good password
habits (n=5) for later life, for example:

“To make sure they create good habits for future life”. (Participant 57)

3.6.4 Security
Teachers commented on the broader theme of implementing security measures (n=20) for children in the digital
realm:
“It will be important to keep their data secure as they increasingly engage within the digital world” (Participant 121)
Security was often represented with privacy and keeping information secure:

“to reinforce the importance of keeping information secure and private”. (Participant 47)
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3.6.5 Emerging technology

This category formed 17 responses where teachers focused on the need to learn about passwords due to the perva-
sive use of digital technology in daily life (n=10), and for school use (n =4). Teachers realise that young children are
growing up in a digital age, they are exposed to smartphones, tablets, and accessing various platforms and apps that
require passwords, it becomes crucial for them to understand how to protect their online information. An example
from a teacher:

“We are so reliant on technology in daily life now and children are growing up into this. They need to know how to protect
their information online and passwords are the first form of protection”. (Participant 13)

Within this theme, a number of responses highlighted the importance of children having the ability to become inde-
pendent online (n=3) and manage their own passwords. An example of a response in this category:

“So that they have independence when using devices—being able to login with their own password.” (Participant 123)
3.6.6 Risk and access

Other responses included risk (n =4) for example:

“To prevent fraud and identification theft” (Participant 116).
“To reduce the risk of hacking.” (Participant 35)

A few teachers reported on access (n=3) to devices and accounts as the reason children need to learn about passwords:

“so they can access their accounts” (Participant 53).

4 Discussion

The aim of the current research was to assess the current landscape of cybersecurity education in Scottish primary schools
from the perspective of teachers. An exploratory questionnaire was developed to identify the current prevalence and
practice of cybersecurity education in Scottish primary schools. The questionnaire focussed on four main components:
(1) The prevalence of cybersecurity education in Scottish schools, (2) Children’s password practice in the classroom, (3)
The cognitive processes and other skills that teachers perceive to be important in password practice for primary aged
children, and (4) Teacher’s perceptions of cybersecurity education for children in primary school including teaching
resources used in the classroom and how cybersecurity teaching could be enhanced in the classroom. Results sug-
gested that there were some common issues for most teachers across all age ranges involving poor password practices
and cognitive constraints on correct cybersecurity practices. There was also a clear developmental trajectory in many
cybersecurity aspects, with the youngest age group most commonly differing from the older two age groups.

Overwhelmingly, teachers report teaching some cybersecurity topics, predominantly passwords, in the classroom, and
cybersecurity teaching increased with age. Teachers emphasised that the need for children to learn about passwords was
due to emerging digital technology use in the classroom and it being part of children’s daily lives. Many digital resources
are used within the classroom for learning, confirming that technology use is an integral part of the elementary school
classroom [20]. More advanced cybersecurity aspects, such as phishing and hacking, were generally only taught to older
children, with teachers reporting having less confidence in teaching these elements, aligning with research assessing
pre-service teachers’ confidence in teaching cybersecurity aspects [29]. This aligns with research assessing children’s
cybersecurity awareness in New Zealand where children eight to 12 had very low levels of cybersecurity awareness
related to aspects such as phishing, privacy and antivirus protection [37]. Teachers would benefit from learning many
cybersecurity-related topics; this could increase their confidence in teaching and better help them distinguish between
cybersecurity and cyber safety aspects. Taken together, this suggests that primary school age children commonly use
passwords for many classroom resources, but these resources do not (or are not perceived to) be subject to phishing
and hacking attempts, and this is why primary schools particularly focus on password skills when starting cybersecurity
education.

While passwords were commonly used in the classroom by children across all groups, teachers reported that children
had a number of difficulties with passwords and reported poor password practice. First, teachers reported that children
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were generally not making passwords for themselves. This is consistent with prior research where teachers and parents
report making or helping to make passwords [31], particularly for younger children [6]. Furthermore, research with
children in the US found that 85% of children reported getting their password from school [5], highlighting that is it
not a unique problem to Scotland but possibly globally. Children were using self-relevant information, which was most
common in older children, consistent with Ratakonda et al. (2019). It may be counterintuitive that younger children
showed lower rates of self-relevant passwords, although this could be because teachers and administrators make more
passwords for younger children. Inconsistent with previous research [24], teachers did not generally report that children
reused passwords. This could also be as a result of resources being used that stress the importance of creating different
passwords for different site such as the National Cybersecurity Centre (NCSC) resources for children.

Another problem with passwords in the classroom was children forgetting their passwords. This was a common
problem that was pervasive across all age groups, although most common in the youngest group, who were also most
frequently helped with reminding. Very few teachers report that children, even older children, will reset their own pass-
word independently. Teachers also reported that younger children in particular required help when authenticating
their passwords. Thus, children often have difficulty remembering their passwords and do not have the skills to reset
their passwords even as they move up the school, suggesting that password resetting is not skill children are learning.
A variety of strategies to mitigate password forgetting included collecting the laminated copy of their password and
being reminded by teachers. These issues and the mitigations place great demands on teacher’s time and may lead to
embedding poor password practices such as reusing passwords, creating passwords that are weaker, and using self-
relevant information for memorability.

The final problematic practice explored was privacy. Teachers of children across all age groups valued the importance
of password privacy and especially encouraged children to keep their passwords private from strangers and other chil-
dren. The thematic analysis emphasised this, with many teachers responding with statements on the importance of
password privacy and not sharing passwords. Teachers reported that younger children were more likely to share their
passwords than older children, which contradicts previous research from the USA on password sharing [5, 41]. However,
previous research has considered children’s self-reported password sharing practice. It is possible that password shar-
ing in differently aged children is context dependent in that younger children may share openly in the classroom while
older children may share passwords outside of school, particularly given the increase in external accounts children have.
Understanding children’s password sharing and related development seems an important avenue for future research.

There will be cognitive skills underlying password practice, and as many of these develop across middle childhood,
difficulties in password practice may be underpinned by related difficulties in these skills. Teachers identified the cogni-
tive skills that they thought were most important. In relation to difficulties with password creation, the cognitive skills
most reported by teachers included literacy, problem solving, and working memory. Other skills included password
knowledge and special characters. Problem solving has previously been associated with password creation [28], sug-
gesting that problem solving is important in password generation. In relation to authentication, long term and working
memory were both highlighted as potentially limiting children’s ability to authenticate passwords. This is consistent with
prior research where children report forgetting passwords, this in turn forces children to create weak and self-relevant
passwords in an effort to remember them [24]. Although there is limited empirical research to determine whether these
perceived cognitive processes are related to password practice, they are consistent with the proposed cognitive pro-
cesses found in a recent systematic review [21]. Finally, there were important age-related differences specified; younger
children were proposed to have the most difficulties with literacy skills, working memory, and ability to use a keyboard.
This age-related trajectory aligns with Cole et al. [8] and might explain why younger children are currently supplied with
passwords [6]. There is a clear need to properly explore children’s developing cognitive skills in relation to password skills
development. Previous research has developed age-appropriate password “best practice” ontologies, guiding teachers
and parents tailored to children’s cognitive development [28]. The guidance includes creating simple, memorable, and
secure passwords while educating children on the importance of passwords and password privacy

The current study assessed teachers’ perceptions of cybersecurity education. Teachers tended to regard cybersecurity
education as important, and felt they were familiar with the Scottish Government’s Curriculum for Excellence benchmarks
[12]. Teachers thought that children should begin to learn about password privacy and creation skills from as early as
preschool and the early years of primary school. The thematic analysis showed teachers value the importance of teach-
ing children about passwords for protecting their online information and creating good password practice including
creating and keeping passwords private. However, teachers predominantly identified “safety” in their response to the
importance of children learning about passwords consistent with previous research by Renaud and Prior highlighting the
conflation around concepts of cybersafety and cybersecurity [35]. Passwords alone do not ensure children are safe in the
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digital world [35]. Addressing this conflation is vital for teachers to effectively identify risks so they can help children with
the correct countermeasures. Teachers felt confident in their ability to teach children about password privacy, creating
strong passwords and changing their passwords. Despite this, teachers report that children are often not making their
own passwords, and when they do older children are using self-relevant information. This is concerning as children are
not developing password creation skills to enable them to become independent password users. Moreover, children are
not creating strong passwords in line with CfE benchmarks and best practice. Similar to Prior and Renaud [28], a confla-
tion between safety and security was observed with the majority of teachers responding that passwords were for safety
purposes. Education Scotland is now moving to clearly separate cyber safety from cyber resilience and cybersecurity.
Where previous cybersecurity aspects such as passwords will be become cyber resilience. Teachers report that train-
ing, additional cybersecurity educational resources for teachers and children with curriculum support would enhance
teaching of cybersecurity education. These findings are similar to Corradini and Nardelli [9] where teachers reported
little support in cyber education for primary and lower secondary education and suggesting that training would better
prepare them for teaching topics on cybersecurity.

5 Conclusion

Teachers value the importance of cybersecurity education, in particular, teaching children about passwords. They want
children to create strong passwords that keep their information safe and secure, display growing independence online,
protect their password privacy, and foster good future habits. Teachers also feel confident in teaching cybersecurity.
However, teachers also report that children throughout primary school display many challenges associated with pass-
words including creating self-relevant passwords, forgetting their passwords, and being unable to independently reset
their passwords. This highlights a discrepancy between teacher ideals, confidence, and children’s observed practice in
the classroom. Furthermore, teachers may not have the most contemporary cybersecurity resources and thereby are
not teaching children best practice, particularly around passwords. Teachers should receive support and training on
cybersecurity to enable them to teach cybersecurity education, with updated guidance and resources. Following on
from this study, we make the following recommendations:

1) Children between ages five and seven have limited skills to undertake password practice, therefore resources for
developing independent password should be aimed at children seven years and older. However, given the scale of
technology use, younger children should learn about passwords from age-appropriate resources and graphical or
alternative passwords should be employed (e.g., Ratakonda et al., [32]). For example, Prior and Renaud [28] have
created age-appropriate password best practice ontologies to help parents and teachers educate children about
password creation and privacy. Guidance for children aged six- to seven-years-old includes informing children about
why passwords are needed, issues that may emerge from people watching you enter your password to guessing
your password. Techniques for making passwords include “making a silly sentence”

2) Children between and seven- and 12-years-old show developing password skills and require scaffolding towards
developing skills in what constitutes a strong password, the importance of not including self-relevant information,
and password privacy. Current guidance and resources are available for children seven- to 12-years-old from the
NCSC.

3) Children from seven-years-old should be encouraged to create their own passwords with up-to-date guidance,
resource and support. Problem solving around creating passwords allows children to develop their password practice
and forge future password creation skills. Resources are available that encourage children to break down passwords
into three random words recommended by the NCSC.

4) Teachers should have support and development around cybersecurity and particularly receive education related to
more advanced cybersecurity aspects such as phishing, hacking, malware and viruses. This would enable them to
teach up to date guidance to children. Given the rapid development of technology and technology use by children,
teachers should be equipped to teach best practice to children.

5) Guidance to teachers should include password privacy and this should be reflected in school practice. For example,
children should not share passwords, all passwords should be individual, and password forgetting mitigation strate-
gies should follow best practice. Children should be encouraged to create memorable passwords, that are not written
down or laminated.
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More research is required to assess children’s awareness and skills related to more advanced cybersecurity skills
including phishing, hacking, virus and malware. To enable the development of evidence-based resources.
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