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This study aimed to determine whether privacy-related assurances in Contact-Tracing App (CTA) descriptions would posi-
tively influence adoption intentions.

We modelled the influence of privacy-protective design on CTA adoption during a future pandemic. We used an online
survey to collect data from an English survey panel: (a) in 2021 during the COVID-19 pandemic and (b) in 2024, 17 months
after the end of the pandemic.

The quantitative analysis showed that privacy assurances in app descriptions, with consequent perceived privacy advan-
tages and disadvantages, did not influence the intention to adopt CTAs. Significant adoption intention predictors were: (a)
previous installation of the NHS COVID-19 CTA, (b) perceived self-efficacy, (c) trust in the UK government, and (d) perception
of disease spread into the community. Our qualitative analysis, however, demonstrated that privacy preservation and trust in
government were important considerations informing intention to adopt CTAs, although other factors are also influential.

This research makes an original contribution to knowledge by developing and experimentally testing the influence of
privacy-related assurances on CTA adoption intention within a novel adoption model.

Recommendations focus on re-establishing trust and ensuring that adopters’ privacy is preserved by the app and that
public relations campaigns ensure potential adopters are aware of this.
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1 Introduction

Contact-tracing aims to reduce the spread of communicable diseases. Contact-tracing apps (CTAs) are more
cost effective than manual tracing [Songane et al 2025; Tran et al 2025]. These apps were used globally during
COVID-19 pandemic [Grekousis and Liu 2021]. The claimed benefit of these apps is that, if adopted by the
majority of the population, they can indeed achieve this.

During the COVID-19 pandemic, 47 contact-tracing apps were introduced by 25 countries [Li et al 2021]. A
modelling study suggests that, for contract-tracing to be effective, at least 80% of smartphone users need to use
the apps in a particular country [Ferretti et al 2020]; lower rates of use (e.g., 15%) can reduce infections and
deaths, but to a lesser extent [Abueg et al 2021]. In the UK, the uptake of the COVID-19 app was only half of
that [Medina-Perea 2022]. In December 2020, only 28% of United Kingdom residents actively used their contact-
tracing app [Chang 2020]. By March 2021, Singapore and China had reached a 60% adoption rate, while other
countries, including Ireland, Canada, Germany, and Iceland, had an adoption rate of around 15% [Seto et al 2021].

It is evident that digital contact-tracing apps were not uncritically received [Lapolla and Lee 2020]. Attitudes
towards the apps were influenced by: (a) privacy concerns, which might be influenced by the way the app has
been implemented [Bachtiger et al 2020; Bohm et al 2021; Gao et al 2022; Jansen-Kosterink et al 2021; O’Callaghan
et al 2022; Oyibo and Morita 2022; Thomas et al 2020], (b) technological concerns [Bosco et al. 2021; Tretiakov
and Hunter. 2021; von Wyl et al. 2021], (c) effectiveness concerns [Bosco et al. 2021; Dowthwaite et al. 2021;
Osmanlliu et al. 2022; Scherr et al. 2021], and (d) the fact that pandemics create a unique state of societal vulner-
ability [De Marchi. 2020]. Sharing sensitive health data under such conditions raises privacy concerns that differ
markedly from those in, for example, social media contexts. Such concerns constitute barriers to CTA adoption
and continued usage [Padyab and Kévrestad. 2021].

The aim of this article is to develop, and empirically validate, a research model of CTA adoption, reflecting
the influence of privacy considerations and other factors on CTA adoption. In pursuing this aim, we report two
studies at two timepoints: (1) during the COVID-19 pandemic, and (2) 17 months after the end of the pandemic.
The results reflect the impact of a variety of factors on such adoption. Surprisingly, we did not uncover any
impact of different privacy-related design features. However, when asked what would make them more likely to
use a CTA (in both studies), privacy was the most prevalent theme.

Our research makes an original contribution to knowledge by developing and experimentally testing the in-
fluence of privacy-related assurances on CTA adoption intention within a novel adoption model using rigorous
quantitative and qualitative methods.

As shown in Figure 1, Section 2 reviews related research. We develop the rationale for the study and
the research model to be tested in Section 3. We then detail the method and results of the two studies in
Sections 4 and 5. Finally, we discuss the findings and reflect on the implications for the design of digital contact-
tracing apps in Section 6 before suggesting future work and concluding (Section 7).

2 Related Research

To ensure that we understood the related research with respect to CTA adoption, we carried out a compre-
hensive search. We searched PubMed (59), Web of Science (100), Scopus (255) and Cochrane Library (6) by
title/abstract using the following keywords: (contact-tracing AND apps) AND (privacy), (usage), (acceptance),
(COVID-19). Date range: 01-01-2010 to 31-05-2025. Total = 274. We now review those studies that examined
factors influencing CTA adoption.
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Fig. 1. Paper structure.

2.1 Privacy

A study conducted in 32 countries, including the United States and Germany, found that privacy concerns were a
crucial factor influencing the adoption of CTAs [Kriiger et al. 2022]. Many studies reported that privacy concerns
were the main reason for non-adoption [Bachtiger et al. 2020; Bohm et al. 2021; Bonnell et al. 2022; Gao et al.
2022; Jansen-Kosterink et al. 2021; Jonker et al. 2020; O’Callaghan et al. 2022; Tai-Seale et al. 2022; Thomas et al.
2020]. A negative relationship was found to exist between privacy concerns and CTA usage [Harborth and Pape
2023; Meier et al. 2021]. However, it has been reported that privacy-preserving mechanisms were able to allay
privacy concerns and perceived risks [Guillon 2022; O’Donnell et al. 2022; Meier et al. 2021].

Results from survey and focus group research with citizens confirm the importance of privacy [Osmanlliu et al.
2022; Padyab and Kévrestad. 2021; Benham et al. 2021; Nunes et al. 2022]. The main concerns centred around
access to personal data [Zimmermann et al. 2021] leading to low adoption [Akintoye et al. 2021; Baik and Jang.
2022; Chambers et al. 2022; Huang, Guo, et al. 2022; Molitorisz et al. 2021]. Specifically, there are concerns about
data misuse and long-term use of data [Huang, Obada-Obieh, et al. 2022; Praveen et al. 2022]. However, Li et al.
[2021] found that perceived public-health benefits and social norms were stronger predictors of CTA adoption
than perceptions of security and privacy risks.

Research undertaken before vaccination became available [before December 2020] showed that privacy con-
cerns were higher in non-users of CTAs [Walrave et al. 2022; Utz et al. [2021]. Moreover, both community health
benefits and privacy concerns were predictors of CTA adoption. According to Abramova et al.’s [2022] results,
the effect of privacy risk on both intention to use, and actual CTA use, is mediated by perceived social risk (fear
of surveillance).

2.2 Trust

Lewandowsky et al. [2021] found that trust in the government was the most influential predictor of adoption, and
this is confirmed by other studies [Albertus and Makoza 2023; Duan and Deng 2022; von Wyl et al. 2021; Kozyreva
et al. 2021; Trust in institutions such as governments can be a positive predictor of vaccination intention [Soveri
et al. 2021], adoption of mobile health technology adoption [Fox and Connelly 2018], social-distancing intention
and behaviour [Liu et al. 2025], and CTA adoption [Altmann et al. 2020].

Concerns around surveillance by authorities also influenced willingness to use a digital contact-tracing app
[Smoll et al. 2021; Zimmermann et al. 2021]. Individuals worry about governments or other entities accessing
their data and potentially using these for purposes other than contract-tracing [Akintoye et al. 2021; Linares
et al. 2022; Jones and Thompson 2021; Bohm et al. 2021; Bonnell et al. 2022]. According to Robin and Dandis
[2021], the lack of trust in the UK government contributed to poor uptake of CTAs.

Moreover, those who initially downloaded, but later deleted the CTA, had significantly lower trust levels than
individuals who retained the app [Dowthwaite et al. 2022]. In the USA, low trust in Apple and Google deterred
adoption [Tai-Seale et al. 2022].

2.3 Awareness and Peer Influence

Some studies demonstrated that awareness significantly influenced decisions to adopt or reject CTAs. Concerns
were linked to a perceived lack of information [Osmanlliu et al. 2022], transparency [Akintoye et al. 2021], or
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clarity [Degeling et al. 2022]. The opinions and behaviours expressed in individuals’ social networks, including
family, friends, and colleagues, significantly influenced their willingness to adopt CTAs [Horvath, Banducci,
Blamire, et al. 2022]. It was found that social influence had a positive impact on behavioural intention to adopt
to CTAs [Chopdar 2022]. Perceived risk was also a significant predictor of adoption [Isonne et al. 2022; Oyibo
and Morita 2022; Ross 2021].

2.4 The UK Contract-Tracing App

The IT-related history of the National Health System (NHS) and of the UK’s COVID-19 CTA are pertinent to
this discussion. The NHS has a long track record of poor IT systems,' and of privacy violations.” With respect to
the NHS COVID-19 app, when the government announced that a CTA was being developed, privacy concerns
were raised about the kinds of data the app would be able to access on citizens’ phones [Hall 2020] and whether
the NHS would retain access to the centrally-held data after the pandemic.

The app was first piloted on the Isle of Wight. It caused glitches on phones, continuously pinging and raising
false alarms. Many uninstalled the app [Hall 2020]. Volpicelli [2020] quoted Professor Martin McKee as saying:
For the app to work, people are going to have to trust it, After many faux pas characterising the implementation of
the UK’s CTA [Ball 2020], such trust might be hard to regain in the event of a future pandemic.

2.5 Conspiracy Beliefs

The empirical evaluation of other models in the literature has demonstrated that “conspiracy beliefs” nega-
tively predict COVID-19 vaccination intention [Soveri et al. 2021] and COVID-19 lockdown compliance [Copping
2022].

2.6 Technology Design

Technology design factors influence users’ corresponding beliefs about technology use, according to the tech-
nology adoption model [Davis 1993]. Hence, privacy protection as part of app design [De Montjoye et al. 2020]
increases people’s privacy-related beliefs and evaluations of CTA use.

2.7 Individual Differences

Research has demonstrated that individual-difference variables, such as personal experience of communicable
disease [Lee et al. 2021], related protective behaviour [Grunfeld 2004] and past behaviour [Hagger et al. 2018]
increase self-protection health behaviour in other contexts. Therefore, individual differences potentially also
positively influence intention to install a CTA.

2.8 Studies into CTA Adoption

Most CTA-related studies focus on correlation rather than carry out experimental research [Bachtiger et al 2020;
Gao et al. 2022; Jansen-Kosterink et al. 2021; Meier et al. 2021; O’Callaghan et al. 2022; Thomas et al. 2020].
Researchers point to privacy concerns as a major deterrent in this respect [Williams et al. 2021; Li et al. 2021].
However, only a few studies focus on privacy interventions/experiments [Chan and Saqib 2021; Gibson et al. 2020;
Horvath, Banducci, and James 2022]. A notable study tested nudge-based messages’ impact on CTA acceptance
in Japan [Kurokawa et al. 2025]. They tested the messages with two demographics: (1) people who had violated
lockdown dictates, and (2) a more representative sample of Japanese citizens. Nudges had an impact on CTA
acceptance, but only on the latter sample.

https://www.nursingtimes.net/news/policies-and-guidance/poor-nhs-it-systems-affecting- patient- care-say-ministers-09-03-2010/
Zhttps://www.silicon.co.uk/workspace/nhs-surrey-ico-fine-200k-data-breach-121681
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Several privacy-related evaluation criteria have been identified for CTAs [De Montjoye et al. 2020; Ferretti
et al. 2020]. De Montjoye et al. [2020] provide a set of criteria and analyse three app designs reflecting these
criteria that cover Padyab and Kévrestad’s [2021] privacy aspects.

2.9 Rationale

The existing research has empirically identified several factors that influence the adoption of CTAs. However,
there is a lack of research that experimentally tests the impact of privacy assurances on CTA adoption. Given
the current lack of knowledge and experimental research, it remains unclear how privacy assurances will affect
future CTA adoption. This knowledge is essential in preparing for a future pandemic. Therefore, this research
experimentally manipulates CTA privacy assurances and tests their influence on CTA adoption within a newly-
developed CTA adoption model.

3 Model Development

De Montjoye et al. [2020] did not ascertain the extent to which various criteria influenced potential adoption of
digital CTAs. It is important to address this issue, because, without empirical testing, it remains unclear whether
these criteria influence adoption or the extent to which they do so. Such adoption will have potential conse-
quences for the health of individuals and of nations as a whole in a future pandemic.

Our review suggested that privacy criteria, as well as other factors, would influence adoption. Therefore, we
developed a parsimonious CTA adoption model, based on existing generic models of self-protection and backed
up with related research on specific influential adoption factors. We evaluated the model (1) during, and (2) 17
months after the COVID-19 pandemic ended. The model was revised using the results from the first evaluation
study and was then used in the second study.

CTAs essentially move the traditional time-consuming and resource-intensive activity during times of infec-
tious pandemics to the digital world. They have specific distinguishable characteristics, such as rapid notification,
compliance with self-isolation advice and an implied trust in the authorities that release the app. It was important
to consider these dimensions as well as existing psychological models when we developed our model of future
CTA adoption intention (Figure 2).

We built our research model on two main theories, as a collective theoretical framework, to consider in delin-
eating these dimensions: (1) Protection motivation theory (PMT) [Rogers and Prentice-Dunn 1997] and (2)
the Reasoned Action Approach (RAA) [Fishbein and Ajzen 2011]. This is because these have previously been
identified as two major complementary models of protection behaviour [Jansen and Van Schaik 2017]. This is
also because these have previously been combined to model precautionary online behavioural intentions [ Jansen
and Van Schaik 2017]. We therefore used these models as a starting point to develop a CTA adoption model.

Protection Motivation Theory (PMT). In PMT, perceived threat severity to health is a threat appraisal deter-
minant an individual’s self-protect intention. Accordingly, we propose that the perceived threat severity to an
individual’s and the community’s health is a main determinant of protection intention, with increased per-
ception resulting in increased CTA adoption intention. In PMT, “self-efficacy” (internal control) is a determi-
nant of protection intention. Therefore, we propose that perceived CTA self-efficacy, and the extent to which
an individual believes they are competent in using a CTA, would increase CTA adoption intention. We stud-
ied adoption intention rather than actual adoption, as we analysed people’s anticipated response to a future
pandemic.

For model parsimony [Hindman 2015; Ajzen 2020], we deliberately excluded some PMT variables from our
model. Firstly, perceived vulnerability was excluded, because small probabilities are often exaggerated in peo-
ple’s judgement [Kahneman 2011] and the vulnerability engendered by a pandemic is likely to skew perceived
vulnerability. The included variable “Perceived Threat Severity” is considered more important by far [Taleb 2012]
and represents the PMT construct of threat appraisal. Secondly, “Response Cost” and “Response Efficacy” were
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Fig. 2. Research model.

also excluded given that the included variable “Self-Efficacy” is a more generic representation of the PMT coping
response construct.

Reasoned Action Approach (RAA). In RAA, “social influence”, the extent to which significant others approve
an individual performing a particular behaviour or performing this themselves, increases behavioural intention
[Fishbein and Ajzen 2011]. Therefore, we propose that social influence increases CTA adoption intention (see
also Li et al. [2021]). In RAA, perceived “behavioural control” (external control) increases behavioural intention.
Therefore, we propose behavioural control, the extent to which external factors influence intention to adopt
a CTA, increases intention. In RAA, beliefs and outcome evaluations are influences on attitude or intention.
Therefore, we propose that “beliefs” and “outcome evaluations” about privacy protection in CTA adoption and
about the health outcomes of CTA use both influence CTA adoption intention. For model parsimony, we did
not include the RAA variable “attitude” towards CTA use in our model. This is because attitude is considered a
redundant model variable when intention is included [Venkatesh et al. 2003].

Other Influential Factors. Important influences specific to CTA are missing from both PMT and RAA. Firstly,
“conspiracy beliefs” could be a negative predictor of health protection behaviour during a pandemic [Soveri et al.
2021; Copping 2022]. Therefore, we propose that conspiracy beliefs are a negative predictor of CTA adoption in
the model. Secondly, research has established the impact of trust on adoption [Lewandowsky et al. 2021; Albertus
and Makoza 2023; Duan and Deng 2022; von Wyl et al. 2021; Kozyreva et al. 2021; Soveri et al. 2021; Fox and
Connelly 2018; Altmann et al. 2020; Akintoye et al. 2021; Linares et al. 2022; Jones and Thompson 2021; B6hm
et al. 2021; Robin and Dandis 2021; Tai-Seale et al. 2022]. Therefore, we propose that “trust in government” and
the “trust in the health service” be included in the model. Thirdly, technology design factors influence intention
to install technology in general [Davis 1993] and during a pandemic [De Montjoye et al. 2020]; we thus propose
including app design in our adoption model. Finally, individual differences are influential on CTA adoption [Lee
et al. 2021; Grunfeld 2004; Hagger et al. 2018] and also influence intention to install a CTA; this motivates the
inclusion of individual differences in our adoption model as well, specifically personal experience of COVID-19,
COVID-19 vaccination status, and past CTA adoption.
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Table 1. Privacy-Related Criteria for Contact-Tracing Apps (De Montjoye et al. 2020)

Low Middling High

Criterion/principle (Ir)1 rllvj?é) (Ii’)l rlw:a(;};) (Pr’1 r11v=ac5}?/,)

(1’12 = 60) (l’lz = 60) (l’lz = 60)
Limiting the gathering of personal data by the authority - - v
Protecting the anonymity of every user - - v
Not revealing to the authority the identity of users who are at risk - - v
Preventing the system from being employed by users to learn who = 4 4
is infected or at risk, even in their social circle
Preventing users from learning any personal information about v v v
other users
Preventing external parties (including government) from exploiting = 4 4
the system to track users or infer whether they are infected
Putting in place additional measures (e.g., encryption) to protect the NS NS NS
personal data of infected and at-risk users
Providing support for people to verify that the system does what it NS NS NS

says (by publishing the code as open source or by having forensics
experts validate the claims)

Note. Low/middling/high: levels of privacy in contact-tracing app versions within the experiment in this study. Version 1: high. Version
2: middling. Version 3: low.

NS: not specified in app versions within the experiment.

ni/ny: sample size of corresponding experimental condition in Study 1/2.

4 Study 1
4.1 Method

4.1.1 Design. A one-factor independent-measures design was used. The independent variable was privacy
protection (three levels: high/Version 1, middling/Version 2 and low/Version 3). The dependent variable was
“intention to adopt”. This is because we wanted to study people’s responses to a future pandemic; we studied
intention, as the final outcome (actual future behaviour) could not be measured. Further model variables were:
(a) behavioural beliefs and outcome evaluations of privacy and health, (b) self-efficacy, (c) perceived behavioural
control, (d) social influence (subjective norm), (e) disease risk perception, (f) trust in government, (g) trust in
health service, (h) conspiracy beliefs, (i) disease experience, (j) gender, (k) age, (1) previous COVID-19 app use
status, and (m) geographical location within England (Figure 2).

4.1.2  Experimental Manipulation of Privacy. Three descriptions of a CTA for a future pandemic were created
(see Appendix A). These differed in the extent to which they met De Montjoye et al.’s [2020] privacy principles,
suggesting a classification with high, middling and low levels of privacy, being reflected in the descriptions (see
Table 1).

4.1.3  Online Survey. An online survey was constructed and used to collect data (see Appendix B). This in-
cluded validated scales, which were adapted for digital contact-tracing. The scale questions used 7-point Likert
scale format, except for outcome evaluations (7-point semantic differential) and disease risk (101-point scale).

Adoption intention (3 items). Measured was intention to download, install and use the digital CTA, as described
according to one of the experimental conditions (based on Ajzen [2019]).

Behavioural beliefs and outcome evaluations (6 items). Measured were both beliefs and evaluations for each of
the following three outcomes: health benefit, privacy advantage and privacy disadvantage of the digital CTA
(based on Ajzen [2019]). In accordance with the RAA [Fishbein 2008], a composite value was calculated for
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each outcome as the multiplication of the corresponding behavioural belief and outcome evaluation. Belief- and
evaluation scores were mean-centred before multiplication.

Self-efficacy (5 items). Measured was self-efficacy to download, install and use the app (based on Shu, Tu and
Wang [2011]).

Perceived behavioural control (4 items). Measured was perceived behavioural control over downloading, in-
stalling and using the app (based on Lee [2009] a Ajzen [2019]).

Subjective norm (4 items). Measured was subjective norm regarding downloading, installing and using the app
(based on Ajzen [2019] and Choi and Chung [2013]).

Disease risk perception (4 items). Measured were participants’ personal disease risk perception (2 items) and
disease risk perception for their community (2 items), each with a scale range [0; 100] [Jordan et al. 2021].

Trust in government (4 items). Trust belief (integrity) in data protection provided by the government was
measured (based on Guo et al. [2016] and McKnight et al. [2002]).

Trust in health service (4 items). Measured was trust belief (integrity) in data protection provided by the health
service (NHS) (based on Guo et al. [2016] and McKnight et al. [2002]).

Conspiracy beliefs (4 items). Measured were conspiracy beliefs about the coronavirus pandemic [Soveri et al.
2021].

Further questions asked about drivers for intention to adopt, barriers to intention to adopt (both open-response
format), and disease experience.

In the online survey, each participant was randomly assigned to one of the three descriptions of a digital CTA,
each with different privacy levels in the app description, shown in Table 1 and Appendix A. After reading this,
they answered the survey questions.

4.1.4  Ethics and Participants. Ethics approval for both studies was granted by the research ethics commit-
tee of [name of institutions redacted for review]. The Study 1 data were collected from 19.10.2021 through to
18.11.2021; at this time in the United Kingdom (UK), the COVID-19 pandemic was a WHO-declared global threat
to public health, the COVID-19 Delta variant became dominant and the first case of the Omicron variant had not
yet emerged.

We recruited 175 participants® living in England and aged 18 or over (79 female, 96 male; age: Mean = 50, SD
= 15, age range 18-83) through an online survey panel on a first-come-first-served basis and paid the panel’s
standard rate.

4.1.5  Quantitative Data Analysis. In both studies, the research model was analysed with partial least
squares path-modelling (PLS-PM), using the R package ¢SEM [Chuah et al. 2021]. Using PLS-PM is appro-
priate in privacy survey research [Seiler and Fanenbruck 2021] and more appropriate than a covariance-based
structural equation modelling when the data violate distributional assumptions [Hair et al. 2021] and than mul-
tiple regression analysis, as the latter only analyses the structural model, but not the measurement model.

4.1.6  Qualitative Data Analysis. Answers to free-text questions (asking about drivers of and barriers to CTA
use) were analysed using thematic analysis [Braun and Clarke 2006]. This is because, to complement the quantita-
tive survey data analysis, we wanted to report on the experiences, events, meanings, and realities of participants,
as opposed to how these are, for instance, a reflection of societal discourse. Analysis of Free-Text Answers. The
analytical procedure followed the general ‘recipe’ by Braun and Clarke [2006]. Familiarisation required multiple
readings of the entire dataset and also the subsets as acquired from the three experimental conditions. Initial
coding revealed that the majority of answers were relevant to our research aim. At this stage, it was decided
that nonsensical answers should be excluded (e.g., instead of barriers and facilitators, one participant had listed

3Sample sizes in the experimental conditions were 58/64/53 for high/middling/low privacy.
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the names of various social networks), and that remaining answers that had multiple interpretations should be
coded as part of more than one theme (e.g., the code ‘user consent’ was included in Themes 1 and 4).

We took a cautious approach in making analytical decisions. Analysis was conducted entirely won a semantic
level and the data were tentatively interpreted. Themes were conceptualised narrowly, to avoid flawed, unwar-
ranted conclusions. We considered the prevalence of answers in deciding how to thematise; specifically, we
agreed that notions present in the answer of single participants should not be considered sufficient to con-
ceptualise a theme around it, to avoid giving unwarranted weight to anecdotes. All remaining answers were
categorised within each theme until there were no answers left unallocated.

Candidate themes were then reviewed to ensure that, collectively, they fit all codes as well as the dataset.
A thematic map, presented in Figure 4 was generated. Finally, themes were refined and named. A report was
produced to describe and define them, including the selection of a number of vivid and compelling extracts from
the answers to illustrate them.

Credibility, Confirmability, and Dependability. We approached the analysis from the epistemological and on-
tological positions of post-positivism and pragmatism, as the present study’s orientation is towards problem-
solving the issue of limited uptake/engagement with technology that can help curb the spread of viruses. In this
context, our role as researchers is not to construct meaning; rather, it is to reflect it from a reality that exists,
but only through how participants make sense of it and convey this. Throughout conducting the study, it was
assumed that, while the nature of knowledge of reality is unique, we also share meanings socially, and, therefore,
knowledge is inevitably socially shared [Kaushik and Walsh 2019].

In that line of reasoning, the confirmability and credibility of the analysis were contingent on consensus be-
tween the researchers. We applied two strategies to address this, as suggested by Shenton [2004]: (a) methodolog-
ical triangulation; we interpreted the meaning of qualitative answers alongside findings from the online survey;
and (b) verification by investigators: three members of the research team took part in the qualitative analysis, to
ensure findings are not the result of one researcher’s pre-conceptions, but originate within the experience and
ideas of participants. Initially, the third author conducted inductive analysis and produced all themes. Two other
researchers conducted a deductive analysis, using the list of generated themes to check how they applied to the
data (Author 1 analysed all qualitative answers across all conditions; Author 2 analysed all qualitative answers
in Experimental Condition 1 [high level of privacy]). Consensus was sought and achieved rhetorically, through
discussions. An audit trail was kept to document analytical decisions and ensure dependability of the findings
(Appendix C).

4.2 Results

4.2.1  Measurement Model and Descriptives. The quality of constructs was examined using established guide-
lines [Hair et al. 2021]. We used lower thresholds suggested by Hair et al. [2021] to test reliability and validity of
constructs in terms of item loadings (0.60), composite reliability (CR) (0.70) and average variance extracted
(AVE) (0.50). Discriminant validity was tested using two tests. First, according to the Fornell-Larcker criterion,
square root of AVE should be higher than the correlation between two given variables [Fornell and Larcker 1981].
Second, values of heterotrait-monotrait ratio of correlations (HTMT) should be < 0.90 [Henseler et al. 2015].

The results of the measurement model analyses are shown in Tables 2 and 3. First, the loadings of scale items
were analysed and any < 0.60 were removed; as a consequence, the items SE3, SE4, and SE5 were removed. After
this, item loadings, CRs and AVEs for all constructs exceeded the respective thresholds. The square root of AVE
of all the constructs was higher than the respective correlations between constructs.

Hetero-trait mono-trait (HTMT) values for intention to adopt with subjective norm and perceived be-
havioural control with self-efficacy exceeded the cut-off value of 0.90. Subjective norm rather than intention
was removed from further analysis, as intention was the outcome measure. Perceived behavioural control rather
than self-efficacy was removed from further analysis, as self-efficacy (a) was more highly correlated with the
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Table 2. Discriminant Validity (Study 1)

a. Fornell-Larcker analysis

Self- Trust Trust Conspiracy |Intention to
efficacy integ. integ. beliefs adopt
gov. NHS

Self-efficacy 0.74 0.03 0.17 0.07 0.28
Trust integ. gov 0.03 0.83 0.49 0.12 0.30
Trust integ. NHS 0.17 0.49 0.58 0.21 0.28
Conspiracy beliefs 0.07 0.12 0.21 0.67 0.08
Intention to adopt 0.28 0.30 0.28 0.08 0.86

b. Heterotrait-monotrait (HTMT) analysis

Self- Trust Trust Conspiracy |Intention to
efficacy integ. integ. beliefs adopt
gov. NHS

Self-efficacy 0.16 0.40 0.26 0.53
Trust integ. gov 0.16 0.69 0.34 0.55
Trust integ. NHS 0.40 0.69 0.43 0.53
Conspiracy beliefs 0.26 0.34 0.43 0.28
Intention to adopt 0.53 0.55 0.53 0.28

Note. Panel (a): results for Fornell-Larcker criterion. Diagonal values: square root of average variance extracted. Off-diagonal
values: correlations between latent constructs.Panel (b): results for heterotrait-monotrait (HTMT) analysis. Figures are HTMT
values.

outcome measure and (b) is potentially more easily amenable to change through an intervention than perceived
behavioural control is. After the removal of some items, as discussed above, the results provided evidence of
discriminant validity.

For the remaining scales (with the exception of disease risk; see below), overall scores were calculated ac-
cording to the PLS algorithm and used in subsequent data analysis. In keeping with the original study [Jordan
et al. 2021], from which the measurement of both personal disease risk and community disease risk was taken,
the items were considered as formative measurements with equal weighting. Therefore, personal-disease risk
perception was calculated as the average of the two corresponding items; similarly, community disease risk
perception was calculated as the average of the two corresponding items.

The descriptives, presented in Table 4, show that mean values for intention to adopt and trust in government
were around the scales’ middle value of 4, but high in comparison for self-efficacy and trust in health service
(values around 5) and clearly below the middle value for conspiracy beliefs (value below 3). Mean perceived
disease risk was middling, around a half of the scale range at the lower end for both risk scales. Mean values
for privacy advantage, privacy disadvantage and health advantage were around the neutral value of 0. A large
minority of participants had used the NHS COVID-19 app.

4.2.2  Structural Model. In order to test mediation of the effect of privacy design we followed a four-step pro-
cedure for ‘modern mediation analysis’ [Hayes 2022], with the results presented in Table 5; Figure 3 summarises
the significant results in relation to adoption intention.

First, we tested the effect of privacy design on the mediators, privacy advantages and disadvantages. The effect
of privacy design, coded as two dummy variables (high versus middling privacy and high versus low privacy),
on privacy advantage and disadvantage was insignificant.
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Table 3. Loadings, Reliability and Variance Extracted (Study 1)

Latent variable/item IL t P CR AVE
Intention to adopt (INT) 0.95 0.86
INT1 0.87 20.85 < 0.001

INT2 0.95 69.31 <0.001

INT3 0.95 74.67 <0.001

Conspiracy beliefs (CB) 0.89 0.67
CB1 0.81 7.55 < 0.001

CB2 0.64 3.57 0.004

CB3 0.87 8.67 < 0.001

CB4 0.93 9.60 < 0.001

Self-efficacy (SE) 0.85 0.74
SE1 0.93 20.78 < 0.001

SE2 0.79 1233 < 0.001

Trust in government (TRGV) 0.95 0.83
TRGV1 0.95 30.89 <0.001

TRGV?2 0.86 2336 <0.001

TRGV3 0.90 15.75 < 0.001

TRGV4 0.94 21.60 <0.001

Trust in health service (TRNHS) 0.80 0.58
TRNHS1 0.95 1799 <0.001

TRNHS2 0.70 7.13 < 0.001

TRNHS4 0.60 5.84 < 0.001

Note. The overall pattern of results in the PLS-PM solution with TRNHS3 excluded was
the same as that with TRNHS4 excluded. As the loading (IL) of TRNHS3 exceeded 1 and
that of TRNHS4 did not, the solution with TRNHS1/2/4 included and TRNHS3 excluded
was adopted.

Trust in Threat: Disease
Government 0.16 Risk (Community)
0.20
Individual X
i : 0.15
C%Cg?gﬁ:ew Intention to Adopt
Vaccination Status & Use
0.29 A
Individual 0.26
difference: NHS
COVID-19 App Control:
Use Self-Efficacy

Fig. 3. Research model of digital contract-tracing, significant predictors of intention to adopt
(study 1).
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Table 4. Descriptives (Study 1)

Variable Mean SD
Intention to adopt

Intention, high-privacy app 4.61 2.02
Intention, middling-privacy app 4.33 2.16
Intention, low-privacy app 433 1.95
Conspiracy beliefs 2.35 1.38
Self-efficacy 5.37 1.61
Trust in government 4.23 1.64
Trust in health service 5.00 1.34
Disease risk, personal 46.06  28.25
Disease risk, community 49.66  25.63
Privacy disadvantage 0.54 243
Privacy advantage 0.14 3.28
Health advantage 0.85 3.15
Age 50 15
Variable %

Gender

Female 55

Male 45

NHS COVID-19 app installation status

Not installed 55

Installed 45

T
Privacy &
Data Use

Purpose & l " '
Accountability

T5
Control over
- App Use .
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App
Performance
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Information,
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Inter;re‘:ence 7 L
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Battery Be Paid to I Fines for Free Y Free Device
Use it Non-Compliance Internet
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Fig. 4. Thematic map study 1 (Ti represents themes and the white circles represent codes).
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Table 5. Analysis of Structural Model (Study 1)

Estimated total effects

Total effect Estimate SE ¢ P F R?
Privadv ~ High vs middling privacy -0.01 0.09 -0.11 091 0.00 0.02
Privadv ~ High vs low privacy -0.15 0.09 -155 0.12 0.02
Privdis ~ High vs middling privacy 0.03 0.09 033 0.74 0.00 0.00
Privdis ~ High vs low privacy 0.05 0.09 0.53 0.60 0.00
Intentions ~ Self-efficacy 0.36 0.11 338 0.00 026 0.73
Intentions ~ Trustintgov 0.35 0.16 216 0.03 0.16
Intentions ~ Trustintnhs 0.00 0.22  0.02 098 0.00
Intentions ~ Cspb 0.05 0.10 056 0.58 0.01
Intentions ~ Riskpers 0.07 0.09 078 044 0.01
Intentions ~ Riskcomm 0.20 0.09 220 0.03 0.05
Intentions ~ Gender -0.02 0.05 -0.34 0.73 0.00
Intentions ~ Age -0.08 0.06 -1.22 022 0.02
Intentions ~ Regem -0.13 0.07 -1.84 0.07 0.04
Intentions ~ Regee 0.06 0.06 099 032 0.01
Intentions ~ Regne -0.04 0.06 -0.62 0.54 0.00
Intentions ~ Regnw -0.02 0.06 -0.30 0.76 0.00
Intentions ~ Regse 0.03 0.07 040 0.69 0.00
Intentions ~ Regsw 0.00 0.07 001 099 0.00
Intentions ~ Regwm 0.02 0.06 038 070 0.00
Intentions ~ Regyh 0.06 0.05 1.11 027 0.01
Intentions ~ Health -0.10 0.07 -1.47 0.14 0.03
Intentions ~ Nhsappinst 0.29 0.08 353 0.00 0.18
Intentions ~ Cfullvac 0.15 0.07 223  0.03 0.06
Intentions ~ Onetwo -0.02 0.07 -0.34 0.73 0.00
Intentions ~ Onethree -0.06 0.07 -0.87 038 0.01
Intentions ~ Privadv 0.08 0.05 1.55 0.12 0.02
Intentions ~ Privdis 0.03 0.06 045 0.65 0.00
Estimated indirect effects .

Indirect effect I Estimate  SE P

Intentions ~ High vs middling privacy  0.00 0.01 0.00 1.00

Intentions ~ High vs low privacy -0.01 0.01 -0.73 0.46

Second, we tested the significance of mediators on the outcome, intention to adopt. Neither privacy advantage
nor disadvantage was a significant predictor.

Third, we tested the collective predictors of intention to adopt according to the research model. The full model
explained 73% of variance in intention to adopt. In order of effect size, the predictors of intention to adopt
with statistically significant path coefficients were self-efficacy, NHS COVID-19 app installation status, trust in
government, COVID-19 vaccination status, and perceived disease risk for the community. Privacy design was
non-significant.

Fourth, the indirect effect of privacy design on intention to adopt, mediated by privacy advantage and privacy
disadvantage, was not significant.
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Table 6. Privacy-Related Themes across Experimental Conditions: Study 1

Theme 1: privacy Theme 2: trust
Condition 1: high privacy 7 (9%) 10 (12%)
Condition 2: middling privacy 33 (30%) 37 (33%)
Condition 3: low privacy 51 (33%) 57 (37%)

4.2.3 Qualitative Findings. A general trend in qualitative findings was that the less stringent a description-
related condition was in respect to privacy, the more likely that participants would answer the open-ended ques-
tions, and the more prolific and detailed the answers were. In Condition 1/App Version 1 (high level of privacy),
where the app version employed the most stringent privacy features, more than 59% participants chose not to
answer free-text questions. In App Version 2 (middling level) this number was 46% and in App Version 3 (low
level) this was 38.9%. Therefore, the experimental manipulation or compliance with privacy-related principles
was having an impact on the volume of answers overall.

More specifically, Table 6 shows the pattern of themes in the answers over the experimental conditions
demonstrating that participants articulated privacy and trust more as barriers to or drivers of app uptake, as
privacy-related principles and trust were violated to a greater extent through the experimental manipulation.
Eight themes were conceptualised from the qualitative answers. Themes did not differ qualitatively according to
the privacy-related experimental conditions.

4.23.1 Theme I1: Privacy, and Data Use and Loss. The first theme was most prominent in the qualitative data
and referred to palpable concern over issues of data collection and handling. Collection and sharing of personal
data and precise location were frequently cited as barriers to uptake. Concerns were plentiful: about data being
held centrally for a sustained period, sold, vulnerable to theft and malware, and/or used by authorities as a
surveillance- and law enforcement mechanism. There were concerns about their identity being revealed to others
as the one who infected them. However, the opposite was also true regarding participants’ own health; in other
words, they cited receiving either the name of an infectious contact or sufficient detail to be able to deduce their
identity as a driver of uptake:

If it could tell me a rough location where I contacted covid! Participant 123, Male, 67, App Version 2.
How long you actually were in close contact with the person Participant 20, Male, 52, App Version 1.
Participants cited any sharing of information outside of the NHS as a barrier to uptake:

Confirmation that my data wouldn’t be passed on outside the NHS Participant 171, Male, 63, App
Version 3.

4.2.3.2 Theme 2: Trust. The theme of trust was characterised by both mistrust (a misplacement of trust) and
distrust (a betrayal of trust). Participants were suspicious of the motivations of any businesses involved in the
running of the contract-tracing service (lack of benevolence, one of McKnight et al.’s [2002] three trust beliefs).
Potential proprietors appointed through opaque connections to the UK government were considered untrust-
worthy. This reduced participants’ willingness to engage with the app; the converse was also noted as increasing
willingness:

Not organised by one of the government friends Participant 83, Male, 61, App Version 2

If it was built by a reputable company that has no financial incentive” Participant 35, Female, 57, App
Version 1.
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The NHS, whilst not characterised as being deficient in reputation, was singled out as a potential dubious app
proprietor on the grounds of a lack of faith in competence (another of McKnight et al.’s [2002] three trust beliefs)
within the organisation to handle a technology-enabled track-and-trace programme:

Take the administration of the scheme away from the NHS as they don’t possess the skills to use it
efficiently Participant 150, Male, 83, App Version 3.

4.2.3.3 Theme 3: App Performance in Relation to its Goal. Participants expressed doubts about effectiveness of
the app in fulfilling its stated goals. Clarity of instructions, accuracy of identifying infected contacts and speed
of alerts were all important drivers of app uptake.

Conversely, unclear and slow alerts were barriers. Some participants wanted ‘just-in-time’ alerts, so that they
knew when they were about to approach a positive case and could avoid an encounter. In App Version 3, ten
minutes contact time with a positive case was deemed lax and more stringent time intervals were reported as a
driver of uptake:

A shorter time in contact with the other phone. Participant 163, Male, 36, App Version 3

False alerts were viewed negatively. A surprising finding was that a barrier to uptake and engagement was
not only potential doubt about the app’s functioning, but also if the app worked as intended and alerts incon-
venienced participants. For instance, some participants indicated that a driver to the uptake of the app were the
following conditions:

If it didn’t make you self-isolate.
If it didn’t make you have to get a test.

If you could just stay indoors and not have to do any of the above. Participant 119, Female, 38, App
Version 2.

This indicates that participants did not quite understand the function and purpose of a CTA or perhaps did
not consider the threat of the virus as sufficiently compelling to warrant adhering strictly to mandates.

Enhancing the app’s features and functions, such as increasing its efficiency and informativeness was, seen as
a driver to uptake:

Report on general numbers in my area. Participant 116, Male, 67, App Version 3.

Receiving an excessive number of alerts was seen as an uptake barrier (i.e., ‘pingdemic’), even though it was
unclear whether it mattered to participants if alerts were warranted or not. Some participants wished to receive
unambiguous instructions on how to proceed upon receiving an alert; others expressed the desire to exercise
personal discretion in how to act:

Allow some personal decision making. Participant 144, male, 59, App Version 3.

4.2.3.4 Theme 4: App Interference with the Performance of a Device. Participants’ concerns over a decrease in
smartphone function as a result of installing the app were, unsurprisingly, a barrier to uptake and engagement.
The most frequent signs of impact were demand on the battery and the memory of the phone; demanding apps
were perceived negatively. Furthermore, participants wished to be able to use a contact-tracing app on older
smartphone devices; having an app that can only work on newer phones was a barrier.

Not taking up too much space on an old phone. Participant 139, Female, 65, App Version 3.

Bluetooth was treated with suspicion and negativity, something that was seen as a way to potentially allow
cybercriminals to take over devices. Participants suggested limiting Bluetooth function just to the needs of the
CTA, somehow separating it from interacting with other apps on the device.
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4.2.3.5 Theme 5: Control over App Use. Participants expressed concerns about the level of control users could
exercise over how the app operates, such as whether they would be able to disable the app for a period, or
whether they would be able to remove the app from their phone altogether without authorities being notified.

Can it ever be uninstalled without repercussion? Participant 139, Female, 65, App Version 3.

Furthermore, some users wanted to be able to uninstall the app without being asked to provide any reason at
all, but felt that consent should also not be assumed for the app to automatically install onto a newly purchased
device.

Participants wanted to be able to disable the app if they were wearing personal protective equipment, and for
the app to be able to take into account that their place of work would inevitably involve being in close contact
with positive cases:

Changes for healthcare workers so you don’t end up getting pinged every time you are close to but not
in contact with a patient, or if you are known to be working on a COVID ward. Participant 93, Female,
29, App Version 2.

Government mandating app use was off-putting for some, as was making employment contingent upon app
uptake. However, others indicated that making the app compulsory would persuade them to download it.

4.23.6 Theme 6: Financial Costs and Incentives. Answers highlighted the role of cost. It was clear that cost
was a barrier. These concerns were salient not only in answers stating the app itself should be free to download
and all its features free to use, but also in it not incurring other cost, such as using up personal mobile internet
allowance.

If the app could connect to the internet free of charge. Participant 130, Male, 53, App Version 3.

On the other hand, monetary incentives for the use of the app were seen as a driver of uptake and engagement,
with some participants even requesting device provision (e.g., a mobile phone free of charge) as a condition of
uptake:

Give me a free mobile phone. Participant 149, Male, 61, App Version 3.
Participants were also concerned about incurring a fine as a result of choosing not to self-isolate as
advised by the app.

If there were no financial penalties for ignoring the recommendation from the app. Participant 130, Male,
53, App Version 3.

4.2.3.7 Theme 7: Usability, Accessibility, and Support. According to participants, ease of use and app features
encouraged engagement. Potential app complexity caused problems, but real-time support was cited as a driver
of uptake. Additional support was necessary to aid older users (e.g., by providing bigger fonts, bright colours,
loud alerts).

more user friendly for older people.
assistance to install. Participant 90, Male, 60, App Version 2

Logging in and app installation were singled out as potentially tricky procedures that would need additional
support, and providing such support would increase uptake:

Make it easy and straightforward to download. Participant 100, Female, 65, App Version 2.
4.2.3.8 Theme 8: Social Norms. It was evident that uptake in society, in general, was a driver of app uptake;

in other words, if the societal effort to curb the spread was there, this motivated participants to contribute to it.
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It was important to participants that the app was used by people in their immediate surroundings, but also the
wider public. Social norms were cited as both a barrier and a driver of engagement:

Someone I know using it. Participant 47, Female, 56, App Version 1

I would want the majority of the public to download the app so that it’s really effective. Participant 110,
Female, 43, App Version 2

if everyone else was ignoring it. Participant 176, Male, 59, App Version 3

5 Study 2
5.1 Method

5.1.1  Design. The design of Study 2 followed the design of Study 1 with the following exceptions. Excluded
from the survey design of Study 2 were the non-significant predictors in the results of Study 1, the scales for
subjective norm and perceived behavioural control (given their unsatisfactory HTMT results in Study 1), and the
predictor disease risk (community), given its effect size f* did not exceed 0.05 in Study 1. Because of evidence of
the trust beliefs of benevolence and competence in the qualitative answers from Study 1, these were added and
the trust belief of integrity was kept.

An online survey was constructed and used to collect data (see Appendix D) and included the following addi-
tional items.

Trust in Government (7 items). Trust (benevolence, 3 items, and competence, 4 items) in data protection pro-
vided by the government was measured (based on Guo et al. [2016] and McKnight et al. [2002]).

Trust in Health Service (7 items). Measured was trust belief (benevolence, 3 items, and competence, 4 items) in
data protection provided by the health service (NHS) (based on Guo et al. [2016] and McKnight et al. [2002]).

5.1.2  Participants. The data were collected from 23.10.2024 through to 15.11.2024, 36 months after data col-
lection in Study 1 and 17.5 months after the WHO declared the COVID-19 pandemic no longer posed a global
threat to public health. Recruited were 180 participants* living in England and aged 18 or over (79 female, 96
male; age: Mean = 50, SD = 15, age range 18-83), who had not taken part in Study 1, through the same online
survey panel.

5.1.3  Ethics. Ethics approval was obtained as reported for Study 1. In addition, we informed participants that
we would be using ChatGPT to qualitatively analyse their responses in Study 2. This inclusion was approved by
the lead author’s institution.

5.1.4  Data Analysis. Quantitative data in Study 2 were analysed as in Study 1. We decided to use ChatGPT
to assist the analysis because it afforded rapid data exploration and demonstrated reproducibility. It was used as
a tool, not an Oracle. All codes and quotes were verified from the original data. The analysis of free-text answers
proceeded as follows. ChatGPT 4o was used to extract themes from the free-text responses, as recommended
by researchers [Perkins et al. 2024; Lee et al. 2024]. The following first prompt was used: You are a qualitative
researcher that specializes in analysing unstructured data. Review the responses in the following data from questions
about what would make people more/less likely to use a contract-tracing app and identify the most common themes
or patterns that emerge from the data. ChatGPT was instructed not to learn from the data and the analysis was
carried out on two different days to verify replicability.

Then, the second prompt followed: What are the key insights or takeaways that can be derived from the data?
The response to this prompt included quotations from the source data.

4Sample sizes in the experimental conditions were 60/60/60 for high/middling/low privacy.
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Table 7. Discriminant Validity (Study 2)

a. Fornell-Larcker analysis
Self- Trust Trust Intention
efficacy ben. gov | ben. to adopt
NHS
Self-efficacy 0.81 0.15 0.19 0.31
Trust integ. gov 0.15 0.78 0.50 0.41
Trust integ. NHS 0.19 0.50 0.78 0.31
Intention to adopt 0.31 0.41 0.31 0.87
| b. Heterotrait-monotrait (HTMT) analysis
Self- Trust Trust Intention
efficacy integ. integ. to adopt
gov NHS
Self-efficacy 0.39 0.44 0.56
Trust integ. gov 0.39 0.71 0.64
Trust integ. NHS 0.44 0.71 0.56
Intention to adopt 0.56 0.64 0.56

Note. Panel (a): results for Fornell-Larcker criterion. Diagonal values: square root of average variance ex-
tracted. Off-diagonal values: correlations between latent constructs.Panel (b): results for heterotrait-monotrait
(HTMT) analysis. Figures are HTMT values.

We carefully verified all responses from ChatGPT, and refined language and expanded themes as appropriate.
Moreover, all quotes provided by ChatGPT were verified from the source data and corrected where inaccuracies
had crept in.

5.2 Results

5.2.1  Measurement Model and Descriptives. The results of the measurement model analyses are shown in
Tables 7 and 8. First, the loadings of scale items were analysed and any < 0.60 were removed; as a consequence,
the items SE1, SE2 and SE3 were removed. In addition, INT3 was removed because of missing data. After this,
item loadings, CRs and AVEs for all constructs exceeded the respective thresholds. The square root of AVE of all
the constructs was higher than the respective correlations between constructs. HTMT values did not exceed the
cut-off value of 0.90. Overall scores were calculated according to the PLS algorithm and used in subsequent data
analysis.

The descriptives, presented Table 9, show that mean values for trust in government and intention to adopt,
were around the scales’ middle value of 4 (except for the relatively high mean for the middling-privacy app), but
high in comparison for self-efficacy and trust in health service (values around 5). The mean value for privacy
advantage was around the neutral value of 0. A small majority had installed the NHS COVID-19 app.

5.2.2  Structural Model. In order to test mediation of the effect of privacy design we conducted modern me-
diation analysis [Hayes 2022], with the results presented in Table 10.

First, we tested the effect of privacy design on the mediator privacy advantage. The effect of privacy design,
coded as two dummy variables (high versus middling privacy and high versus low privacy), on privacy advantage
was not significant.

Second, we tested the significance of mediator on the outcome, intention to adopt. Privacy advantage on in-
tention was not significant.

Third, we tested the collective predictors of intention to adopt according to the research model. The full model
explained 60% of variance in intention to adopt. In order of effect size, the predictors of intention to adopt with
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Table 8. Loadings, Reliability and Variance Extracted (Study 2)

Latent variable/item IL t p CR AVE
Intention to adopt (INT) 0.93 0.87
INT1 0.91 27.20 < 0.001
INT2 0.96 40.11 <0.001
Self-efficacy (SE) 0.90 0.81
SE4 0.77 17.16 < 0.001
SE5 1.02 3795 <0.001
Trust/ben. in government (TRBENGV) 0.91 0.78
TRBENGV1 0.98 30.41 < 0.001
TRBENGV?2 0.80 16.18 < 0.001
TRBENGV3 0.85 18.97 < 0.001
Trust/ben. in health service (TRBENNHS) 091 0.78
TRBENNHS1 0.94 21.85 <0.001
TRBENNHS2 0.83 12,56 < 0.001
TRBENNHS3 0.87 17.47 < 0.001

Note. The overall pattern of results in the PLS-PM solution with SE4 and SE5 included was the same as that
of the solution with SE4 excluded, and correlation of the SE component score was exceedingly high (0.95)
between the two solutions. Given these highly convergent results and given the advantage of allowing
the analysis of CR and AVE of the solution with both SE4 and SE5, this solution was adopted, even though
the loading (IL) of SE5 exceeded 1.

Trust in
Government 0.45
Intention to Adopt
& Use
0.23 4
Individual 0.24
Difference: NHS
COVID-19 App Control:
Use Self-Efficacy

Fig. 5. Research model of digital contract-tracing, significant predictors of intention to adopt (study 2).

statistically significant path coefficients were trust in government (benevolence), NHS COVID-19 app installation
status and self-efficacy. Privacy design was not significant.

Fourth, the indirect effect of privacy design on intention to adopt, mediated by privacy advantage, was not
significant. Table 10 presents the significant model results in relation to adoption (see Figure 5).

5.2.3 Qualitative Findings. The themes shown in Figure 6 emerged, and a mapping from themes in Studies 1
and 2 is provided in Tables 11 and 12.

5.2.3.1 Theme 1: Privacy Concerns. Privacy concerns were frequently mentioned. Respondents expressed
concerns about how their personal data would be collected, stored, possibly leaked and potentially used to
track them. They expressed specific fears about government misuse of data, security breaches, and the risk
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Table 9. Descriptives (Study 2)

Variable Mean SD
Intention to adopt

Intention, high-privacy app 4.42 2.11
Intention, middling-privacy app 5.20 1.93
Intention, low-privacy app 4.20 2.24
Self-efficacy 5.07 1.71
Trust in government 3.94 1.74
Trust in health service 4.72 1.45
Privacy advantage -0.44  2.69
Age 57 15
Variable %

Gender

Female 42

Male 57

NHS COVID-19 app installation status

Not installed 47

Installed 53

T2:
Usability &

Technical
Issues
Phone Difficulty
Using App
T4:
Incentives
Support Free ' Free

Government

T1: Privacy
Concerns
Misuse of
’ Personal Data
Transparency
P B'ef§§f§&
T3:
Effectiveness
Consistency
Qf Messaging?

data usage
Difficulty
Using App
Trust in '. anting Involvement

Support
Needed

Scepticism
Re People
Isolating

Priority Access
To Health
Resources

Scepticism
Re Accuracy

Rewards During Grocery Phones

Isolation Deliveries

Scepticism About
Government
Transparency

Government Track
Record in Protecting
Data

Government By Independent
Benevolence 3rd Party Org

Fig. 6. Themes from free-text responses in study 2. (Ti represents themes and the white circles represent codes).

of surveillance. They wanted complete transparency around app collected data usage and a confirmation that
security measures were implemented to prevent breaches:

Keep the NHS data servers up to date by a matter of law (none of this outdated Windows 7 when the
license expired years ago and then wonder why it got hacked!). Participant 1, Female, 43, App Version 1
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Table 10. Analysis of Structural Model (Study 2)

Estimated total effects

Total effect

Estimate SE ¢ P F R?

Privadv ~ High vs middling privacy 0.09

0.08 1.14 0.255 0.007 0.01

Privadv ~ High vs low privacy 0.13 0.08 154 0.124 0.012
Intentions ~ Selfefficacy 0.24 0.09 278 0.005 0.104 0.60
Intentions ~ Trustbengov 0.45 0.12 3.74  0.000 0.205
Intentions ~ Trustbennhs 0.04 0.12 037 0.712  0.002
Intentions ~ Gender 0.11 0.06 176 0.079 0.023
Intentions ~ Age -0.04 0.06 -0.69 0.489 0.004
Intentions ~ Regem 0.08 0.07 1.10 0.271  0.009
Intentions ~ Regee 0.04 0.06 0.60 0.548 0.002
Intentions ~ Regne 0.00 0.07 -0.04 0.972 0.000
Intentions ~ Regnw 0.14 0.08 1.73  0.083  0.028
Intentions ~ Regse 0.02 0.07 028 0.781 0.001
Intentions ~ Regsw 0.05 0.07 0.83  0.409 0.004
Intentions ~ Regwm 0.04 0.08 0.51 0.612 0.002
Intentions ~ Regyh 0.05 0.07 071 0476 0.003
Intentions ~ Nhsappinst 0.23 0.07 347 0.001 0.105
Intentions ~ Cfullvac 0.00 0.07 0.05 0.959 0.000
Intentions ~ Onetwo 0.09 0.07 128 0.201 0.013
Intentions ~ Onethree 0.11 0.07 154 0.124 0.020
Intentions ~ Privadv 0.01 0.04 028 0.777  0.000
Estimated indirect effects Estimate  SE ; o

Indirect effect

Intentions ~ High vs middling privacy  0.00

0.01 0.21 0.83

Intentions ~ High vs low privacy 0.00 0.01 0.24 081
Table 11. Study 1 vs. Study 2 Themes
Study 1 Study 2
T1: Privacy and Data Use T1: Privacy
T2: Trust T5: Trust
T3: App Performance T3: Effectiveness
T4: Interference with Device T2: Usability and Technical Issues
T5: Control over App Use
T6: Social Norms

T7
T8

: Financial Costs and Incentives
: Usability, Accessibility, Support

T4: Incentives
T2: Usability

I hate being tracked Participant 149, Female, 72, App Version 3

All transmitted information should not identify people. Participant 4, Female, 39, App Version 1

5.2.3.2 Theme 2: Usability and Technical Issues. Respondents frequently mentioned issues such as phone
space, battery consumption, and the app’s overall practicality. They had faced barriers such as outdated phones
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Table 12. Privacy-Related Themes across Experimental Conditions: Study 1 vs. Study2

Study 1 Study 2

Theme 1: Theme 2: Theme 1: Theme 2:

privacy trust privacy trust
Condition 1: high privacy 7 (9%) 10 (12%) 24 (40%) 14 (23%)
Condition 2: middling privacy 33 (30%) 37 (33%) 25 (42%) 20 (33%)
Condition 3: low privacy 51 (33%) 57 (37%) 17 (28%) 11 (18%)

or lack of storage. Some mentioned the app draining their battery. Others complained about insufficient guidance
or support being given, and confusion around installation and operation. There was a sense that many had had
difficulty using a contract-tracing app, and this would clearly discourage adoption:

Offer me a more up-to-date phone for free... I can’t use half the apps I have because my phone has no
space left Participant 1, Female, 43, App Version 1

If it significantly affected battery life Participant 65, Male, 50, App Version 2

5.2.3.3 Theme 3: Effectiveness. Respondents were sceptical about whether the app would work as intended.
Concerns included accuracy, such as detecting walls or providing reliable warnings, and uncertainty whether
people would follow isolation rules. Demonstrating clear effectiveness metrics and ensuring consistent messag-
ing could help alleviate concerns:

It needs to detect walls — a lot of people live in flats. Participant 6, Female, 45, App Version 1
If it was actually effective! Participant 2, Female, 43, App Version 1

5.2.3.4 Theme 4: Incentives. Some respondents wanted offers of incentives such as financial rewards, free
phones, or support for isolating users (e.g., grocery discounts) and felt that this would encourage adoption. Such
incentives should address both practical and economic barriers to app usage:

A small payment was made by GOVT to you for proper use. Participant 121, Male, 67, App Version 3

If someone has to isolate, offer help - as in free grocery shopping delivery and a discount (because most
of my food is reduced end of day stuff because I can’t afford the full price) offer a special delivery option
so that you don’t have to spend the £40, £50, £60...minimum spend. Participant 1, Female, 43, App
Version 1

5.23.5 Theme 5: Trust. Trust in the government and affiliated entities, such as the NHS, was low among
some respondents. They expressed scepticism about the government’s benevolence towards them. To alleviate
this, some respondents suggested handing over control to neutral or independent organizations who could carry
out audits and monitor the behaviour of untrusted entities. This, they felt, might increase confidence and mitigate
trust issues:

Give it to an independent company - helpdesk/data etc. Participant 3, Male, 49, App Version 1

Leave the government out of it. Untrustworthy, particularly the current regime. Participant 87, Male,
73, App Version 2

Company producing app has links to government ministers (would discourage installation) Participant
64, Female, App Version 2
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6 Discussion and Reflection

Our research makes an original contribution to knowledge by developing and experimentally testing the influ-
ence of privacy-related assurances on CTA adoption intention within a novel adoption model using rigorous
quantitative and qualitative methods. Here, we use the evidence from both studies to evaluate the role of privacy
and further factors in CTA adoption in the light of existing published research. We also derive implications of
our research, and present limitations and future work.

6.1 Interpretation of Findings

We review the findings of other research to point out differences with our findings rather than contradicting their
findings. Unlike the reported findings of Bohm et al. [2021], Garrett et al. [2021a, 2021b], Padyab and Kévrestad
[2021], Li et al. [2021], Utz et al. [2021], Abramova et al.’s [2022], Prakash and Das’s [2022] and Walrave et al.
[2022], we did not find the level of privacy assurance contained in app descriptions to have a significant impact
on intention to adopt (and app adoption) in our quantitative data.

However, in the free-text responses, we discovered that many of our respondents mentioned privacy and/or
security considerations as being influential in their adoption decisions. Moreover, privacy-related concerns were
expressed more frequently as app versions violated more privacy principles in Study 1, but not in Study 2. Study
1 was conducted during the pandemic and it may be that, at that time, as contact-tracing was a daily-news
topic, possible privacy violations may have been at the forefront of people’s minds (high availability; Kahneman
[2011]). They picked up such violations in the middling-privacy scenario and most prominently in the low-
privacy scenario, and consequently provided privacy-related comments in open text responses.

The result in Study 2 three years later (17 months after the pandemic ended) may be explained by possible
privacy violations not being at the forefront of respondents’ minds (low availability). Moreover, the more fre-
quent mentions of privacy protection measures in the middling- and high-privacy scenarios may have primed
privacy-related responses.

People may have become (even more) accustomed to not reading app descriptions, considering them too wordy
and replete with legalese [Anderson et al. 2017; Soe et al. 2020]. They may even believe that an expectation of
privacy is unrealistic in the contract-tracing scenario [Tran and Nguyen 2021]. If this was the case, they likely
simply scrolled through the app description and did not pay attention to the privacy assurances. However, they
gave more voluminous responses when the app was least privacy-preserving in Study 1, so this does not seem a
credible explanation. The opposite occurred in Study 2.

The seeming ignoring of privacy assurances could be evidence of the existence of the privacy paradox [Koko-
lakis 2017]. This paradox is evidenced when people say they care about privacy but do not act in a way that aligns
with their privacy concerns. If this explains our findings, it confirms what Harari (2018, p. 96] argues—that in
the domain of health, people are prepared to sacrifice their privacy, even though at a basic level they do care
about privacy: In the big battle between health and privacy, health is likely to win hands down.

The general anxiety experienced by the UK population during the pandemic [Dodsworth 2021] could have led
respondents to formulate the intention to adopt the app, regardless of privacy considerations, because of the state
of fear being engendered in the UK population due to the efforts of the UK’s Behavioural Insights Unit [Rayner
2021]. It is also possible that respondents in Study 1, having lived through almost two years of a pandemic, were
experiencing decision fatigue [Pignatiello et al. 2020] leading to unthinking app installation. However, this and
the previous explanation could not account for the results from Study 2, which was conducted 17 months after
the official end of the COVID-19 pandemic. However, we should mention that it was conducted during a time of
great turmoil, following riots and when the UK Labour government was unpopular [Herbert 2024]. This is likely
to have coloured responses.

Our conclusions apply to the western culture in which our study was conducted and might also apply to other
similar cultures, where privacy is highly valued. Research has demonstrated that dimensions of national culture,
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such as individualism, moderate the effect of privacy on CTA acceptance [Garrett et al. 2022]. The dimensions
of uncertainty avoidance and individualism also directly influence privacy perceptions and this depends on an
individual’s position on these dimensions within their national culture [Balabanis et al. 2024]. However, these
were not the focus of our study.

Our finding of the influence of trust in government on app adoption, supports Lewandowsky et al.’s [2021]
findings and the results of a scoping review [Zetterholm et al. 2021a]. Lack of trust was a significant deterrent
to uptake, as reported in our quantitative analysis in both studies. A lack of trust also emerged as a major theme
during the qualitative analysis in both studies. Certainly, in 2020, before we ran this study, experts were reporting
that the UK public’s trust in government was at an all-time low before the COVID-19 pandemic [Ferrari 2020]
and early in the pandemic [Parsons and Wiggins 2020]. According to the Edelman Trust Barometer [2024], trust
in government increased by 25% from 2020 to 2021 and then declined, with the 2024 level of trust being the lowest
since 2013. Crucially, free-text answers explicitly pointed to opaque decisions of public contract awarding [Read
2020] as particularly damaging to uptake of, and engagement with, CTAs. If trust is not re-established before
another pandemic occurs, this does not bode well for the use of CTAs. This conjecture is supported by expert
advice: “One of the core investments that we need to urgently address to be better prepared for a next pandemic
is trust by citizens in the agencies” [Bureau Buitenland 2025]. Our results reveal that people’s beliefs about
government integrity and benevolence influence their adoption of a CTA.

We also found that previous decisions to take recommended actions to counter the likelihood of catching
COVID-19 (installing the COVID-19 CTA and being fully vaccinated) made people significantly more likely
to install and use the hypothetical app we were asking about. This suggests that these respondents, having pre-
viously decided to use the app would do so again in the interests of consistency [Ariely et al. 2008]. This can also
work in the opposite direction, unfortunately. If someone had previously decided against installing the COVID-
19 CTA, they are unlikely to install future apps. The lack of trust in governments does not only cause cynicism;
its side effects are also likely to discourage uptake of future health-related interventions.

Self-efficacy was also a significant model predictor, as predicted by Fida et al. [2015]. Theoretically, self-efficacy
is a direct determinant of behavioural intention in PMT [Haag et al. 2021] and is influenced by sources of infor-
mation. Accordingly, verbal persuasion, observational learning, personality and previous experience contribute
to developing self-efficacy; in turn, self-efficacy influences protection motivation (measured as behavioural in-
tention), which then influences behaviour (classified as adaptive or maladaptive coping).

Theoretically, self-efficacy is also a determinant of behavioural intention [intention to adopt), according to
extensions of the technology adoption model [Chen et al. 2011; Zhang et al. 2017]. This is because a higher-
level specific self-efficacy in using a CTA will increase an individual’s willingness to install and use the CTA.
This influence of self-efficacy is mediated by its influence on perceived ease of use [Zhang et al. 2017] and
perceived usefulness [Chen et al. 2011]. When applied to CTAs, self-efficacy can therefore be boosted by, for
example, persuasive messages to cultivate self-efficacy in CTA use and by learning from video demonstra-
tions. Therefore, although perceived ease of use and perceived usefulness are important considerations in
their own right, these two beliefs can be further boosted by self-efficacy, thereby boosting CTA installation
and use.

Regarding the level of control participants required to download and engage with the CTA, Theme 5 (Study 1)
indicated that some participants wished to have the ultimate say over how to proceed after receiving an alert.
Having to comply with confusing and onerous instructions for testing and self-isolation was seen as a barrier to
uptake. This wish is at odds with the very purpose of a CTA, as such level of user control would vastly reduce the
app’s efficacy. This finding could be explained by how participants perceived the threat of becoming infected:
even though we defined the threat as significant in the vignettes, societal perceptions of COVID-19 in the UK
during the COVID-19 pandemic oscillated between the two points of a ‘mild-or-deadly’ dichotomy [Kingstone
etal. 2020]. However, it is also possible that wishing to exercise one’s own discretion and not be dictated to during
a time of great anxiety and need for personal autonomy could be the consequence of government messaging that
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was heavily focused on individual responsibility and not on the need for collective action.” However, perceiving
the personal benefit to an individual of adopting a CTA is a significant positive predictor of adoption intention
[Fu 2024].

Technological barriers to CTA adoption occurred in several countries [Zetterholm et al. 2021a]. For example,
in the UK, there were difficulties with the CTA implementation in terms of technical performance [Hall 2020].
The initial app design had to be abandoned, so as to benefit from newly available operating system functionality
provided by Apple (iPhones) and Google (Android). This might have created doubt and uncertainty in citizens’
minds about the veracity of the app. Such negativity might easily colour decisions to install a CTA. Our qualitative
results showed some misconceptions among participants, in particular in terms of the functionality of CTAs. For
example, CTAs do not support prevention by warning a user that they are approaching an infected individual.
Rather, CTAs can identify potential virus transmission by infected individuals who were in close proximity of
the user. However, recent research has demonstrated the feasibility of preventative wearable proximity-detection
technology that continuously measures the physical distance between individuals to nudge for distance-keeping
during a pandemic [Zetterholm et al. 2022].

6.2 Practical Implications

Here, we present implications for future app design, non-functional requirements, and deployment (including
public relations campaigns). Our findings suggest that governments can maximise the adoption of CTAs by
paying attention to the following aspects.

6.2.1  App Design. The app should preserve privacy, and assurances to this effect should be provided in the
app description. This should be done upfront—to maximise salience.

—Ensure that the app does not require people to possess the latest phone models; ensure that the app works
on older phones as well.

—Ensure that the app does not run the battery down, or use large amounts of the owner’s mobile data.

— Strict data protection measures (e.g., encryption, anonymization) should be implemented.

— Optimize the app for older devices, wider range of devices and operating systems and low storage/battery
usage, thereby enhancing performance and reliability

—Carry out user testing to ensure the app is usable by all age groups.

6.2.2 Non-Functional Requirements. Ensuring a seamless user experience by carrying out usability testing
and addressing issues.

— Give people more control over the app. For instance, allow them to mute alerts. If someone, for example,
works in a COVID ward, or is sharing a home with a person who is COVID positive, the alerts will
become distracting and unhelpful.

—People would like to know whether their peers have installed the app. Allow people to ‘share’ that they
have installed the app via social media.

— Uncertainty is poorly tolerated [De Berker et al. 2016]. Many of our participants pointed to the fact that
the app did not provide clarity with respect to the extent to which people ought to isolate based on an
alert, or whether they could safely ignore it. A future app needs to maximise clarity and certainty.

6.2.3 Deployment.

—Public Relations Campaigns:
o Clearly separate the app’s data from other government functions.

>Our country is a freedom-loving country. B. Johnson, House of Commons, 22.09.2020.
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o Emphasize community-level rewards to highlight need for collective action.

o Share evidence of the app’s effectiveness, such as success rates or case studies.

o Implement awareness campaigns to encourage compliance with recommendations.

o Provide clear and transparent communication about how data is used, stored, and deleted.
o Provide assurances that no unnecessary personal data is collected.

—Encourage Adoption:

o People do not like to be forced to use these apps. Rather make it voluntary, and encourage usage by
appealing to the health benefits of the app.

o Offer small but meaningful incentives to motivate adoption. Consider cash rewards, vouchers, or other
benefits to incentivise active participation.

o Emphasize, first, the individual health benefit of using the CTA, and, second, the community health bene-
fits thereof. Many people will act to protect others even if they are not particularly afraid for themselves.
Indeed, the UK government used this to great effect to persuade citizens to self-isolate during the pan-
demic.

—Support:

o Provide simple, step-by-step installation guides.

o There ought to be support for those who are less confident in their abilities to install and use apps. This
assistance should be provided by a call to a well-staffed help desk with humans to talk people through
the installation. Another way to support would be to offer one-to-one app support at vaccination centres.

—Monitor:

o Involve independent organizations to monitor and oversee the app’s operations.

o Demonstrate transparency through audits.

o Improve detection technology (e.g., addressing proximity challenges).

6.3 Strengths, Limitations, and Future Work

Strengths of the research include the rigorous experimental manipulation of CTA privacy design. These also
include the rigorous quantitative assessment of the effect of this design on CTA adoption and other several other
important related outcomes as well as the rigorous qualitative analysis of participants’ responses. The qualitative
analysis was further strengthened by Al-supported data analysis of the data in Study 2, with two advantages.
First, this Al-supported analysis was independent in the sense that it was not influenced by the results of the first
study. This is because ChatGPT did not have access to the data and the results of Study 1. Second, the results
therefore provided independent evidence for most of the themes from Study 1 and no new themes. Adding
to rigor, our model-based analysis of participants’ response successfully identified influential factors on CTA
adoption. The rigor of this research was further enhanced by a replication, after the most recent pandemic, of
the original study that we conducted during this pandemic. This rigorous process allowed us to identify trust
in government, self-efficacy, and previous protection behaviour as consistently positively influences on CTA
adoption intention.

Self-efficacy, an element of coping response according to PMT [Jansen and Van Schaik 2019], was also a
significant predictor of CTA adoption. However, self-efficacy was not studied in relation to other elements of the
coping response and the elements of threat appraisal that together influence protection motivation (measured
as behavioural intention), according to PMT [Rogers and Prentice-Dunn 1997]. Therefore, within the context of
digital contact-tracing, systematic research into both threat appraisal and coping response is warranted within
a comprehensive framework of protective behaviour (e.g., PMT; Eberhardt and Ling [2021]). Theoretically, this
work will produce robust knowledge about the role of both threat appraisal and coping response in CTA uptake.
Practically, the proposed future work will have further implications on self-efficacy and trust for CTA design
and public relations campaigns to boost CTA uptake.
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In the qualitative component of this study, we did not ask participants more specifically about uptake versus
engagement. While we have evidence of factors that encourage app adoption, this does not equate to sustained,
meaningful use; our results also do not indicate that alerts would be acted upon by our respondents. Therefore, it
would be particularly insightful if future studies were longitudinal to study long-term adoption as well as actual
use.

Study 1 was conducted during the COVID pandemic. There is evidence that UK citizens were experiencing
high rates of anxiety in 2020 (Office for National Statistics 2020], which interferes with critical faculties [Suli-
man and Halabi 2007]. Therefore, Study 2 was conducted after the pandemic, but produced a similar pattern of
results.

An alternative approach to analysing the adoption of CTA is to identify user clusters, including dimensions
such as privacy concerns, trust and risk [Zarouali et al. 2022] as indicators of potential adoption. Even more
useful would be to develop a model with latent profiles and establish that these are predictive of adoption.

As we analysed people’s response to a future pandemic, it was not possible to study actual future behaviour.
Research has shown a so-called intention-action gap: intention can overestimate the actual level of adoption
in terms of use behaviour [Zetterholm. 2021b]. Therefore, our results on adoption intention may overestimate
actual use of CTAs in a future pandemic. As we found that previous behaviour (CTA instalment) was a positive
predictor of future adoption intention, this may also be predictor of actual future behaviour. This is because
people strive for consistency in their behaviour [Ariely et al. 2008]. Research during a future pandemic may
test this conjecture, provided that participants who installed a CTA and others who did not during a previous
pandemic are available in the research.

7 Conclusion

Our investigation unexpectedly revealed that app privacy assurances did not influence the intention to adopt
CTAs. The following did predict intention: (a) previous installation of the NHS COVID-19 CTA, (b) perceived
self-efficacy, (c) trust in the UK government, and (d) perception of disease spread into the community. However,
privacy preservation and trust in government emerged as relevant considerations in informing intention to adopt
the apps.

The satisfaction of users’ psychological needs, particularly privacy and trust, is essential for encouraging the
adoption of CTAs. A failure to understand their concerns and what is important to them will likely lead to lower
levels of uptake, with potential consequences of prolonging and deepening a future pandemic. While the privacy
dimensions of the apps we used in this study differed, it seems that, as Harari stated, when health is a concern,
privacy is sacrificed.

Trust in government is going to have to be re-established for any future CTAs to be entertained by the popu-
lation of England. Even so, the CTA adoption decisions are multifaceted, and this aspect should be appreciated
if any such app is made available to the general population in the future. All relevant factors should be acknowl-
edged and addressed to maximise adoption.
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