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Abstract. We develop efficient and effective strategies for the update of Katz centralities after
node and edge removal in simple graphs. We provide explicit formulas for the “loss of walks” a
network suffers when nodes/edges are removed, and use these to inform our algorithms. The theory
builds on the newly introduced concept of F-avoiding first-passage walks. Further, bounds on the
change of total network communicability are also derived. Extensive numerical experiments on
synthetic and real-world networks complement our theoretical results.
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1. Motivation. Katz centrality is one of the most popular centrality indices
in network science [18,29,34], which has successfully been applied to a wide range of
problems, such as, for example, the identification of potential disease genes in protein-
interaction networks [42] or the optimization of artificial neural networks [31]. This
measure’s popularity is due to its interpretability in terms of walks around a graph
but also to the easiness of its computation [5,35]. Indeed, Katz centrality can be
expressed as the solution to a (usually sparse) linear system, an extensively studied
problem that is accompanied by a well-developed set of numerical linear algebra soft-
ware libraries; see, e.g., [9,15,37] and references therein. Moreover, Katz centrality
can be easily extended to the setting of dynamic networks [22] or specialised to only
consider particular types of walks [21] without affecting its easiness of computation,
thus making it possibly the most widely used walk-based centrality measure in the
field.

In this paper, we consider the problem of approximately updating the vector
of Katz centrality and its “personalised” counterpart [7] after the sequential re-
moval/failure of a set of nodes or edges from a simple network.

This is particularly relevant in real life applications. Indeed, in many real-world
networks nodes and/or edges evolve over time [1,13,17]. For example, an edge being
removed could correspond to road closure within a road network, while a node being
deleted could model a user leaving a social media platform. When centrality is of
interest in these and similar situations, recomputing the vector of centrality scores
may not always be feasible, especially for extremely large networks. Approximating
strategies like the ones presented in this paper may be devised instead. Addition-
ally, our results may also be useful in the context of network design and network
optimization, where simulating the removal of edges is often used as a way to ad-
dress issues related to the robustness of the network or the presence communication
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bottlenecks [2,11,25,27].

Several updating strategies for centrality vectors have been devised over the
years [30,38] and, for walk-based centralities, the problem has been extensively stud-
ied (whether directly of undirectly) from the perspective of small rank updates of
matrix functions and sensitivity of their entries; see, e.g., [4, 8,16, 36,39, 40]. For
Katz centrality in particular, a few ad-hoc strategies have been proposed. In [32] the
authors proposed to update centralities via an iterative refinement method applied
to the original Katz vector, while [33] developed a visiting algorithm to modify the
overall count of walks up to a specific length.

We take a different approach and devise an approximation strategy that builds
on the combinatorics of walks that are lost due to node/edge removal and, more
specifically, on recurrence formulas that count first-passage walks [28], i.e., walks
between two nodes that exclusively visit the final node in their last step.

From our approximations, we also derive bounds on the change in the total net-
work communicability induced by Katz centrality [6] when edges/nodes are removed
from the original graph. These bounds, together with our formulas for the updated
Katz centrality scores, could be exploited to identify the new information propagators
in social networks after node/edge removal; see [41].

1.1. Background and notation. In the following, we briefly recall some stan-
dard definitions from network science and set the notation that will be used through-
out. We refer the interested reader to [18,34] for more details.

An unweighted graph or network G = (V, E) consists of a set of nodes (vertices)
V ={1,2,...,n} and a set E C V x V of edges (links) between them. If E is
symmetric, then G is said to be undirected; directed otherwise. An undirected graph
with no repeated edges nor loops, i.e., edges connecting a node to itself, is said to be
simple. Henceforth, unless otherwise specified, all graphs considered are assumed to
be simple.

Two nodes ¢,j € V are said to be adjacent if there exists an edge between them.
We will denote such edge as {i,j} or i ~ j. We remark that every undirected edge
i ~ j can equivalently be viewed as a pair of opposite directed edges i — j and j — 3.
The degree of node i, denoted by deg(i), is the number of nodes adjacent to i. The
adjacency matriz A € R™*"™ of G is entrywise defined as

Ay = 1 ifin~ j.
0 otherwise.

It follows from this definition, that AT = A whenever the graph is simple.

A walk of length r from node i to node j is an ordered sequence of r + 1 nodes
io =1,i1,...,4, = j such that {ig,ix41} € E forall k=0,1...,7 — 1. A walk is said
to be closed if ig = i,

A path is a walk with no repeated vertices. We will say that a walk ig, i1, ..., 4, of
length r passes through or visits node w if i, = w for some k = 0...,r. Similarly, we
say that a walk wvisits edge e = {u, v} if it passes through nodes u,v either as i = u
and i1 = v or as i = v and i1 = u, for some k=0,...,7r — 1.

DEFINITION 1.1. Let G be a connected graph and r € Nsg. We will call o first-
passage walk (FPW) of length r from i to w any walk of length r of the form

L =10,11,12, .- -5 lr—1,0p =W

such that iy, # w for allk=0,...,7r —1.
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We remark that the only admissible closed FPWs are those of length r = 0.
The following is a standard result in graph theory and can be easily proved, e.g.,
by induction.

LEMMA 1.2. The (i,j)th entry of A", for r € N, is the number of walks of length
r from i to j.

An undirected graph is said to be connected if, for any two nodes in G, there
exists a walk of finite length connecting them, disconnected otherwise. Throughout
this paper, we will assume that all graphs are connected, unless otherwise stated.

Remark 1.3. This simplifying assumption does not weaken the results presented
in later sections. Indeed, if a graph was disconnected, then its adjacency matrix
would be permutation similar to a block diagonal matrix. Our results would then
apply straightforwardly to the individual diagonal blocks.

The last definition we need in this section is that of (geodesic) distance between
two nodes i,j € V in a connected graph, which is defined as

dist (4, j) = argmin{(A");; > 0}.
reN
Throughout this paper we will adopt the following notation; 1 € R™ will represent
the vector of all ones, 0 € R™ will represent the zero vector, I € R™"*" will be the

identity matrix, and e; will be its kth column. Further, we will denote by a; = Ae;
the ith column of A.

1.1.1. Walk-based centrality measures. Centrality measures are a standard
tool in network analysis. Customarily, they assign a nonnegative score to entities
in a graph (e.g., nodes, edges) to quantify their importance. The larger the score,
the more important the entity. In this paper, we are concerned with node centrality
measures. Several concepts of centralities have been introduced over the years; see,
e.g., [18, Chapter 7] and [34, Chapter 7]. One important class of measures is defined
in terms of entries (or sums thereof) of the formal series

> b AT =bol + b1 A+ by A% -
r=0

where b, > 0 are weights. The above expression has a nice interpretation in terms
of walks taking place around the network, thanks to Lemma 1.2, and formalizes a
class of measures commonly referred to as walk-based centrality measures; see [5,
Section 3] and references therein. Depending on the choice of weights b, and on the
spectral properties of A, the formal series may converge to a matrix function f(A);
see, e.g., [24, Section 1.2]. In network science, the most popular choices for the weights
are b, = a”, for some « > 0, and b, = 57 /(r!), for some 8 > 0, which give rise to the
matrix resolvent and exponential, respectively.

In this paper, we will focus on b, = ", for some « > 0. The induced centrality
measure is known as Katz centrality. Introduced in [29] it assigns to node i the ith
entry of the vector

X = (I+aA+a2A2+~~~)1:ZaTAT1
r=0

where « > 0 is a damping parameter. Selecting o so that 0 < ap(A) < 1, where p(A)
is the spectral radius of the adjacency matrix A, as we will do in the remainder of the
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paper, ensures convergence of the above series, and thus the vector of Katz centralities
x = (x;) can be seen to be the solution to the (usually sparse) linear system

(I —ad)x=1.

1.2. Problem setting and outline. The goal of this paper is to develop effi-
cient algorithms based on the combinatorics of walks for updating the vector of Katz
centrality after node/edge removal(s). We will assume that the removal of an edge
{i,j} € E from a network corresponds to setting to zero the relevant entries of the
original adjacency matrix. Similarly, the removal of node i is modelled as the re-
moval of all the edges adjacent to it, so that the dimension of the adjacency matrix
of the new graph is the same as that of the original graph. Both removal operations
correspond to rank-2 modifications of A;

A —[e;, ejlle;, e]” and A — [e;, al[ay, e

Given a set S # ) of vertices or edges, i.e., S CV or S C E, we will denote by
c® € R"™ the vector whose ith entry (c?); is the number of walks of length r > 0!
originating from node ¢, ending anywhere in the network, and visiting at least one
of the elements in S, for all i = 1,...,n. Entrywise, it holds that A"1 > ¢%. The
following result follows trivially from Lemma 1.2.

LEMMA 1.4. Let As be the adjacency matriz of the graph obtained from G by
removing all the elements in S, then
(1.1) cd = (A" — AY)1.
Our algorithms will build on alternative expressions for the computation of ¢, ob-

tained using the concepts of first-passage walks (cf., Definition 1.1) and of the newly
introduced F-avoiding first-passage walks; see Definition 3.3 below.

Remark 1.5. The formulas derived in this paper are easily adapted to the case
where the entries of ¢Z € R™ are set to represent walks that end at a specific (subset
of) node(s) rather than at any node. To accommodate this change, one would need
to replace every instance of 1 in the formulas with an indicator (one-hot encoding)
vector v € {0,1}"™ identifying the desired targets.

Remark 1.6. Since (entrywise) 0 < As < A, [26, Theorem 8.1.18] guarantees that
p(As) < p(A) and thus any choice of « that ensures > a”A" = (I — aA)~! will also
imply that > a"(As)" = (I — aAs)™ L.

The paper is organized as follows. The next two sections will be devoted to
finding equivalent expressions for ¢¢ in terms of first-passage walks. These alternative
formulas will allow us to describe in closed form, and in terms of “loss of walks”, the
change in Katz centrality scores and related total network communicability when
nodes or edges (or both) are removed from a graph; see sections 4 and 5.

In section 6 we describe two algorithms that update Katz centrality after node or
edge removal in using O(m) operations, where m is the number of undirected edges
in the original graph. Numerical experiments are described in section 7. Conclusive
remarks and future work are discussed in section 8

IWhen r = 0 we will set cg =0.
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2. Counting walks through a set to edges £. We begin by addressing the
problem of counting walks that are forced to pass through a specific edge (S = & =
{e} C E). This result will then be generalized to the case where walks have to visit at
least one element in a larger set of edges, and hence, in the next section, to the problem
of counting walks that visit at least one node in a set. The key simple observation
that we will exploit is that all walks that visit a given edge e can be uniquely split
into three parts; an initial walk that does not visit e, a step visiting edge e (in either
direction), and finally another walk that roams freely around the graph.

PROPOSITION 2.1. Let e = {u,v} € E, € = {e}, and r > 0. It holds that

r—1
o cle) = (zow (euc + eyl A) 1

k=0

where Ag = A — eye,” —eye, T is the adjacency matriz of the graph obtained after
the removal of e from G.

Before proving the result, we want to remark two things. Firstly, for any given
i€V, el'(As)*e, = 0 (resp., el (Ag)*e, = 0) for all k < ¢, = dist(i,u) (resp.,
k < £, := dist(i,v)), so that the above can be rewritten entrywise as

r—1 r—1
(2:2) (cfh); = e (Z (Ag)re,el A7F1 4 Z (As)kevegAr—k—1> 1.
k=L, =

Secondly, if r < dist(i,e) := min{f,, ¥, }, then r — 1 < dist(é,e) and thus both
summations in the right-hand side of (2.2) are zero. Therefore we can assume that
r > dist(7,e) + 1 whenever we are working on a specific i € V.

Proof of Proposition 2.1. We proceed entrywise. Let ¢ € V and let ¢, = dist(i, x)
for x = w,v. Suppose wlog that ¢, < /,; if r < ¢,, then there are no walks of
length r originating from 4 and visiting edge e, therefore (c£); = 0. Similarly, for all
k=0,...,r —1it holds that e} (A¢)*e, = 0 for = u,v and thus equality holds in
(2.1). Suppose now that r > ¢, is fixed. Every walk of such length can be uniquely
split into three consecutive terms; a walk of length 0 < k& < r that does not visit
e, followed by e (in either direction), and then by a walk of length r — (k + 1). For
any r > £, these can be counted using eZT(Ag)kezeg(Ar’kfll), where either z = u
and y = v or x = v and y = u, depending on which between u and v is visited first.
Letting k£ vary and splitting the terms depending on which between u or v is first
visited yields the result. a

Our formula, which allows us to count all walks originating from a node and
ending at any node after visiting a given edge at least once, can be easily generalized
to the situation where we are visiting at least one element in a larger set of edges.

PROPOSITION 2.2. Let £ C E be a set of edges |E| > 1 and assume that, for every
e€ &, e={uc,v.}. Then,

r—1
ct = Zc;{_e} = Z (Z(Ag)k (ew.e! +e,el) Ark1> 1,
ec& ecE \k=0

where Ag = A=) ce(eq, e, T +e,e,T) is the adjacency matriz of graph obtained
from G after edges in € are removed.
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The proof of this result is in essence the same as that of Proposition 2.1, and is
therefore omitted.

Remark 2.3. From the definition of A¢ it immediately follows that

r—1 r—1
(2.3) cf = (Ae)FATF1L = (Ag)FHtATR 1L,
k=0 k=0

A natural extension of Proposition 2.2 is presented in the next section, where we
describe formulas to count walks that visit at least one node in a set N C V.

3. Counting walks through a set of nodes N. In this section we consider
the problem of counting walks that visit at least one node in a set. This will in turn
allow us to provide formulas to update the vector of Katz centrality when a graph is
updated through node(s) removal; see section 4. For our purposes, we identify a node
w with the set of edges it connects to. This will allow us to adapt the results from
the previous section to our current problem.

3.1. One node. We begin by considering the case of one node w. Let thus
N = {w} and consider the corresponding set of edges

E={{w,v} € FE : we N}

Then, the vector ciw} whose entries count the number of walks of length r that visit

w at least once is defined as
c{w}_;,cf
(8 T M

and moreover it holds

r—1
clvr =¢f = (Z(Ag)k(ewef + eveg)Ar_k_1> 1
{w,w}eé

k=0

r—1
- Z Avw <Z(A5)k(ewef + eveg)AT'_k”) 1

veV

,ZAS ewa + a,e )AT k=1y
k=0
r—1

=> ((Ae)*enel A" + (Ag)F Ae, el AT F71) 1
k=0

where we exploited the fact that ZUGV Aype, = a,, = Aey,. Now, by introducing the
notation Ay := Ag for & = {{w,v} € E: w € N} and observing that

e, ifk=0,

A ey =
(Av)e {0 if k>0,

the above rewrites as

r—1
(3.1) cl"t = (el A"1) e, + ) (eD AT 11)(An)" ey,
k=0
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The terms (Ax)¥Ae, appearing in (3.1) are of particular interest to us. For any
given k = 0,...,r — 1, the entries of this vector count the number of all those walks
of length k + 1 that consist of a walk of length k that does not visit w at any point,
followed by one step to reach node w, if such step exists. In fact, these are all the
first-passage walks (FPWs) from any node to w in Gj cf. Definition 1.1. Being able to
count FPWs efficiently, especially when nodes are sequentially removed one by one,
is at the heart of the algorithms proposed in section 6.

For any given walk-length k € N, we will denote by (q); the number of FPWs
of length k originating from ¢ (and ending at node w). For i # w, it holds that
(3.2) (ar); = {0 . 0 <k < dist(i, ),

(AN " Aey); if k> dist(i, w).

On the other hand, when ¢ = w, we have

1 ifk=o0,
(qk)w = {

0 otherwise.

Using this notation, (3.1) can be rewritten as

r—1 r
et = (el A" ) ey + Y (eh A" F ) quir = (ef A1) ey + > (eL A" 1)y,
k=0 k=1

and thus we have proved the following.

PROPOSITION 3.1. Let ciw} be the vector whose entries count the number of walks
of length r ending at any node after visiting N' = {w} at least once; then

T

(3.3) clvt = Z(egA’”*kl)qk.
k=0

The expression in (3.3) can be written entrywise for all ¢ € V' as

(ef"h); = (e A1) i + > _ (en A" F1)(qu)s,
=t

where ¢; = dist (i, w).

3.2. More than one node. We now want to consider the problem of counting
walks that visit at least one node in a larger set of nodes N' C V with |N| > 1. We
begin by observing that, differently from what was done when we removed multiple
edges, in general we cannot simply set

cjrv = Z ciw}.

weN

Indeed, consider the graph in Figure 1 and suppose that we want our walks to
visit at least one node in A" = {1,2}. Using the above formula, we get, for example,
(c))1 = 4; however, the number of walks of length one originating from node 1 and
visiting at least one of the nodes in N is three (1 — 2, 1 — 4, 1 — 5). This mismatch
arises because the nodes that we want our walks to visit are connected to each other,
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FIGURE 1. Toy network.

causing walk 1 — 2 to be counted twice in the right hand side of the above expression,
once by the contributing term cil} and once by the contributing term c?}. This issue
carries through to longer walks. Thus, a different approach should be devised that
correctly counts walks when neighbouring nodes are removed. In the following, we
provide two.

The first approach uses the relationships derived in the previous section to de-
fine cﬁ/ = cf, where, given a set of nodes N = {wy,wa,...,ws} with s > 1, the

corresponding set of edges is

E={{w;,j} € E: for all w; € N'}.

Before deriving a formula for this case, we introduce some notation;
o & = {{v,w} € £: v,w € N'} is the subset of £ containing edges connecting
two nodes in N;
o & = {w,j} € E: weN and j € V\ N} is the subset of £ containing
edges connecting a node in A/ with a node in V'\ V| i.e., it is £ = £\ £
o A" and A°" are the adjacency matrices corresponding to the graphs G'* =
(V, €M) and G = (V, £°%), respectively;
e Ay denotes the adjacency matrix of the graph obtained after removing the
edges in &€ (equivalently, nodes in N).
Considering again the graph in Figure 1 we have that, for N' = {1,2}, the sets
of edges are £ = {{1,2},{1,4},{1,5},{2,3},{2,5}}, €™ = {{1,2}}, and £°" =
{{1,4},{1,5},{2,3},{2,5}}. The graphs underlying matrices Axr, A", A°"" are rep-
resented in Figure 2. We point out that A = Ay + A 4 A°ut,
We are now in a position to derive an explicit formula for c’r\f for » > 0. By
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©, () ® @ @)
) ® (5)
@ @ @ O @

FIGURE 2. Graphs corresponding to the adjacency matriz of An (left), A" (middle) and A°%
(right) when N = {1,2} from the network in Figure 1.

Proposition 2.2 it follows

e = Yol = 3 el Y el

ec& ecgin ecgout
r—1
Z Z(AN) e.el +eye )AT k=1y
{v,w}e€ k=0
V,WE

r—1
+ Z Z(AN) eve; +ejel) AT

{w,j}e€ k=0
weN
JEV\N
Z A'uw eve +eye )AT 11
v, weN

+ Z ZAN wj ewe +eje )AT k=17

weN k=0
JEV\N

where we have used the fact that (Ax)*e, = 0 for all £ > 0 and for all w € A and
(Ax)Fe; = e; for k =0 and for all i € V. Using now the following relationships

Z AW eve + eye, ) A™  and Z ij e]e + ewe; ) Acut

v,wEN weN
JEV\N
we derive
r—1
(3.4) o = AmATTIL ) C(Ay)F A AT,
k=0

Equation (3.4) shows that we can represent ¢/ as the sum of two terms; The first
counts those walks of length r that start with an edge connecting two nodes in &, if
such an edge exists, i.e., if N contains two neighbouring nodes. The second term, on
the other hand, includes walks that avoid nodes in N for the first k steps, than travel
in one step from a node in V\ N to a node in A/, and then take the remaining r —k—1
steps around the network with no restrictions. We stress that this second term also
includes walks where two neighbouring nodes in N are consecutively visited, as long
as at least one step is taken before visiting the edge connecting them.
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Remark 3.2. When there are no neighbouring nodes in AV, i.e., when & = (), it
holds that A°" = A — Ay, and (3.4) reduces to (2.3), i.e., c¥ = Y owenN et

This approach shows that it is fundamental to be able to identify the first time
a node in N is visited by a walk, especially if two or more nodes in A/ are connected
to each other. This leads us to the introduction of the following generalization of the
concept of first-passage walks, which will be at core of our second derivation of an
expression for ¢; see Proposition 3.4 below.

DEFINITION 3.3. Let G = (V, E) be a graph, i,w € V, r € N, and F C V \ {w}.
An F-avoiding first-passage walk from i to w of length r is a FPW from i to w of
length r

T =10,11,%2, -5 0p_1,0p = W
such that iy, & F for all k=0,...,7—1.

The newly introduced F-avoiding FPWs will allow us to count walks that visit all
nodes in A/ while at the same time making sure that walks that visit two neighbouring
nodes in A successively are not counted twice. To achieve this, we will use in our
count the Fy-avoiding FPWs, where F,, := N \ {w}, as we let w € N vary. To
this end, we introduce the following notation. We define the vector gF € R" as the
vector whose ith entry is the number of F-avoiding FPWs of length » € N from i to
w ¢ F. Clearly, there are no closed F-avoiding FPWs unless £ = 0, in which case
(a3 )i = 0iw. Moreover, if 0 < k < dist(i,w) it immediately follows that (qf); = 0.

Thus, when i # w, it holds that

if 0 < st (i
(3.5) @)i=4" . if0 < k< dist(i, w),
(AN " Arey); if k> dist(i,w),

where A and Ar are the adjacency matrices of the graphs obtained after removal of
nodes in A’ = FU {w} and in F, respectively. We note in passing that this definition
implies (q7 ); = 0 for all i € F and for all £ > 0. On the other hand, when i = w, we

have
1 ifk=0
F _ )
(i ) = {0 otherwise.

PROPOSITION 3.4. In the above motation, the number of walks of length v > 0
from 1 € V to any other node and passing through at least one of the nodes in N is

(3.6) (V) = {ZweN S (are)i[ATR),  if gN
(A"1); otherwise,

where (qkf’“)i is the number of Fy,-avoiding FPWs of length r from i to w, and F,, =
Proof. The case 1 € N holds trivially, as any walk originating from ¢ is a walk

that originates from i € A/ and visits at least one node in N.
Suppose now that i € AV, so that e/ A" = 07. Using the fact that

ACut — Z Ajy(ejel + ewejT),
eN
JEVAW

10
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and observing that (Ax)*e, = 0 for all & > 0, (3.4) becomes

r—1 r—1
(V) =el (Z(AN)kAoutArk11> =3 > el (Axv)le; Ajuel AL
k=0 k=0 weN
JEV\N
The walks counted in this summation start at node i, take k > dist(¢,5) > 0 steps
in nodes not in A/ and end in a neighbor j € V \ N of a node w € N. Using A°%,
these walks take one step to reach w € A. They finally take r —k — 1 > 0 steps freely
around the whole network. These can also be counted by considering all walks that
visit one of the nodes in A for the first time after k + 1 steps, followed by r — k — 1
steps around the whole network, i.e., the F,-avoiding FPW of length k£ + 1 from ¢ to
anode w € N where F,, = N'\ {w} , as w varies, followed by r — k — 1 steps around
the graph. A change of variable then yields the conclusion. ]

Remark 3.5. When F = (), Definition 3.3 becomes Definition 1.1, the relationships
in (3.5) boil down to those in (3.2) with N/ = {w}, and Proposition 3.4 reduces to
Proposition 3.1.

One of the main reasons to rewrite the count in (3.4) to become (3.6) is the
following result, which gives us an efficient way to compute the number of F-avoiding
FPWs of any given length » > 0 and for any given set F.

PROPOSITION 3.6. Let N = FU{w}, where w € V and F C V \ {w}. Then, in
the above notation,

qkfﬂ = Aqf — Z(equkf)ej, forall k=0,1,2,....
JEN

Proof. Let Ay = A — ZjeN(eja;fF + aje?) be the adjacency matrix of the graph
obtained from G after the removal of all the nodes in N' = F U {w}, then from (3.5),
for k=1,2,..., we get

A1 = Avap
= Aqf = ) (ejef Aaf +ejafa;)

JEN
= Aq] = ) (] Aq])e; — Y _(af);a;
JEN JEN

The fact that (qf); = 0 for all j € A yields the conclusion for k = 1,2,.... When
k =0, a direct computation shows that

Aql — Z(efaw)ej =a, — Z(e;fpaw)ej,
jEF jEF
which is exactly the vector of walks of length one starting at any node, ending ad w,
and avoiding nodes in F, i.e., qf . This concludes the proof. 0

COROLLARY 3.7. When F =0, for all k =0,1,2,... it holds
Ari1 = (Aar) — (e, Aqy)ey,.

Since qf = e,, for any given w and any given subset 7 C V'\ {w}, Proposition 3.6
(resp., Corollary 3.7) implies that it is possible to compute q7. 41 (resp., qpy1) for
k=0,1,2,...,r, with r matrix vector products involving the adjacency matrix A.

11



Updating Katz centrality by counting walks

In the following section we show that the results obtained so far can be used to
fully characterize the variation in Katz centrality for nodes (and induced network total
communicability) in networks when edges (resp., nodes) are removed from the graph.
This in turn will allow us to provide bounds on the decay of total communicability
and thus develop numerical strategies for their update.

4. Updating Katz centrality via walk count. We will show that the differ-
ence in Katz centrality after the removal of a set S of edges or nodes can be described
as a weighted sum of all walks passing through such edges or nodes, hence general-
izing [10, Proposition 5.1.b] to the case in which S =& C For § =N C V. In the
following, we will denote by x& = (x5) the vector of Katz centralities computed on
the graph G after removal of the elements in §. We begin by proving the following
simple result.

THEOREM 4.1. In the above notation, given a set N C V of nodes and a set
E C E of edges, it holds that

o0 (o)
x —xf = E a"ct and x—xN = g a’cV,
r=0 r=0

where cg =0 and (c2); is the number of walks of length r > 0 starting form node i
and ending at any node after visiting at least one element in S = N, €.

Proof. Let S denote either N C V or £ C E, and let As denote the adjacency
matrix of the graph obtained from G by removing all the elements in S, then

x — x5 = iofATl - iamy = iof(AT — A1,
r=0 r=0 r=0

Applying (1.1) yields the result. d

We observe that, for any given node i € V, the expressions in Theorem 4.1 can
be rewritten as follows

o0 o0
£ £ N N
T, —x = E a’(cy); and x; —x) = E a" (e )i,
r=Le+1 r=Cx

where s = mingeg{dist(é,s)}, with dist(i,e) = min{dist(¢,u), dist(¢,v)} for e =
{u,v}. This is because there are no walks of length k& < 5 from 4 to any of the
elements in A and there are no walks of length k < £¢ + 1 from 4 that visit at least
one element in &; indeed, it takes £¢ steps for a walk to reach the closest of the nodes
in the closest edge e € £. After this, it takes one more step to traverse e.

In sections 2 and 3 we derived explicit expressions for ¢ depending on whether
S was a set of nodes or edges. We will use these in the following in order to provide
formulas to update the vector of Katz centralities when edges or nodes are removed
from a network.

4.1. Removing edges. We first consider the case in which § =& C E is a set
of edges.

COROLLARY 4.2. The change in the centrality score of nodes after the removal of
a set of edges £ 1is

(4.1) x—x° = Z [(i ak“(Ag)kev) Ty + <i a"”‘“(Ag)keu) xvl ,
k=0 k=0

{u,v}e€

12
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where Ag is the adjacency matriz of G after the removal of edges in £. Equivalently,

x —x% = ol —adg)™! Z (zuey + Tpey).
{u,v}e€

Proof. By plugging (2.3) into Theorem 4.1, changing the order of summation,
and performing a change of variables, we get

00 r—1 r—1
x — Xf,‘ _ Zar (Z(Ag)kAr—kl _ Z(Ag)k—i-lAr—k—ll)
k=0

0 k=0

ﬁ
Il

a"(Ag)¥(A— Ag)AT—F 11
1

M 10
M

NE

" TR (Ag)k Z (e.el +e,el) | A1
0 {u,v}e€

>
Il
o

Recalling that z; = el (I — aA)~'1, a simple algebraic manipulation yields the con-
clusion. O
COROLLARY 4.3. When £ = {e} C E with e = {u,v}, for alli € V it holds

z; — 2l = <Z ak+1(ASk)iv> Ty + (Z ak“(Agk)m) Ty,
k=¢, k=¢

u

where £, = dist(i,w) for w = u,v, and Ag = A—e,el —e,el is the adjacency matriz
of graph G after the removal of edge e. Equivalently,

X — X{e} = OA(I — aAg)il(l'uev + xveu)'

Corollary 4.3 allows us to provide an upper bound on the relative decrease of
Katz centrality of nodes u and v when edge e = {u,v} is removed from the graph.
This is described in the following result.

PROPOSITION 4.4. Let £ = {e} C E with e = {u,v}. Then

{e} {e}
x x x x

Y <1-a=2,  and Y o<1 -2,
xu xu "L,U "L,U

Moreover, if u is a leaf in G, i.e., if deg(u) = 12, then

e
l'i} Ly
=1—a—.
an Ty

Proof. We prove the first inequality. The second follows in a similar way. From
Corollary 4.3, since ¢, = dist(u,u) = 0 and ¢, = dist(u,v) = 1, and using the fact
that A¢ > 0 one gets

Ty — xie} =Ty Za’"*l(Ag)m, + T, Za”’l(Ag)uu > ,0(AL) = azy.

r=1 r=0

2Recall that G is connected and thus at most one of the two nodes can be a leaf, unless G is the
path with two nodes.

13
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The conclusion thus follows from trivial algebraic manipulations, since z,, > 1. Fur-
thermore, if u is a leaf connected to node v via the edge that is being removed, then
(AZ)uv = (AZ)uw = 0 for all » > 1. When r = 0, it holds (Ag)uu = 1 and thus the
conclusion. 0

4.2. Removing nodes. We consider now the situation where a set of nodes A/
is removed from the graph. Similarly to section 3, the removal of one or more vertices
will be modelled as the removal of the edges incident to them, resulting in the nodes
in A/ becoming isolated nodes in the new graph.

COROLLARY 4.5. Let N C V be a set of nodes in G, then

(4.2) z — N = {Ewe/\/ (% E:iéw a(qf)i), ifigN

3 .
z; — 1 otherwise

where (g ), is the number of Fy,-avoiding FPWs from i to w, with F,, := N\ {w},
and £,, = dist(i, w).

Proof. The result follows, with some algebraic manipulation, from Theorem 4.1
and Proposition 3.4, using the fact that (g ); = 0 for all r < ¢,, = dist(i,w) and the
convention, set at the beginning of the paper, that c{)v =0. ]

COROLLARY 4.6. In the hypothesis of Corollary 4.5, if N' = {w} then

) r ) .
il Mirat e

(4.3) .
r; — 1 otherwise,

where { = dist (i, w).

Corollary 4.6 provides an estimate on the decrease rate of Katz centrality of node
i ~ w after the removal of w from the graph. Indeed, the following result holds.

PROPOSITION 4.7. If i ~ w then

{w}

xZ; X
<] — ot
xX; ZT;

Proof. Using (4.3) and the fact that dist(i,w) = 1 and (q1); = 1 since the graph
is simple, one gets

oo
T; — .Z‘;-{w} =Ty Zar(qT)i > ATy

r=1

Dividing both sides by z; > 1 and rearranging yields the conclusion. ]

5. Bounds on total network communicability. In the previous section we
described closed formulas that allow to compute the change in Katz centrality of nodes
when edges or nodes are removed from a given simple connected graph.

In this section we use the results from Corollary 4.3 and Corollary 4.6 to find an
upper bound on the change of the total network communicability [6], here defined as

17x

)

TC =
after the removal of a node or an edge from a graph. Throughout this section, we will

denote by TC® the total communicability of the graph obtained from G after removal
of elements in set S.

14
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THEOREM 5.1. Given N = {w} C V it holds that
1
(5.1) TC —TC < E(Jc?ﬂ(l — a?deg(w)) — 1),

where deg(w) is the degree of node w.

Proof. Let us consider the set of edges &€ = {{w,v} € E : w € N}. From
Corollary 4.2 and symmetry of Ag, it follows that

1T(x —x%) = 01T(I — ade)™? Z (Twey + Tyey) = ATy Z zf + axf Z Ty

viv~w v~Yw v~Yw

Since, by definition of Katz centrality, 5 = 1 and
(5.2) Ty = 1—1—04233,,,
we get

17 (x — x%) = az, Z 28 4 (zy, — 1)

v~w

The fact that x% = x{®} Proposition 4.7, and (5.2) imply

. () Llw)
17 (x — x\vh) = 1 v -1
x—x") =z, [1+a) -

< Ty <1+aZxU (1—axw>) -1
I?)

v~w

= Ty (xw — oz, deg(w)) -1
— 2 (1 - a? deg(w)) — 1,

from which (5.1) immediately follows. d

THEOREM 5.2. Let e = {u,v} and consider & = {e}. Then

1
(5.3) TC —TCl < = (20,2, — o?2? — a?a?) .
n

Proof. From Corollary 4.3 and symmetry of Ag¢ we obtain
17(x —xth) = 01T (I — ade) ™ (muey + z0ey) = ozl + ax, 2l

Now by applying Proposition 4.4 we get

{e} {e}
17(x — x) = azy2, (mv + I )
Ty Ty

x x
< QTyTy (1 —at 41— av)
Ty Ty,

2

— 2,2 2
= 20Xy Ty — AT, — ATy,

from which the conclusion straightforwardly follows. 0
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Remark 5.3. Consider now the function f,(z,y) = 2axy — a?2z? — o?y? appearing

in (5.3) and assume that 0 < o < 1. Let T' > ¢t > 1, then it can be showed that

(t,t) T < E%¢

argmi Y=
rgmin fa(z,y) {(uT) otherwise.

(z,y)€t,T]x[t,T)

Hence, the bounds in Theorem 5.2 can be used to devise strategies for optimizing
total communicability through edge removal, similar to the ones in [2]. Notably, if
T < 2=2¢ we find that

o

argmin  fu(z,y) = argmin a2y = ({,1),
(z,y) €, T]x[t,T] (z,y)€[t,T]x[¢t,T]

which suggests that, in order to minimize the impact on total network communicability
of an edge removal in a network such that max; z; < QTTO‘ min; z;, one should remove
the edge e = {u,v} that minimizes the product x,x,. This was in fact one of the
heuristics proposed in [2] for solving the downdate problem considered there.

6. Walk-induced update of Katz centrality. In this section, we propose
algorithms to find an approximate value of Katz centrality for the nodes in a simple
graph G after elements from a chosen set S are removed. The results presented here
build on the theory developed so far, and assume that the values of the original Katz
centralities, stored in a vector x, are available. The algorithms developed in this
section are especially useful in the context where the elements of S are sequentially
removed from G. This would normally require solving |S| sparse linear systems, which
can be burdensome when n is large. On the other hand, the methods we propose will
allow updating the centrality vectors with approximations to the actual values, and
only sporadically solving a sparse linear system. As we will show, this reduces the
computational effort of finding Katz centrality when nodes or edges are sequentially
removed from G, while at the same time achieving good approximations of the new
centrality scores.

Throughout this section, approximate values will be denoted by X.

6.1. Removing nodes. We begin with the problem of updating the vector of
Katz centralities after a node is removed from G. The strategy we propose builds on
the result presented in Corollary 4.6 and simply truncates the infinite sum to L terms,
where L is a user selected parameter. The proposed approximation, for NV = {w},
thus is

L
b =x— 1, Z a"qy,

r=1

where (q,); is the number of FPWs of length = from node ¢ to w. Moreover, since
Katz centrality of isolated nodes is equal to one by definition, we will also have that
it =gl =1

A pseudocode for our proposed algorithm can be found in Algorithm 6.1.

Given that x, the vector of Katz centralities, is known, the computational effort
to generate the approximant X%} is spent computing the vectors q, for r = 1,..., L.
Thanks to the result presented in Corollary 3.7, this operation only requires L matrix-
vector products involving the adjacency matrix A. Therefore, the choice of L is crucial
to obtain both a good approximation and a reasonable computational cost. The latter,
in particular, should be smaller than the cost of computing Katz centrality from
scratch. In our experiments we select L dynamically. After selecting the maximum
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Algorithm 6.1 Updating Katz centrality after node removal

Input: A € R™" adjacency matrix, x € R™ vector of Katz centrality, a €
(0,1/p(A)), LY., €N, tol € R, w node to be removed.
Output: x{*} € R” approximate update, L € N number of iterations to converge.
glwl = x;
L=1;
q=axAxey;
gtwl = glwl — 2 xq;
while z,|qll2 /[|x]l2 > tol and L < LY, do
q=ax*xAxq;
qw = 0;
glwr = xlwl — g % q;
L=L+1;
end while
c(xtvh, =1

=
= o

Algorithm 6.2 Updating Katz centrality after edge removal

Input: A € R™*" adjacency matrix, x € R™ vector of Katz centrality, a €
(0,1/p(A)), LE .. €N, tol € R, e = {u,v} edge to be removed.

max

Output: X(¢) € R" approximate update, L € N number of iterations to convergence.

L xS =x—axz,xe, —axz, ey,
2. L=1;

3s=a?*(Axe, —ep);

4 t=0a%x(Axe, —e,);

5. xtet =xler — g s — 2, x t;

6: while ||z, *s + z, *t|| /[|x|]2 > tol and L < L¢,, do
7. s=ax(AxSs— S, ke, — Sy k€y);
8 t=ax(Axt—t,xe, —t,*xey,);
9. xte =xle} — gz, xs— 1z, xt;

100 L=L+1;

11: end while

N

walk-length that we want to allow, denoted by L:} .., the parameter L is chosen as

the smallest 0 < L < LV such that

max

o llacll
w
(1|2

< tol.

This is equivalent to checking that the (relative) norm of the difference between two
subsequent approximations, obtained by truncating the series at L — 1 and L, respec-
tively, is smaller than a selected tolerance tol.

6.2. Removing edges. For the case where an edge is removed, similarly to
what we have just done for the case of nodes, we exploit the result in Corollary 4.3
to derive an approximation to x{¢};

L

L
xleh i=x — Ly Z ar+1(A8)Tev — Ly Z ar+1(AE)TeU7
r=0 r=0
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where Ag = A — e, e,” — e,e,” is the adjacency matrix after the removal of edge

e = {u,v}.
As in the previous case, we set a maximum walk length L
0< L < L¢  dynamically as the smallest index such that

max
AL AL
pas (a:u” geUH2+xv” seu||2> < tol.
[1x[]2 [[x[]2

&

max and then select

Algorithm 6.2 contains the pseudocode for the proposed procedure.

6.3. Computational cost. The following holds.

PROPOSITION 6.1. For a sparse network, the cost of Algorithms 6.1 and 6.2 is
O(Lm) operations, where m is the number of undirected edges in the original graph.

Proof. For Algorithm 6.1, at every step of the loop we perform a matrix-vector
product on line 6 and n multiplications on lines 6 and 8. Thus, the computational
complexity of Algorithm 6.1 can be estimated as O(LC + 2Ln) operations, where
C is the cost of performing one matrix-vector product. Similarly, one can deduce
that Algorithm 6.2 requires O(2LC + 4Ln) operations. The conclusion follows by
recalling the reasonable assumption that C = O(m) for sparse matrices with 2m
nonzero entries. ]

Clearly, Algorithms 6.1 and 6.2 can be generalized to the case where a larger set
of edges (resp., nodes) is simultaneously removed from the graph. To do so, it is
sufficient to truncate the infinite series in (4.1) (resp., (4.2)) to L terms. In this case
it is easy to see that, under the same assumption of Proposition 6.1, the generalized
algorithms would have a computational complexity in time of O(|S|Lm), where S is
the set of elements being removed. In addition, since (4.1) and (4.2) are both described
as sums of |S| independent terms, one could use a parallel implementation on, e.g.,
|S| processors, to compute each term independently, hence achieving the theoretical
computational complexity of O(Lm) per processor.

7. Numerical experiments. In this section, we compare the performance of
Algorithms 6.1 and 6.2 with other methods that, in contrast, simply recompute the
centrality scores from scratch. In our implementation the damping factor in Katz
centrality was set to o = 0.85/p(A), where p(A) is the spectral radius of A [6]. In
this section, we only considered connected networks for simplicity.

We performed experiments on both synthetic and real-world networks. For the
synthetic ones, we generated 30 instances of networks with n nodes using the func-
tions pref (n,5) and erdrey(n,5n) from the CONTEST Toolbox [23]. We refer the
interested reader to the original reference for further details on parameter selection.
Some simple statistics on the generated graphs, including number of nodes n, aver-
age number of edges m, average diameter diam, average eccentricity €, and average
condition number k(I — aA) of (I — «A) are reported in Table 1. Recall that the
diameter of a network is diam = max;; dist(¢, j), while the average eccentricity is
e = 1% max;cy{dist(i, 5)}.

The real-world networks in our dataset, both available at [14], are a road network
of the Minnesota state (minnesota) and a communication network between a group
of Autonomous Systems (AS) in the period between 1997-2000 (as-735). A summary
of these networks’ basic features is provided in Table 2.

All experiments were run via MATLAB R2023b on a laptop PC equipped with
an Intel i7-1260P CPU with a clock rate of 2.10 GHz, and 16 GB of RAM.
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TABLE 1
Synthetic networks data: number of nodes n, number of edges m, network diameter diam,
average eccentricity €, and condition number k(I —aA) of I —aA for a = 0.85/p(A). All the values
are averaged over 30 Tuns.

Network n m diam | € | &K(I —aA)
3200 | 16000 6.1 | 5.2 10
erdrey (n,5n) 6400 32000 6.9 | 5.7 10
’ 12800 | 64000 72 16.0 10
25600 | 128000 | 8.0 | 6.5 10

3200 | 15800 5.0 | 4.7 10.1
6400 | 31800 5.7 | 4.8 11.1
12800 | 63700 6.0 | 4.9 11.6
25600 | 127000 | 6.0 | 5.2 11.7

pref (n,5)

TABLE 2
Real-world network data: number of nodes n, number of edges m, network diameter diam,
average eccentricity €, and condition number k(I — aA), for a = 0.85/p(A).

Network n m diam | € | k(I — aA)
minnesota | 2640 | 3302 99 71.7 12.2
as-735 6474 | 13895 9 6.7 11.6

In the first experiment, we considered the synthetic networks in our dataset and
removed one element s, either a node or an edge, selected uniformly at random from
either V or E. After constructing the adjacency matrix Ag of the new graph, we
compute/approximate the updated Katz centrality x° in three different ways;

(i) pcg (x(¥ =v): solve (I — aAs)y = 1 using MATLAB built-in function pcg
(conjugate gradient) without preconditioning, initial guess x(9) = v, and with
a relative tolerance of 107°;

(ii) method in [20]: truncate the series > (As)"1 with a tolerance of 10~* on
the stopping criteria and a maximum number of iteration of 100; see [20] for
details; and

(iii) Algorithm 6.1 or 6.2 with LS. = 30 and tol = 10~

Before commenting on the experimental results, some additional discussion on
the stopping criteria for the above is in order. Methods (ii) and (iii) share the same
stopping criterion: they stop as soon as the difference between the results of two
subsequent iterations is smaller than a relative tolerance. Hence, in order to compare
the two methods, it is sufficient to choose the same tolerance tol = 10~*. For pcg,
on the other hand, the stopping criterion checks the norm of the residual, and not
the difference between two iterates. Nevertheless, we note that the norm of the differ-
ence between two subsequent iterations of the converging sequence of approximations
{x(k)} for the solution x* can be bounded by a quantity proportional to the norm of
the residual of the underlying linear system. More precisely, we recall the following.

PROPOSITION 7.1. Let {x(k)} be a sequence converging monotonically to x* for
k > N, solution of the nonsingular system Mx =b. Then,
50 — x®)]

Bl -

D]

26 e

where r*=1 = Mx(k=1) _ b is the residual at the (k — 1)th iteration.
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TABLE 3
Number of iterations and CPU timings required for approzimating xS with methods (i)-(iii)
after the remowval of one node selected uniformly at random. The chosen tolerances are tol= 1075
for method (i), and tol= 10"% for methods (ii)-(iii). The initial guess for pcg is specified in brackets.
All the values are averaged over 30 runs.

pcg(x©® =0) peg(x® = x) method in [20] Algorithm 6.1

iter  time(s) | iter  time(s) iter  time(s) L time(s)

3200 | 11.0 1.1810°3 | 7.5 1.0810°° | 45.0 1.75-107% | 6.5 1.27-10°°
6400 | 11.0 6.681073 | 7.2 4.29-1072 | 45.0 5.63-1073 | 4.6 1.08.1073
12800 | 11.0 1.75-1072 | 7.0 1.281072 | 45.0 3.39-1072 | 4.1 2.20-1073
25600 | 11.0 2.88.1072 | 6.7 1.99-1072 | 45.0 5.36:10"2 | 3.7 2.47-.1073
3200 | 11.4 1.11-1073 | 5.9 9.2810°* [ 45.0 1.74.1073 | 4.8 8.32.10~%
6400 | 11.8 6.64-1073 | 5.3 3.30-1073 | 45.0 4.781073 | 3.8 1.09-107°
12800 | 12.1 1.75:1072 | 4.1 8571073 | 45.0 3.21.1072 | 2.6 1.38.1073
25600 | 12.8 3.10-1072 | 3.2 1.281072 | 45.0 5.181072 | 2.5 2.42.1073

Network n

erdrey(n,5n)

pref (n,5)

TABLE 4
Number of iterations and CPU timings required for approzimating x° with methods (i)-(iii)
after the removal of one edge selected uniformly at random. The chosen tolerances are tol= 1075
for method (i), and tol= 10"% for methods (i)-(iii). The initial guess for pcg is specified in brackets.
All the values are averaged over 30 runs.

peg(x@ =0) peg(x® = x) method in [20] Algorithm 6.2
iter  time(s) | iter  time(s) iter  time(s) L time(s)
3200 | 11.0 1.19-1073 | 6.1 1.06-107° | 45.0 1.71-1073 | 2.9 5.36-10~*
6400 | 11.0 5.19-1073 | 5.8 3.35:1073 | 45.0 5.49-1073 | 2.4 4.56:10~*
12800 | 11.0 1.38-1072 | 5.5 8.65-10% | 45.0 2.50-10"2 | 2.1 7.75-10~*
25600 | 11.0 2.85-1072 | 5.1 1.68-1072 | 45.0 5.08-1072 | 2.0 1.14.1073
3200 | 11.4 1.081073 | 4.1 8.69-107* | 45.0 1.71-1073 | 2.0 5.44.10~*
6400 | 11.7 7.19-1073 | 3.0 2.78:107% | 45.0 4.84.107% | 1.3 3.01-10~*
12800 | 12.2 1.81-1072 | 2.5 6.44.107% | 45.0 3.21.1072 | 1.1 5.57-10~*
25600 | 12.5 3.06:1072 | 2.2 1.09-1072 | 45.0 4.80-10"2 | 1.1 1.16-1073

Network n

erdrey(n,5n)

pref (n,5)

In view of Proposition 7.1, in our experiments we used a relative tolerance of
tolpeg := tol/10 = 107° for the pcg algorithm in method (i), where tol = 107* is
the tolerance set for methods (ii)-(iii) and the denominator comes from the observed
k(I — aA) ~ 10 for all the network instances considered here; cf. Table 1.

Lastly, we want to mention in passing that we do not compare our proposed
strategy with the one described in [32] since experiments not shown here returned
results comparable with those obtained by pcg (x(*) = 0).

In Tables 3 and 4, we report the average number of iterations and average CPU
times needed to compute an approximation to x° using the methods described. All
values are averaged over 30 runs with the same parameters.

The results show that our strategy (iii) requires fewer iterations to converge, and
thus smaller CPU times, compared to the other methods considered, especially in
the case of large networks. Moreover, the number of iterations required to achieve
convergence by methods (i) with v = 0 and (ii) tends to increase with the size of the
network; on the other hand, it decreases with n for method (iii) and for pcg(x(?) = x).
This behaviour can be explained by observing that, while pcg(x(?) = 0) and series
truncation are iterative methods starting from a poor initial guess, namely x(©) = 0,
our approach (iii) and peg(x(?) = x) are initialized with x(%) = x, which may already
be a good approximation to x°. In fact, thanks to Corollaries 4.3 and 4.6, we know
that if the removed node (resp., edge) has (resp., joins nodes with) a relative small
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centrality score(s), then xS is almost identical to x. An alternative explanation may

also be given, for method (iii) only, in terms of the combinatorics of walks. Indeed,
methods (i) with v = 0 and (iii) compute x° by counting from scratch all the walks
that avoid s, which are the ones not effected by the removal; method (iii), on the
other hand, focuses on the walks that wisit s. The observed phenomenon may be
hence explained because the number of these latter walks relative to network size
decreases with an increasing n (except for specific examples such as star graphs)
much faster than the number of those that avoid s relative to n.

In our second set of experiments, we investigate the accuracy of Algorithms 6.1
and 6.2 when a set of nodes (resp., edges) is removed from the graph. We sequen-
tially removed [n/100] nodes (resp., [m/100] edges) from the synthetic networks in
our dataset. After each removal, we compute both the actual value of Katz central-
ity and its approximation. We perform both a random and a targeted selection of
nodes/edges, which simulate random failures and malicious attacks to the networks,
respectively. The results are averaged over 30 runs.

To assess the effectiveness of the algorithms, we consider the relative 2-norm error
lx —X||/||x|| between the actual vector of Katz centralities x and the approximations
x computed with Algorithms 6.1 and 6.2. We also look at the intersection similarity
of the induced rankings [19]. The intersection similarity of two ranking vectors 3 and
~ is defined as

. . 1< 1B1.:871.]
isim,(B,v) = 2; ; 9

where, using Matlab notation, we denote by 3;.; and ~;.; the vectors of length ¢
containing the first ¢ elements in B and ~, respectively, and we denote by A the
symmetric difference operator. The intersection similarity is a popular distance often
used to compare the rankings given by two centrality measures; see, e.g., [3,6,12]. If
isim(B,7) = 0, then the two rankings are almost identical, whereas isim(3,v) = 1
represents two completely different rankings.

Figures 3 and 4 plot the evolution of the 2-norm error (top) and of the intersec-
tion similarity between the ranking vectors induced by the ground truth x and by the
computed approximations X with p = [n/100] (bottom) as a function of the percent-
age of nodes/edges being removed. The relative error stabilizes at around 1072, The
intersection similarity also stabilizes at very low values, indicating that the approxi-
mations computed using Algorithms 6.1 and 6.2 correctly identify the nodes ranked
in the top 1% by exact Katz centrality after each removal.

We now consider the same experiment, but instead of removing elements at ran-
dom, we remove the top 1% of the highest ranked nodes (according to Katz centrality).
It is well known that removing these elements will significantly affect the centrality
scores and the induced rankings; see, e.g., [36]. We plot the results of our experi-
ment in Figure 5. These show that our approximations retain a similar error rate
even though the centralities changed significantly from their initial value. The values
of intersection similarity for these experiments are larger than in the previous one,
but still very low. This confirms that our strategies well reproduce both scores and
rankings, regardless of node removal strategy.

The last set of experiments examines the behaviour of the bounds in Theorems 5.1

and 5.2 when 1% of nodes or edges selected uniformly at random are removed from the
two real-world networks in our dataset. These tests mimic scenarios where a random
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event shuts down roads/intersections in the Minnesota road network, or isolates a
group of routers within the network AS-735 of autonomous systems. As before, the
results are averaged over 30 runs.

The results are displayed in Figures 6 and 7, where we plot the change in the total
network communicability as nodes (resp., edges) are sequentially removed from the
network. On the same plots, we display the upper bounds obtained in (5.1) and (5.3).
The bounds are extremely close to the actual values of total network communicability.
A remark is however in order; the sharpness of these bounds strongly depends on the
change in the underlying centrality scores. If these change significantly, then using
the previous value of Katz centrality to obtain an upper bound will, over time, cause a
severe overestimation of the change in total network communicability. This situation
may arise when some crucial elements are removed from the network or when the
number of removed elements becomes large. In these situations, one could mitigate
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connections networks, taken uniformly at random. The values are averaged over 30 runs.

the error by selectively recomputing the measures after a suitable number of iterations;
see, e.g., [10] for some strategies.

8. Conclusions and future work. In this paper we derived explicit formulas,
expressed in terms of loss of walks, for the change in Katz centrality when nodes
and/or edges are removed from a simple graph. These formulas informed the de-
scription of two algorithms to approximate the new centrality vectors after network
modification. The theoretical computational cost of the proposed methods is O(Lm),
where m is the number of undirected edges in the original graph and L is a (dy-
namically chosen) maximum walk-length. We also described upper bounds on the
change in total network communicability. Numerical results on both synthetic and
real-world networks showed that our approximation strategies are more efficient than
others available in the literature, including recomputing from scratch and series trun-
cation, and return results that are accurate both in terms of numerics (relative error)
and ranking (intersection similarity).

Given these promising results, future work will focus on developing similar strate-
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gies for other graph types and centrality measures.
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