
Received 18 June 2025, accepted 6 July 2025, date of publication 14 July 2025, date of current version 18 July 2025.

Digital Object Identifier 10.1109/ACCESS.2025.3588688

A Review of Distributed Ledger Technologies
for Satellite Operations
BETH PROBERT 1, RUARIDH A. CLARK 1, ERIK BLASCH 2, (Fellow, IEEE),
AND MALCOLM MACDONALD 1
1Applied Space Technology Laboratory, Department of Electronic and Electrical Engineering, University of Strathclyde, G1 1XW Glasgow, U.K.
2Air Force Office of Scientific Research (AFOSR), Arlington, VA 22203, USA

Corresponding author: Beth Probert (beth.probert@strath.ac.uk)

This work was supported in part by the Air Force Office of Scientific Research (AFOSR) under Grant FA8655-22-1-7010 and Grant
FA8655-22–1-7033.

ABSTRACT As the density of objects in LowEarth Orbit continues to increase, greater levels of coordination
among satellites are needed to ensure the continued operation and sustainability of the space environment.
Existing centralised space governance frameworks suffer from delays, ambiguity, and vulnerability tomanip-
ulation, introducing further complexity and risk into satellite operations, and hindering the development of
new space-based services. This review examines the feasibility of leveraging Distributed Ledger Technolo-
gies to facilitate secure, decentralised, and autonomous coordination among satellites, conceptualised as an
extension of Internet of Things networks. By examining analogous applications in swarms of Uncrewed
Aerial Systems, and the Internet of Things, key system requirements for decentralised satellite coordination
are defined. It is found that traditional Blockchain systems using Proof ofWork-based consensusmechanisms
are impractical for use in space-based systems, whilst Directed Acyclic Graph architectures, Sharded
Blockchain architectures, and non-deterministic Proof of Stake consensus mechanisms are the most suitable.
Critical gaps preventing the implementation of Distributed Ledger Technologies in the space environment
are identified. These include wider regulatory considerations, and technical obstacles relating to the storage
of transactional data and reaching consensus in time-varying, asynchronous networks.

INDEX TERMS Autonomous networks, distributed ledger technology, Internet of Things, machine-to-
machine communications, satellite communications.

I. INTRODUCTION
The increasing accessibility of the space environment and
the proliferation of satellite constellations have brought about
unprecedented opportunities and pressing challenges [1].
Whilst advancements in satellite technology have enabled a
broader range of applications, how we conceive and operate
satellite networks is largely unaltered from the pioneering
days of the space age [2]. The stagnation in governance and
management has become increasingly problematic, making
satellite operations and space traffic management (STM)
increasingly complex and expensive. Without significant
innovation, the ability to introduce new space-based services
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and ensure the sustainability of orbital activities is at risk [3].
Efforts to address space governance challenges have resulted
in various national and international accords and poli-
cies, yet meaningful oversight in orbital operations remains
elusive [4], [5].

Current approaches to satellite operations rely heavily
on centralised governance structures and databases, which
introduce operational inefficiencies and risks [6], [7]. These
limitations highlight the urgent need for decentralised frame-
works designed for zero-trust collaboration, optimising oper-
ational efficiency in space in the absence of trust [8]. In the
context of zero-trust, the concept of decentralised satellite
networks represents a promising paradigm shift for satellite
operations and the introduction of new space-based services,
such as terrestrial weather forecasting [8], [9]. These satellite
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networks draw on principles from the Internet of Things (IoT)
and Distributed Ledger Technologies (DLTs) to facilitate
secure, efficient, and collaborative satellite operations. Satel-
lites are becoming increasingly connected within federated
systems, such as the Space Development Agency’s Prolif-
erated Warfighter Space Architecture [10], and now share
several characteristics with IoT networks, including con-
strained computational resources, high data throughput, and
dynamic network topologies [11].Moreover, the coordination
required within satellite constellations closely parallels the
behaviour of swarms of Uncrewed Aerial Systems (UASs),
where devices operate collaboratively in a shared physi-
cal space [12], [13]. Despite these parallels, the application
of IoT principles to space-based systems remains underex-
plored, leaving a significant gap in understanding how such
models could be adapted to meet the unique demands of
orbital environments.

DLTs have emerged as a compelling solution for IoT
networks, finding applications across sectors such as sup-
ply chain management, healthcare, energy, and finance [14],
[15]. A DLT is a system for storing and exchanging data
in secure, distributed manner [16]. It is made up of compo-
nents including its consensusmechanism, access control, data
storage solution, encryption protocols, and relational data
architecture. These components can be configured to address
challenges such as ensuring data integrity, enabling real-time
tasking of machine-to-machine (M2M) systems, enhancing
transparency, and protecting against cyber threats [17], [18].
In the context of space, the right combination of DLT compo-
nents can help mitigate risks such as data loss, cybersecurity
vulnerabilities, and inefficient satellite operations [19], [20].

The space environment imposes distinctive requirements
onDLTs to ensure their robustness, security, and utility during
operation aboard satellites. In addition to space-specific hard-
ware requirements, such as resilience to radiation exposure
and extreme temperature gradients [21], the operational envi-
ronment of satellite networks introduces further constraints
that DLTs must accommodate to function effectively.

DLTs enable coordination and collaboration across trust
boundaries by providing a decentralised and immutable plat-
form for information sharing, which is crucial for satellite
operations [8]. Unlike centralised systems, which require a
single point of control and trust, DLTs allow multiple stake-
holders, including satellite operators, regulatory bodies, and
service providers, to access and verify shared data without the
need for intermediaries [22]. Use of a DLT reduces latency,
increases transparency, and minimises the risks of data tam-
pering and unauthorised access. For satellite operations,
DLTs ensure that positional data and operational constraints
are securely and transparently shared, fostering real-time
coordination and preventing conflicts between autonomous
systems [7], [23], [24]. Furthermore, the cryptographic foun-
dations of DLTs enhance data integrity and accountability,
which are essential for maintaining trust in a multi-actor
environment [20]. However, existing research has yet to fully

address the feasibility and requirements for implementing
DLTs in space-based IoT networks. The main contribution
of this paper is filling this gap by critically reviewing current
DLTs and evaluating their suitability for satellite operations.

Previous studies have reviewed the broader landscape
of DLTs, primarily focusing on the attributes and benefits
of various blockchain-based systems [15], [25], [26], [27],
[28], [29], [30], [31], [32], [33], [34], [35], [36], [37], [38],
with only a smaller subset of reviews also considering non-
blockchain architectures [25], [26], [27], [28], [37], [38], such
as those discussed in Section III-A. These more generalised
review papers cover the key technical aspects of DLTs but
often do not cover non-technical aspects relevant to encourag-
ing user uptake, such as being open source, or technological
maturity. Some review articles compare specific aspects of
DLTs, such as interoperability [39], [40], [41]. These reviews
present more in-depth opportunities and challenges faced
when implementing DLTs in various contexts but are still
quite generalised in their assessed applications of DLTs, cov-
ering large sectors such as finance or product management.

When considering the intersection ofDLTs and IoT, several
review articles have explored their suitability for IoT-specific
applications, narrowing the scope of domains reviewed and
enabling a more in-depth analysis [11], [14], [17], [42],
[43], [44], [45], [46], [47], [48], [49], [50]. These applica-
tions include their use in healthcare, smart ecosystems, and
autonomous coordination among swarms of UASs. However,
few studies have undertaken detailed requirements analysis
for these applications and instead conduct a more qualitative
analysis of how DLTs are being used in these areas by con-
sidering throughput, security and timeliness.

In the context of space-based applications, research has
either theorised or tested the application of a chosen DLT in
the space environment, whereas some studies and business
contracts have proposed bespoke DLTs tailored for use in
space [12], [19], [42], [51], [52], [53], [54], [55], [56], [57],
[58], [59], [60], [61], [62]. However, these applications all
centre on distributed data communication, security enhance-
ments, or machine learning, rather than the autonomous
operation of the satellites themselves. This review is an
intersection of these relevant research areas, with its specific
contributions being the identification of requirements that a
DLT must fulfil for application in autonomous, coordinated
motion in satellite networks, and the evaluation of the existing
DLTs, with both Blockchain and non-Blockchain architec-
tures, to satisfy those requirements.

The remainder of this paper is organised as follows.
Section II provides an overview of the methodology used to
identify literature to be included in this review. Section III
outlines four critical features of DLTs, with subsections A-D
focusing on DLT architectures, smart contracts, cross-ledger
technologies, and non-functional attributes, respectively.
Section IV describes each of the twelve requirements iden-
tified for DLT operation in a satellite network, with sub-
sections A-K each describing one requirement. Section V
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discusses the overall results of the assessment of sixteenDLTs
against the twelve requirements presented in Section IV.
Section VI discusses the assessment results for each DLT
individually, with subsections A-P each discussing one DLT.
Section VII discusses the remaining barriers to implementing
DLTs in satellite networks. Finally, Section VIII presents the
conclusions of this review paper.

II. METHODOLOGY
The objective of this study is to evaluate the suitability of
DLTs for deployment in satellite networks. Specifically, this
study aims to (i) conduct a targeted literature review of rele-
vant technologies based on the formulation of key research
questions; (ii) derive a set of key system requirements for
deploying DLTs in satellite networks; (iii) assess a represen-
tative set of DLTs against these requirements to determine the
most appropriate configurations for space-based use cases;
and (iv) identify current gaps and limitations that may hinder
the implementation of DLTs in satellite networks.

The creation of decentralised satellite networks builds on
developmentsmade in the adjacent technologies of DLTs, IoT
technologies, and satellite network technologies. To enable a
focused analysis of the available literature, research questions
are formulated from an analysis of the relevant intersections
of these adjacent technologies. These research questions then
enable a set of terms related to the overall system require-
ments to be generated, identifying literature for review. Fig. 1
shows how the intersections of these research areas connect
to the five research questions posed at the bottom of Fig. 1,
and the requirement terms that were identified in relation to
answering these Research Questions (RQs). It is noted that
Distributed Database (DDB) technology is not considered in
this review as DLTs extend DDBs, incorporating components
such as consensus mechanisms, incentives, and smart con-
tracts. These additional components are essential for enabling
functionality that is critical for space-based applications,
making DLTs more suitable for review than DDBs.

Literature is identified by searching for specific terms
across scientific databases, including ScienceDirect, IEEE
Xplore, arXiv, and Elsevier, and using scientific search
engines such as Google Scholar. The keywords used to
search for and shortlist articles for review are requirement
terms shown in the outer circle of Fig. 1, and the following
additional terms: Blockchain, Directed Acyclic Graph, DLT,
Drone, Edge Computing, Federated System, Interoperability,
IoT, Review, Satellite Network, Sharding, Space, and Survey.
The search strings entered into the scientific databases are
combinations of these terms, such as ‘Blockchain AND IoT
AND (Survey ORReview)’. The last search was conducted in
April 2025. The findings from the literature are then used to
define a set of specific functional and non-functional require-
ments that DLTs should satisfy to be considered suitable
for use in satellite networks. These are defined further in
Section IV.
To identify the most suitable DLT candidates for use

in satellite networks, a structured evaluation process is

FIGURE 1. Intersection of research areas, questions and requirements for
decentralised satellite operations.

conducted based on the defined requirements. The assessed
DLTs represent a broad range of component configurations,
as described in Section III and the Appendix, enabling com-
parisons to be made, and the most optimal configurations to
be identified. Each requirement is classified as either being
mandatory, which must be satisfied for a DLT to be con-
sidered a suitable candidate for use in a satellite network,
or optional, which can be left unsatisfied, enabling flexibil-
ity in the assessment and for trade-offs to be considered.
Finally, each assessed DLT receives an overall rating describ-
ing its suitability for use in a satellite network, as detailed in
Section V.

III. DISTRIBUTED LEDGER TECHNOLOGIES
This section outlines some of the key principles and compo-
nents of DLTs, focusing on features that are most important
when considering application in satellite networks. This
includes non-blockchain architectures, consensus mecha-
nisms, smart contracts, cross-ledger technologies, and the
non-functional attributes of DLTs. This section is intended
for readers who are already familiar with the basic technical
components of DLTs. Readers who are unfamiliar with the
foundational concepts behind blockchain technology, per-
mission levels and access control, data storage solutions,
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encryptionmethods, or incentivemechanisms are encouraged
to read the Appendix.

DLTs first emerged as a framework with the launch of
Bitcoin and its underlying Blockchain technology in 2009
[26]. Initially limited to use in the finance sector through its
application in Cryptocurrency, DLTs have since becomemore
prominent in sectors such asmanufacturing, wireless commu-
nications and IoT due to their immutability, transparency, and
resilience to attack [42], [43], [44]. Many different DLTs now
exist, with some aiming to rival Bitcoin as a cryptocurrency,
such as Ethereum [63], whilst others have been developed
for bespoke purposes outside of the financial sector like
Helium [64], or the Tangle [65].
DLTs store transactions in a decentralised manner, repli-

cating and synchronising data across a peer-to-peer network,
resulting in a copy of the full transaction history being stored
across multiple locations. Ideally, all transactional data are
replicated and stored on every node in the network, mak-
ing it transparent to all users and immutable [25], [26].
Transactions may involve financial transfers between parties,
as in cryptocurrency, or the exchange of messages and data,
as in IoT networks, making DLTs comparable to distributed
databases in some respects [38].

Decentralised networks offer additional functionality com-
pared to traditional databases. Rather than acting solely as
a database replacement, DLTs act as a foundation for a net-
work ecosystem that can make use of modern technologies,
such as smart contracts, which are only possible in a decen-
tralised architecture [66]. The decentralisation of information
removes the need for roles like database administrator and
reduces risk of data loss because a central point of failure
has been removed. This, alongside inbuilt encryption and the
guarantee of having a full transaction history, makes DLTs
more secure than databases. However, these features also
make DLTs more computationally expensive to use when
compared to a database, both in terms of storage requirements
for users and computational resources needed on machines
using the DLT [22].
The absence of a central authority in DLTs enables rapid

and secure information sharing across trust boundaries, but
also necessitates a unique approach to governance. One com-
mon governance model is the DAO (Distributed Autonomous
Organisation), which consists of member-owned and -
led communities that oversee the operations of a ledger.
Interactions between DAO members are handled on a decen-
tralised system to maintain transparency and accountability,
and decision making can often involve the use of smart
contracts [67], [68].

Databases usually require users to pay for a license to
access and use the technology, introducing further depen-
dency on an external party and creating additional risks,
should anything happen to the organisation orchestrating the
database. Changes to the software are out of the control of
the user and the underlying technology is opaque to the user.
By contrast, the majority of DLTs are open source, meaning
users can access the source code and use the technology for

free, removing the need for an external party and eliminating
costs related to licensing fees [28], [69], [70].
DLTs are comprised of various component configurations

which impact their suitability for use in the space environ-
ment. The impacts of these components on the performance
of a DLT are often coupled, with some combinations of
component configurations not being feasible due to incom-
patibility with their security approach, use of cryptographic
linkage, or storage requirements. Accordingly, whilst investi-
gating each of these components individually can bring some
value in the analysis of DLTs, only in understanding how
these components interact with each other can a true assess-
ment of the performance of a DLT for space applications be
made.

A. DISTRIBUTED LEDGER ARCHITECTURES
The architecture of a DLT determines its throughput,
by impacting the transaction finality time and upper bound
of how many transactions can be verified simultaneously.
Throughput and latency are important design considerations
for satellite networks and IoT networks due to the high rate
of data exchange in these environments. At present, there
are two main architecture types for a DLT, Directed Acyclic
Graph (DAG) and Blockchain, with Blockchain having three
architectural subtypes: sidechains, sharded Blockchains and
Holochain [25]. In this section, DAGs, as a newer technology
developed for use cases analogous to satellite networks, are
introduced first, with reference to Blockchain where relevant
to provide necessary context. Whilst blockchain technology
is more widely known, its discussion follows in the Appendix
to ensure that readers unfamiliar with it can still follow the
explanation of DAGs.

1) DIRECTED ACYCLIC GRAPHS
DAGs store data in a graph with a mesh-like structure,
allowing multiple transactions or blocks to be added simul-
taneously. Unlike Blockchain, where each new block links
to a single predecessor, each new addition to the DAG has
at least two parents. This allows the network to expand in
two or more dimensions instead of one, making the DAG
architecture highly scalable with a larger maximum through-
put [38], [71]. Fig. 2 illustrates a generalised process for how
an entry is added to a DAG, including how a new transaction

FIGURE 2. A sequence diagram of an entry being added to a DAG.
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is requested, linked to multiple parent transactions, validated,
and completed.

DAGs have unique ways of selecting which transactions
will be used as parents for a newer entry, known as Tip
Selection Algorithms. If transactions or blocks are added to
the DAG simultaneously, they are only orphaned in the case
that they introduce a conflict, in which case the Tip Selec-
tion Algorithm decides which transactions are orphaned. All
non-conflicting transactions are added to the ledger and will
all eventually be used as parents for newer ledger entries,
making DAGs more resource efficient than Blockchain [65].
DAGs, unlike Blockchains, can also support additional, coop-
erative methods of consensus, such as gossip protocols [72],
where nodes can share information that they know about other
nodes and transactions. Consensus is afforded because of the
non-linear structure of a DAG, where nodes in the graph have
n-to-many relationships, rather than a one-to-one relationship
that exists on a Blockchain, as shown in Fig. 3.

FIGURE 3. Comparison of distributed ledger architectures.

One of the biggest challenges facing DAGs is security.
Unlike traditional Blockchains, DAGs have a unique archi-
tecture that exposes them to specific threats, such as parasite
chain attacks, which exploit their tip selection algorithm and
mesh structure [37]. In addition, DAGs are a less mature
technology than Blockchain with fewer real-world imple-
mentations, meaning there are still outstanding questions
regarding their security and robustness against real-world
threats.

2) ALTERNATIVE BLOCKCHAIN ARCHITECTURES
Prior to the introduction of newer scalability architectures,
data provisioning was the conventional data management
solution in DLT design. Provisioning focuses on transforming
a single database into disjointed sections, separating query
management from data management, as seen in relational
databases like Oracle andMySQL [73]. This represents a step
towards improved scalability; however, it is not fully decen-
tralised and serves as a foundation for more decentralised
solutions to build upon. To further address the scalability
challenges faced by traditional Blockchains, architectures
such as sidechains, sharded Blockchains, and Holochain have
been developed to parallelise block verification and consen-
sus processes [41].

Sidechains implement the same linear architecture as
Blockchain but operate as an independent chain running
parallel to the main Blockchain, or main chain. Fig. 4 illus-
trates the process of adding a new transaction to a sidechain,
including the link to the main chain, where the validation
process is performed. The bridge connecting these two chains
facilitates data transfer between the sidechain andmain chain,
enabling some transactions or processes to be handled by the
sidechain, thereby reducing congestion on the main chain.
Hence, sidechains act as an extension of the Blockchain to
improve scalability while leveraging the security provided by
the main chain. Additionally, sidechains serve as an interop-
erability solution, allowing multiple blockchains to connect
via the main chain, facilitating cross-ledger transactions [39],
[40]. This is discussed further in Section III-D.

FIGURE 4. Sequence diagram of a block being added to a sidechain.

Sharded Blockchains split the Blockchain into smaller
groups, known as shards, which each process a portion
of the network’s transactions and smart contracts in par-
allel, as shown in Fig. 5. Once a shard has processed its
portion of the data, it shares its updated network state
with the other shards. Whilst this process parallelisation
increases the scalability, throughput, and timeliness of the
network, the inter-shard communication adds additional over-
head and can introduce latency into the network if not
managed correctly, as well as increasing complexity, data
inconsistency, and introducing the risks associated with shard
recovery [39], [74].

FIGURE 5. Architecture of a sharded blockchain.

Holochains do not follow a global model for adding trans-
actions to a ledger. They follow an agent-centric model where
each node, or agent, in the network maintains their own inde-
pendent chain of data [75]. The full dataset is never shared
in its entirety with the other nodes. Instead, references to the
dataset on each node are published to a global, Distributed
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FIGURE 6. Sequence diagram of an entry being added to a Holochain.

Hash Table (DHT), which can be used by other nodes to
look up information about previous transactions in the wider
network. Fig. 6 illustrates the process for adding a new trans-
action to a Holochain, including the interactions between the
agent and the Holochain via a DHT. Hash references in the
table are of a fixed, small size. The hashing strategymakes the
network highly scalable, as each node stores and processes
only its own data, and lightweight, as the central ledger
only stores hashed references to the underlying datasets [76].
Sidechains, sharding and Holochains improve the scalabil-
ity of blockchain based ledgers, however they come with
trade-offs in security, complexity, and interoperability.

Parallel processing introduces unique points of failure,
such as sidechain bridges or inter-shard communication chan-
nels, exposing them to attacks that traditional Blockchains
are not vulnerable to [40]. Mitigating these risks often means
these Blockchain variations require robust communication
mechanisms for use between nodes or components, which
reduces their interoperability with other DLTs and Decen-
tralised Applications (dApps).

B. CONSENSUS MECHANISMS
Consensus Mechanisms are the most computationally inten-
sive part of a DLT. They define the rules and procedures
that enable the network to reach agreement on the validity
of transactions and the state of the ledger. By synchronising
all nodes, consensus mechanisms ensure data integrity and
maintain a single, consistent version of the ledger across a
decentralised system [31]. The choice of consensus mech-
anism significantly impacts the throughput, security and
computational efficiency of a DLT, influencing its resilience
against attacks and its ability to scale effectively. Consen-
sus mechanisms are particularly important for applications
such as satellite networks, where maintaining synchronisa-
tion across physically dispersed and intermittently connected
nodes is essential [61]. The attributes of various consensus
mechanisms, including their computational intensity, central-
isation risk, speed, synchronisation type, fault tolerance, and
network type are summarised in Table 1.
Proof of Work (PoW) was popularised by the Bitcoin cryp-

tocurrency and is arguably the most well-known consensus

mechanism [77]. In PoW, nodes compete to solve crypto-
graphic hash puzzles, known as mining. Once the puzzle
is solved, a block is added to the ledger and those who
solved the puzzle are rewarded financially, which incentivises
them to use their resources to mine blocks. Mining is very
computationally intensive, requiring a lot of energy to per-
form, causing it to use a large amount of electricity when
used in terrestrial settings. The Bitcoin network used an
estimated 121.13 TWh of electricity in 2023, emitting the
equivalent of 61.38 million tonnes of CO2 [78]. To combat
the computational intensity of PoW, Application-Specific
Integrated Circuit (ASIC) Miners have been designed to exe-
cute PoW protocols as efficiently as possible, outperforming
generalised hardware such as CPUs and GPUs [79]. The
resources required to perform mining introduces a risk of
centralisation through economies of scale where aminority of
network participants have access to more financial resources
to buy specialised hardware [45], giving them a significant
advantage in their likelihood to successfully mine blocks and
have control of the network. The influence and control of
the network then becomes unevenly distributed amongst a
few nodes rather than staying distributed across the entire
network. Smaller entities have formed mining pools, where
groups of users collaborate to share expensive hardware for
mining, or make use of a third-party broker with access to
the necessary hardware, paying them a percentage of the
financial reward received.
Proof of Stake (PoS) was developed as a solution to PoW’s

high energy usage problems and was popularised by its
use in the Ethereum cryptocurrency [31]. With PoS, a node
is given a stake, which can be a financial amount like a
deposit, or another asset such as trust or reputation, which
is non-transferable and difficult to obtain. Unlike PoW, with
PoS there is a sub-committee of nodes, known as validators,
who are responsible for validating a new block or transaction
and adding it to the ledger. Validators are chosenwith a proba-
bility proportional to their stake, and split any rewards granted
for validating new entries [80]. As stake is a commodity, PoS
based systems are also susceptible to centralisation through
economies of scale. Similar to Bitcoin, the Ethereum network
has also seen the emergence of stake pools, where participants
group together to pool their stake and have more influence
over the wider network [81].
Deterministic validator selection in DLT consensus mech-

anisms inherently carries a risk of centralisation. To mitigate
this, variants of PoS introduce elements of randomness
into their validator selection processes. Pure PoS, used
by Algorand [82], Secure PoS, used by MultiversX [83],
and Ouroboros, used by Cardano [84], all add elements
of randomisation into their consensus mechanisms to pre-
vent users gamifying the system to gain an advantage
during committee selection, and improve resilience to Sybil
attacks and attacks reliant on malicious users pre-committing
resources [85]. Algorand’s Pure PoS does this by integrating
Verifiable Random Functions (VRF) into their committee
selection algorithm, which privately determines if a node
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TABLE 1. A summary of the attributes of different consensus mechanisms.

will be a validator and generates a cryptographic proof of
the result. MultiversX’s Secure PoS generates randomness
using Distributed Randomness Beacons based on Boneh-
Lynn-Schacham signatures [83], where all validators produce
individual, partial signatures which are then aggregated into
a single, verifiable random value. The VRF-generated ran-
domness is then used to determine which nodes form the
validation committee. Ouroboros, developed specifically for
use in Cardano, similarly uses a multi-party computation
protocol to generate randomness collaboratively that decen-
tralises how randomness is generated, making it more secure.

Some consensus mechanisms rely not only on computa-
tional processes but also on specific hardware characteristics.
Proof of Elapsed Time (PoET), like some PoS variants,

introduces randomness into its validator selection process, but
this is done by getting nodes to wait for a randomly assigned
amount of time [86]. These timeslots are generated using a
trusted execution environment, a piece of hardware which
acts as a secure enclave within a CPU that can execute code
in isolation from the wider system. Other proof of hardware
resource consensus mechanisms, such as Proof of Space or
Proof of Capacity, rely on nodes proving their commitment
to the network through contributions of physical hardware
resources [87]. Whilst these mechanisms are often simple
to implement and energy efficient, over time older hardware
could become obsolete, introducing a need for networks par-
ticipants to invest in upgrades, creating barriers to entering
the network. Replacing hardware is not feasible for satellite
networks, where upgrading the hardware whilst in orbit is
incredibly complex and often not possible. These consensus
mechanisms, like PoW and PoS, are also susceptible to cen-
tralisation risks from economies of scale, where instead of
participants controlling a virtual resource, theymay be able to
collude in buying more advanced hardware resources which
allow them to dominate the network.

Byzantine fault tolerant (BFT) consensus mechanisms are
designed to secure networks even when a significant portion
of participants act maliciously. These mechanisms address

challenges like the Byzantine General’s Problem, where up
to one-third of nodes may be compromised [88]. One of the
most notable examples of this type of consensus mechanism
is practical Byzantine fault tolerance (PBFT), which was
introduced in 1999 and is used in permissioned and consor-
tium networks [89], described in the Access Control And
Permissions section of the Appendix, where all participants
are known. PBFT works by designating a leader node, who
proposes a request to add data to the ledger. The request
message is then broadcast to all other nodes who validate this
proposal. Once more than two-thirds of nodes have validated
the message, it is committed to the ledger. PBFT is histori-
cally used in permissioned networks but can also be layered
with other consensus mechanisms such as PoW to then be
used in consortium or permissionless networks.

PBFT operates under the assumption that the net-
work is at least partially synchronous, whereas other
consensus mechanisms are designed to function in fully
asynchronous environments [72], [90]. Asynchronously
Byzantine fault tolerant (ABFT) algorithms can reach
consensus even when network delays are unpredictable and
up to one-third of nodes act maliciously. One notable example
isHedera’s Hashgraph algorithm [72], which is a gossip pro-
tocol that transmits transactions, and the transaction history,
randomly between nodes in the network. Hedera’s transmis-
sion of the transaction history is what enables Hashgraph to
be BFT. Gossip-style propagation is independent of any tim-
ing assumptions [91], unlike PBFT, meaning this algorithm
is BFT in asynchronous networks.

Novel consensus mechanisms are emerging to tackle
specific challenges and limitations inherent in existing
approaches. Proof of Electrical Network Frequency (PoENF)
was developed for EconLedger as a way of verifying a node’s
position at a given time using fluctuations in Electrical Net-
work Frequency (ENF) from power distribution grids, which
is captured by analysing its influence on audio/visual record-
ings [92]. The Helium network is a physical network of nodes
providing a decentralised internet connection [64]. It uses
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a Proof of Coverage (PoC) consensus mechanism to verify
that nodes are physically broadcasting information over radio
frequencies, and the time a node takes to send and receive
data to determine its location and availability. Both PoENF
and PoC aim to use physical, measurable properties to engi-
neer the consensus mechanism such that achieving consensus
contributes useful work to the network system, unlike PoW
where the computational work performed by mining nodes is
wasted and does not contribute to the network’s robustness or
performance.

Consensus algorithms inspired by social dynamics are
introducing new ways to address the limitations of traditional
mechanisms like PoW, PoS, and PoET [93], [94]. These novel
mechanisms often prioritise adaptability, scalability, and effi-
ciency in environments with highly dynamic participation
or uncertain trust models. Unlike traditional mechanisms,
which typically require rigid assumptions about network
structure, resource ownership, or computational power, these
social-based approaches can tolerate an unknown number of
malicious participants and operate effectively regardless of
network topology. This makes them potentially well-suited
for applications such as dynamic satellite networks or other
highly decentralised systems with variable membership.
However, these algorithms have not yet been widely applied
to DLTs, so their vulnerabilities and practical limitations in a
security context remain unexplored.

C. SMART CONTRACTS
A system that ensures data integrity and availability enables
trustworthy, automated actions based on that data. Within
a DLT ecosystem, transaction-based tasks are facilitated by
smart contracts. Smart contracts are self-executing pieces of
code embedded within the DLT. As defined by Szabo [66],
these contracts are programmed with predefined rules and
conditions under which specific actions will automatically
execute. For instance, a smart contract may trigger the trans-
fer of funds upon the receipt of a digital confirmation, initiate
a supply chain update when a product reaches its destina-
tion [29], trigger an IoT device [17], or capture a satellite
image [95]. Such functionality eliminates the need for inter-
mediaries, reducing transaction costs and enhancing process
efficiency.

Creating smart contracts requires programming in lan-
guages tailored to specific DLT platforms. Solidity is a
widely adopted language for creating smart contracts on the
Ethereum blockchain [96], whereas other platforms, such as
IOTA and Cardano, use their own respective languages and
frameworks [97].

Smart contracts are crucial for DLTs operating in networks
that rely on real-time sensor data, such as IoT networks
or satellite systems [13]. Smart contracts also enable the
introduction of dApps, where application processes can
be formulated into agreements, allowing them to run on
the ledger platform without oversight from a centralised
third party. These contracts allow DLTs to evolve into

marketplaces and ecosystems, rather than remaining as a tool
purely for processing transactions.

D. CROSS-LEDGER TECHNOLOGIES
As the number of DLTs has increased, each designed for spe-
cific use cases, the need for cross-ledger interoperability has
become more important [40], [41], [98]. It has been argued
that cross-ledger communication is ‘‘impossible without a
trusted third party’’ [39]. Consequently, a shared foundational
framework is required, where each ledger is designed to sup-
port multi-ledger deployment. This approachwould, in effect,
create a network of ledgers capable of interacting across
multiple systems simultaneously. Such interoperability can
be achieved by structuring the ledger into distinct layers.
The Consensus Layer would serve as the foundation of the
entire network, ensuring security and stability. Meanwhile,
the Network Application Layer would be programmable,
allowing individual ledgers to coexist and communicate with-
out compromising security, despite their distinct ecosystems.
A layered architecture would facilitate seamless interaction
between ledgers, fostering a broader decentralised ecosystem
in which dApps can collaborate to execute more complex,
distributed tasks.

Beyond terrestrial applications, a cross-ledger framework
could support satellites operating DLTs in different con-
stellations. By enabling interoperability among space-based
DLTs, such a system could enhance international collabo-
ration in space operations, resource management, and data
exchange [54], [99], [100]. Interoperability would be particu-
larly beneficial for coordinating satellite constellations across
different jurisdictions, ensuring secure and efficient commu-
nication while promoting a decentralised space ecosystem.

Several technologies have emerged to facilitate cross-
ledger communication [101], including Notary Schemes,
Hashed Timelock Contracts, Sidechains, and Distributed
Hash Tables. These technologies can be used individually
or in combination to achieve cross-ledger interoperability.
For example, Polkadot uses a relay chain and parachains to
create a network of networks [102], enabling interoperabil-
ity across different ledgers within its ecosystem. The relay
chain provides shared security and cross-ledger communi-
cation, whereas parachains are custom blockchains that can
have their own tokens and optimise their functionality for
specific use cases. Cosmos employs a hub-and-spoke archi-
tecture to facilitate communication between independent
blockchains called ‘‘zones’’ [103]. The Cosmos Hub acts as
an intermediary, tracking the state of each zone and enabling
interoperability without requiring direct connections between
every pair of zones. Both Polkadot and Cosmos use Inter-
Blockchain Communication (IBC) protocols to enable secure
message exchange between different chains.

Cross-ledger technologies that integrate DAGs are in the
early stages of development. IOTA has implemented an
interoperability solution on the Tangle through its IOTA
Smart Contracts protocol [97]. Other DAG-inclusive inter-
operability solutions remain theoretical as they are difficult
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to implement due to the differences in data structures
and consensus mechanisms between DAGs and traditional
blockchains [104].

E. NON-FUNCTIONAL ATTRIBUTES
There are additional attributes of a DLT which may impact
its suitability for use in a satellite network, particularly in
improving the likelihood that users will adopt the technol-
ogy [46], [100]. These include the maturity of the DLT,
whether it is open source, quality of documentation, amount
of use, and the supporting governance mechanisms. Whilst
these attributes are common considerations for any technol-
ogy, they take on particular importance in space due to the
constraints and demands of satellite operations, such as reli-
ability, longevity, and limited opportunities for maintenance
or updates.

Many of these attributes can be actively shaped to enhance
the suitability of a DLT for space applications. For instance,
strong governance structures can be established to ensure
stability and adaptability, open-source availability can be
encouraged to foster transparency and collaboration, and
comprehensive documentation can be developed to sup-
port adoption and integration. The one attribute that is less
directly controllable is maturity. However, in space appli-
cations, the more critical consideration may be whether the
DLT has been validated to mission-critical standards. If it
meets these rigorous criteria, its adoption may not hinge
on general market maturity. However, validation itself could
contribute to its perceived maturity. The specific implications
of these attributes for the space environment are discussed in
Section IV, particularly in subsections I and K.

IV. REQUIREMENTS FOR OPERATION IN SATELLITE
NETWORKS
To contextualise the challenges and opportunities for inte-
grating DLTs in space, it is necessary to first outline the
fundamental architectures and communication models used
in satellite networks. Satellites operate in various orbit
regimes, including Highly Elliptical Orbit (HEO), Geosta-
tionary Orbit (GEO), Medium Earth Orbit (MEO) and Low
Earth Orbit (LEO) [105]. This paper focused on LEO, as it
is currently the most commonly used regime, and it hosts
the highest satellite population and supports a wide range of
applications, including imaging and communications [106].
LEO is typically defined as the orbital band between 160 km
and 2,000 km in altitude [105], with satellites completing
a full orbit approximately every 90 minutes [107]. Unlike
GEO satellites, which operate in a fixed orbital plane above
the Equator, LEO satellites can be placed into a wide range
of orbital inclinations. This flexibility allows for denser
and more adaptable constellation topologies, such as the
Walker-Delta and Walker-Star [108].

Satellite networks are generally composed of two primary
segments: a space segment, which includes satellites and
other orbital assets, and a ground segment, comprising ground
stations and terrestrial infrastructure. Traditionally, these

segments form a centralised hub-and-spoke architecture, with
few ground segments acting as the control and communi-
cation hubs for many satellites [109]. This centralisation
introduces potential bottlenecks and single points of failure.
To mitigate these issues and support more decentralised oper-
ation, Inter-Satellite Links (ISLs) have become increasingly
important [110]. ISLs, established through Radio Frequency
(RF) or optical communication technologies [111], facili-
tate direct, peer-to-peer communication between satellites.
However, the rapid movement of LEO satellites, travelling at
approximately 7.8 km per second with respect to Earth [112],
means that their positions, including their relative distances
to one another, are continuously changing. As a result, ISLs
are frequently established and broken as satellites move into
and out of each other’s communication range. This leads
to a highly dynamic and time-varying network topology,
with implications for latency, availability, and connectiv-
ity. These unique characteristics of LEO satellite networks
impose specific requirements on DLTs intending to operate
in this environment.

The requirements identified for the purpose of this review
are both functional and non-functional, and these are further
classified as mandatory, which are discussed in subsec-
tions A-G, or optional requirements, which are discussed
in subsections H-K. Mandatory requirements hold a higher
weighting when assessing the overall suitability of DLTs to
the orbital environment, and focus on the core operations
of the DLT. Optional requirements focus on design aspects
of the DLT that will encourage use of the DLT solution by
various stakeholders, including satellite operators. Each of
these requirements relates to one or a combination of the DLT
components described in Section III and the Appendix, and
these relationships are summarised as a matrix in Table 2.

Sixteen DLTs are assessed against the requirements for
operation in a satellite network, as described in the following
subsections. These DLTs are chosen to be a representative
sample of the current DLT landscape by covering as many
different combinations of key components as possible, such
as architecture, consensus mechanism and storage solution.
An overview of the components of these DLTs is shown in
Table 3, denoting their architecture, consensus mechanism,
storage solution and creation date.

A. DATA THROUGHPUT
To facilitate inter-satellite tasking, the DLT will need to
store data collected from satellites’ onboard sensors [18].
To develop a measurable requirement for the data throughput
threshold, data transmission rates from similar applications
are reviewed, and the number of satellites expected to
participate in the ledger is estimated. Data transmission
rates are dependent on the specific domain being acted
in. For a comparison with other satellite applications, GPS
satellites typically update their ephemeris data every thirty
seconds [113] and since satellite motion is highly determin-
istic, reducing the value gained from more frequent updates,
this value is adopted.
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TABLE 2. Matrix showing the overlap between DLT components, and satellite network requirements.

TABLE 3. A summary of the key components of the assessed DLTs.

The number of objects in LEO is projected to greatly
increase in the coming years, driven by increased launch
activities, the proliferation of small satellites, and the deploy-
ment of large constellations [106].

For a DLT to maintain longevity, it needs to scale with the
amount of data that this increasing number of satellites would
produce. The requirement for the minimum throughput of the
DLT is,

RDLT ≥ Rmin × Nmax . (1)

RDLT is the throughput rate of the DLT, measured in Trans-
actions Per Second (TPS), Rmin is the minimum transmission
rate identified from review of similar systems, andNmax is the
number of satellites. Based on the findings from reviewing
similar systems and existing satellite constellations, Rmin is
set as 0.03 TPS and Nmax is set at 100,000 satellites [113].
This results in a requirement that a DLT must handle a
minimum of 3000 TPS. If the requirement were to be more
stringent and look to support a transmission rate similar to

Class A Automatic Identification System (AIS) transpon-
ders, used for positioning marine vessels, where motion is
not deterministic, this would result in a minimum required
throughput of 30,000 TPS [114]. Both cases are assessed and
discussed in Section V.

B. TRANSACTION FINALITY TIME
For satellites to be able to use data stored in a DLT in a
timely manner, latency within the system needs to be min-
imised, ensuring that updates propagate quickly across the
network. Latency in DLTs can be measured by assessing their
transaction finality time [115], which is the time taken for
a transaction to be considered irreversible and permanently
recorded in the DLT. Minimising the finality time of a DLT
not only reduces its latency but also reduces risks of double
spending attacks while transactions are processed, improves
the throughput of the DLT, and increases the confidence of
participants using the DLT for time critical situations, such
as satellite operations.
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There are two ways to define the maximum transaction
finality time requirement for a DLT. The first is from a user
experience perspective where ten seconds is the maximum
limit for how long a user will keep their attention on an
application when they have just performed an action [116].
For example, if a user wants to upload a smart contract to the
ledger, they may click an ‘upload’ button on a user interface.
Once clicked, a user will then wait a maximum of ten seconds
for a response to that button click, telling them whether their
upload has been successful. The second approach is based
on satellite contact times. Satellites passing each other in
different orbital planes may be within contact range for an
ISL for scales of a few minutes, meaning the requirement for
finality could be extended up to five minutes rather than ten
seconds [117]. Based on the reviewed literature, the require-
ment for transaction finality time is that it must be less than
ten seconds in the stringent case, or five minutes in the lenient
case. Both cases are discussed further in Section V.

C. SCALABILITY
Scalability is a by-product of various aspects of the design of
a DLT, including its architecture and consensus mechanism.
In computer science, scalability is split into two distinct
dimensions, horizontal and vertical [118]. Horizontal scal-
ability refers to the DLT’s ability to add more nodes and
participants to the network without negatively impacting the
overall performance of the network. Vertical scalability refers
to enhancements that can be made to the existing network and
its nodes to improve the efficiency of processing transactions.
In DLTs, vertical scalability can be achieved by varying
parameters such as maximum block size, making changes
to the consensus mechanism, or implementing parallelisation
measures such as sharding. When considering the operation
of a DLT in a satellite network, horizontal scalability takes
precedence as the DLT will need to continue to perform as
satellites continue to be launched and added to new and exist-
ing constellations. Vertical scalability can be performed in the
form of software updates once the ledger is operational and
is more akin to tuning the system for optimal performance,
rather than being part of the initial design of the DLT and
thus is out of scope for the DLT design requirements.

Literature on the horizontal scalability of DLTs measures it
qualitatively, with a subjective scale of low, medium, or high
scalability [14], [45]. For use in a satellite network, a DLT
is required to have high horizontal scalability, analogous to
requirements for DLT applications in IoT networks, where
the number of devices that can join a network is not bounded.
Similarly, satellites integrating into the DLT network are
likely to be heterogeneous [119], and so this scalability
needs to cope with a range of different node types joining
the network. The assessment on the scalability rating of a
DLT will be a combination of assessing the performance of
the architecture and consensus mechanism as the number of
nodes increases and comparing findings in similar review and
research articles around DLT scalability.

D. COMPUTATIONAL INTENSITY
Satellites, much like IoT devices, are resource con-
strained [119], [120]. Satellites typically generate electrical
energy via solar panels, which is a renewable and reliable
energy source; however, the maximum amount of energy
generated is limited by the size of the solar panels and the
capacity of the battery. Smaller satellites, such as CubeSats,
have limited energy storage capabilities [121]. Much of the
energy generated onboard satellites is allocated to mission
critical tasks such as imaging and sensing, so the remaining
energy available to power the computation needed for sup-
porting a DLT is further limited. No assumptions can be made
about the onboard hardware as satellite networks are hetero-
geneous, and any DLT designed to be deployed in orbit must
be able to run on both pre-existing and new satellite hard-
ware. Because of this, the computational intensity of a DLT
deployed on a network of satellites needs to be minimised to
ensure continuous operation of the DLT without sacrificing
resources dedicated to other mission critical tasks [95].
As the most complex part of the DLT system, the con-

sensus mechanism is the main source of computational
intensity [80], [122]. Unlike centralised systems, the compu-
tational burden per node does not increase in decentralised
architecture, so once the computational intensity of a piece
of software is known, it can be assumed to be roughly con-
stant across all nodes in the network. However, precisely
measuring the computational intensity of a piece of soft-
ware is difficult because it is highly dependent on the exact
hardware it is being executed on. So, given that satellite
hardware is heterogeneous, defining a specific, numerical
requirement for computational intensity may not be the most
sensible approach as the computational intensity on one satel-
lite may be drastically different to that of another. Instead,
computational intensity, measured as power usage in kWh
per transaction, can be inferred from studies conducted in
the energy usage of different DLTs, and measured in terms
of orders of magnitudes rather than specific value bounds.
Assuming an available orbit-average power of five Watts per
satellite, which is the power required for a node to inter-
act with a DLT [123], [124], and previous requirements of
100,000 satellites in the network and the DLT handling a
minimum of 3000 TPS, a DLT is required to use less than
0.01Wh per transaction to be considered as having a low
computational intensity, suitable for use in a satellite network.

E. STORAGE
Satellites are constrained in the amount of computational
storage they have available [120]. Earth Observation (EO)
satellites only store imaging and sensing data until they can
transmit it down to Earth via a ground station downlink [95].
Once transmitted, the data are deleted, freeing up storage
space for further observations. This centralised storage solu-
tion enables EO satellites to collect large, high-resolution
datasets.
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DLTs rely on a replication for robustness, ensuring every
node maintains a synchronised copy of the contents of the
ledger. However, satellites typically have a maximum storage
capacity ranging from a few hundred gigabytes (GB) to a
few terabytes (TB), assuming the use of hardware such as
Secure Digital (SD) cards, which are commonly employed in
CubeSats [125]. Storing the complete transaction histories of
traditional Blockchains, which are often hundreds of GB or
even several TB in size [126], [127] is impractical in a satellite
system. Storing excessive data would consume most of the
available storage, which must instead be prioritised for the
primary mission and core functionality of the satellite.

Efficient data transmission and storage are crucial for
satellite-based DLTs. Data in the ledger will be transferred
between satellites as nodes are synchronised, and it is impor-
tant to minimise the amount of data requiring storage and
transfer to ensure minimal bandwidth usage and latency.
Satellites’ positional data are often distributed as Two-Line
Elements (TLEs) which are 138 bytes in size [128], but some
of the TLE content may not require storage in the ledger.
For example, the name, catalogue number and international
designator of the satellite are all provided in the TLE but at
most only one unique identifier is required for each satel-
lite [109], so two fields can be ignored. DLTs also require
transactional data to contain a header, as described in the
Appendix, which can range in size depending on the exact
architecture used. IOTA transactions require headers and sig-
natures. Headers can be a variable size, and signatures are
fixed at 48 bytes [129], and in the Bitcoin Blockchain headers
are 80 bytes [77]. The amount of transaction data generated
per orbit cycle is,

Dorbit = RDLT × Dtx × Torbit , (2)

where, Dorbit is the amount of transaction data generated per
orbit, RDLT is the throughput calculated in (1), Dtx is the
size of a transaction in bytes, and Torbit is the orbital period
measured in seconds. Based on the required transaction size
for TLE data with a suitable DLT header, the requirement for
throughput defined in Section IV-A and the standard orbital
time for a satellite in LEO being around 90 minutes [107],
Dorbit is on the scale of two to five GB. This means the
transaction data from one to two orbital cycles can be stored
onboard a satellite before needing to be offloaded or pruned,
which is possible with solutions like state snapshotting or the
use of DHTs. Thus, the requirement for a DLT operating in
satellite network is that the DLT only requires at most a few
GB, on the scale of less than ten GB of storage on a node.

F. FAULT TOLERANCE
In a zero-trust environment, the DLTmust be resilient against
malicious or faulty participants, or BFT as it will need to
operate across trust boundaries to be interoperable between
different constellations of satellites, owned by various opera-
tors [8]. Being BFT is a key tenet of any DLT and is achieved
via its consensus mechanism. In synchronous networks, such
as those used to operate cryptocurrencies, many BFT con-

sensus mechanisms already exist [31]. However, satellite
constellations are asynchronous networks. They are time-
varying, with the network topology dynamically changing as
satellites traverse their orbits, causing satellites to regularly
move in and out of range of ISLs and contacting other nodes
in the network [121]. An ABFT DLT can reach consensus
without making any assumptions about network delays or
message timing, and is also partition tolerant, meaning that
the network continues to operate [72], with some trade-offs
to data due to Consistency, Availability and Partition toler-
ance (CAP) theorem [130], when there are communication
breakdowns between nodes. Therefore, being ABFT is a
requirement for any DLT looking to be used in a satellite
network.

Ensuring resilience against attacks is a critical require-
ment for DLTs. Resilience is strengthened by a combination
of the degree of centralisation, permission structure, archi-
tecture, and consensus mechanism. DLTs that use a more
centralised storage solution, such as only storing the data
on a subset of ‘full nodes’ whilst all other nodes only store
a recent part of the contents of the ledger, are more prone
to attacks that target these points of failure, and so will
require additional redundancy measures to remain as resilient
as ledgers that are able to fully decentralised their data
storage [7].

Drawing on existing review literature that evaluates the
security and resilience of various DLTs, each DLT is assigned
a resilience rating of low, medium, or high [31], [131]. For
deployment in satellite networks, a DLT must demonstrate
a high level of resilience to attacks, as satellites are widely
recognised as being vulnerable to hacking and hijacking,
making them particularly susceptible to threats.

G. SMART CONTRACTS
Satellites should be able to communicate and coordinate
real-time actions based on data stored in theDLT.UsingM2M
tasking enables devices to coordinate actions independently
of human intervention. M2M tasking can be implemented
within DLTs by using smart contracts, as described in
Section III-C. These contracts can be designed to execute
tasks such as taking a satellite image or providing an internet
connection [132].

Whilst use of smart contracts is becoming more com-
mon, partially due to the application of DLTs in industries
like IoT [17], they are an additional part of the core DLT
ecosystem, and so not all DLTs support their functionality.
Additionally, DLTs may choose to implement smart contracts
in different ways. Solidity is the most-used language for
writing smart contracts, and is compatible with a wide range
of DLTs [96], improving interoperability. Other languages,
such as Vyper and Rust are emerging as other open-source
languages for developing smart contracts but they are not as
widely adopted byDLT developers [133], [134]. ADLT being
deployed in a satellite network is required to support smart
contracts, ideally in a more widely adopted and open-source
language such as Solidity.
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H. INTEROPERABILITY
Independent operation is a defining characteristic of satellite
constellations, with each system employing standard proto-
cols for security, communication, and data privacy, though
these may not always align across different constellations.
In a scenario where these constellations interact and share
data via a common DLT network, this may initially involve
communication between multiple, smaller DLT networks
each owned and operated by private companies or space agen-
cies. Over time, these smaller networks could coalesce and
work together as a federated system. To enable this transition
from multiple, small networks into one, larger network, the
DLT must display scale covariance properties, ensuring con-
sistent performance across networks of assorted sizes [135].
Achieving scale covariance within the system requires

maximising the interoperability of the broader, integrated
network. By ensuring that smaller DLT networks, which may
differ in architecture, protocols, and consensus mechanisms,
can interact and collaborate with minimal modification, inter-
operability becomes an inherent feature of the system [40].
In this way, scale covariance significantly lowers barriers to
entry for satellite operators seeking to adopt the system.

Interoperability can be split classified into six subclasses,
as shown in [121]: technical, syntactic, semantic, pragmatic,
dynamic and conceptual. Technical interoperability is the
focus of this requirement for DLT design: a DLT looking
to be deployed in a satellite network must maximise its
technical interoperability. From reviewing literature on inter-
operability, the assessed DLTs will be given a rating of low,
medium, or high interoperability, where high interoperability
is desired. A highly interoperable DLT will be able to sup-
port cross-ledger bridges, participate in larger ecosystems or
standards, such as having Ethereum Virtual Machine (EVM)
compatibility, or have native interoperability solutions built
in. Lower ratings are based on how limiting their archi-
tecture is on interoperability, and whether improvements to
interoperability are being developed. The requirement for
interoperability is an optional requirement as it is a desired
property of the system that would reduce barriers to entry for
users, but not one that is essential for the initial operation of
a DLT in the space environment as it can be built in later if
necessary.

I. TRUST
User adoption of new technology is strongly influenced by
trust. If users perceive a system as unreliable or unproven,
they are unlikely to transition to it. DLTs typically have
low trust in applications outside of cryptocurrency due to
their novelty and lack of testing in other environments. DLTs
also have a negative reputation from their cryptocurrency
origins, due to their high-power consumption from unsustain-
able sources, and their use on the so-called ‘Dark Web’ for
facilitating criminal activities [136].
The perceived trustworthiness of a DLT depends on

multiple factors. These include the DLT’s age, openness,

governance structure, uptake and utility, security, and overall
recognition. If a DLT is more mature, with a large user base,
well documented governance, open community, and a history
of successful use, it is seen as more trustworthy than newer,
more closed, and less-used DLTs. Trust is a subjective and
qualitative measure that also lends itself to assessment ratings
of low, medium, or high, based on a consolidation of informa-
tion found in other review literature [28]. The assessed DLT
will optionally require a rating of high trust to maximise the
feasibility of implementation.

J. REWARDS AND INCENTIVES
A satellite operator joining the DLT network will be primar-
ily motivated by the potential for cost reduction, increased
revenue, and improved operational efficiency. Participation
in the network can lower operational expenses, which can be
significant and grow with increasing constellation size [4].
Additionally, DLT integration facilitates facilitate M2M task-
ing which opens up lucrative new business models, enabling
operators to generate more revenue [8], [137]. Access to valu-
able information about the positions of satellites outside their
own constellations further enhances operational planning for
operators and agencies. Whilst these benefits may be enough
to encourage widespread adoption, additional incentives may
still be required.

Incentives, both financial and non-financial, can be embed-
ded within the consensus process to further encourage
participation. Financial incentives could reward operators
for contributing their satellites’ computational resources to
support the network. Financial rewards can also help offset
the costs associated with switching over to using a DLT,
improving accessibility for operators with limited financial
resources. However, implementing transaction fees to fund
these incentives may not be suitable for an IoT-like environ-
ment, where thousands of transactions are being processed
per second.

In a fully decentralised system, the costs of maintaining the
network are distributed among participants rather than being
borne by a central authority. Financial rewards could be used
to help reduce the net effect of those costs, improving the
likelihood of uptake from satellite operators, and making the
technology more accessible to operators from companies or
agencies with less financial resources.

Non-financial incentives, such as additional network privi-
leges, improved reputationwithin the network, or information
of value to mission operations, provide an alternative means
of encouraging participation while avoiding transaction fees.
Such incentives create an ecosystem where users benefit
from actions that support the wider network rather than just
their own operations. The decision on whether to implement
financial or non-financial incentives in the network is depen-
dent on both functional attributes of the DLT, such as the
consensus mechanism, and non-functional attributes such as
the design philosophy. For this assessment, it is preferable,
but not mandatory, that the DLT allows for the addition of
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incentive mechanisms to maximise the flexibility in design
to meet the needs of the satellite operators that will use the
technology.

K. OPEN SOURCE
Transparency and robustness are key characteristics of any
technology operating in a highly regulated and mission-
critical domain, such as space. One way these properties
can be introduced into software is by ensuring it is open
source. Unlike proprietary systems, open-source software
ensures transparency [138], which is essential for building
trust among stakeholders [139]. It also allows for independent
verification of the code, facilitating robust auditing processes
and ensuring that the system operates as intended without
hidden vulnerabilities or dependencies [70]. Furthermore,
open-source solutions mitigate the risk of introducing exter-
nal, third-party dependencies, providing greater reliability
and control. In a field where adaptability to unexpected chal-
lenges is paramount, the collaborative nature of open-source
development enables faster responses to evolving needs and
threats, whilst also providing operators with the flexibility
to adapt the system to their specific needs, much like the
customisation seen in Android [140].

A significant challenge in adopting DLTs in satellite
networks is that satellites are heterogeneous [119]. Given
the wide variations in on-board hardware and computa-
tional capabilities, no universal assumptions can be made.
Open-source software simplifies the process of identify-
ing necessary modifications for compatibility. Moreover, the
transparency it provides helps in estimating the scope and cost
of integrating such technology.

Whilst many DLTs are open source and supported by large
developer communities, some have patented elements of their
technology. Others, despite not securing patents, choose to
keep their information closed rather than publishing it openly.
For example, Kadena has patented its Chainweb DLT [141],
and Hedera’s Hashgraph protocol, which is used to broadcast
messages as part of their consensus mechanism, was origi-
nally patent protected [142]. However, this protocol has since
been released as open source under an Apache 2.0 license and
is now part of the Linux Foundation Decentralized Trust’s
Hiero project [143].

V. SUITABILITY OF DISTRIBUTED LEDGER
TECHNOLOGIES TO THE SPACE ENVIRONMENT
This section presents the overall findings of the DLT assess-
ment and examines the suitability of different types and
configurations of DLT components for use in satellite net-
works, including comparisons between them. A sensitivity
analysis is also conducted to evaluate the impact of varying
throughput and finality time requirements. The individual
findings for each of the sixteen assessed DLTs are discussed
in Section VI.
When assessed, each DLT is given a Red, Amber, Green

(RAG) rating against their performance against each of the

identified requirements. Green represents a suitable candidate
for use in a satellite network. Amber represents a candidate
that would be suitable for use in a satellite network with
some alterations being made to some features, and Red repre-
sents an unsuitable candidate. The boundaries for the Green,
Amber and Red ratings for each of the DLT requirements
are summarised in Table 4. Where possible, a sensitivity
analysis has been performed on these boundaries, analysing
how changing the stringency of the requirements affects the
overall suitability of the DLTs for use in the space environ-
ment. The requirements with boundaries that have undergone
this analysis are presented in the top four rows in Table 4.
Each DLT received an overall RAG rating based on their
performance against the full set of mandatory and optional
requirements. Table 5 summarises these RAG ratings and
illustrates the comparative ranking of the selectedDLTs based
their suitability to operation in orbit, with the DLTs presented
in descending order of performance against the requirements,
starting with the best performing DLT listed at the top of the
table.

The results in Table 5 show that DLTswith DAGor sharded
Blockchain architectures are better suited to operation in a
satellite network, with only one DLT in the top five DLTs
having a traditional Blockchain architecture. This is because
traditional Blockchains are more restricted in their maximum
throughput [144], with Bitcoin having the lowest throughput
of all assessed DLTs falling three orders of magnitude below
the minimum requirement of 3000 TPS. Algorand [82], Hed-
era [72] and MultiversX [83], which all received an overall
RAG rating of Green, are considered the strongest candidates
for use in a satellite network.

Algorand satisfies all the mandatory technical require-
ments for operation on a satellite, but is outperformed
on throughput by Hedera, MultiversX and Kadena Chain-
web [145]. Algorand’s throughput of 6000 TPS is still high
enough to satisfy the minimum expected transaction rate
of 3000 TPS produced by satellite data collection, but would
not be sufficient against the more stringent requirement
of needing 30,000 TPS whereas MultiversX and Hedera
would be better suited for coping with this higher transaction
throughput, as their throughput rates are of the required order
of magnitude. Hedera also satisfies all the mandatory require-
ments, however it performs less strongly on the optional
requirements which would facilitate uptake from satellite
operators and other stakeholders. MultiversX is also a strong
candidate for a DLT that can be used in satellite networks.
Its main weakness is its power consumption per transaction
which is two orders of magnitude more than Algorand [146],
and five orders of magnitude more than Hedera [80].

Notably, both Algorand and MultiversX make use of
non-deterministic variants of the PoS consensus mechanism,
which are designed to boost throughput and security but are
susceptible to centralisation risk from economies of scale.
In the context of satellites, economies of scale could look
like one operator with more financial resources increasing its
stake to improve its probability of being selected for involve-
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TABLE 4. A summary of the RAG boundaries for each of the attribute requirements.

ment in a validation committee and gaining more influence
over the wider network to, for example, gain more financial
rewards.

All three of the assessed DLTs that use the PoW con-
sensus mechanism, Bitcoin [77], Kadena Chainweb and
Zilliqa [147], received overall RAG ratings of Red, indicating
that they are not suitable for use in satellite networks. Their
use of PoW plays a significant role in this due to its high
computational intensity [80], and inability to reach consensus
in an asynchronous environment. Bitcoin, like Holochain [75]
and EconLedger [92], is further disadvantaged by not having
smart contract functionality which would be required in many
satellite network use cases.

It is noted that each of the top rated DLTs for space-based
application received an Amber or Red RAG rating for trust.
Only Ethereum and Bitcoin have high trust (rated Green)
because of their widespread adoption in the financial indus-
tries. Trust is a qualitative measure of a combination of age of
the technology, openness, and brand recognition. The top fifty
percent of assessed ledgers were created between 2016 and
2020 compared to more mature DLTs like Bitcoin, created
in 2009, which may act as a barrier to uptake from satellite
operators and other stakeholders. DLTs have only emerged
outside of the financial sector in the last decade and are still
considered by many to be risky as applications in areas like
IoT are still uncommon [28]. However, when considering all
the factors, qualitative trust, as an optional requirement, did
not overtake the mandatory requirements.
Storage is likely to be a concern for any DLT deployed

in the orbital environment. The figures for storage shown in
Table 4 represent the amount of memory required to store the
entire transaction history for each DLT. For constellations of
thousands of satellites each submitting thousands of TPS, the
amount of data being generated quickly reaches the scale of
GB per orbit cycle, which is not feasible to fully store onboard

satellites over time periods of multiple orbits. However, not
all satellites may need to store the entire ledger. Many of
the assessed DLTs allow for off-chain storage which can
outsource the computational storage burden to an external
entity, but with the trade-off of increased network centrali-
sation. Other DLTs make use of pruning functionality, such
as DHTs [75], state snapshotting [83], and light clients [64],
where only recent transactions are stored across all nodes and
the older state is periodically archived. In a space context, his-
torical orbit ephemeris data, which has little value for safety
critical satellite operations, could be archived in this way and
stored off-chain in a more centralised solution since there is
less risk attributed to this data being lost. This would enable
more higher priority information, such as recent ephemeris
data, to be stored on-chain in a decentralised manner.

The permission structure of DLTs does not directly deter-
mine their overall suitability for use in a satellite network.
Among the top fifty percent of assessed DLTs, there is a mix
of permissioned, permissionless, and configurable options.
In an orbital ecosystem formed of many satellite constella-
tions, it is likely that sub-ledgers with varying permission
structures will be employed to better address the specific
requirements of individual operators or constellations. There-
fore, the fact that this feature does not significantly influence
the overall results is a positive outcome.

None of the assessed DLTs satisfy all the mandatory
and optional requirements at their least stringent, with a
required throughput of at least 3000 TPS and a transaction
finality time of less than five minutes, indicating gaps in
the technology that will need to be addressed before this
technology is ready for use in a satellite network. Only
two DLTs, Algorand and Hedera, receive an overall RAG
rating of Green when assessed against the most stringent
set of requirements, requiring a transaction throughput of at
least 30,000 TPS and a transaction finality time of less than
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TABLE 5. A ranked comparison of the RAG ratings of all assessed DLTs.

ten seconds. MultiversX receives an overall RAG rating of
Green when assessed against the least stringent requirements,
however it is demoted to an overall RAG rating of Amber
when assessed against the most stringent requirements due to
its throughput being less than 30,000 TPS. It is noted that
only one DLT, Kadena Chainweb, can satisfy the require-
ment of processing 30,000 TPS. When assessed against
the most stringent requirements, Helium is also demoted,
moving from an overall RAG rating of Amber down to
Red, due to its relatively high 60 second transaction finality
time.

This analysis indicates that Algorand is currently the
strongest candidate for being applicable for use in satellite
networks. However, it does not satisfy the more stringent
throughput requirement of 30,000 TPS and would there-
fore require adaptations to its architecture and consensus
mechanism to enhance its performance. Ideally, any adapted
consensus mechanism should contribute meaningful infor-
mation to the broader system, similar to PoENF and PoC,
rather than relying solely on computational work to achieve
consensus. Additionally, trust in Algorand’s technology is
rated Amber. This may hinder adoption from satellite oper-
ator, so further work is needed to mature the technology and
validate its suitability for application in satellite networks
before Algorand can be considered a viable DLT solution in
this context.

VI. DISCUSSION OF INDIVIDUAL DISTRIBUTED LEDGERS
This section presents a more detailed analysis of the assess-
ment results for each of the sixteen evaluated DLTs. Each
subsection examines a specific DLT, outlining its key char-
acteristics, strengths, and limitations in the context of the
identified requirements. The discussion highlights how each
DLT aligns with both the mandatory and optional criteria,
providing insights into its suitability for deployment in satel-
lite networks. The results for each individual DLT appear in
alphabetical order.

By systematically evaluating each DLT, this study enables
a comparison of the capabilities and trade-offs between each
DLT variant. These findings serve as a foundation for select-
ing the most appropriate DLT for space-based applications,
considering factors such as scalability, security, and adapt-
ability to satellite environments.

A. ALGORAND
A permissionless Blockchain designed to improve scalabil-
ity and performance while maintaining decentralisation and
security [82]. Its Pure PoS consensus mechanism allows
for faster transaction finality, lower power usage, and low
fees. Algorand was created with a focus on Decentralised
Finance (DeFi) and digital assets, making significant use of
functionality such as smart contracts. Its innovations include
fast block finality and a randomised committee selection
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process, ensuring robust security and fairness. However, as a
general-purpose blockchain, its suitability for highly specific
IoT requirements may be limited without additional layers
of customisation. Algorand can store the DLT either on or
off chain, allowing for flexibility in the design of storage
solutions for use onboard satellites.

Algorand fulfils all the mandatory requirements identi-
fied in Section IV and satisfies three of the four optional
requirements making it the most suitable DLT for use in
satellite networks. A potential barrier to implementation is
that Algorand is not as widely trusted as other, more popular
DLTs such as Ethereum, however Algorand is partnered with
many industrial and academic partners that are supporting and
developing this technology with the Algorand Foundation,
showing that this DLT is growing in popularity and recogni-
tion. Algorand is also developing post-quantum technologies
to ensure cryptographic security in its long-term future, which
will be critical for use in satellite networks where data secu-
rity is paramount.

B. AVALANCHE
A highly scalable DLT designed for deploying customis-
able networks and dApps [148]. It uses a unique Snowman
consensus protocol that relies on random sampling and sub-
network architecture to optimise speed and scalability [149].
Avalanche has a complex architecture, combining elements
of Blockchains and DAGs, which is tailored for DeFi and
digital assets, and which may require significant technical
expertise to configure and deploy effectively in satellite sys-
tems. Furthermore, its flexibility can add to the overhead
in designing specific IoT applications, such as inter-satellite
communication.

Avalanche satisfies three of the four optional requirements;
however, it performs worse than other DLTs against the
mandatory requirements. Avalanche’s Snowman consensus
mechanism, although novel and secure, is more computa-
tionally intense than other DLTs using energy on the scale
of 0.002 kWh per transaction [80], an order of magni-
tude above the requirement outlined in Section IV-D. It is
also unclear whether Avalanche is ABFT. Avalanche has
been tested under asynchronous conditions, however the
randomised nature of its consensus mechanism makes its
consensus guarantees probabilistic rather than determinis-
tic, meaning Avalanche cannot guarantee certainty around
its consensus in asynchronous settings. It can instead only
provide a high probability of assurance that a valid consensus
will be reached.

C. BITCOIN
Bitcoin was the first DLT, launched in 2009 to serve as a
decentralised digital currency [77]. Bitcoin’s brand is univer-
sally recognised, and its structure is trusted as one of the most
secure Blockchain platforms currently in operation. Built on
a permissionless, PoW Blockchain, it enables peer-to-peer
transactions without intermediaries. Bitcoin’s architecture

prioritises security and decentralisation but has limitations
in scalability and transaction speed. Its creation marked the
beginning of the cryptocurrency era and remains the most
prominent and widely used digital currency globally.

The PoW consensus mechanism used by Bitcoin is reliant
on synchronous networks and is highly resource-intensive
and so is highly unsuitable for IoT-style satellite networks,
where energy efficiency is paramount. Its low transaction
throughput and lack of smart contract support also limit its
applicability to satellite networks. Bitcoin fails to meet most
of the technical requirements for use in satellite networks
due to its computational burden, slow speeds, and basic
functionality.

D. CARDANO
A permissionless Blockchain focused on sustainability, scal-
ability, and interoperability, designed primarily for secure
smart contracts and dApps [150]. It employs the Ouroboros
PoS consensus mechanism [84], which is energy-efficient
and mathematically verifiable, but not suitable for use in
asynchronous networks such as satellite constellations as it
is not ABFT. It aims to facilitate DeFi, identity management,
and supply chain tracking.

Cardano has a strong focus on security and formal verifica-
tion is beneficial for mission-critical applications. However,
the platform’s ongoing development means some features
required for satellite network integration, such as advanced
interoperability with non-Blockchain systems, may still be
maturing [151]. Additionally, the platform’s reliance on
a layered architecture could introduce latency in highly
time-sensitive satellite networks, on top of having a slow
transaction finality time on the scale of two minutes. This
impacts Cardano’s maximum throughput which is an order
of magnitude lower than other assessed DLTs, handling only
a few hundred TPS rather than the required thousands of TPS.

E. EconLedger
Apermissioned Blockchain designed to provide a lightweight
and secure infrastructure for Internet of Video Things (IoVT)
edge networks [92]. It focuses on addressing the secu-
rity and scalability challenges of integrating traditional
blockchain systems into resource-constrained IoVT devices.
EconLedger’s architecture incorporates a unique PoENF con-
sensus mechanism that leverages ENF signals extracted from
multimedia recordings as region-of-recording proofs. This
consensus mechanism requires validators to present valid
ENF-containing multimedia signal proofs for block genera-
tion, reducing computational and storage demands compared
to PoW or PoS.

To reduce storage overhead, EconLedger uses a hybrid
on-chain and off-chain storage solution, where raw data are
stored in a decentralised database and only hashed references
are recorded on the blockchain. This combination of a novel
consensus mechanism, hybrid storage, and a permissioned
network model makes EconLedger particularly well-suited
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for small-scale IoVT networks, where resource efficiency and
security are paramount, but its ability to perform in larger
and asynchronous networks such as satellite constellations
is not yet known. EconLedger is a novel DLT which has
not been used widely in commercial applications and does
not yet support smart contract functionality which reduces its
suitability for use in satellite networks.

F. ETHEREUM
A permissionless Blockchain designed to execute smart
contracts and dApps [63]. It introduced the concept of
programmable blockchains, enabling developers to deploy
dApps and smart contracts using its native programming
language, Solidity [96]. Known for its versatility and wide
adoption, Ethereum underpins the majority of DeFi and NFT
projects globally and is recognised worldwide as a secure
and reliable DLT which forms the foundation of many other
decentralised ecosystems. Ethereum’s programmability and
widespread adoption in the blockchain ecosystem make it
an attractive platform for satellite networks needing smart
contract functionality.

Ethereum is the only assessed DLT to satisfy all four
of the optional requirements, indicating that Ethereum has
the fewest barriers to uptake from a stakeholder perception
perspective. However, its high transaction fees, low transac-
tion throughput and comparatively slower finality times may
still hinder real-time satellite IoT use cases, particularly in
high-frequency data scenarios. Ethereum is also only suitable
for use in synchronous networks, limiting its applicability in
time-varying satellite networks.

G. HEDERA
ADLT built on the unique, Hashgraph consensusmechanism,
which is faster andmore efficient than consensusmechanisms
used by traditional Blockchains [72]. With its DAG archi-
tecture, Hedera’s high throughput, low latency, and energy
efficiency make it a strong contender for use in satellite
networks, particularly for applications requiring rapid data
transmission.

Hedera is one of only two assessed DLTs which satisfy
all the mandatory requirements for use in a satellite net-
work, showing that is it well suited to resource constrained,
asynchronous environments. However, Hedera is a recent
technology, having been released in 2018 and as such the trust
in this technology is not as high as other, more established
DLTs like Ethereum. To help increase user trust, Hederamade
their source code and Hashgraph consensus protocol open
source as part of the Linux Foundation Decentralized Trust’s
Hiero project in 2024 [143]. This improves the transparency
of this technology and enables community input, which had
not been possible when the protocol was patent protected. The
transition to being open source was completed in early 2025,
meaning the community supporting the project is still in the
early stages of growth, and work to improve user support and
documentation is still ongoing.

H. HELIUM
A decentralised wireless network designed for IoT devices,
built on a permissionless Blockchain that incentivises par-
ticipants with its native cryptocurrency, HNT [64]. It uses a
unique PoC consensus algorithm to verify the location and
availability of hotspots in the network. This consensus mech-
anism directly benefits the network infrastructure, rather than
wasting the computational work put in to achieving consensus
and can run on low power devices. However, it has a slow
transaction finality time of around 60 seconds, which could
lead to bottlenecks in a large network of satellites producing
significant amounts of transactions.

As a decentralised wireless network rather than a tradi-
tional ledger, Helium is not highly interoperable with other
DLTs. This feature also makes it less resilient to attack from
malicious participants who can physically hijack a nodewhile
continuing to provide wireless coverage, using that node to
submit malicious transactions to the ledger, making it suit-
able for providing wireless internet but less suitable for data
sharing.

I. HOLOCHAIN
A decentralised framework for building peer-to-peer applica-
tions that do not rely on a traditional Blockchain [75]. It uses
agent-centric data storage and validation, where each user
maintains their own ledger, rather than having one global
copy. This makes assessing Holochain’s transaction through-
put and finality time challenging as it will be dependent
on the hardware and protocols used on the individual agent
and will vary across agents in the network. Instead of using
a traditional global ledger, Holochain has a global DHT
which contains hash references to each agent’s individual
ledger. This lack of global consensus may pose challenges
in synchronising satellite networks where unified data states
are crucial, particularly in asynchronous environments where
consensus cannot be reached without a global state.

Unlike typical Blockchains, Holochain is highly scalable
and energy-efficient [49], [152], tailored for applications such
as social networks, supply chains, and collaborative plat-
forms. Its design prioritises user autonomy and local-first
processing, which can reduce latency but at the sacrifice of
global consensus, which is required for use of smart contracts.
Consequently, smart contracts are not enabled on Holochain,
making M2M tasking unfeasible with this DLT.

J. HYPERLEDGER SAWTOOTH
A modular, permissioned Blockchain designed for enterprise
use cases [153]. It supports pluggable consensus mecha-
nisms, with PoET being its most notable. Whilst PoET is not
suitable for use in asynchronous environments, other plug-
gable consensus mechanisms are, and these could be used
in a satellite network. This architecture ensures compatibility
with various user needs.

Hyperledger Sawtooth is used in supply chain manage-
ment, healthcare, and other industries requiring reliable

VOLUME 13, 2025 123247



B. Probert et al.: Review of Distributed Ledger Technologies for Satellite Operations

and transparent data sharing among a pre-approved set of
participants. Its support for pluggable consensus mecha-
nisms can optimise energy efficiency [154]. However, the
need for centralised oversight in some deployments adds
additional centralisation risks and a need for administra-
tive oversight. Hyperledger archived the Sawtooth project
in February 2024 to concentrate on developing its other
technologies [155]. The lack of ongoing support for this
technology will add additional barriers to implementation.

K. KADENA CHAINWEB
Kadena Chainweb has a unique multi-chain architecture that
connects multiple PoW Blockchains in parallel, improving
throughput and scalability without sacrificing security [145].
This parallelisation provides Chainweb with the highest
transaction throughput of all the assessed DLTs, well above
even the strictest requirements for throughput identified
in Section IV-A. It is designed for enterprise applications
requiring high-performance smart contracts. Its use of Pact,
an intuitive smart contract language, offers the scalability
necessary for satellite IoT networks handling high data vol-
umes. However, Pact is not as widely used as other smart
contract languages like Solidity, which may limit its interop-
erability with other DLTs.

Despite its advantages, the reliance of Chainweb on PoW
introduces significant challenges, particularly in energy con-
sumption and network adaptability. Whilst PoW ensures
security and improves attack resilience, it increases energy
consumption, posing challenges for satellites with limited
power, and makes Chainweb unsuitable for use in time-
varying networks. Additionally, the multi-chain architecture
increases the storage requirement for nodes using this DLT,
which may make it difficult to implement onboard satellites
with constrained computational storage.

Chainweb is patent protected [141], which introduces
problems for implementing this technology in the space envi-
ronment. Patent protection means that Kadena’s Chainweb
is opaque to developers and users of the DLT, which may
reduce trust in the technology. In addition, this means that
any adaptations or applications built using the Chainweb are
dependent on Kadena as a third party. If Kadena made any
changes to their platform, it would impact the rest of the
system and the users and developers would have no control
over that, reducing autonomy and introducing a degree of
centralisation at Kadena.

L. THE LOOM NETWORK
A Blockchain sidechain optimised for scaling dApps and
games [156]. It uses a Delegated PoS consensus mechanism
and features layered scaling solutions, allowing for high-
speed, low energy usage and low-cost transactions [157].
However, Loom’s emphasis on gaming and consumer appli-
cations may limit its maturity and adaptability for the
complex demands of satellite systems.

As a sidechain, Loom relies on having a main Blockchain
to anchor transactions to, which creates additional implemen-
tation overhead and storage requirements. Sidechains are also
susceptible to additional, unique attacks and often seen as a
point of weakness when malicious participants are looking
for attack targets. Additionally, Loom’s architecture is only
suited to synchronous networks, reducing its suitability for
deployment in time-varying satellite networks.

M. MultiversX
Formerly known as Elrond, MultiversX is a sharded, per-
missionless Blockchain designed for scalability and low
latency [83]. Its adaptive state sharding and Secure PoS con-
sensus mechanism provide excellent scalability and energy
efficiency, ideal for satellite networkswith high data volumes.
It has the highest transaction throughput of the three DLTS
with an overall rating of Green.

With its low-latency architecture, MultiversX minimises
the risk of congestion and ensures real-time data han-
dling, both of which are crucial features for satellite
operations. MultiversX focuses on DeFi, NFTs, and Web3
applications, making it versatile in its usage and adop-
tion. MultiversX requires more computational resources
to execute and store compared to other DLTs. This is
due to its state sharding mechanisms which require the
sharded groups to be randomly redistributed to avoid pre-
meditated attacks, which may impact its suitability for use
onboard resource constrained satellites. MultiversX satis-
fies all other mandatory requirements as well as three of
the four optional requirements for use onboard satellites,
making it one of the strongest candidates for use in this
scenario.

N. OByte
Also known as Byteball, a permissionless DAG designed
for fast, secure, and scalable transactions [158]. Unlike
Blockchains, it uses a tangle-like architecture that eliminates
miners, making it highly energy efficient and scalable [159].
However, the DAG model’s reliance on sufficient activ-
ity to maintain network security could be problematic in
sparsely populated satellite networks. This will exacerbate
pre-existing concerns with latency, as OByte already has a
slow transaction finality tie of around 90 seconds.

OByte has had a low user uptake since its release in 2014,
signalling that users may prefer other DLTs that offer a higher
transaction throughput or improved security. OByte may also
not be suitable for use in time-varying networks as it is
not known if it is ABFT, which would impose significant
challenges in implementing it in a satellite network.

O. TANGLE
The DLT underpinning the IOTA platform, specifically
designed for IoT applications [65], aiming to minimise
power usage whilst maximising transaction throughput [160].
It is a permissionless DAG enabling free and scalable
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microtransactions. Tangle’s structure allows users to ver-
ify other transactions as they submit their own, removing
the need for miners and fees. Whilst this removes the
risks of participants paying substantial amounts of fees for
high volumes of transactions, it also removes the ability
to add additional incentives into the network which may
be required to boost adoption by satellite operators. How-
ever, like OByte, its reliance on user activity to validate
transactions might create challenges in low-activity satel-
lite networks, potentially impacting reliability in isolated
constellations.

There are ongoing security concerns with the Tangle’s
architecture. The presence of multiple entry points into the
ledger heightens its vulnerability to potential attacks. How-
ever, the IOTA Foundation has recently released the testnet
for ‘IOTA rebased’ which aims to address some of these
concerns by moving away from the centralised ‘Coordinator’
validationmodel [161], and instead using Delegated PoSwith
the Mysticeti protocol [162], which claims to be the first
DAG-based BFT consensus protocol to achieve consensus in
three message rounds [163].

P. ZILLIQA
A sharded, permissionless Blockchain designed to address
scalability challenges [147]. It is the first Blockchain to
implement sharding at the network level, which allows
for parallel processing of transactions and smart contracts.
Zilliqa is optimised for applications requiring high-speed
transactions, such as financial services and data market-
places, however its transaction finality time is compar-
atively slower when compared to newer DLTs such as
MultiversX.

The combination of sharding and secure consensus, incor-
porating PBFT and PoW, makes Zilliqa highly suitable for
satellite networks handling high transaction volumes. How-
ever, the computational burden remains relatively high [164].
Additionally, its broad focus on general Blockchain applica-
tions might limit its built-in support for IoT-specific features.
Furthermore, Zilliqa is designed for use in synchronous net-
works, reducing its suitability for use in time-varying satellite
networks.

VII. DISCUSSION
DLTs are positioned to transform the operation of space-
based services, by enhancing the cost-effectiveness and
efficiency of satellite operations through secure, transparent,
and automated data exchange. By leveraging decentralised
automation, enabled by smart contracts, these technolo-
gies can enhance satellite coordination, a critical capability
in an increasingly congested LEO. However, this review
finds that no DLTs fully satisfy all the mandatory and
optional requirements for integration into satellite networks.
This assessment also identifies significant gaps, particu-
larly concerning consensus mechanisms and data storage
approaches.

One of the most critical limitations in existing DLTs is
the consensus mechanism they employ. This review deter-
mines that DLTs that use a DAG or sharded Blockchain
architecture alongside a non-deterministic PoS consensus
mechanism are most suitable for space-based applications.
To operate effectively in the resource-constrained environ-
ment of satellite networks, a consensus mechanism must
be ABFT without being computationally intensive. Further-
more, such a mechanism should contribute to meaningful
outcomes, like Helium’s PoC mechanism, rather than rely-
ing on processes that expend resources unproductively, as is
the case with PoW and PoS protocols. Such a mechanism
would enhance the efficiency, scalability, and reliability of
DLTs in space-based networks, paving the way for practical
implementation.

Beyond technical challenges, regulatory and legal require-
ments play a crucial role in the adoption of DLTs within
satellite networks [165]. Key challenges include ensuring that
data storedwithinDLTs remains accessible for statutory audit
purposes while adhering to data minimisation principles and
respecting the rights of all network stakeholders. Solutions
must balance the immutable nature of DLTswith the potential
need for data erasure or modification in line with legislative
requirements. This challenge is further compounded by the
resource constraints of satellite systems, which have limited
capacity for large-scale data storage, necessitating judicious
management of data resources.

The rapid advancement of quantum technologies poses
both challenges and opportunities for the cryptographic algo-
rithms underpinning DLTs [166]. As quantum computing
becomes more prevalent, conventional cryptographic meth-
ods may become vulnerable to attacks. If an adversary can
bypass encryption, the integrity of the ledger is at risk, as the
cryptographic hash references that link transactions could be
compromised, undermining the ledger’s immutability. There-
fore, it is crucial to explore and implement post-quantum
cryptographic measures to future-proof these systems and
ensure long-term security of the ledger.

VIII. CONCLUSION
Distributed ledger technologies that employed non-
deterministic Proof of Stake consensus mechanisms and non-
linear architectures demonstrated the highest suitability for
implementation in satellite networks. Technologies using
Proof-of-Work-based consensus mechanisms were consis-
tently found to be unsuitable for use in satellite networks
due to lack of support for asynchronous operation, and fre-
quently excessive power requirements. All sixteen assessed
technologies exhibited trade-offs. Only two, Algorand and
Hedera, met all mandatory requirements, and none satisfied
both the technical constraints of satellite systems and the
broader adoption criteria. These results indicate that, while
technically viable candidates exist, further development is
needed to resolve regulatory gaps and to design efficient,
asynchronous consensus mechanisms before deployment in
orbit can be broadly realised.
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APPENDIX
DISTRIBUTED LEDGER COMPONENTS
This appendix contains information on the fundamental com-
ponents of DLTs. It is intended to support readers unfamiliar
with this technology.

A. BLOCKCHAIN
Blockchains store data in a linear sequence from oldest
to newest, with each newest entry being cryptographically
linked to one previous entry, as shown in Fig. 7. Entries
can be added to a ledger either as an individual piece
of data, known as a transaction, or as a bundle of mul-
tiple transactions, known as a Block [77]. Transactions
will be smaller than blocks, making them less computa-
tionally expensive to store, and can be added to a ledger
faster than an entire block, reducing latency. Blocks con-
tain many transactions and have a fixed maximum size.
Blocks typically contain a header, which includes the cur-
rent block’s hash, the previous block’s hash, and pieces of
metadata, and transaction data, including a cryptographic
hash that ensures data integrity known as a Merkle Root,
as shown in Fig. 8.

FIGURE 7. Sequence diagram of a block being added to a blockchain.

Traditionally, blockchains store data in blocks to enable
multiple transactions to be added to the ledger simulta-
neously [167], improving efficiency and reducing latency.
Blocks can also be more efficient for use in asynchronous,
unreliable, or geo-sparse-DLTswhere theremay be large gaps
in time between committing transactions, and committing
one block is more efficient than committing a larger backlog
of individual transactions [74]. In this linear architecture,
only one block is permitted to be added to the chain at any
given time. If nodes in the network attempt to add multiple
blocks simultaneously, consensus mechanisms decide which
block will be verified and added to the chain [31], and the
other conflicting blocks will be orphaned from the chain
and not used as a link to newer blocks. Orphaning blocks
is an inefficient side effect of the Blockchain architecture,
where the resources used to generate the block end up being
wasted [168].
A significant benefit of the blockchain architecture is its

security and resilience to attack, which is enhanced by the
limitation of only being able to add one block at a time,

FIGURE 8. The structure of blocks in a distributed ledger.

minimising opportunities for attacks on the ledger. However,
a linear design limits the maximum throughput as one block
has a maximum size and imposes an upper bound on how
many transactions can be added to the blockchain in each time
step, making DLTs with blockchain architectures difficult to
scale [144].

B. ACCESS CONTROL AND PERMISSIONS
Access Control determines who can access the ledger, what
users are allowed to do, and how many transactions can be
added to the ledger at any one time. The primary purpose of
access control is security and the authorisation of users, help-
ing to ensure that malicious participants are prevented from
modifying the ledger [43]. In the context of satellite networks,
access control determines which satellites can participate in
the network and how satellites operated by different organ-
isations can interact. Access control schemes for satellite
networks will also need to account for inactive Resident
Space Objects (RSOs). Inactive RSOs will not be able to
actively participate in the network, but in situations where
satellites need to know the positions of all space objects, such
as for automated manoeuvres, the positions of RSOs must be
accounted for as part of the network. How access control is
managed is dependent on the user authentication strategy and
permission level of the network.

DLTs can have three types of permissions: permissioned,
permissionless and consortium [169]. Fig. 9 illustrates how
these three types of permission levels may present themselves
within satellite networks, including the presence of ground
stations and Inactive RSOs. A permissioned network requires
all users to be trusted or authorised against some fixed criteria
before being granted access to the network [60]. The benefit
of permissioned networks is that they are more likely to be
secure and honest environments, reducing the need for con-
sensus mechanisms to be overly secure and expensive. Many
ledgers use a permissioned system to be able to use non-PoW
consensus mechanisms, which may be less secure but can
offer a higher transaction throughput and require less com-
putational power [47]. Permissioned networks also enable a
level of data privacy as only authorised users can access the
ledger. A permissionless network is completely public. Any
user can join the network, and all transactions are transpar-
ent to all parties. Permissionless networks tend to be more
decentralised than permissioned networks as they require
no centralised entry criteria or administration. However, this

123250 VOLUME 13, 2025



B. Probert et al.: Review of Distributed Ledger Technologies for Satellite Operations

FIGURE 9. Illustrations of a permissioned, consortium and
permissionless DLT on a satellite network.

makes these networks more likely to include malicious nodes
which increases the security requirements for the network and
presents a more critical requirement to be BFT [170]. Finally,
a consortium is a combination of elements from both permis-
sioned and permissionless networks. A predefined group of
trusted organisations are granted access to the network, which
could be useful for space networks comprising industry and
government platforms. The consortium establishes its own
governance rules. Organisations can then add many partici-
pants in the same way as a permissionless ledger.

Access control in permissioned and consortium ledgers is
typically managed by a central administrator or process that
grants entry to nodes or organisations, ensuring structured
participation in the network. Either all nodes can have the
same access rights, or in some use cases, a network may
also implement Role Based Access Control (RBAC) [171],
where different users are assigned distinct roles in the system
which come with different abilities and access levels. This
can also be implemented in a Consortium network, where
different organisations may be granted either the same access
or organisation-specific access. Networks of heterogenous
devices may prefer to use Capability Based Access Control
(CBAC) [172], where nodes are assigned tokens based on
what they can do, such as their storage capacity or computing
power. For example, if a node does not meet the capability
criteria, and thus may not be capable of running a compu-
tationally complex consensus mechanism, they will not be
selected to join a validation committee.

Permissionless ledgers do not restrict entry, instead
depending on consensus mechanisms to evaluate the trust-
worthiness of a node and its contributions to the net-
work [170]. Some consensus mechanisms, combined with

ledger architecture, also determine how many transactions
can be added to the ledger at a given time. For example,
in PoW the rate at which blocks can be mined and added
to a blockchain can be set by changing the difficulty of the
hash puzzle needed to be solved. If it is made easier to solve,
the transaction throughput rate increases as it takes less time
for the puzzle to be solved and the block to be mined. This
helps to reduce congestion and bottlenecking, which is amore
significant problem for permissionless networks as they have
no control about how many nodes join a network at any given
time [173].

Beyond consensus mechanisms, additional access control
measures may be necessary to ensure security and efficiency,
as demonstrated by IOTA’s Tangle, a permissionless DAG
which employs a separate access control algorithm to its con-
sensus mechanism, which uses buffer management penalties
to punish malicious participants without increasing latency
experienced by honest nodes [71]. This is in place because,
although the consensus mechanism ensures that the network
reaches consensus on the order and validity of transactions,
it does not inherently regulate how transactions enter the
Tangle or address congestion at the entry point.

C. DATA STORAGE
Data storage solutions for a DLT fall into two main cate-
gories: on-chain, and off-chain. On-chain storage requires
every node in the network to be able to store at least a portion
of the ledger’s transaction history, whilst off-chain storage
offloads this requirement to an external entity such as a sepa-
rate distributed database or a cloud server, meaning nodes in
the network need to only store minimal information, such as
references for looking up information in a DHT [11], [37].
In satellite networks, data should ideally be shared across
trust boundaries, ensuring high accessibility and resilience
without reliance on a central authority. However, the inherent
storage limitations of satellites make the choice of a suitable
storage solution critical.

The relationship between data storage solutions and per-
mission levels in a DLT plays a crucial role in determining
the system’s overall degree of decentralisation. A fully
decentralised approach involves every node storing a com-
plete copy of the ledger, ensuring maximum data avail-
ability and security. However, this is often impractical for
resource-constrained environments such as IoT systems and
satellite networks [11]. As more nodes join the network
and more transactions are appended to the ledger, more
storage is required to maintain the entire transaction his-
tory. The Bitcoin blockchain has an annual growth rate of
approximately 16.18%, equal to approximately 0.24GB per
day [126], whilst the Ethereum blockchain has an annual
growth rate of approximately 45.93%, equal to approximately
0.58 GB per day [127]. A more centralised storage solution,
such as storing data in a cloud server, would reduce the
storage burden on nodes in the network, but introduces a
single point of failure which could compromise data security
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and network robustness, and reduce data availability making
it unsuitable for use in zero-trust environments, such as satel-
lite networks [8], [73]. A centralised data storage solution
requires an external authority to manage access to the data,
such as a database administrator, which introduces a trust
dependency into the system.

To address the challenge of maximising decentralisation
within given storage constraints, various alternative data stor-
age solutions have been developed. In addition to sharding,
where nodes are groups together into smaller clusters for
parallel processing of data [174], layered architectures can
also be used to abstract transaction data away from the main
ledger. A layered approach involves introducing new lay-
ers into the ledger’s architecture, such as a specific storage
layer [11]. A new layer could either be a physical layer of
specialised, dedicated nodes that store full ledger histories,
or a virtual software layer where data storage is outsourced.
Some DLTs, such as Filecoin, use the InterPlanetary File
System (IPFS) as a second layer storage solution [175]. IPFS
is a peer-to-peer file sharing network, where each storage
node stores a portion of the overall data, and data are accessed
via a DHT. Whilst this keeps the data distributed and secure,
any DLT making use of the IPFS then becomes dependent on
IPFS as a third party, which introduces risks around trust and
having a single point of failure.

D. INCENTIVES
Successful operation of a DLT relies on the availability
of computational resources. In a decentralised network,
the responsibility for providing these resources is shared,
rather than relying on an ownership authority to provide
resources such as servers. Some of the vital operational tasks,
such as validating transactions, require more computational
resources to perform, with the exact amount of computa-
tion required being dependent on ledger components such
as architecture, consensus mechanism, and storage solution.
To encourage participants to use their resources to support
the ledger network, something which may not always directly
benefit them if they are not submitting transactions, many
ledgers implement incentive mechanisms to provide rewards
to nodes that take on some of the computational burden [23],
[25]. These rewards can be financial, as is the case with
mining rewards in Bitcoin [77], or can be provided in the
form of some other difficult-to-obtain quantity such as rep-
utation [75].
Incentives play a crucial role in satellite-based DLTs.

Unlike traditional terrestrial networks, satellite networks
face additional challenges such as latency, bandwidth lim-
itations, and the physical cost of maintaining satellites in
orbit. To ensure sufficient participation in maintaining the
ledger, incentive mechanisms must be tailored to address
these unique conditions.

Many DLTs rely on incentives to encourage participants
to contribute computational resources, whereas others adopt
different models driven by operational goals that prioritise

alternative motivations over incentive rewards [45]. For per-
missioned and consortium ledgers, which often operate in
trusted environments, computationally expensive consensus
mechanisms are not usually needed and so there is a less
significant burden on participants to support network oper-
ations. Participants will often instead be motivated by shared
goals, such as improving network efficiency. Other ledgers,
such as IOTA’s Tangle, were developed for non-currency
use cases [176]. Tangle was developed specifically for IoT
applications, and instead of relying on miners or validators,
its design means every participant that submits a transaction
must validate at least two previous transactions, sharing the
validation responsibility equally among all participants, and
creating a pay-it-forward system where incentives are unnec-
essary.

IOTA’s Tangle is a feeless ledger, meaning participants
are not required to pay transaction fees as is the case with
Bitcoin, Ethereum and other popular DLTs. This design is
particularly suited for IoT networks, which are expected to
handle thousands of TPS, a significantly higher volume than
traditional blockchains. Introducing incentive-based rewards
would necessitate the introduction of fees to fund those
rewards, contradicting IOTA’s core design philosophy and
potentially making the platform prohibitively expensive for
participants.

E. ENCRYPTION
Transactions in a DLT are encrypted to ensure data confiden-
tiality and integrity. Encryption plays a vital role in protecting
sensitive information, preventing unauthorised access, and
ensuring the authenticity of participants within a decen-
tralised system. Satellite cybersecurity is a growing concern,
as vulnerabilities in satellite communications can expose sen-
sitive data to cyber threats, making the incorporation of robust
encryption protocols into satellite communication systems
essential [177].

The rapid evolution of computational capabilities presents
challenges to traditional cryptographic methods. Quan-
tum computing has the potential to compromise widely
used encryption algorithms, such as RSA and Ellip-
tic Curve Cryptography, which rely on the difficulty
of problems like integer factorisation and discrete loga-
rithms [166]. In response, research is increasingly directed
towards integrating quantum-safe cryptographic algorithms
into DLTs. Notable examples include algorithms recom-
mended by theNational Institute of Standards (NIST), such as
CRYSTALS-Kyber and CRYSTALS-Dilithium [178], [179],
which are based on lattice-based cryptography. These algo-
rithms offer resilience against the computational power of
quantum systems, promising long-term security in a rapidly
evolving technological landscape.

While encryption enhances the robustness of DLTs, it is
not the sole determinant of a system’s security. DLTs remain
vulnerable to various attack vectors which exploit the decen-
tralised nature of the DLT and the consensus mechanisms that
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underpin it. Sybil attacks involve a malicious actor creating
multiple pseudonymous identities to gain disproportionate
control over the network [85]. Alternate reality attacks occur
when a deceptive group of nodes falsely simulate their pres-
ence in the physical world, even though it does not actually
exist [64]. Attacks undermine trust, particularly in systems
reliant on identity-based reputation or majority consensus.
Similarly, alternate reality attacks involve forking the ledger
and presenting a falsified version of the chain, often to facil-
itate double-spending or invalidate legitimate transactions.
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