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Abstract

Despite the acknowledged importance of security and privacy
(S&P), user engagement with protective practices remains
limited, influenced by complex social dynamics and emo-
tional responses. In this study, we surveyed a representative
sample of 496 U.S. participants to examine the interplay be-
tween social dynamics and emotional responses in shaping
S&P behaviours. Our findings highlight that S&P conver-
sations are infrequent, hindered by perceived social norms,
complexity, and assumed disinterest from others. Participants
associated S&P-savvy individuals with positive traits such
as trustworthiness and intelligence, yet also challenge stereo-
types of paranoia or social awkwardness. Normalizing dis-
cussions and fostering social interactions around S&P could
drive greater user engagement. Emotionally, S&P practices
evoke not only frustration, fear, and feelings of being over-
whelmed, but also curiosity and a desire for empowerment.
Participants cited simplification, enhanced self-efficacy, and
tangible evidence of the impact of their actions as critical
factors making S&P more approachable and engaging. These
insights suggest opportunities to design socially supportive
and emotionally resonant interventions to improve user adop-
tion of S&P behaviours.

1 Introduction

In today’s complex, digitised and interconnected world, secu-
rity and privacy (S&P) are crucial [17, 59]. However, despite
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their importance, many users struggle to adopt S&P protection
measures. These challenges stem from various barriers, in-
cluding a lack of awareness and skills, misconceptions about
the efficacy of such measures, or simply a lack of motiva-
tion [21, 41, 42, 57, 71]. In recent years, the understanding
of S&P as a social phenomenon [46, 52, 82] and the impact
of emotional and psychological factors on users’ engagement
with S&P has gained attention. These factors were found to
be closely intertwined [77] and suggest promising directions
in predicting S&P behaviours [2, 29, 77].

Prior studies have shown that security is often associ-
ated with negative emotions such as fear, frustration, and
uncertainty, which can hinder users’ adoption of protective
behaviours [42, 65, 77]. For instance, users frequently de-
scribe S&P measures as overwhelming, with the domain
often perceived as mystical, unknown, and fearful to non-
experts [19, p.1]. In contrast, positive emotional responses
with high arousals, such as interest, were found to foster pro-
tective behaviours [77].

Despite extensive efforts to improve the usability of S&P
measures, little attention has been given to fostering positive
emotional engagement with S&P. Shifting from fear-driven
narratives to a focus on enjoyment and empowerment could
open new avenues for enhancing user engagement. This moti-
vates our first research question:

RQ1: How can S&P be made more enjoyable, and what
positive attributes do users associate with S&P? This ques-
tion seeks to uncover the factors driving both positive and
negative emotional responses to S&P. We aim to identify
strategies that make S&P more engaging and identify the pos-
itive and negative attributes users associate with S&P, aiming
to uncover opportunities to enhance the broader perception
of S&P.

Social dynamics and emotions are found to be closely
interconnected, with social dynamics causing emotional re-
sponses, and vice versa [77]. They have shown promise in
addressing barriers to S&P adoption, such as raising aware-
ness of S&P issues through informal storytelling [58, 61], or
prompting actions like software updates and privacy settings
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adjustments [20]. Social cues also help users navigate S&P
settings more effectively [23, 24, 28]. However, S&P top-
ics remain under-discussed among non-expert users [22, 77],
and experts often hesitate to engage in these conversations
with non-experts due to fears of disinterest or negative reac-
tions [35].

To leverage the full potential of social dynamics for improv-
ing S&P practices, it is essential to understand why people
choose to engage in or to avoid conversations about S&P and
identify strategies to encourage these discussions. This leads
to our second research question:

RQ2: What facilitates social interactions on S&P? We
aim to explore the barriers and enablers of S&P discussions,
how frequently people talk about S&P topics, identify oppor-
tunities for fostering such conversations, and examine how
stereotypes surrounding S&P might influence social interac-
tions.

By addressing these research questions, our study aims
to provide actionable insights into the emotional and social
dynamics of S&P, contributing to improved user engagement
and reshaping the broader perception of S&P practices.

We conducted a survey study with a representative sample
of 496 U.S. participants, combining quantitative Likert-scale
ratings and qualitative open-ended questions. Our findings
reveal that while S&P is widely recognised as important and
predominantly associated with positive traits such as trust-
worthiness and reliability, security may invoke negative af-
fect with participants feeling overwhelmed and fearful due to
perceived knowledge gaps, leading to disengagement. They
highlighted the need to enhance knowledge, accessibility, and
self-efficacy to make S&P practices more engaging and enjoy-
able. Privacy, in contrast, was frequently described as a con-
troversial and sensitive topic, which is sometimes perceived as
hypocritical and overly complicated. Participants expressed
a desire for greater societal attention to S&P, advocating for
more frequent discussions.

Still, conversations about S&P topics remain rare, hindered
by assumed disinterest of peers and social taboos. Participants
suggested that external triggers, such as increased media cov-
erage or organisational training, could encourage more S&P-
related dialogue. Fear of being stereotyped might also influ-
ence willingness to discuss S&P topics: While S&P-conscious
people are typically associated with positive attributes like
intelligence, certain privacy practices, such as avoiding so-
cial media or using encryption, are sometimes labelled as
paranoid. These findings highlight the need for interventions
that address both the emotional barriers and social dynamics
surrounding S&P to foster better engagement and discourse.

This research supports stakeholders that shape usable S&P
practices, including researchers, practitioners responsible for
security awareness (e.g., CISOs, privacy and security champi-
ons, and leadership roles), and system and software designers
who seek to create more positive, socially grounded user in-
teractions through the following contributions:

* Our findings extend the understanding of emotional re-
sponses towards S&P. Although S&P are predominantly
associated with positive traits such as trustworthiness
and reliability, security often evokes negative emotions
such as fear and overwhelm, driven by perceived knowl-
edge gaps. Privacy, in contrast, is viewed as controver-
sial and sometimes hypocritical, highlighting a nuanced
perception of these domains. These findings add to our
understanding of user disengagement and suggest path-
ways for improving accessibility and user experiences
in S&P.

We identify key social and psychological factors that
inhibit S&P discussions, including assumed disinterest
of others and social taboos. Interestingly, the partici-
pants appeared to overestimate the effectiveness of their
own S&P measures, as compared to those of colleagues,
acquaintances, and especially parents, while underesti-
mating others’ willingness to discuss S&P-related top-
ics. Thus, enhancing communication, e.g., through trig-
gering S&P conversations similar to the social triggers
described by Das et al. [20], might not only help in or-
ganisational but also in private settings, to overcome
negative S&P-related perceptions, increase engagement,
and better align users’ self-appraisals with the actual
effectiveness of S&P measures and behaviours.

Our results highlight the dual-edged nature of S&P
stereotypes, where S&P-conscious individuals are ad-
mired for their intelligence but also risk being perceived
as paranoid. These insights underline the need for strate-
gies to normalise and facilitate S&P discourse in social
and professional contexts to counter such stereotypes.

2 Related Work

To set the scene, we summarise related work covering emo-
tional and social dimensions of S&P. We conclude with the
implications for our study.

2.1 S&P-related Emotions & Perceptions

As participants in prior research faced challenges in clearly
identifying emotions [77], often confusing them with simi-
lar constructs, we adopt a broader interpretation of the term,
which includes both perceptions and emotions.

The American Psychological Association (APA) defines
perceptions as the process or result of becoming aware of ob-
Jjects, relationships, and events by means of the senses, which
includes such activities as recognising, observing, and dis-
criminating [4]. As ‘perception’ is closely connected to pro-
cesses organising and interpreting the perceived information
[4], we understand perceptions in the context of S&P as go-
ing beyond the mere sensory, also including some form of
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subjective evaluation as described above. In contrast, ‘emo-
tions’ are short-lived and relatively intense experiences [43];
they colour perceptions, influence decisions, and trigger be-
haviours [51]. Following that understanding, a few studies
explored perceptions and emotions towards S&P from differ-
ent disciplinary perspectives and for different target groups
such as S&P professionals as compared to non-expert users.

Menges et al. [53] analysed public statements and survey
data to explore employees’ perceptions of and emotions to-
wards IT staff, revealing patterns of negative language, per-
ceived power imbalances, and mutual blame. Da Silva and
Jensen [19] highlighted that perceptions of S&P profession-
als shape the role of the Chief Information Security Officer
(CISO) as both a threat protector and a strategic advisor to
management. Despite the significant influence of these per-
ceptions on behaviour, detailed research on attitudes and emo-
tions towards S&P professionals remains limited.

When it comes to S&P as a concept, Squires and Shade
[69] examined S&P perceptions using ethnographic methods,
finding that mismatched views between S&P professionals
and employees, shaped by social relations and workplace
practices, led to communication breakdowns and weakened
the security link between people and technology. Da Silva
and Jensen [19] found that S&P is often perceived as mystical,
unknown, and fearful by CISOs and organisational leaders.
Haney and Lutters [38] identified strategies from security
advocates to address negative perceptions of S&P, such as
building trust, enhancing communication, and incentivising
positive behaviours.

A qualitative study inspired by political perception research
[65] used sentence completion tasks (e.g., My opinion on cy-
bersecurity is that...) to explore general perceptions of S&P.
This study also found a generally negative stance towards
cybersecurity, i.e., participants felt overwhelmed, scared, help-
less, or confused, often attributed to its complexity. Yet, the
authors argue that their results are not yet sufficient to inform
behavioural interventions given the complexity and ambiva-
lence of emotions.

To disentangle that complexity and to shed light on
cybersecurity-related emotions, a recent literature review of
24 articles [78] explored the role of emotions and the often
interchangeably-used terms ‘affect’ and ‘mood’ in the S&P
context. First, the review shows that affect plays a central role
in the field of cybersecurity. For example, van Schaik et al.
[74] demonstrated an effect of affect heuristics on risk per-
ception and Conrad et al. [18] found that notifications cause
negative affect during internet browsing, regardless of their
communication style. Second, the review revealed a trend to-
wards negatively-valenced emotions. In particular, fear (e.g.,
[1, 16, 44, 83]), anxiety (e.g., [1, 7, 14, 16]) and sadness (e.g.,
[7, 10, 83]). Even so, only a few studies clearly differentiate
between fear and anxiety (e.g., [1, 16, 63]).

A subsequent qualitative study with N=138 participants ex-
plored the complex interplay of antecedents and consequences

of S&P-related emotions [77] based on the circumplex model
of affect. The study highlighted various cybersecurity-relevant
consequences across behavioural, cognitive and social dimen-
sions, including negative tendencies such as avoidance be-
haviour, and unfavourable spill-over effects. Notably, positive
high-arousal emotions, such as interest, have a positive im-
pact on behavioural tendencies. Additionally, users expressed
that security should be enjoyable to foster positive attitudes
(including affective ones) and, ultimately, encourage posi-
tive behaviours [76]. Acknowledging this need, security and
privacy education often incorporates elements of *fun’ (e.g.,
gamification) [8, 68]. Yet, there is still no clear understanding
of which aspects truly promote *fun’ in the context of cyber-
security and privacy [76]. Prior results, however, highlight
social dynamics as one of the major impacting factors on
security attitudes and emotions [76, 77].

2.2 Social Dimensions of S&P

Das et al. [20] showed that social interactions significantly
influence security behaviours, such as adopting secure authen-
tication, updating passwords, and adjusting privacy settings.
Their findings highlighted the effect of social triggers, with
participants influenced by such interactions being four times
more likely to share their behaviour and act as social triggers
themselves. Further, Das et al. [23, 24] found that display-
ing the number of friends who adopted a Facebook security
feature increased adoption likelihood. In another study, even
non-personal social influence through crowd-sourced sugges-
tions of Facebook users were influential in steering users’ re-
lated S&P decisions [46]. Chen et al. [15] extended this work
by designing phishing training that fostered social interac-
tion through conversation-based and role-play-based methods.
Both approaches improved anti-phishing self-efficacy and par-
ticipants’ intentions to seek support, reinforcing the value of
social interactions in security education. As indicated by this
work, social interactions in the form of conversations play
a crucial role for shaping cybersecurity-related perceptions,
emotions, and behaviours.

Initial research has thus explored how and why people en-
gage in conversations about S&P. Das et al. [22] showed in
an interview study that when S&P discussions arise, this is
often to warn others, share protection strategies, or seek ad-
vice (e.g., when observing novel security tools or configuring
new devices). They outline five social triggers that enhance
security awareness, motivation, or knowledge: 1) observing
others, 2) learning through discussions, 3) pranks and demon-
strations, 4) experiencing security breaches, and 5) sharing
device access. However, their findings suggest that security
experts discussing related topics openly are sometimes per-
ceived as paranoid, leading many to avoid such conversations
to prevent being seen as socially inappropriate or preachy.
In line with that, a related study by Gerber and Marky [35]
found that security experts often hesitate to comment on or
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intervene in others’ security behaviour due to fear of negative
reactions or uncertainty about their moral authority to judge
such behaviour.

Rader et al. [61], replicated by Pfeffer et al. [58], demon-
strated that stories serve as informal security lessons, influ-
encing attitudes and behaviour. They found that security sto-
ries told in home settings are more likely to drive behaviour
change than professional contexts, though stories shared by
security-savvy individuals are more likely to be retold. In a
subsequent analysis Rader and Wash [60] observed that ex-
perts and non-experts emphasise different aspects in security
narratives: experts focus on attack mechanisms and preven-
tion, while non-experts highlight who executed the attack and
their motivations. Combining perspectives from both groups
in conversations could address non-experts’ knowledge gaps
and foster more comprehensive understanding.

Furthermore, Das et al. [25] revealed that security news are
typically shared out of responsibility, especially with friends
and family, followed by significant others and colleagues.
Gender differences emerged, with men being more likely to
share security news out of responsibility, while those with
lower security behavioural intentions shared news based on
observing insecure behaviours. Lopez et al. [48] analysed
conversations among security developers on platforms like
Stack Overflow, revealing that exchanges increase awareness,
enhance knowledge, and provide valuable assistance.

2.3 User Engagement

A variety of engagement strategies has been proposed in sim-
ilar fields, where topics might be perceived as too complex
or intimidating by lay users. For example, in mathematics,
courses that target collaborative learning [54], enrichment
classes that provide hands-on tasks and real-world applica-
tions of the topic [49], awareness campaigns that include,
e.g., posters, public lectures, or articles in non-expert mag-
azines [39], and gamified apps [45] have been found to in-
crease engagement. Other examples include habit-building
budgeting tools, that have been found to increase financial en-
gagement and understanding [11, 33], and simulations that in-
crease civic engagement [6, 67]. Further, storytelling has been
found to help making complex topics more approachable and
increase engagement in domains such as health policy [80]
and environmental science [3]. S&P share similar barriers
of perceived complexity and disengagement as those topics,
while also carrying great emotional weight and personal risk,
often evoking fear or avoidance, which makes engagement
particularly challenging.

2.4 Implications for this Research

Previous research has demonstrated connections between
S&P-related social interactions, perceptions, emotions, and
behaviours across various disciplines. For instance, percep-

tions of S&P influence the roles of professionals, such as
CISOs, and how they are viewed within organisations [19].
Negative emotions can impact both thinking and motivation
to adopt secure practices [58]. Moreover, much of the existing
work paints a negative view of S&P, portraying it as complex,
fearful, and even mystical [19, 38, 63], with emotions like
fear, anxiety, and sadness commonly reported in response to
S&P issues [7, 16, 83].

‘We build on this work and shift the focus towards positive
S&P associations, striving to identify pathways to counter
negative emotional responses and ultimately increase user
engagement and experience in the S&P context. For this, we
asked our participants what would make S&P more fun. Fun
is a recognised hedonic quality in User Experience (UX) [27]
that can help to make complex topics like S&P more approach-
able. We particularly selected fun as a high-arousal form of
enjoyment, as such emotions have been found to foster secure
behaviour [77]. By asking what would make S&P more fun,
we also seek to identify barriers for enjoyment.

Further, while social interactions in the form of conver-
sations, including stories and anecdotes, have been found
successful in triggering secure behaviour, research so far has
been limited on identifying conversation barriers for S&P
expert users. Our study extends prior findings in identify-
ing obstacles and potential facilitators for S&P conversations
also among non-expert users. This exploration will lay the
groundwork for future research, enabling the development of
more holistic human-centred S&P interventions that consider
socio-emotional influences and responses.

3 Method

We used an online survey hosted on SoSciSurvey with a rep-
resentative sample of N =496 U.S. citizens to explore how
to make S&P more enjoyable and what facilitates conversa-
tions on that context. The sample was recruited via Prolific.
All participants were reimbursed with an hourly rate of $13,
based on a 20-minute duration (average time M = 19.5 min-
utes, SD = 8.21, Med = 18). We included two simple attention
checks. The study was pre-tested with 10 participants who
were also recruited via Prolific. The pre-test comments only
concerned typos and sentence structure, which we used to
refine the survey.

3.1 [Ethical Considerations

All recommendations for conducting studies with human par-
ticipants provided by our university’s ethics commission were
met. We followed their provided checklist and the APA guide-
lines for ethical psychological research involving humans [5].
As such, all participants were informed about the study pur-
pose and procedure prior to giving their consent. They had
the right to withdraw from the study at any time and also to
have their data deleted after they had completed the study.
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We did not collect personally-identifiable information. All
demographic questions were voluntary and age was collected
in ranges instead of exact age to further enhance anonymity.
All data was stored on German servers that are subject to
strict EU data protection law. Participation was voluntarily
and participants were reimbursed with an hourly rate of $13,
which exceeded minimum wage in the U.S. at the time the
study was conducted and in line with the Prolific platform’s
recommendations for fair payment'.

3.2 Procedure

The study comprised six main steps, as visualised in Figure 1.

More details and all questions are provided in Appendix A:
First, the participants were asked for informed consent.
Second, we used open text questions to capture general

privacy perceptions. For this, we asked our participants:

 to complete the sentences Privacy is a topic that... and
It would be so much more fun to protect my (digital)

privacy if....

* to imagine that (digital) privacy was a person (more
specifically, a colleague of theirs) and to provide three
character traits they would use to describe this person.

* to indicate how well they protected their privacy, as com-
pared to other people in their social circle, such as their
colleagues, friends, or parents, using a slider on a scale
ranging from less to more.

While the first points target at measuring the participants’
beliefs, the last point assesses self-reported behaviour [31].

Third, we repeated the questions from the second block for
IT security.

Fourth, we focused on S&P conversations, asking them
to indicate how often they talked to other people about: (1)
privacy issues, and (2) IT security issues on a scale ranging
from “l=very infrequently” to “7=very frequently” with never
as a fallback option. We then asked the participants to rate
different reasons for not talking to others frequently about
privacy on a 7-Point Likert scale (with 1=strongly disagree
and 7=strongly agree) based on answers given in an interview
study on that topic by Gerber and Marky [35]. Then, the
participants were asked to finish the sentence I would talk
about privacy much more often with others if.... The last two
questions were repeated for IT security.

Fifth, we asked about perceptions of S&P-savvy people.
We used a 7-Point Likert scale to indicate whether our par-
ticipants thought that people who used different strategies to
protect their S&P, including, e.g., encrypting their devices or
refraining from using social media, were paranoid. Again, the
answers were selected based on Geber and Marky [35]. This

"https://www.prolific.com/calculator

was followed by the Nerd-Genius scale [70] on people protect-
ing their privacy (in the first question) and their IT security (in
the second question). This scale asks about stereotypes typi-
cally associated with nerds or geniuses, such as being socially
awkward, obsessed with computers, or gifted in math.

Sixth, we asked for several S&P-related and general de-
mographics, using two questions based on Nthala and
Flechais [55] to assess S&P skills and security support for
other people, the ATI scale [32] to capture technical affinity,
the Security Attitude scale (SA-6) [30] to measure security
attitudes, the Internet Users’ Information Privacy Concerns
scale (IUIPC-8) [36, 50] to measure privacy concerns, and
the technical sub scale of the Online Privacy Literacy Scale
(OPLIS) [73] to assess privacy literacy. Finally, we asked for
gender, age, education, and employment status, thanked our
participants, and redirected them to Prolific.

3.3 Sample

We recruited a sample representative of the adult U.S. popu-
lation via Prolific. A total of 511 participants completed the
questionnaire, of whom 15 were excluded since they failed
at least one of the two attention checks. Our final sample
thus included 496 participants. Of those, 258 were women,
234 men, 2 agender, and 1 non-binary. For the participants’
detailed demographics and skills and attitudes with regard to
S&P, the reader is referred to Tables 1 and 2.

3.4 Limitations

We conducted a survey study that provided a large, diverse
sample, but the qualitative data may not be as rich as that
from in-depth interviews. Future studies can enrich our under-
standing of how S&P are perceived as a concept by pursuing
alternative study designs such as interviews or experience
sampling. In addition, we relied on self-reported data, which
might be affected by social desirability or false recalls. We
further focused on the U.S. population, for which Prolific pro-
vides the opportunity to recruit a sample that is representative
in terms of age, sex, and ethnicity. The S&P perception might
be different for people with other cultural backgrounds, since,
for example, people in the U.S. may value different aspects
in terms of privacy than people in Europe [79]. Furthermore,
although balanced in terms of age, sex, and ethnicity, our
sample may not be representative with regards to other socio-
demographic characteristics, such as being slightly skewed to-
wards users with a Bachelor’s degree [13]. This might have in-
fluenced our findings, as, for example, individuals with higher
education levels have been found to rely less on automated
tools for security guidance [62].
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protection level

Security

« as a (fun) topic

+ as acolleague

+ perceived
protection level

« Frequency Paranoia
« Reasons Nerd-Genius
Scale

Figure 1: Visualisation of the study procedure.

Age in years: N (%) Education: N (%)

Employment: N (%)

18-20: 30 (6.1%)
21-25: 44 (8.9%)
26-30: 50 (10.1%)
31-35: 44 (8.9%)
36-40: 39 (7.9%)
41-45: 42 (8.5%)
46-50: 43 (8.7%)
51-55: 42 (8.5%)
56-60: 64 (12.9%)
61-65: 52 (10.5%)
66-70: 25 (5.0%)
>70: 2 (4.2%)

School student: 6 (1.2%)

Master’s Degree: 78 (15.7%)
Ph.D. or higher: 21 (4.2%)
Other: 48 (9.7%)

High School Diploma: 156 (31.5%)
Bachelor’s Degree: 186 (37.5%)

Employed full time: 182 (36.7%)

Employed part-time: 64 (12.9%)

Unemployed and on the lookout: 41 (8.3%)
Unemployed and not on the lookout: 13 (2.6%)
Student: 41 (8.3%)

Retired: 66 (13.3%)

Homemaker: 20 (4%)

Self-employed: 50 (10.1%)

Incapacitated for work: 10 (2%)

Other: 4 (0.8%)

Table 1: Participants’ demographic values.

3.5 Data Analysis

The open-text responses were analysed using thematic anal-
ysis [12]. Two authors initially coded 20% of the responses
independently and iteratively developed a codebook. They
then discussed and agreed on a unified codebook. Given the
simplicity of many responses, such as short text snippets or
one-word answers, we followed Ortloff et al.’s recommenda-
tions [56]. One author coded all responses using the agreed
codebook and added new codes as necessary. The second
author reviewed the codings, and noted discrepancies, and
the authors then resolved these through discussion, refining
the codebook and adding new codes. The first author subse-
quently re-coded the responses using the updated codebook.
The codebook is available in Appendix B.

4 Results

This section presents findings on the perceptions of S&P in
terms of associations, protection measures, conversations, and
stereotypes. We report the frequency of notions for each code
with s for security-related and p for privacy-related notions.

4.1 S&P-related Associations

S&P was most often described as important (s=144
(29.03%), p=226, (45.56%)), yet only few participants also
found it interesting (s=22 (4.44%), p=11 (2.22%)), e.g.:

“Security is really uncool but really important.”
(P305)

Instead, participants highlighted the complexity and over-
whelming nature of S&P (s=57 (11.49%), p=16 (3.23%)), and
reported feelings of worry and fear (s=17 (3.43%), p=36
(7.26%)) in line with previous results [19, 47, 65, 77], e.g.:

“[Security is a topic that] invokes fear and concern.”
(P417); “[Security is a topic that] sounds scary.”
(P159)

For security, these feelings were associated with severe
knowledge and experience gaps (s=83 (16.73%)) mirror-
ing prior research [47, 65, 77]. Interestingly, hardly any par-
ticipants reported to have limited privacy knowledge (p=4
(0.81%)). Instead, privacy was described as a controversial
and thus sensitive topic (p=31 (6.25%)). Although S&P was
generally not perceived as particularly engaging, only a small
number of participants explicitly characterised it as uninter-
esting or boring (s=17 (3.43%), p=11 (2.22%)), contrary to
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S&P skill: N (%) ATI scale SA-6 IUIPC-8 OPLIS
Control Awareness  Collection
Novice: 158 (31.9%) M=3.37 M=3.15 M=5.86 M=6.30 M=5.86 M=3.85
Competent: 308 (62.1%) | SD=1.01 SD=0.95 SD=1.22 SD=1.02 SD=1.20 SD=1.27
Expert: 30 (6%) Med=3.33 Med=3.17 Med=6.00 Med=7.00 Med=6.25 Med=4.00
Min=1.11 Min=1.00 Min=1.00 Min=1.00 Min=1.00 Min=0.00
Max=6.00 Max=7.00 Max=7.00 Max=7.00 Max=7.00 Max=5.00

Table 2: Participants’ level of S&P skills and attitudes.

prior assumptions [38], and thus something they do not wish
to discuss, e.g.:

“Security is a topic I am sick of hearing about.”
(P192)

Our data showed disagreement about the attention paid
to S&P: While privacy was noted as a current public in-
terest topic by several participants (p=37), a larger number
of participants demanded greater attention to S&P (s=63
(12.70%), p=91 (18.35%)) — an obstacle also identified previ-
ously [35, 38], stating it should be more frequently discussed
(s=22 (4.44%), p=27 (5.44%)) or taken more seriously (s=41
(8.27%), p=64 (12.90%)), e.g.

“[Security] gets a lot of publicity, but not enough
attention” (P236); “If we are not willing to talk
openly about [privacy] we will continue to lose it.”

(P179)

4.2 How to Make S&P Fun

Participants provided several insights on making S&P protec-
tion more engaging.

Simplification was key to enjoyment, with participants fre-
quently emphasising the need to reduce complexity (s=116
(23.39%), p=103 (20.77%)). In that same vein, many partici-
pants blamed inadequate knowledge for S&P not being fun
(s=89 (17.94%), p=35 (7.06%)), e.g.:

“It would be more fun to protect my IT security if I
learned more about it.” (P5)

This complexity also contributed to perceptions that S&P
was not accessible enough to be enjoyable (s=73 (14.72%),
p=84 (16.94%)), with participants criticising cumbersome
processes and costs (s=20 (4.03%), p=11 (2.22%)).
Participants also expressed a strong desire for enhanced
self-efficacy, seeking greater control over their data security
and visibility online (s=33 (6.65%); p=46 (9.27%)), and high-
lighting the importance of feeling that their actions could
make a meaningful impact (s=26 (5.24%), p=51 (10.28%)),

e.g.:

“If there was tangible proof that my efforts kept my
data secure.” (P467)

Conversely, a substantial proportion of participants viewed
the complete relinquishment of responsibility for their S&P
as the only viable solution (s=75 (15.12%), p=111 (22.38%)).
They favoured either reliance on automated systems (s=9,
p=16) or the transfer of responsibility to competent peers
or institutions such as the government (s=20 (4.03%), p=29
(5.85%)), e.g.:

“If government and internet providers did more to
secure the internet.” (P473)

Some participants emphasised the emotional dimension,
identifying negative emotions as a barrier to making S&P
enjoyable (s=21 (4.23%), p=24 (4.84%)), e.g.:

“If it was not talked about in such a doomsday way.”
(P185)

Surprisingly, relatively few participants proposed gamifi-
cation or similar engaging methods as a way to enhance the
enjoyment of S&P (s=16 (3.23%), p=27 (5.44%)). Still, sev-
eral participants advocated for incentives, including monetary
rewards (s=27 (5.44%), p=30 (6.05%)), e.g.:

“If we got cake every month there were no breaches.”
P317)

Although only a minority, some participants perceived S&P
as too serious to be made enjoyable (s=8 (1.61%), p=16
(3.23%)), while others felt that nothing could make S&P fun
(s=20 (4.03%), p=11 (2.22%)).

Strong vulnerable

reliable eusive>c"™®

important protective good
honest ;.. ,rivate iNntroverted
complicated hypocritical gocretive

unreliable
smart trustwort hYprecise
caring disqrete needed
suspicious

attentive

Figure 2: Character traits associated with privacy.
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Figure 3: Character traits associated with security.

4.3 S&P Character Traits

Participants were asked to describe privacy and security as if
they were people, assigning three character traits to each (see
Figure 2). Both privacy and security were predominantly asso-
ciated with positive traits such as trustworthy (s=60 (12.10%),
p=111 (22.38%)), reliable (s=105 (21.17%), p=82 (16.53%)),
honest (s=32 (6.45%), p=67 (13.51%)), good (s=21 (4.23%),
p=26 (5.24%)), and helpful (s=29 (5.85%), p=17 (3.43%)),
indicating a promising receptiveness towards the topic. Se-
curity, however, was more often characterised as intelligent,
with traits like smart (s=88 (17.74%), p=26 (5.24%)) and
knowledgeable (s=26 (5.24%), p=0 (0%)), confirming that
security is perceived as a topic that warrants expertise and
knowledge. Both were also perceived as strong (s=47 (9.48%),
p=40 (8.06%)) and secure (s=61 (12.30%), p=44 (8.87%)).

Neutral traits were also common. Privacy was described
as introverted (n=88 (17.74%)), discrete (n=33 (6.65%)), and
secretive (n=28 (5.65%)), while security was labelled quiet
(n=37 (7.46%)) and changing (n=32 (6.45%)). A smaller sub-
set of traits had negative connotations, with privacy described
as complicated (n=47 (9.48%)), hypocritical (n=36 (7.26%)),
and unreliable (n=19 (3.83%)), stressing the need to reframe
privacy debates. For security, the most frequent negative trait
was also complicated (n=63 (12.70%)), followed by boring
(n=24 (4.84%)) and suspicious (n=18 (3.63%)), underscoring
the need to reframe security in a more positive and approach-
able manner. Full coding is available in Appendix B.

4.4 Perceived Level of S&P Protection

The majority of participants rated themselves as above av-
erage in protecting both security and privacy (see Figures 4
and 5), perhaps reflecting overly optimistic self-perceptions.
Most considered their protection skills slightly better than
their partner’s but significantly better than those of children,
siblings, friends, and acquaintances. Notably, participants
felt they protected their privacy much better than colleagues,
though they saw only a slight advantage in IT security. This
may reflect shared workplace security protocols. Parents were
consistently rated as the least capable in both categories.

To explore how participants’ skill levels and target types

influence the perceived level of security and privacy pro-
tection, we fitted two linear mixed-effects models. The
analyses revealed a main effect of skill level for privacy
(F(2,2808.94) = 39.16, p < .001, N3 = .03) and security
protection (F(2,2752.47) = 94.30, p < .001, ng =.06), in-
dicating that self-assessed expertise is positively related to
perceived protection. We further found a main effect of tar-
get type for privacy (F(6,898.94) = 3.99, p < .001, nf, =
.03) and security protection (F(6,770.10) = 4.06, p < .001,
ng = .03). The analyses did not yield significant interac-
tion effects (F(12,882.63) = 0.62, p = .827 for privacy;
F(12,765.73) = 0.25, p = .995 for security), indicating that
skill level affects all target types similarly.

Post-hoc comparisons using paired samples t-tests with
Bonferroni-Holm corrections indicate that participants self-
reported significantly stronger privacy protection when com-
paring themselves to all other targets than when compar-
ing themselves to their partner, possibly reflecting perceived
shared values between partners. Further, participants reported
significantly stronger privacy protection when comparing
themselves to acquaintances than to colleagues, siblings, chil-
dren, and friends, and when comparing themselves to their
parents than to their siblings and children. It is possible that
participants perceive people who are closer to them as more
similar, which may also influence the evaluation of their level
of protection. To test whether self-assessed skills align with
privacy literacy, we calculated a Kruskal-Wallis test, which
confirmed an effect of skill level on privacy literacy measured
via OPLIS (x2(2) = 51.10, p < .001, n? = .10). Post-hoc
Wilcoxon ranked-sum tests with Bonferroni-Holm correc-
tions confirmed that participants with higher self-assessed
expertise had higher levels of privacy literacy.

Further, participants reported significantly stronger secu-
rity protection when comparing to their parents than to all
other targets, possibly indicating perceived knowledge gaps
among older users. Comparable to privacy protection, partici-
pants reported significantly stronger security protection when
comparing themselves to acquaintances than to colleagues,
siblings, their partner, and friends, and when comparing them-
selves to friends than to colleagues and their partner. To ex-
amine whether self-assessed skill levels align with security
attitudes, we conducted a Welch’s ANOVA, revealing a sig-
nificant effect of skill level on security attitude as measured
by the SA-6 scale, F(2,493) = 68.21, p < .001, 3 = .22.
Follow-up independent-samples t-tests with Bonferroni-Holm
corrections showed that participants with higher self-assessed
expertise reported significantly stronger security attitudes.

The detailed results for the post-hoc comparison analyses
are provided in Appendix B.

4.5 S&P Conversations

Around half of participants reported discussing privacy issues
infrequently, with even fewer discussing security (see Fig-
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Figure 4: Boxplots showing the data distribution regarding
how well participants think they protect their privacy com-
pared to their peers and family.

How well do you protect your IT security compared to your...
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Figure 5: Boxplots showing the data distribution regarding
how well participants think they protect their IT security com-
pared to their peers and family.

ure 6). Common reasons were the lack of relevant conversa-
tion starters, perceived complexity, or disinterest from others
(see Figures 8 and 7) extending prior literature identifying
lack of interest, social aspects, lack of resources/opportunities
and lack of legitimacy [35]. However, contrasting results by
Gerber and Marky [35], most participants disagreed with the
idea that they themselves lacked interest or that they feared
negative reactions when raising these topics. Two ANOVAs
showed a main effect of self-reported skill level on conver-
sation frequency for privacy (F(2,460) = 13.74, p < .001,
n; = .06) and security (F(2,432) = 36.29, p < .001, n} =
.14). Post-hoc tests using independent sample t-tests with
Bonferroni-Holm corrections revealed that self-identified ex-
perts talk more frequently about S&P than participants who
consider themselves to be novices or competent, while partici-
pants who consider themselves to be competent talk more fre-
quently about S&P than self-identified novices. The detailed
results for the post-hoc comparison analyses are provided in
Appendix B.

Our qualitative analysis, based on responses to the prompt
I would talk about security/privacy much more often if..., con-
firmed the quantitative findings regarding conversation barri-
ers. Such barriers for S&P conversations included knowledge
gaps. While many participants felt they themselves lacked
sufficient knowledge (s=140 (28.23%), p=64 (12.90%)), oth-

How often do you talk to other pecple about IT security and privacy issues?

| talk to other people about privacy issues...

| talk to other people about IT security issues..

Very frequently

Figure 6: Answers to statements about the frequency with
which participants talk to others about privacy and IT security
issues.

Why don't you talk to other people so often about privacy?

No conversation starter

Too complicated

No one else cares

I don't want to be intrusive

| don't want to annoy others

Too much effort

I don’t want to come across as know-it-all
| don't always behave as | would like

| do not care

| fear negative reactions

v
=3
o
89
o'
L

Figure 7: Answers to statements about reasons for not talking
frequently with others about privacy, based on Gerber and
Marky [35].

ers felt peers lacked understanding (s=33 (6.65%), p=26
(5.24%)):

“If they could relate. Sometimes they don’t under-
stand what I'm talking about.” (P123)

Interestingly, considerably more participants thought others
were not interested (s=63 (12.71%); p=65 (13.10%)) in the
topic than reporting disinterest themselves (s=17 (3.43%),
p=13 (2.62%)), e.g.:

“If others were as interested in the subject as me.”
(P39)

Participants also noted social norms (s=50 (10.08%), p=80
(16.13%)), where security and privacy were seen as uncom-
mon topics to address (s=30 (6.05%); p=47 (9.48%)), or only
worth discussing with those sharing similar knowledge or
interest (s=20 (4.03%); p=47 (9.48%)). For privacy especially,
some participants felt it was socially unacceptable to bring it
up (p=27 (5.44%)), e.g.:

“I would talk about privacy more often if it wasn’t
taboo.” (P66)

Additionally, the perception of S&P as negative and complex
(s=33 (6.65%); p=30 (6.05%)), or uncontrollable and thus fu-
tile to discuss (s=14 (2.82%); p=18 (3.63%)) further hindered
conversations, e.g.:

“Just talking about it without being able to do any-
thing is just stressful.” (P284)
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Why don't you talk to other people so often about IT security?
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Figure 8: Answers to statements about reasons for not talking
frequently with others about IT security, based on Gerber and
Marky [35].

Finally, participants highlighted a need for conversation fa-
cilitators (s=104 (20.97%); p=127 (25-60%)), such as others
initiating discussions (s=43 (8.67%), p=67 (13.51%)) or exter-
nal triggers like media coverage or workplace training (s=61
(12.30%), p=60 (12.10%)).

4.6 S&P Stereotypes

Most participants did not perceive individuals who follow
basic security practices — such as using antivirus software or
regularly updating devices — as paranoid (see Figure 9). How-
ever, behaviours such as covering device cameras, avoiding
social media, reading privacy policies, and encrypting devices
were more likely to be viewed as paranoid, reflecting differing
connotations associated with security and privacy protection
behaviours.

I think that someone is paranoid who, in order to protect their own privacy,...

..covers the camera on their (mobile] devices
...does not use social media

..reads privacy policies

..encrypts their devices

.uses the tor browser for surfing

..uses tracing blocker

.avoids using devices & services of certain providers
wlimits the number of services used

..does not accept optional caokies

..only uses secure messengers

.uses VPN

..avoids servers not subject to strict privacy regulation
..uses private mode in browsers

.regularly clears their cache

.gives as little information as possible on accounts
..manages permissions on the phone or computer
checks links before clicking on them

..uses 2 factor authentication

.locks their devices

..uses complex passwords

..checks attachments before opening them

..regularly updates their devices

..uses antivirus programs.

Strongly
agree

Figure 9: Answers to statements about whether someone is
paranoid who uses privacy protection measures, based on
Gerber and Marky [35].

Utilising the Nerd-Genius scale [70], we assessed the
stereotypes attributed to individuals who actively protect their
privacy and security. This scale includes traits associated with
both geniuses and nerds. Participants predominantly associ-
ated these individuals with genius traits, such as intelligence,
genius-level aptitude, computer obsession, and mathemati-
cal proficiency (see Figure 10 and 11), again underscoring
the perception of S&P as a complex topic that warrants high
levels of expertise. The trait “introvert’ from the nerd cate-
gory received the highest agreement, though fewer than 25%
strongly or somewhat agreed with this attribution. The results
provide a promising foundation for bridging the gap between
experts and lay users and fostering a more positive interaction
between them.

People who protect their privacy...

Are naturally very intelligent

Are geniuses

Are obsessed with computers

Are introverted

Are gifted in math

Are socially awkward

Look “geeky”

Find dating difficult

Are mare likely to be single than other people
Don't have many friends

Have a hard time finding romantic partners

Don't spend a lot of time on their appearance

Are unattractive

Figure 10: Answers to the Nerd-Genius scale [70] capturing
perceptions of people who protect their privacy.

People who protect their IT security...

Are naturally very intelligent

Are obsessed with computers

Are geniuses

Are gifted in math

Are introverted

Lock “geeky”

Are sodially awkward

Are more likely to be single than others
Have a hard time finding romantic partners
Find dating difficult

Don't spend a lot of time on their appearance
Don't have many friends

Are unattractive

Figure 11: Answers to the Nerd-Genius scale [70] capturing
perceptions of people who protect their IT security.

5 Discussion

In the following sections, we discuss our overall findings and
additional relevant findings and also practical implications
with regard to the RQs.
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S&P is perceived as negative yet important. Consistent
with previous studies, our research reveals mixed percep-
tions of S&P. Participants acknowledged its importance but
also found it complex, overwhelming, and frightening, align-
ing with findings from Renaud et al. [65] and Da Silva and
Jensen [19]. This complexity and associated fear underscore
the need to address the emotional and social dimensions of
S&P research. While fear has been a focus in prior studies
[1, 16, 44, 83], efforts to reduce fear and foster positive emo-
tions are still scarce [78]. Our findings on suggested measures
for fostering positive user engagement with S&P align with
Haney and Lutters’ [38] strategies, highlighting trust-building,
engaging conversations, and incentivisation. In summary, our
findings suggest that S&P needs to be more engaging and
enjoyable to address current negative perceptions. While gam-
ification intuitively appears to be a promising solution, per-
ceptions of gamifying S&P were mixed.

Gamification of S&P topics is ambiguous. Surprisingly,
while gamification is often associated with enhancing user
engagement, it was mentioned infrequently by participants.
Instead, they emphasised the need for reducing complexity
and improving usability. This suggests a greater focus on
making S&P solutions more user-friendly rather than simply
adding gamified elements. A minority of participants even
expressed the view that S&P should not, or cannot, be made
fun, indicating that it should not be gamified. This sentiment
may reflect concerns about diminishing the seriousness of the
topic or deep-seated negative perceptions, suggesting a need
for further investigation into these attitudes.

Overall, the results indicate that addressing pragmatic us-
ability aspects — such as efficacy and ease of use — may be
more crucial than introducing fun or hedonic elements. Gam-
ification alone may not enhance engagement if underlying
usability issues are not resolved. This reflects the distinction
between pragmatic usability, which concerns task efficiency,
and hedonic usability, which relates to aspects like fun and
stimulation [40]. Addressing users’ hedonic needs may be
ineffective or even counterproductive if basic usability re-
quirements are not met. When users feel stressed or out of
control, introducing stimulating elements that elevate arousal
could exacerbate negative experiences rather than enhance
engagement. Participants’ preference for usability improve-
ments over gamification suggests that not all users or S&P
contexts may benefit from gamification. Perhaps S&P is not
automatically fun when a gamified element is introduced,
while it might well be fun in training scenarios. Future re-
search should explore the balance between gamification and
usability enhancements, particularly in different S&P scenar-
ios.

Additionally, the desire for more control over personal data
versus automation or externalisation of S&P tasks indicates
a mixed preference for responsibility management, aligning
with Renaud et al.’s [64] findings on de-responsibilisation.

Security and Privacy are not articulated — but for different
reasons. While participants personally expressed interest in
discussing S&P, they assumed that others were disinterested,
resulting in a collective silence on the topic.

Privacy discussions were further constrained by social
norms and the topic’s controversial nature, drawing parallels
to politics or religion. Participants feared negative reactions or
being perceived as overly cautious, leading them to avoid con-
versations on privacy even when recognizing its importance.
In contrast, security was rarely discussed due to a lack of
knowledge rather than controversy. This distinction suggests
different barriers to engagement: while privacy discussions
are hindered by social discomfort and fear of judgment, secu-
rity discussions are avoided due to knowledge gaps.

Yet, even though the participants rated their own knowl-
edge and experience levels as low, they consistently perceived
their level of protection to be greater than other family mem-
bers, friends or colleagues. This hints at a potential mismatch
between their perceived and their actual level of protection
compared to others or the illusory superiority effect [75] mani-
festing in yet another domain. Participants indicated that S&P
would be more engaging if they had more knowledge. This
suggests a need for improved S&P education integrated into
curricula and for engaging interactive experiences as proposed
by Wiederhold [81]. Based on our findings, S&P education
measures in school curricula and workplace trainings should
use positive formats like role-play to reduce intimidation and
build confidence.

Security advocates are intelligent whereas privacy advo-
cates are paranoid? By differentiating between security
and privacy, our study uncovered distinct perceptions for each
construct, highlighting the need to address these differences
in both research and organisational measures. Participants
perceived security-related measures (e.g., antivirus software,
device updates) as less paranoid than privacy-focused actions
(e.g., covering cameras, avoiding social media). Notably, se-
curity was more frequently associated with intelligence and
expertise, while privacy was linked to traits like introversion,
discreteness, or secretiveness, reflecting the more personal
and intimate nature of privacy concerns.

These findings have implications for organisational S&P
initiatives, such as appointing "security champions" or "pri-
vacy champions" [34, 37, 72]. While research already es-
tablished that the approach comes with its own challenges,
e.g., related to the selection of appropriate people [9, 34] and
lack of management support [37], our research indicates that
security as compared to privacy champions might need to
be introduced and supported differently. Specifically, privacy
champions may need assistance in countering stereotypes
that frame privacy-conscious behaviours as overly cautious
or secretive and in reinforcing the legitimacy and importance
of privacy measures within the organisation. This could in-
volve targeted training, executive endorsement, and strategic
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communication to shift organisational perceptions and ensure
privacy initiatives receive the same level of recognition and
support as security measures. The same likely applies to data
protection officers, i.e., the people responsible to advocate for,
check compliance with, and consult on privacy-related topics.
They might benefit from strategic communication explaining
the value of privacy measures beyond mere compliance, e.g.,
highlighting privacy as a business case for new products or
the potential reputation loss and costs associated with data
leaks in case of insufficient privacy considerations.

5.1 Conclusion & Recommendations

Our findings reveal a surprising and simple way to enhance
engagement with S&P through initiating S&P-related conver-
sations. Six key points emerge:

Fostering positive engagement with S&P. Consistent with
previous research, our study reveals mixed feelings towards
S&P. Positive perceptions generally highlight the importance
of S&P and associate it with professionalism and intelligence.
Conversely, negative perceptions focus on complexity, mys-
ticism, ambiguity, and frustration. This dichotomy suggests
that while S&P may be valued on a general level, personal
experiences with S&P are often negative. Future work should
explore this distinction further, focusing on enabling users
to make positive social and emotional experiences with S&P.
The framework developed by Faklaris et al. [29] can pro-
vide initial guidance on what type of social influence to use
in which step of S&P learning and adoption. For example,
storytelling might be helpful for raising threat awareness
whereas social proof may better support S&P learning. Fur-
ther, strengthening users’ self-efficacy by highlighting the
security relevance of everyday actions like device locking or
updating and promoting security practices like password man-
agers and 2FA as empowering choices rather than obligatory
tasks may help to overcome fears and negative perceptions.

Integrating S&P conversations into work routines. Al-
though individuals express a willingness to discuss S&P with
peers, they often perceive others as uninterested and lack con-
versation starters. This gap, also identified by Gerber and
Marky for expert users [35], suggests that fostering S&P dis-
cussions could be beneficial. Examples of positive effects on
S&P behaviours triggered by peer influence through conver-
sations are also summarized by Wu et al. [82]. The workplace
presents an opportunity to foster more organic S&P discus-
sions. Initiatives such as workplace S&P meet-ups, public
awareness days (e.g., Safer Internet Day), or integrating S&P
elements into unexpected settings (e.g., on frequently used
office material or informational posters) might stimulate S&P
conversations. For example, routine security updates could
be utilised as conversation starters, e.g., by encouraging a col-
lective coffee break when updates are installed. In this break,

employees could casually discuss the necessity and bene-
fits of updates and other security measures. Such low-stakes,
structured interactions could normalise S&P discussions and
reduce perceived barriers.

Integrating S&P conversations beyond on-site work places.
As work does not only happen in classical on-site settings
any more and is increasingly intertwined with private life,
it is also important to consider remote and private settings.
Widely used services such as Google services and apps such
as messenger apps or social media platforms offer options
for peer-to-peer learning and informal exchange in everyday
interactions. For example, private persons as well as remote
workers participating in team communications online could
be reached through integrated prompts in meetings or chat
platforms. In-person discussions in private contexts among
friends or family could be triggered through many ways in-
cluding cybersecurity education in schools, poster campaigns
in public settings such as bus stops, or through prompts inte-
grated in everyday objects such as water bottle labels.

Making privacy protective practices less paranoid. Pri-
vacy, in particular, may benefit from a cultural shift within
organisations to counteract the view of privacy as “paranoid”.
A strong error culture, psychological safety, and visible sup-
port from leadership could help reduce shame, and guilt as-
sociated with privacy-related mistakes. Likewise, increasing
privacy visibility might help in reducing social taboos around
the topic, e.g., through media coverage also in entertainment
formats, highlighting privacy features in apps and devices, and
legal framings that treat privacy as a valuable and achievable
goal rather than an abstract ideal.

Supporting calibration of perceived vs. actual protection
levels. Participants tended to overestimate their S&P knowl-
edge compared to others, reflecting the illusory superiority
effect [75] or optimism bias [66]. Similar to overestimations
in driving ability [26], individuals rated their S&P protection
as superior to that of their peers. To address this, providing
realistic assessments of one’s protection level and incorporat-
ing social cues (e.g., social password meters or visibility of
friends’ security practices) could help align perceptions and
motivate improvements in S&P.

Fostering interactions between experts and lay users.
Positive perceptions of S&P-conscious individuals, who were
associated with genius but not nerd attributes in our study,
point towards untapped potential of facilitating interactions
between S&P experts and lay users to leverage expert knowl-
edge more effectively, potentially improving S&P practices
privately and within organisations. Positioning S&P profes-
sionals as approachable role models could encourage broader
engagement and reduce the perceived exclusivity of S&P dis-
cussions, which are often confined to expert circles.
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with the European General Data Protection Regulation (GDPR) .
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The data will only be used for the purposes stated in this informed
consent and not be forwarded to a third party for any other purpose.
Within this study the following types of data will be collected:

- questionnaire responses, and

- demographic information

As demographic information we will collect:
- gender,

- age (in groups),

- education,

- occupation, and

- experience with IT security and privacy

Confidentiality

The collected data will only be used for research and publication
purposes (e.g., a scientific journal) in an aggregated (e.g., as means)
and anonymized form. Demographic information such as age and
gender do not permit inference to you as a person. At no point in
time will we store your name or other definite information.

Data storage

The collected data will be handled by researchers at Technische
Universitdt Darmstadt, Germany. As soon as the research purpose
allows it, we will delete all personal data or store it separately from
the rest of your answers respectively. Possibly provided personal
information will be replaced by a placeholder. The data will be
stored in an anonymised form.

Voluntariness & Rights of the Participants

Answering the questions of this study and agreeing to the analysis
of your data (especially the collection, storage and publication) is
voluntary. You have the right to abort the study any time, to refuse
participation, to be informed about the personal data we store and
to have the personal data corrected, limited or deleted if you wish.
You can revoke the handling of your personal data any time, without
this having an influence on the legitimacy on the data analysis done
until the moment of revocation. To revoke your agreement please
inform the contact person named below verbally or in written form.
You also have the right on data portability and the right to complain
to a regulator. If you have read and understood the information,
and agree to participate in the study, please tick the box next to the
agreement below.

I hereby confirm that I have read and understood the information on
this study, want to take part in the study and agree to the designated
handling of personal data (especially the data collection, storage and
publication).

If you have an questions or concerns please contact: [Contact details
of the authors]

Survey Items
Please finish the following sentences. Just complete the sentence in
the way that comes to your mind first, there are no right or wrong
answers. We are interested in your personal associations with this
topic.

1. Privacy is a topic that...[text field]

2. It would be so much more fun to protect my (digital) privacy
if...[text field]

3. Imagine (digital) privacy was a person, or more precisely, a
colleague of yours. Which three character traits would you use
to describe him or her? Please use one line per character trait.

text field
text field
text field

1. How would you define privacy? [text field]

2. What is important to you in terms of your privacy? [text field]

1. How well do you protect your privacy compared to...
Please answer the question only in relation to such people who
are in your life, i.e. if you do not have any siblings, please just
do not make any statement in relation to your siblings. [Visual
analogue scale from 1="less” to 101="more”; randomised
order]
(a) ...your children?
(b) ...your acquaintances?
(c) ...your colleagues?
(d) ...your parents?
(e) ...your siblings? your partner?
(f) ...your friends?
Please finish the following sentences. Just complete the sentence in
the way that comes to your mind first, there are no right or wrong
answers. We are interested in your personal associations with this
topic.
1. IT Security is a topic that...[text field]

2. It would be so much more fun to protect my IT security if...[text
field]

3. Imagine IT security was a person, or more precisely, a col-
league of yours. Which three character traits would you use to
describe him or her? Please use one line per character trait.

text field
text field
text field

1. How well do you protect your IT security compared to...
Please answer the question only in relation to such people who
are in your life, i.e. if you do not have any siblings, please just
do not make any statement in relation to your siblings. [Visual
analogue scale from 1="less” to 101="more”; randomised
order]

(a) ...your children?

(b) ...your acquaintances?
(c) ...your colleagues?
(d) ...your parents?

(e) ...your siblings?

(f) ...your partner?

(g) ...your friends?
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1. How often do you talk to other people about IT security and

privacy issues?

(a) I talk to other people about privacy issues...[7-point
Likert-like scale from 1="very infrequently” to 7="very
frequently”; fallback option="never’’]

(b) Italk to other people about IT security issues...[7-point
Likert-like scale from 1="very infrequently” to 7="very
frequently”’; fallback option="never”’]

2. In case you do not talk very frequently to others about privacy:

Why don’t you talk to other people so often about privacy? [7-
point Likert scale, 1="strongly disagree”, 7="strongly agree”;
randomised order; based on the results from [35]]

(a) Because it is too much effort

(b) Because I don’t want to come across as know-it-all

(c) Because no one else cares

(d) Because I do not care

(e) Because I don’t always behave as I would like in this
area

(f) Because I don’t want to annoy others
(g) Because I fear negative reactions
(h) Because I don’t want to be intrusive

(i) Because there are no opportunities for this to serve as a
conversation starter

(j) Because it is too complicated
(k) other: [text field]

3. I would talk about privacy much more often with others

if....[text field]
. In case you do not talk very frequently to others about IT secu-
rity: Why don’t you talk to other people so often about IT secu-
rity? [7-point Likert scale, 1="strongly disagree”, 7="strongly
agree”; randomised order; based on the results from [35]]

(a) Because it is too much effort

(b) Because I don’t want to come across as know-it-all

(c) Because no one else cares

(d) Because I do not care

(e) Because I don’t always behave as I would like in this
area

(f) Because I don’t want to annoy others
(g) Because I fear negative reactions
(h) Because I don’t want to be intrusive

(i) Because there are no opportunities for this to serve as a
conversation starter

(j) Because it is too complicated
(k) other: [text field]

5. I would talk about IT security much more often with others

if....[text field]

6. It is important you pay attention to the statements. Please

agree by choosing “strongly agree”. [[7-point Likert scale,
1="strongly disagree”, 7="strongly agree”]

(a) I'm paying attention to the questions in this question-
naire. | confirm this by choosing “strongly agree”.

. I think that someone is paranoid who, in order to protect their

own privacy,...[7-point Likert scale, 1="strongly disagree”,
7="strongly agree”’; randomised order; based on the results
from [35]]

(a) ...uses private mode in browsers.

(b) ...encrypts their devices.

(c) ...covers the camera on their (mobile) devices.

(d) ...uses 2 factor authentication.

(e) ...only uses messengers that are considered secure.

(f) ...avoids to use the devices and services of certain
providers.

(g) ...avoids having private data stored on servers that are
not subject to strict privacy regulation.

(h) ...checks attachments before opening them.
(i) ...uses the tor browser for surfing.
() ...uses complex passwords.
(k) ...uses tracing blocker.
(1) ...regularly updates their devices.
(m) ...does not use social media.
(n) ...reads privacy policies.
(0) ...checks links before clicking on them.
(p) ...locks their devices when they are not using them.
(q) ...gives as little information as possible on user accounts.
(r) ..manages permissions on the phone or computer.
(s) ...uses antivirus programs.
(t) ...uses VPN.
(u) ...does not accept optional cookies.
(v) ..regularly clears their cache.

(w) ...limits the number of services used.

. Nerd-Genius scale [70]: What do you think about people who

protect their privacy? [7-point Likert scale, 1="strongly dis-
agree”, 7="strongly agree”; randomised order]

. How would you rate your general skills in computer security

and privacy (e.g., understanding threats, vulnerabilities, and
countermeasures)? [single choice; based on [55]]

(a) Novice
(b) Competent
(c) Expert

. Assuming you believe each of the following to be less com-

petent than you in data security, if they ask you for advice
or help with data security, how likely are you to offer it? [7-
point Likert-like scale, 1="Very unlikely”, 7="Very likely”;
randomised order; ; based on [55]]

(a) Relative
(b) Friend
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(c) Work colleague (k) 66-70 years
(d) Others (1) 71-75 years

3. ATI scale [32] [6-point Likert scale, 1="strongly disagree”, (m) 76-80 years

6="strongly agree”; randomised order] (n) >80 years

4. SA-6 [30] [5-point Likert scale, 1="strongly disagree”,

« » . (o) Prefer not to say
5="“strongly agree”; randomised order]

5. TUIPC-8 [36, 50] [7-point Likert scale, 1="“strongly disagree”, 3. What is your highest degree of education? [single choice]
7="strongly agree”; randomised order] (a) School student
6. To confirm that you are paying attention to the questions in (b) High School Diploma

the questionnaire, please select the second option from the

left on the scale. [7-point Likert scale, 1="“strongly disagree”, (¢) Bachelor’s Degree

7="strongly agree”] (d) Master’s Degree
(a) Paying attention to the questions in this questionnaire is (e) Ph.D. or higher
important. [ agree by choosing the second option from (f) Other, namely: [text field]

the left of the scale.
(g) Prefer not to say
7. OPLIS technical scale [73]: In the following you will find

different questions about the Internet. Some of the questions are 4. What describes your current employment status best? [single
not easy to answer, in order to be able to assess as many people choice]
as possible with different levels of knowledge. Therefore, it

is not a big deal if you do not know an answer. In that case, (@) employed full time

simply select “Don’t know”. (b) employed part-time
Demographic Information (c) unemployed and on the lookout
1. With which gender do you identify most? [single choice] (d) unemployed and not on the lookout
(a) female (e) student
(b) male (f) retired
(c) other (g) homemaker
(d) prefer not to say (h) self-employed

(i) incapacitated for work

(j) other:[text field]

2. How old are you? [single choice]
(a) 18-20 years
(b) 21-25 years (k)
(c) 26-30 years Thank you for completing this questionnaire!

(d) 31-35 years We would like to thank you very much for helping us.
y Your answers were transmitted. We will now redirect you to Prolific.
(e) 36-40 years

(f) 41-45 years

(g) 46-50 years

(h) 51-55 years This. article is supplemenFed by an Onlir.le Appepdix that Provides
) details on the character traits associated with security and privacy, the

(i) 56-60 years codebook, and the statistical analyses results on OSF: https://osf.

(j) 61-65 years io/z7hsj/files/osfstorage/68346bfd8ae20e827053930Db.

Prefer not to say

B Online Appendix
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