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ABSTRACT

Face recognition by human officials remains the predominant method of identity verification in security-critical contexts. The

integrity of this process can be compromised by sophisticated fraud attacks using manipulated face images. Therefore, in this

study, we examine whether human observers can detect digitally manipulated passport photos, and whether super-recognisers

(SRs) outperform typical recogniser controls. Using two face manipulation detection tasks (DFMD1, DFMD2), participants were

asked to decide whether a ‘suspected’ passport photo had been digitally manipulated. SRs were found to significantly outperform
controls; this effect was not the result of a ‘speed-accuracy trade-off’. Individual differences on tests of face identification apti-
tude, self-rated ability, and response times, accounted for over 20% of the variance in manipulated image detection sensitivity.
Taken together, these findings show that, despite increasing sophistication in digital face manipulation techniques, there is still

utility in employing human operators, particularly SRs, to detect them.

1 | Introduction

Digital image manipulation software is being used to support
increasingly sophisticated cases of identity fraud (Godage
et al. 2023; Nichols et al. 2022). Opportunistic fraudsters will
seek to obtain the passport of an individual who resembles
them in appearance, with the hope that the human observer
does not detect the discrepancy (White et al. 2014). However,
sophisticated attackers are now seeking to fraudulently obtain
genuine identity documents containing digitally manipulated
face images that more closely resemble their appearance (see
Nightingale et al. 2021; Robertson et al. 2017). Such attacks
represent a vulnerability to security-critical identity verifica-
tion systems (Tapia and Busch 2021; Venkatesh et al. 2021).
Enhancing their detection is therefore a priority area for re-
search. However, to date, attempts to improve the detection of
digitally manipulated face images by human observers have

yielded only modest effects, even when using images with sa-
lient visual artefacts (e.g., Robertson et al. 2018). Moreover, such
training effects disappear, and detection rates can fall to near
chance level when the sophistication of the manipulated image
increases (see Kramer et al. 2019). Therefore, in this study we
examine whether such sophisticated images, of the type that se-
curity personnel are currently likely to encounter (see Nichols
et al. 2022), can be robustly detected by the human visual sys-
tem, and importantly, whether ‘super-recognisers’ (SRs), indi-
viduals who excel at person identification (Russell et al. 2009;
Davis et al. 2016; Ramon 2021; Robertson et al. 2016), might also
demonstrate superior levels of performance for the detection of
digitally manipulated passport photos.

A SR is an individual whose performance on person recogni-
tion tasks places them at the top end of a normally distributed
continuum (Bobak et al. 2016; McCaffery et al. 2018; Verhallen
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et al. 2017; Wilmer 2017). The SR ability is likely to be hered-
itary (Shakeshaft and Plomin 2015; Wilmer et al. 2010), and
the advantage has been consistently reported across a variety
of identity verification tasks (e.g., face image comparison and
face memory) often using stimuli (e.g., a face pair) presented
under ideal viewing conditions (see Bate et al. 2021 for a review).
However, recent research has started to focus on whether the
SR advantage might generalise to the detection of identity fraud
attacks in which some or all the facial information has been
obscured. In other words, is it the case that the SR advantage
holds when an individual is attempting to hide their identity ?
Findings from studies using facial disguise such as sunglasses
and balaclavas (Davis and Tamonyte 2017), and the occlusion of
the face by medical masks (Noyes et al. 2021; Ritchie et al. 2024),
confirm that the SR ability is not just limited to full-face identity
recognition but extends to enhanced perpetrator identification
in identity fraud contexts.

Such superior performance remains present even in the ab-
sence of any identity processing requirement. For example,
several recent high-profile identity fraud cases have involved
individuals wearing hyper-realistic silicone masks (see
Sanders and Jenkins 2021). In this context, the task is not
to recognise identities, but simply to detect whether an indi-
vidual is wearing a full-face disguise, with SRs significantly
outperforming controls (see Robertson et al. 2024). However,
this effect does not appear to extend to the superior detec-
tion of ‘deepfake’ stimuli (Ramon et al. 2024). Such stimuli
include videos that have been digitally manipulated to swap
one face with another or to alter the person's face to gener-
ate false statements (see Groh et al. 2022). Ramon et al. (2024)
tested SRs and controls on two deepfake detection tasks and
the findings showed that digitally manipulated video detec-
tion rates did not differ across the groups. Given the similarity
between digitally manipulated deepfake videos and the digi-
tal manipulations being used to generate fraudulent passport
photos (Nichols et al. 2022), it is now important to examine
whether SRs do, or do not, outperform typical-recogniser con-
trols at the detection of digitally manipulated face photos.

To that end, we developed two versions of the Darmstadt
Face Manipulation Detection test (DFMD1, DFMD2) (see also
Ibsen et al. 2024) which emulate the type of context that offi-
cials working in passport renewal offices or in a border control
scenario are likely to encounter. In both tasks, participants
are presented with pairs of face photos, one of which they can
trust (i.e., a trusted ‘live capture’ image). They must decide
whether the other suspected image has been digitally manip-
ulated (i.e., does it represent an identity fraud attack). On tri-
als that contain an image manipulation, the face photos have
been digitally altered using three approaches that attackers
are known to have used in real world contexts: face morph-
ing, face retouching, and face swapping (see Ibsen et al. 2022
for a review of the techniques used in the current research).
Face morphing involves the digital merging (i.e., a graphical
overlay) of two face images to create a third face combining
traits of both (see Rottcher et al. 2020). Face retouching, often
used in the media for beautification purposes, can be used to
reduce the salient physical characteristics of a face (e.g., skin
imperfections) that may not match that of the identity fraud-
ster (see Rathgeb et al. 2019). Face swapping, often used in

‘deep-fake’ videos as outlined above (see Tolosana et al. 2022)
transfers the key internal traits of one face (e.g., eyes, nose,
mouth) to the external facial profile (i.e., faces shape, hair)
of another (see Chen et al. 2020; Groh et al. 2022). Each of
these approaches is used by identity fraudsters to ensure that
their appearance more closely matches that of an established
identity. The intended outcome is to increase the likelihood
of a fraudulently obtained but genuine (FOG) passport being
issued and to decrease the likelihood of detection at border
control.

In addition to the inclusion of digitally manipulated images in
the task set, we also manipulate their prevalence. The DFMD1
includes a 50% prevalence rate for trials in which a digital
manipulation is present. This is a common approach across
lab-based cognitive tasks (see Papesh and Goldinger 2014).
However, fraud attacks are likely to be presented at much
lower frequency, and research has shown that low prevalence
targets are more difficult to detect (e.g., Weatherford and
Schein 2015), although SRs may be more resistant to this ef-
fect (see Davis et al. 2021). Therefore, to enhance the ecolog-
ical validity of the findings, we also include the DFMD2 in
which the prevalence of manipulated image trials is reduced
to 25%.

To augment our individual differences approach, we also in-
clude further measures that examine whether self-rated face
recognition ability, trial response confidence, and response
times (RTs) predict task performance. For self-rated face rec-
ognition ability, the findings from the literature are mixed
as to whether, and to what extent, an individual has insight
into their unmanipulated face identification aptitude (see Bate
and Dudfield 2019; Bobak et al. 2019; Kramer 2023; Estudillo
and Wong 2021; Matsuyoshi and Watanabe 2021; Palermo
et al. 2017). Here, we include this measure to test how robust
such ratings might be at predicting performance on a task that
utilises digitally manipulated face images. Given these mixed
findings, we also include a second measure of subjective per-
formance rating in the form of trial response confidence (see
Wixted et al. 2015; Wixted and Wells 2017). We use this to
examine whether ‘within-task’ self-rating scores might have
predictive utility in relation to objective manipulated image
detection scores. Finally, should it be the case that SRs sig-
nificantly outperform controls in the detection of face photo
manipulations, it is important to rule out a ‘speed-accuracy
trade-off” as an alternative explanation for such findings. In
other words, to ensure that superior performance is explained
by intrinsic aptitude and not simply by greater cognitive ef-
fort or response deliberation time (see Ramon et al. 2024,
Robertson and Burton 2021; Weber and Brewer 2006).

Taken together, this study has four aims. First, to evaluate
whether high-quality digitally manipulated passport photos
can be robustly detected by human observers (i.e., well above
chance level). Second, if that is the case, whether SRs outper-
form typical-recogniser controls, and if so, if such an effect is
present in both the high (DFMD1) and low (DFMD?2) preva-
lence versions of the task. Third, given that we use two tasks,
we examine whether prior exposure to one (e.g., DFMD1) affects
performance on the second (e.g., DFMD2). In other words, is
there any evidence for an implicit learning effect in this context
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TABLE1 | Demographics and summary statistics for all participants.

All participants (N =786, age range: 18-70, 68% female, 88% White)

SD Range

Mean
CEMT+ (%) 83.6 (81.9%)
GFMT (%) 36.8 (92.0%)
KFMT (%) 30.3 (75.8%)
AFRT (%) 48.2 (80.3%)

11.7 (11.5%) 45-102 (44.1%)—-(100%)

2.7 (6.8%) 23-40 (57.5%)-(100%)
3.7 (9.3%) 16-40 (40.0%)—(100%)
5.2 (8.7%) 30-60 (50.0%)~(100%)

Note: Scores denote the number of overall correct responses made on each task, with those scores transformed into percentage accuracy rates presented in parentheses.
Maximum CFMT+ score is 102, maximum GFMT score is 40, maximum KFMT score is 40, maximum AFRT score is 60. Inclusion in the Greenwich volunteer
database appeals to people attracted by the initial advertised opportunity to find out if they are a SR, by taking a series of face recognition tests, which include the
current aptitude tests. They receive their test scores and information as to the standards typically required of super-recognisers, albeit no explicit information is
provided as to whether this standard has been attained by any participant. The volunteer pool is represented by a very wide range of abilities. However, the majority
tend to generate scores on tests that are substantially higher than is typical of representative samples of the population (e.g., volunteer pool Mean (N=48,545, 19th
February 2025)=83.3, SD=11.4 vs. population-representative Mean =70.7, SD =12.3 for the CFMT+; Bobak et al. 2016).

? Fourth, to what extent individual differences on measures of
face identification aptitude, self-rated face recognition ability,
response confidence, and response time (RT) account for vari-
ation in the ability to detect these manipulated images. Overall,
if the digitally manipulated faces can be robustly detected by
human observers, and SRs are found to outperform controls in
this study, this would support the utility of their recruitment to
positions in which combatting face-based identity fraud is the
critical task.

2 | Method
2.1 | Ethics Statement

The research reported in this paper received concurrent
approval from the Ethics Committees of the University of
Greenwich and the University of Strathclyde. The data that
supports the analyses reported is available via the Open
Science Framework.

2.2 | Participants
2.2.1 | G*Power Analysis

A G*Power analysis (http://www.gpower.hhu.de/) with the
alpha level set at 0.05 and power set at 0.80 recommended that
a minimum of 51 participants should be recruited, per group, to
detect a medium effect size. The final groups for our primary
analyses consisted of a minimum of 89 participants, thereby
achieving the required statistical power.

2.2.2 | All Participants

We recruited 787 participants from the University of Greenwich
participant database created by author J.P.D., although a cod-
ing error meant one participant's data were excluded. Summary
scores on the four face aptitude tests, the Cambridge Face
Memory Test-Long Version (CFMT+; Russell et al. 2009),
Glasgow Face Matching Test (GFMT; Burton et al. 2010), Kent
Face Matching Test (KFMT; Fysh and Bindemann 2018), the
Adult Face Recognition Test (AFRT; Belanova et al. 2018;

Robertson et al. 2020), and demographic characteristics are pre-
sented in Table 1.

2.2.3 | SRs

The two most frequently cited tests used to partition SRs from
controls are the CFMT+ (Russell et al. 2009) and the GFMT
(Burton et al. 2010) (see Supporting Information A for further
details on the face identification aptitude tests used in the group-
ing procedure). All participants had previously provided scores
on these measures and consent for their use in this study. To rule
out repeat exposure effects that might artificially inflate scores,
only their first attempts on these tests were used for inclusion
criteria. However, the GFMT suffers from ceiling effects, and it
has also recently been suggested that researchers adopt a more
conservative grouping criteria in which SR status is based on ex-
ceptional scores on three, rather than two, face aptitude tests (see
Ramon 2021). Therefore, in this study, participants were also in-
vited if they had also completed at least one of two additional
tests. These were the KFMT (Fysh and Bindemann 2018) and
the AFRT (Belanova et al. 2018; Robertson et al. 2020). To attain
SR status, each participant was required to achieve exceptional
scores on their first attempts on three of the tests (i.e., >2 SDs
above the mean) and at least > 1.5 SDs above the mean for those
that had also completed a fourth (94% of participants). This more
liberal criterion for a fourth test score was set, as only three were
required to meet this stringent grouping criteria, and to account
for within-person heterogeneity in scores which might natu-
rally arise in multiple testing situations due to task-independent
human factors. In taking this approach, we apply the most
conservative and stringent SR grouping criteria used in the SR
literature, with 89 participants achieving the threshold scores
necessary for super-recognition status. Group demographics and
summary statistics are presented in Table 2.

2.2.4 | Controls

The control group was selected from the remaining participants
recruited from the volunteer database. As stated above, inclu-
sion in the Greenwich volunteer database appeals to people with
better-than-typical ability. As a result of this, those who are not
categorised as SRs tend to show scores on each of the tests that
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http://www.gpower.hhu.de/

TABLE 2 | Group demographics and summary statistics.

Super-recognisers (N=389, age range:

18-70, 64% female, 85% White)

Controls (N=92, age range: 18-70,
67% female, 83% White)

Mean SD Range Mean SD Range
CEMT+ (%)  96.6(94.7%)  2.2(2.1%)  91-102(89.2%)-(100%)  72.9 (71.5%)  7.5(7.4%)  54-79 (52.9%)—(77.5%)
GFMT (%) 39.7(99.3%) 0.6 (1.5%) 38-40 (95.0%)-(100%) 34.2(85.5%) 1.9 (4.8%)  29-36 (72.5%)-(90.0%)
KFMT (%) 34.7(86.8%)  1.7(4.3%) 32-40 (80.0%)-(100%) 27.2(68.0%)  2.0(5.0%)  23-29(57.5%)-(72.5%)
AFRT (%) 55.2 (92%) 2.5 (4.1%) 51-60 (85.0%)-(100%) 451(75.2%) 2.9 (4.8%)  40-49 (66.7%)-(81.7%)

Note: Scores denote the number of overall correct responses made on each task, with those scores transformed into percentage accuracy rates presented in parentheses.
Maximum CFMT+ score is 102, maximum GFMT score is 40, maximum KFMT score is 40, maximum AFRT score is 60.

are higher than population-representative mean values. To con-
trol for this, and to ensure that our control group did reflect typ-
ical recognisers in the general population, only participants who
scored within +1 SD of the mean score on any three of the tests
and within +1.5 SDs for those that completed a fourth (80% of
participants) were included in the control group. On applying
this selection procedure, 92 participants met these threshold
scores for inclusion as controls.

2.2.5 | Group Demographics

The groups were well-balanced for gender, age distribution, and
ethnic group.

3 | Materials and Measures
3.1 | DFMD1 50% Manipulated Images

The Darmstadt Face Manipulation Detection Task 1 (DFMD1)
consisted of 60 pairs of face images, as seen in Figure 1, each pair
consisted of one ‘trusted’ source image (blue frame) and one ‘sus-
pected’ image (orange frame) for inspection by a human operator.
On each trial, participants had to decide whether the suspected
image included a digitally manipulated version of that trial iden-
tity. On 30 trials, the suspected image contained no digital ma-
nipulations (i.e., it was a genuine ‘bona fide’ face image). On the
remaining 30 trials, the suspected image had been digitally ma-
nipulated either by face morphing (15 trials), retouching (10 trials),
or face swapping (5 trials). Different software was used within
the morphing (i.e., UBO Morpher and FaceFusion) and retouch-
ing (i.e., FotoRus and InstaBeauty) manipulations, with a single
‘Simple Face Swap’ procedure being used for the remaining face
swap condition. Example images for each category manipulation
(i.e., morphing, retouching, swapping) are provided in Figure 1,
and full details on the process used to create this set of stimuli can
be found in Ibsen et al. (2022) and Nichols et al. (2022).

3.2 | DFMD2 25% Manipulated Images

The Darmstadt Face Manipulation Detection Task 2 (DFMD?2)
was identical to that described above for the DFMD1, with the

exception that there were fewer trials (15/60; 25%) in which the
suspected image had been digitally manipulated (60 trials, 45
genuine ‘bona fide’, 7 morphed, 6 retouched, 2 face swapped).

3.3 | Procedure

Approximately 9000 study invitation e-mails were sent to pro-
spective participants from the University of Greenwich face
database. Each invitation contained their anonymous ID code
and a link to the study platform (Qualtrics, Provo, UT, USA).
All participants were provided with an onscreen information
sheet and an opportunity to provide informed consent, which
included providing access to their previously held face recog-
nition task scores. Before beginning the main study, partic-
ipants were asked to estimate their skill at face recognition
tasks compared to the population average using a scale from
0 (worst) to 100 (best). Participants then proceeded to the task
instruction screen, which provided them with the context of
the study, information about digitally manipulated face fraud,
as well as information and examples about the types of manip-
ulation that would be present in the study. It was made clear
that they were to take on the role of an identity fraud specialist
and to try and detect these digital manipulations to the best of
their ability.

The trial procedure for the DFMD1 and the DFMD2 was
identical, see Figure 1 for an example. Each trial began with
the presentation of the pair of face images, which remained
onscreen for a fixed period of 15s. The images were then re-
placed by grey placeholders, and participants were prompted
to enter their response as to whether the suspect image had
been digitally manipulated or not. The response options were
‘Bona Fide’ (i.e., the suspect image was not manipulated) or
‘Manipulated’, each of which were selected using an onscreen
click. Following each trial decision, participants were asked
to record how confident they were in their response on a scale
ranging from 1 (very unsure) to 5 (very sure). Trial order within
each task was randomised, and both the left/right presenta-
tion of the trusted/suspected image and task order (DFMD1/
DFMD2) were counterbalanced. Overall performance accu-
racy was provided at the end of each task, and on completion
of the study, participants were provided with an onscreen
debrief.
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Trusted Live Image Suspected Image

Bona Fide

Was the suspected image (ORANGE)
manipulated or bona fide?

Submit

Bona Fide

Manipulated

L 2

On a scale from 1 (very unsure) to 5 (very sure),
how certain are you it is the correct choice?

3 4 5

FIGURE1 | Example stimuli and DFMD1/DFMD?2 trial procedure. Note: This figure (left) shows an example of the trial procedure for both
the DFMD1 and the DFMD2; the initial stimulus presentation is shown on the top, followed by the decision input and confidence rating phases.

This figure (right) shows example images from each of the task conditions. Please see Supporting Information B and C for further examples of the

stimuli used in these tasks.

4 | Results
4.1 | Data Analysis Approach

Performance on both DFMD1 and DFMD?2 reflects the ex-
tent to which participants correctly detect a manipulated face
image, and the first analysis compares SRs and controls at this
task. We start by collapsing the different types of face manip-
ulation (i.e., morphing, retouching, swapping) into a single
‘manipulated image’ condition to ensure there is adequate sta-
tistical power for this primary analysis. In this analysis, we
ignore task order (i.e., whether DFMD1 or DFMD2 was com-
pleted first), and we also include data from participants who
only completed one of the tasks (50 SRs and 62 controls com-
pleted both tasks; 17 SRs and 15 controls completed DFMD1
only; 22 SRs and 15 controls completed DFMD2 only). Using
signal detection analysis (see Stanislaw and Todorov 1999
for full details), a hit was categorised as a ‘manipulated’ re-
sponse to any manipulated face trial while a false alarm was

categorised as a ‘manipulated’ response to a ‘bona fide’ face
trial. These values were used to calculate overall detection
sensitivity (d prime; d’) and response bias (criterion; c), and
for completeness and cross study task comparisons, we also
report task accuracy. Independent-samples ¢-tests are used to
examine group differences on each of the performance mea-
sures, adjustments to degrees of freedom are made where the
equal variances assumption has been violated.

4.2 | Detection of Manipulated Images

Eight one-sample t-tests were conducted to assess the ability
of SR and Control groups at detecting manipulated images
(hits) and avoiding false alarms on the DFMD1 and DFMD2.
Outcomes were compared against a 50% accuracy rate, repre-
senting chance-level performance. The results revealed that
SRs and controls made significantly more hits (all ¢'s >11.70,
all p's<0.001, all d's>0.86) and significantly fewer false

50f13

51907 SUOWIWIOD dAERID 3|qedt|dde au Ag paueAob a8 S3o1Le YO 138N JO S3IN1 I0) Afeiq178UIUO AB]1AA UO (SUOIPLOD-PUB-SLUBIWOD A3 1M Ake.q)1 Ut |UO//SdIY) SUORIPUOD PUe WL L 81 39S *[S20Z/70/0T] Uo Aflgiauliuo Ao|im ‘9140 feaued ubinguips ‘SN Ag £500£ 09e/Z00T 0T/I0p/W0d" &3] 1w Akeiq 1juljuo//:Sdiy Wouj papeo|umoq ‘Z ‘5202 ‘0220660T



DFMD1

(50% Manipulated Images)

225 ® Super-Recognisers

2.00 - = Controls

DFMD2

(25% Manipulated Images)

B Super-Recognisers
2.00 = Controls

2.04
175 1.75 A
1.50 135 1.50
o
= 1.25 1.25 L1
Zj; - 092
L:S ' 072 o 071 100 - 0.79
2075 1 g0 068 0.75 - 0.62
:CQ) 0.50 036 ¥ 0.50 'l
£ 025 - II 025 II
= c c
0.00 — 0.00 - ‘ ‘
Accuracy Hits False Alarms  d prime ._r Accuracy Hits False Alarms  d prime
-0.25 0.16 -0.25
-0.24
-0.50 - -0.50 036
-0.53
-0.75 - -0.75 -
4.00 4.00
3.00 3.00
%% !/
(
2.00 2.00 \
\\
o \
1.00 1.00 :
0.00 0.00
-1.00 -1.00

Super-Recognisers Controls

Super-Recognisers Controls

FIGURE2 | DFMDI and DFMD2 Group Performance. Note: In this figure, the bar graphs (top left, top right) show the mean task performance
(numbers shown in bold) for each group across the performance measures (from left to right: proportion of correct responses, hits, false alarms,
and detection sensitivity (d prime) and response bias (c)) for DFMD1 (left) and DFMD?2 (right). Error bars denote standard error of the mean.

The violin plots (bottom left, bottom right) show the performance distributions on DFMD1 (left) and DFMD2 (right) for both groups on the main

detection sensitivity measure (**sig. at p <0.001 level).

alarms (all t's>-3.87, all p's<0.001, all d's>0.41) on both
DFMD tests than would be expected from chance effects
alone. Hit rate effect sizes were strong, false alarm rate effect
sizes, moderate. However, these results demonstrate that SRs
and typical ability controls can produce robust performances
on this task.

4.3 | DFMD1/DFMD2 Group Differences

For DFMDI, as seen in Figure 2, the independent-samples ¢-
tests with group (SRs =67, Controls=77) as the factor revealed
significantly greater accuracy, £(142)=7.24, p<0.001,d=1.21, a
higher number of hits, #(142)=5.11, p<0.001, d=0.85, a lower
number of false alarms, t(142)=-2.59, p=0.011, d=—0.43, and
importantly, a greater overall sensitivity for the detection of ma-
nipulated images, #(116.309)=7.75, p<0.001, d=1.33, for SRs

compared to controls. While there was a small trend for a more
liberal response bias in the SR group, this difference was not sig-
nificant, t(142) = —1.13, p=0.129, d =—0.19.

In line with the findings from the DFMDI1 analysis, the
independent-samples t-tests for DFMD2 (SRs =72, Controls =77)
revealed the same pattern of findings with significantly greater
accuracy, t(147)=6.31, p<0.001, d=1.04, a higher number
of hits, #(113,780)=6.27, p<0.001, d=1.01, a lower number of
false alarms, #(147)=-3.82, p<0.001, d=-0.63, and greater
overall sensitivity for the detection of manipulated images,
t(147)=10.76, p<0.001, d=1.76, for SRs compared to controls.
The small trend for a more liberal response bias in the SR group
was significant for this task, £(147)=—-2.35, p=0.020, d =—0.39.

Taken together, these findings show that current sophisticated
digitally manipulated face images, with few salient visual
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DFMD1 & DFMD2

(% Hits x Face Image Manipulation)

® DFMDI Super-Recognisers @ DFMD1 Controls

DFMD?2 Controls
99.3

DFMD2 Super-Recognisers

100.0 ns
94.2
95.0 922 92.6 91.7
89.9
90.0 85.4
85.0
80.3
80.0
73.1
75.0 e 72.5
67.3 ns

70.0 662 65.5
65.0

59.2
60.0
55.0 I
50.0

UBO Face Fusion FotoRus InstaBeauty Simple
Morphs Morphs Retouched Retouched Face Swap

FIGURE 3 | DFMDI1 and DFMD1 Group Performance by Manipulation Type. Note: This figure shows percentage hit rates for each of the six
face manipulation techniques presented as a function of group (SRs) and task (DFMD1, DFMD2) (ns. denotes a non-significant comparison; error

bars denote standard error of the mean).

artefacts from the manipulation process, can be detected above
chance level by human observers, both in high (50%) and lower
(25%) frequency contexts. Importantly, super-face-recognisers
demonstrated a superior ability to detect such identity fraud
attacks.

4.4 | DFMD1/DFMD2 Group Differences:
Manipulation Type

As reported above, the low prevalence of digitally manipu-
lated images within DFMD1 and DFMD2 would not have
supported the addition of a broader manipulated image fac-
tor in which each of the individual manipulations contributed
data points to the primary analysis. However, it is important
to examine, where possible, whether some manipulations
were more difficult to detect than others, and whether there
is evidence of group differences in performance. To that end,
here we provide a cautious exploratory analysis of the per-
centage correct responses (i.e., percentage hit rates) across
manipulation categories including the different software ap-
proaches (i.e., UBO Morphs, FaceFusion Morphs, FotoRus
Retouched, InstaBeauty Retouched, Simple Face Swap). For
DFMDI1, the most challenging manipulation to detect, aver-
aged across the groups, was UBO Morphs (65.7%), followed by
InstaBeauty Retouching (68.8%), FotoRus Retouching (71.9%),
and FaceFusion Morphs (75.1%), with the Simple Face Swap
(84.7%) proving to be the easiest of the set. The pattern was
the same for DFMD2, with UBO morphs showing the lowest
detection rates (75.5%), followed by InstaBeauty Retouching
(81.7%), FotoRus Retouching (84.9%), with FaceFusion Morphs
(86.7%) and Simple Face Swap (96.6%) being the easiest ma-
nipulations to detect. Taken together, this would suggest that
morphed face images (particularly those of the quality gener-
ated by the UBO, or similar, approach) would pose the most
serious detection challenge in operational settings.

As seen in Figure 3, the SRs show trends towards superior
performance, in comparison to the controls, across all manip-
ulations. These differences, using an adjusted alpha level (N
comparisons =10; adjusted «=0.005) were statistically signifi-
cant for each group comparison, apart from FotoRus Retouching
(p=0.011) and InstaBeauty Retouching (p =0.040) for DFMD],
and Simple Face Swap (p=0.010) for DFMD2.

4.5 | Task Order: Manipulation Frequency Effects

In this analysis, we include only SRs and Controls who had com-
pleted both DFMD1 and DFMD2 (50 SRs, 62 controls), and the
groups were divided further to reflect the order in which they
completed the two tasks. These groups were SRs who completed
DFMD1 followed by DFMD2 (SRs DFMDI1-DFMD2; N=34),
SRs who completed DFMD?2 followed by DFMD1 (SRs DFMD2-
DFMDI1; N=16), Controls who completed DFMD1 followed by
DFMD2 (Controls DFMD1-DFMD2; N=41), and Controls who
completed DFMD2 followed by DFMDI1 (Controls DFMD2-
DFMDI1; N=21). Participants mean detection sensitivity (d”)
scores were entered into a 2x4 mixed design ANOVA with the
within-subjects factor of task (DFMD1, DFMD2) and the between-
subjects factor of group (SRs DFMDI1-DFMD2, SRs DFMD2-
DFMD1, Controls DFMD1-DFMD2, Controls DFMD2-DFMD1).

The ANOVA revealed a main effect of task, F(1, 108)=59.03,
p<0.001, np2=0.35, with significantly higher detection sensi-
tivity scores for DFMD2 (25% manipulated images; M=1.55,
SD =0.74) compared to scores on the DFMD1 (50% manipu-
lated images; M=1.01, SD=0.57). There was also a main effect
of group, F(3, 108)=40.37, p<0.001, np2:0.53, that was qual-
ified by a taskxgroup interaction, F(3, 108)=5.17, p=0.002,
np2=0.13. As seen in Figure 4, while there were trends for an
improvement in performance on both DFMD1 and DFMD2 for
most of the groups if each was their second task, only the effect
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for the controls and performance on DFMD?2 approached signif-
icance, t(60)=1.89, p=0.064, d=0.51, all other p's >0.219.

The important finding here is that there is some evidence that
prior exposure to a manipulated image detection task may pro-
duce a generalizable improvement in a second task with novel
stimuli, and this effect does not appear to be confined to a single
direction based on the image frequency (i.e., only starting with a
high frequency test, here 50%, yields an improvement in a lower
frequency, more ecologically valid test, here 25%). However, only
one of the comparisons reached significance, while this could be
due to issues of statistical power, further work, with this effect
as the primary variable of interest, is needed to examine such
task order effects, which, as discussed later, could direct manip-
ulated image detection training programmes.

4.6 | Predicting DFMD1/DFMD2 Performance

As described above, in addition to testing participants on their
face identification aptitude on the CFMT+, GFMT, KFMT,

and AFRT, we also collected data on further individual dif-
ference measures relating to self-belief in their own face pro-
cessing ability and their confidence in their DFMD1/DFMD2
trial responses. In addition, although both the DFMD1 and
DFMD2 were not speeded reaction time tasks (i.e., the stim-
uli were displayed for a fixed presentation time and responses
could only be made after the appearance of an onscreen
prompt), we also include mean RTs to examine whether any
effects of manipulated image detection performance might be
explained by a speed-accuracy trade-off (i.e., are SRs better
because they are considering their decisions for longer?). To
that end, as this was not a ‘reaction’ time task, and the main
interest was on response deliberation time, both correct and
incorrect RTs were used in the analysis. As seen in Table 3,
SRs had significantly more self-belief in their face processing
skills than controls, #(138.695)=9.45, p<0.001, d=1.39, but
there was no significant difference in confidence or RTs be-
tween the groups, p's >0.268. Therefore, the latter rules out,
at the group level, a speed-accuracy trade-off as an alternative
explanation for the superior SR manipulated image detection
performance.

Task Order

(Mean Detection Sensitivity d prime)

2.50
® SRs DFMD1-DFMD2

225  ®SRs DFMD2-DFMDI
Controls DFMD1-DFMD2
2.00 Controls DFMD2-DFMD1

1.49

1.00
0.74
0.72 ]

0.75 [

Detection Sensitivity d'
)
Wi

0.50

0.25

0.00
DFMD1

2.17

1.20

0.92

DFMD2

FIGURE4 | DFMDI and DFMD2 Group and Task Order Performance. Note: This figure shows the mean detection sensitivity (mean d’ values
shown in bold) for each group, now partitioned further to reflect the order in which they completed the DFMD1 and DFMD2 (error bars denote

standard error of the mean).

TABLE 3 | Individual differences summary statistics.

Super-recognisers Controls
Mean SD Range Mean SD Range
Self-rating 82.8 12.0 50-100 57.3 22.8 0-100
Confidence 3.3 0.6 2-5 34 0.7 1.3-4.9
RT (ms) 4488 1457 2508-9817 4872 2899 2687-20,433

Note: Confidence ratings and response times for each participant are based on a single mean if they only completed one task or their average across both tasks.
Response time, reported in milliseconds here, reflects the time taken after the onscreen prompt appeared for participants to take a decision, each pair of images was
onscreen for a fixed period, so this reflects response time rather than “speeded” reaction time.
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TABLE 4 | Pearson’s correlation coefficients.
DFMD1 DFMD2 CFMT+ GFMT KFMT AFRT S. Rate Conf.
DFMD2 0.446**
CFMT+ 0.381** 0.426**
GFMT 0.296™* 0.337%* 0.615%*
KFMT 0.395%* 0.460** 0.638%* 0.561**
AFRT 0.313** 0.304** 0.445%* 0.356%* 0.391%*
S. Rate 0.238** 0.293** 0.380** 0.352%* 0.349** 0.291**
Conf. 0.022 0.012 —0.010 0.028 —0.026 -0.029 0.117*
RT —0.151** —0.137* —0.087* —0.151** -0.150 -0.070 —0.090 0.047

Note: This matrix table shows the correlations for each of the variables of interest (**sig. at p <0.001 level; *sig at p <0.05 level).
Abbreviations: Conf., response confidence; RT, response time; S. Rate, self-rated aptitude.

Next, using multiple linear regression, we assess whether each
of these individual difference’s measures might explain individ-
ual variation in performance. To that end, as seen in Table 4,
we calculated Pearson's correlation coefficients for each of the
variables. These analyses included all participants who took
part in the study, although the numbers who had taken the
DFMD1 and DFMD2 and the four face recognition tests varied,
meaning the numbers of participants who contributed to each
correlation also varied (N>476). There was a moderate cor-
relation between the two DFMD tasks, and as expected from
previous research, the face tests were moderately to strongly
correlated (e.g., McCaffery et al. 2018; Verhallen et al. 2017).

Separate multiple regressions were conducted for DFMD1 and
DFMD2 with participants’ mean detection sensitivity scores (d")
used as the dependent variable, and individual difference scores
on the CFMT+, GFMT, KFMT, AFRT, self-rating scale (profi-
ciency with faces), confidence scale (to trial responses), and RT
(time taken to decide), as the predictor variables. For DFMDI,
the overall model was significant F(7, 560)=21.00, p <0.001, ac-
counting for 20.8% of the variance in detection sensitivity scores.
An analysis of the individual predictors showed that the CFMT+,
=0.424, p<0.001, the KFMT, $=0.401, p<0.001, and the
AFRT, $=0.345, p<0.001, contributed significantly to the model.

This pattern was slightly different for DFMD2, F(7, 573) =28.61,
p<0.001, R?=0.259 for the model, as although the CFMT+,
£=0.174, p=0.001, the KFMT, $=0.256, p<0.001, and the
AFRT, $=0.101, p=0.015, were again significant individual
predictors, they were joined by self-belief scores, §=0.099,
p=0.015, and RTs (negatively), 5=—-0.084, p=0.021. In other
words, higher scores on three out of the four face recognition
tests, greater belief in one's face recognition abilities, and faster
RTs may have predictive utility when considering how an in-
dividual is likely to perform on a manipulated image detec-
tion task.

5 | Discussion

Internationally, criminal organisations are increasingly using dig-
ital image manipulation techniques to commit identity fraud (see

Nichols et al. 2022). Developing effective methods to detect these
fraud attacks is a pressing priority for researchers. However, recent
research has suggested that the increasing sophistication of these
manipulations might pose a challenge to their detection by human
observers (see Kramer et al. 2019). Therefore, in this study, the ini-
tial aim was to assess whether digitally manipulated passport pho-
tos, of the level of sophistication that is likely to be encountered at
present by practitioners, could be robustly detected by the human
visual system. The findings confirm that this is the case. On av-
erage, across the participants, detection of these manipulated im-
ages was well above chance level, even though they did not contain
many of the salient visual artefacts that arise from more rudimen-
tary manipulation techniques (see Robertson et al. 2017). This is
an important finding, as it shows that there is utility in continuing
to use human personnel in attempts to detect and prevent such
identity fraud attacks.

The second aim was to establish whether the SR advantage
for identity recognition, which extends to situations involving
partial or full-face disguise (Davis and Tamonyte 2017; Noyes
et al. 2021; Ritchie et al. 2024; Robertson et al. 2024), gener-
alised to the detection of digitally manipulated passport pho-
tos. Across both the DFMD1 (50% manipulated images) and
the DFMD2 (25% manipulated images), regardless of manipu-
lated image prevalence (see Davis et al. 2021), SRs were found
to outperform controls at this task. This was the case not only
for the detection of manipulated images but also for correctly
labelling pristine images as ‘bona fide’ (see false alarm rate
analysis). This finding, when combined with non-significant
or small differences in group response bias suggests an SR de-
tection advantage based on aptitude rather than differences in
response strategy. In other words, organisations should have
confidence that utilising SRs as detectors of digitally manipu-
lated images would not lead to an increase in time-consuming
checks for bona fide presentations. While the tasks were de-
signed to reduce the opportunity for ‘speed-accuracy’ trade-offs
(i.e., considering the images for longer might lead to more cor-
rect decisions), it was reassuring to find that there were also no
group differences in RT following the onscreen prompt. Again,
this speaks to the idea that the SR advantage reported here is
based on detection sensitivity rather than stimulus exposure
(see Ramon et al. 2024).
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Previous evidence is mixed as to whether training can en-
hance the detection of manipulated face images, with support
found from studies in which salient visual artefacts remain (see
Robertson et al. 2018), but not when more sophisticated images
are presented (see Kramer et al. 2019). Here, while training
effects were not a primary concern of this paper, we do show,
in our task order analysis, that prior exposure to manipulated
images in either of the two tasks, and the requirement to de-
tect them, produced trends for improvement in the second task,
perhaps suggesting the occurrence of implicit learning. Future
studies should now develop a paradigm with stimulus sets sim-
ilar to those used here to test directly whether training effects
can be generated to further improve detection performance.

Similarly, contrasting effects have been reported as to the ex-
tent individuals have insight into their face processing ability
(see Bobak et al. 2019; Matsuyoshi and Watanabe 2021; Palermo
et al. 2017). However, as seen in Table 4, we report a significant
effect of self-reported aptitude not only with the face identifica-
tion tests (CFMT+, GFMT, KFMT, AFRT), but also as a signif-
icant predictor of manipulated image detection performance in
the more ecologically valid DFMD2. This suggests that an indi-
vidual's insight into their face recognition ability may predict
the likelihood that they will detect associated digital manipula-
tions, with that individual difference measure and face identifi-
cation aptitude accounting for more than 20% of the variation in
DFMD1 and DFMD2 performance. However, caution must be
applied to this finding when considering, as set out in the intro-
duction, which support for the predictive utility of self-insight in
this context is, across the literature, mixed, with replication and
further research required to examine it further in this context.

Moreover, the self-insight effect was not replicated for trial re-
sponse confidence, in which we report no association between
confidence ratings and objective performance. This contrasts
with some previous studies (see Wixted et al. 2015; Wixted and
Wells 2017); however, it could be because detecting manipulated
face images is not an everyday task, and not one that these par-
ticipants are likely to be well accustomed to (i.e., none of the
participants included here completed previous morph detec-
tion tasks via the participant database). It is important to note,
therefore, that objective measures (i.e., face aptitude tests) still
provide the best approach to allocating individuals to SR groups
for identity recognition and manipulated face photo detection
purposes.

As outlined in the introduction, at first glance, it was not
clear whether the SR ability for identity recognition, either
unobscured, occluded, or disguised (Bate et al. 2021; Bobak
et al. 2019; Davis et al. 2016; Davis and Tamonyte 2017; Russell
et al. 2009; Noyes et al. 2021; Ramon 2021; Robertson et al. 2016,
2024) would extend to the detection of digitally manipulated
face images. However, research reported by Faghel-Soubeyrand
et al. (2021) and Nador et al. (2021) suggests that SRs have better
low-level and mid-level visual face processing abilities than typ-
ical individuals. Moreover, recent eye-tracking work by Dunn
et al. (2022) showed that SRs tended to make more fixations
and distribute their gaze to a greater extent than typical recog-
nisers in a face learning and recognition task. This evidence,
both in terms of visual processing and visual search, might
point to the processes that underlie the superior SR performance

reported here for manipulated face image detection. Further re-
search, using the eye-tracking methodology employed by Dunn
et al. (2022), with a manipulated image set, would further en-
hance our understanding of what underpins the SR effect in this
context.

While we report clear group effects in terms of performance on
DFMD1 and DFMD?2, itis important to note that SR performance
was still far from perfect. While future research on potential
training effects might improve performance in this group fur-
ther, current best performance is likely to arise from pairing SRs
with identity fraud detection algorithms (see Phillips et al. 2018;
Venkatesh et al. 2021; Carragher and Hancock 2023; Fysh and
Bindemann 2018; Howard et al. 2020; and White et al. 2015,
for a broader discussion on operator-algorithm interactions).
Indeed, Ibsen et al. (2024) recently reported the comparison
with state-of-the-art algorithms, using data collected from the
participants in the present study, and concluded that while face
image manipulation algorithms outperformed human detectors
on the DFMD1 and DFMD2, a combination of both generated
the best performance.

A limitation of the methodological approach taken in the present
study related to using separate stimulus sets for the DFMD1 and
DFMD2. We chose to do this to ensure that any effects would
be generalisable to different stimuli and to avoid confounding
the results through repeat exposure. However, this precluded
the opportunity to directly test prevalence effects between the
tasks. As seen in the results, detection rates were higher for the
low prevalence task (DFMD2) compared to the high prevalence
task (DFMD1), the opposite of what would be expected (see
Papesh and Goldinger 2014). This can be explained by stimulus-
specific effects (e.g., perhaps the DFMD2 manipulations were
easier to detect). Future research should counterbalance the
stimuli across the two tasks to allow for cross-task prevalence
comparisons, and as the prevalence rate of manipulated pass-
port photos is likely to be lower still than the 25% presented here
in the DFMD2, new tests should also reduce the prevalence rate
further (see Weatherford and Schein 2015). In addition, as this
was an exploratory study with only a small number of manipu-
lated trials, we considered the different types of manipulation
(morphs, retouching, swapping) as a single condition. Future
studies should now replicate our findings for each of these ap-
proaches, and the different software types used to create them,
separately.

Finally, we used a conservative grouping procedure in which
SR status is granted based on exceptional scores on three, rather
than two, face aptitude tests, to avoid inappropriate grouping
allocations. We also found that three of the face aptitude tests
(CFMT+, KFMT, and AFRT) significantly and individually
predicted scores on the DFMD1 and DFMD2 when evaluating
all participants. The combined results suggest that these tests
have good utility for assigning participants to super-recognition
groups. Scores on the GFMT were not predictive of DFMD per-
formance, consistent with other research that has found that
this test suffers from ceiling effects and limited sensitivity. We
are aware that new tests of individual differences in face iden-
tification performance are regularly developed, and we would
support work towards a common assessment framework and
standardised tests for SRs going forward (see Ramon 2021).
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To conclude, this paper is, to our knowledge, the first to exam-
ine whether the SR advantage extends to the detection of static
digitally manipulated passport photos. The findings suggest
that SRs do possess a superior ability in this domain and would
therefore be likely to support the detection of such identity fraud
attacks.
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