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Abstract

Scotland’s natural endowment makes it an extremely effective location for renewable
energy generation. The ‘green’ transition needs to be managed carefully to ensure that
energy provision remains resilient across all sectors, benefits communities and supports
local economic development. Rising threats to the energy sector pose additional
significant risks to this transition. As Scotland pursues its goal of becoming a net zero
economy and trailblazer in renewable energy, greater attention must be given to the
cyber-physical security of its interconnected maritime structures. Without such
consideration, the remainder of the supply chain may be left vulnerable to attack, with

potential catastrophic consequences.

This opinion piece explores the challenges and opportunities Scotland could encounter
in safeguarding cyber-physical maritime infrastructure, drawing insights from a
comprehensive literature review of recent studies, articles and reports. The article
explores the conceptual frameworks of resilience, security and critical national
infrastructure, analyses the current maritime security landscape and assesses
Scotland’s capacity to ensure effective critical infrastructure security measures are put in
place. Through this analysis, the article aims to provide a balanced perspective on the
effectiveness of current security measures within the context of evolving threats and
devolution. The article concludes that there is an opportunity for Scotland to champion
innovation, progress infrastructure security and foster greater cohesion across UK

government departments.
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Introduction

In January 2023, the Scottish Government published the draft ‘Energy Strategy and Just
Transition Plan’ articulating the roadmap and ambitions for Scotland’s Energy sector. In
line with commitments made at the 26th United Nation Climate Change Conference of
the Parties (COP26), this strategy aims to highlight Scotland’s commitment to leading
the way in renewable energy and to ensure an inclusive transition to a low-carbon
economy (Scottish Government, 2023). However, following a report from the UK Climate
Change Committee, Scotland has retracted its 2030 target of reducing gas emissions by
75 per cent. This marks the eighth target missed in the past 12 years, and is the result of
an "insufficient delivery" plan and inadequate progress (Kerr, 2024; Climate Change
Committee, 2024).

Scotland has a history of concern for climate change. The Scottish Government were
first to legislate climate action, with the 2009 Climate Change Act, and was the first to
declare a global climate emergency in 2019 (Cunningham, 2019; WWF, 2021).
Therefore, it is unsurprising that Scotland aspires to set the standard for climate action
by investing in North Sea renewable energy infrastructure. While this ambition is
laudable, it requires a balanced approach with thorough consideration of the costs,

benefits and overall outcomes.

Home to circa 800 islands and 16,500km of coastline, Scotland is advantageously
positioned to utilise its abundance of wave and tidal resources for energy production
(Fig.1). The establishment of the world leading European Marine Energy Centre
(EMEC) in Orkney (2003) underlined this position (EMEC, 2024). Currently, 25% of
Europe’s offshore wind power and tidal energy is generated by Scotland. There is also
potential to harness around 10% of wave energy (Gray, 2023). One of the world’s
largest tidal turbine collections is located between Scotland’s mainland and the Island of
Stroma, illustrating Scotland’s expertise. It generates energy from tidal currents between
the Atlantic Ocean and the North Sea and, in 2019, powered almost 4,000 homes
(Edmond, 2020). The Draft Strategy looks to build on this success and the commitments

made in the Bute House Agreement to achieve:
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e 8-10GW of additional renewable energy capacity by 2030;

e Greater support for the growth of marine renewables and the offshore wind
sectors;

e A vision for solar energy;

e A strengthened heat in buildings policy framework; and

e A 10-year Just Transition Fund totalling £500 million to support projects

contributing towards net zero (Scottish Government, 2023).

[Figure 1]

Collaboration between countries neighbouring the North Sea is vital to achieve
Scotland’s ambitions. The North Sea has been coined the ‘battery for Europe’, making it
strategically advantageous to embark on a shared mission. This would facilitate the
creation of mutually beneficial and tested innovations that harness energy potential and
create supply security (Neal & Bueger, 2023). Scotland has partnered with wind energy
market leader, Denmark, to share knowledge and collaborate on energy projects, and
has broadly increased engagement across the Nordic and Baltic regions (Scottish
Government, 2017). Thus, enhancing economic and trading opportunities, accelerating
the green transition through shared expertise, and bolstering the government’s ability to
advocate for common interests and values on the global stage (Scottish Government,
2022). This presents manufacturers with the most significant growth opportunity

anticipated in the next 20 years (Scottish Enterprise, n.d.).

Energy projects all require subsea electricity connections and an increasing number of
cables connecting national grids to the European energy market. These connections are
vital for global data traffic and energy supply but are inherently vulnerable to accidental
and deliberate damage — a principal concern of the North Atlantic Treaty Organisation
(NATO) (McNamara, 2024). In recent years, Russian activity within the North Sea has
escalated. Nordic intelligence reports claim that Russian ships are mapping windfarms

and communication cables (Connolly, 2023). Historically, Russia has had a pivotal
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foothold in the energy market. However, the ‘green’ transition reduces reliance on
Russian fuel. This has led to Russia using energy as a foreign policy tool, whereby
those who buy Russian oil are rewarded (‘petro-carrots’), and those who do not are
harshly punished (‘petro-sticks’) (Newnham, 2011). Along with the Nord Stream pipeline
attacks in the Baltic Sea, these growing energy threats have highlighted the strategic
importance of maritime critical infrastructure (Neal & Bueger, 2023). This everchanging
risk of international attack demands far greater collaborative efforts directed towards
protecting new North Sea energy developments. Whilst NATO have commenced this
effort with the establishment of a new Critical Undersea Infrastructure Network,
enhancing the security of energy infrastructure requires a holistic approach across
government and within industry (NATO, 2024).

This paper will endeavour to answer the question: ‘Does Scotland's Green Energy

Strategy improve security of North Sea Critical National Infrastructure?’

Defining CNI, Security and Resilience

”

To answer this question, definitions for “critical national infrastructure”, “security” and

“resilience” need to be delineated.

Critical National Infrastructure

NATO defined “national infrastructure” as: “Installations which are set up for the
maintenance and training of national forces in time of peace, and for the defence of the
homeland in time of war” in the early 1950s (Ismay, 2001). This definition referenced key
physical points within a nation’s infrastructure likely to be targeted by hostile actors
(Tyrrell, 2001). Nowadays, the term is used in policy discussions concerning
infrastructures (or systems) deemed necessary for the effective function of a state. In
the UK, consideration for national infrastructure commenced in the late 1990s with the
establishment of the National Infrastructure Security Co-ordination Centre (NISCC) in
1999 (NISCC, 2004). However, the first UK public policy document to incorporate the
term was not published until 2010 and failed to provide a formal definition (HM Treasury,
2010).
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Changes in the global threat landscape, brought into focus by the 9/11 terror attacks,
highlighted a knowledge gap regarding infrastructure dependencies and the imperative
for safeguarding them (Steola, et al., 2016). Security and protection of national
infrastructure has since become a primary concern on the global agenda (Rees and

Rees, 2023). This concept has evolved into “critical national infrastructure” (CNI) (Fig.2).

Worldwide, countries have proposed different definitions for the “critical” aspect of
national infrastructure (Table 1) and have identified different CNI sectors (Table 2).
Whilst this creates a necessity to define the system, asset or service of concern, “critical”
infrastructure can be described as essential for economic and societal well-being, public
protection, and the operation of key government duties, without which “catastrophic and

far-reaching damage” would ensue (OECD, 2008).

As Scotland is a UK nation, this paper will use the UK definition of CNI. Only certain CNI
assets fall under Scotland’s jurisdiction in line with devolved or partially devolved
agreements with the UK Government. Further analysis of the implication of devolution

on CNI will be provided later.

[Table 1]

[Table 2]

Security
Throughout history, the concept of security has evolved according to the political and

economic landscape of a nation. In its broadest sense, security is defined subjectively
as “an absence of fear” (Osgood, 1954). However, current politics has ‘expanded’ the
definition of security: from the “security of nations to the security of groups, individuals
[and the physical environment]”; from “military to political, economic, social,
environmental, [technological, and] human security”; and from nation-state security to
security of international institutions, local governments, and non-governmental
organisations (Brooks, 2010; Rothschild, 1995).
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The multidimensional nature and diverse application of security makes it a challenging
concept to define, and thus requires an applied context (Brooks, 2010). CNI exacerbates
this challenge as it introduces multiple sources of insecurity - security of supply, physical
security, and cybersecurity to name a few (Pelizza, 2023). This paper will focus on the
cyber-physical security, a system that is comprised of both physical elements and
computational algorithms, of CNI (NIST, 2016).

Resilience

The definition of “resilience” faces comparable scrutiny and ambiguity. Generally,
resilience refers to the capability of an entity following disruption. The disruption may
take the form of a shock, disaster, fatigue, misfortune, or environmental change; and
may take place over time or suddenly (Phillips & Chao, 2021; OED, 2023). Whilst the
concept of resilience remains fairly constant, it subject to a broad spectrum of
interpretations. In psychology, resilience is viewed as a personal trait concerning the
“ability to cope with stress” (Olsson, et al., 2015). In material science, resilience can be
applied to elasticity and resistence properties of a particular material. Policy documents
consistently make reference to ‘bouncing back’ to a pre-disruption state or ‘bouncing
forward’ to an alternative, and potentially, enhanced state. Thus, without a descriptive
context, the ambiguity surrounding the word resilience makes it an unsuitable term for

use in policy (Olsson, et al., 2015).

This gives rise to the first challenge with Scotland’s energy strategy. Scotland has fallen
into the trap of unquestionally applying the polysemous word ‘resilience’. Without a
contextual definition, ‘resilience’ becomes a buzzword, giving rise to “paradigm creep”:
an unclear application resulting in broad and far-reaching interpretations (Tanner, et al.,
2017). This obfuscates its meaning and utility and makes its measurement testing.
Failure to distinguish between the resilience of functions and that of the structures
established to achieve resilience gives rise to a lack of recognition for the broader
societal implications in resilience thinking. After all, “one person’s resilience may be
another person’s vulnerability” (Olsson, et al., 2015). By merely treating ‘resilience’ as a

strategy for climate change, there is the potential for Scottish Government to overlook
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the inherent political complexity and power dynamics of managing risk (Tanner, et al.,
2017; Donoghue & Edmiston, 2020). Therefore, the absence of clarity suggests that
Scotland’s energy strategy is unlikely to enhance security of North Sea CNI.

The UN definition of resilience is “The ability of a system, community or society exposed
to hazards to resist, absorb, accommodate, adapt to, transform and recover from the
effects of a hazard in a timely and efficient manner, including through the preservation
and restoration of its essential basic structures and functions through risk management.”
(UNDRR, n.d.) This definition will be used going forward.

North Sea Critical Energy Infrastructure & Maritime Security

The North Sea energy sector kickstarted after the Second World War with the first
substantial gas discovery in the Groningen area of The Netherlands (1959). Whilst this
gave rise to speculation about natural gas reserves in the North Sea, debates around
territorial ownership of the sea had already begun (Kemp, 2012). In 1958, the United
Nations Convention on the Law of the Sea (UNCLOS) discussed the extension of North
Sea coastal countries’ rights to explore and exploit natural resources on their continental
shelvesi (United Nations, 1958). As defined by the Convention of the Continental Shelf:
“the term “continental shelf” is used as referring (a) to the seabed and subsoil of the
submarine areas adjacent to the coast but outside the area of the territorial sea, to a
depth of 200 metres or, beyond that limit, to where the depth of the suprajacent waters
admits of the exploitation of the natural resources of the said areas; (b) to the seabed
and subsoil of similar submarine areas adjacent to the coasts of islands.” (United
Nations, 1958). The convention came into force in 1964 and the UK-based company,
BP, made its first gas discovery in 1965 (BP, 2024). Since then, the energy sectors of
Nordic countries and the UK have flourished to become a primary source of prosperity.
With the transition to green technologies, the importance of the North Sea is amplified
(Neal & Bueger, 2023).

The thriving energy sectors of these coastal countries have contributed to the dense

network of critical maritime infrastructure in the North Sea. This comprises offshore
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structures including oil and gas platforms, windfarms, and infrastructure facilitating the
transmission of energy to land (e.g. underwater pipelines and electricity cables). These
fixed structures are in addition to subsea communication cables that facilitate data flows
and the internet (Bueger & Liebetrau, 2023). With future proposals for ‘energy islands’
and the rise of the Fourth Industrial Revolution (characterised by the fusion of physical,
digital, and biological systems), the volume of critical maritime infrastructures will
continue to grow (Schwab, K., 2017; DEA, n.d.). The strong interdependence between
the physical structures and digital layers (for remote monitoring and control), generates
significant challenges (Neal & Bueger, 2023). Typically, the challenges associated with
maritime and terrestrial infrastructures are addressed by the same policy or strategy
documents, and the governance of cyber-physical systems is characterised by separate
cyber and physical policies or strategies. What is required is a policy encompassing all
aspects of cyber and physical security for maritime infrastructures (and a similar policy
for terrestrial infrastructures) (Bueger & Liebetrau, 2023). In turn, this will provide

financial efficiencies arising from less duplication.

Maritime infrastructures are shrouded in legal complexity. The UNCLOS offers coastal
countries full jurisdiction over territorial waters (within 12 nautical miles of its border),
restricted authority over exclusive economic zones for exploitation and environmental
protection and highly restricted authority over the high seas (Fig.2) (UN, 1958).
However, many maritime infrastructures cross these jurisdictions (Bueger & Liebetrau,

2023). This gives rise to the question of responsibility.

[Figure 2]

The Nord Stream 2 subsea gas pipeline project serves as a prime example of this
challenge. Proposed by Russia, Nord Stream 2 sought to establish an additional
connection between Russia and Germany, traversing the Baltic Sea, thereby increasing
Russia's capacity to gas export to Europe. Compared to its sister pipeline, Nord Stream,

Nord Stream 2 faced a markedly different geopolitical climate, with a series of
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constraints imposed by the Baltic States and other European member states (de Jong,
2023). For example, the Polish competition regulator expressed objections to the
exclusive Russian ownership structure. Denmark hindered the project's progress by
delaying the issuance of construction permits for transit through its territorial waters —
one of five essential permits — citing concerns over environmental and shipping impacts.
Simultaneously, the European Union implemented amendments to regulatory and
compliance requirements for energy infrastructure. On 26 September 2022, an
explosion damaged one of the lines of Nord Stream 2 and Nord Stream was rendered
inoperable (de Jong, 2023). Swedish investigators suggest that, while identifying the
responsible party is challenging, a state actor was likely involved (Ruiz and Sanger,
2024). The absence of policy on subsea infrastructure protection left responsibility for
safeguarding the pipeline unclear, creating a regulatory gap that contributed to its

vulnerability.

Operating across territories or connecting more than one country, maritime infrastructure
security is thus dependent on strong international relationships. Whilst the North Sea
countries have established collaborative clusters and projects, these positive relations
do not imply responsibility for security nor adherence to UNCLOS. Central to this
challenge is the “complex thicket of ownership” by “global business conglomerates”
(Bueger & Liebetrau, 2021).

In addition to the vague stakeholder map, any notion of system boundaries is blurred in
a cyber-physical system. This blurring of boundaries gives rise to a bigger attack surface
for states, terrorists, or criminals to exploit. For example, modifications to the physical
aspect of infrastructure are always observable. By observing these discernible changes,
a skilful adversary could infer internal system settings and exploit the CNI (McMillin, et
al., 2020). It is now apparent that preconceptions and concerns about Russian activity
in the North Sea is well-founded. Cyber-physical systems need to be considered as a
“‘whole” because, even if CNI is not the target, it may still be collateral damage in a
cyber-attack elsewhere in the system. The NotPetya ransomware attack serves as a
prime example. An attack targeted at Ukrainian IT infrastructure extensively and

disproportionately disrupted major CNI, including container shipping corporation A.P.
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Mgller-Maersk A/S (Greenberg, 2018). Application of discrete, unique policies or
regulatory mechanisms to different parts of the CNI system introduces considerable
barriers for effective cyber and physical security. This leaves the ‘backdoor open’ to

global devastation (Choucri & Agarwal, 2019).

While there are notable exceptions, academic researchers, infrastructure security
experts, and policymakers often overlook the potential threats, vulnerabilities, and status
of critical maritime infrastructure. These can be attributed to critical infrastructure
“invisibility” (Bueger & Liebetrau, 2021). CNI, like roads or bridges, have a tangible
presence, are encountered daily and are debated publicly. However, as maritime
infrastructures typically do not cause significant disruption during installation and are
usually submerged, they are among the least conspicuous types of infrastructure. Seas
and oceans are perceived as “empty voids” rather than hives of activity (Bueger &
Liebetrau, 2021). The digital layer of CNI multiplies this ‘invisibility’ not least becuase
connection can take place wirelessly (via Wi-Fi or satellite), and there is no tangible
indication of ‘packet transfer’ in data flows. Data is divided into packets to facilitate
transmission over a computer network (Yasar, 2022). Hence, it is to be expected, albeit
unsurprising, that there is limited understanding among policymakers on how
operations, regulations, responsibility and security measures of the network are

inextricably linked.

With this mind, the University of Edinburgh and University of Copenhagen have
established a partnership to ensure “that decarbonization strategies are not only
understood in economic terms, but that the security implications are considered"
(CeSeR, 2023). Therefore, in discussion with academia, Scotland’s green energy
strategy plays a crucial role in shifting the CNI policy paradigm with regards to the

security of North Sea CNI.

10
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Scotland’s Security Landscape
Scotland’s security capability is subject to the rules of devolution — the transfer of UK

powers to its national institutions.

Historically, the UK functioned within a ‘Westminster Model’ whereby all legislative
power was held centrally. Before devolution, Scottish policy groups worked to lobby
central government for solutions more appropriate for the Scottish people (Keating,
2010). Establishment of the Scottish Parliament offered the devolved administration
autonomy to write separate policies on devolved matters, while the central UK
government retained authority for state-wide policies — ‘reserved matters’ (MacKinnon,
2015). Of relevance to this discussion, reserved matters include defence (military forces)
and national security; most aspects of energy (generation, transmission, distribution and
supply of electricity, oil and gas; offshore installations and pipelines); foreign affairs
(relations with territories outside the UK); and telecommunications (including internet
services and electronic encryption) (Scotland Act 1998). These reserved powers have
inherently blurred boundaries, much like the jurisdictional and cyber-physical system

boundaries of energy infrastructure.

As environmental and planning issues fall under devolved jurisdiction, Scotland holds
authority to approve projects that drive infrastructure development. The Electricity Act
1989 extended this authority, empowering Scottish Ministers to determine the
application of energy infrastructure. This includes the promotion of renewable energy,
energy efficiency and onshore oil and gas licencing. Devolution also states that “any
policy powers not explicitly reserved to the UK parliament are presumed to be devolved”
(Webb & van der Horst, 2021). Hence, emergent policy domains can be left undefined,
providing opportunity for the Scottish Government to shape inchoate energy policies. On
one hand, Scotland cannot implement strategies subject to reserved powers, so policy
publication merely serves as political rhetoric. On the other hand, cross-cutting and
undeveloped legislation provides scope for Scotland to make its own decisions.
Therefore, the security of its infrastructure ought to be prioritised, or at least, advocated

when making planning decisions.

11
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In evaluating policies and strategies published by the Scottish Government, there would
appear to be a notable absence of consideration for the cyber or physical security of
CNI.

The ‘Infrastructure Investment Plan 2021-22 to 2025-26’ correctly states that
infrastructure “[produces] significantly more data creation, [and requires] common
standards and cyber security”. However, the plan to address these trends is lacking
(Scottish Government, 2021). The Energy Strategy states that “Energy security is a
matter reserved to the UK Government. Scottish Ministers have responsibilities in
responding to and managing civil contingencies, including large scale loss of electricity
supply.” However, this document defines energy security as “having sufficient energy
generation to meet the volume and type of energy demand at any point, and having the

means to get that energy to the point of use” (Scottish Government, 2023).

Revisiting the challenges related to the definition of security, the Scottish Government
refer to security in the context of supply and not cyber-physical. The Energy Strategy
also states an ambition to achieve “a fully interconnected ‘North Sea Grid’ [to] ensure
greater security and stability than what we would see with segregated systems.” This
scales the attack surface, providing attackers with additional entry points and increasing
vulnerability of the system. Based on these arguments, it can be concluded that the

Green Energy Strategy will not inherently enhance the security of North Sea CNI.

Although the energy strategy may not explicitly address cyber-physical concerns,
Scotland has published frameworks for cyber resilience and resilience of essential
services (Scottish Government, 2020; 2021). Whilst these frameworks suggest
recognition and intention to enhance cyber capability, they predominantly focus on
preparing businesses for cyber threat, rather than prioritising the state’s own cyber
defence. This may be attributable to the expectation of the role of the military (reserved

power) in protecting maritime CNI and operations in the North Sea (HMG, 2022).

12
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During the Cold War, Scotland held vital strategic importance in maintaining the
transatlantic link between North America and Western Europe. It hosted a critical
network of military and intelligence to support NATO forces in defending the northern
flank and transatlantic communications lines (Depledge & @sthagen, 2021). When the
Soviet Union disbanded, the threat to the northern flank diminished and some military
and intelligence presence was withdrawn from Scotland, including the closure of several
military bases (Royle, 2019). Among the remaining military bases, the Clyde Naval Base
remains a vital element of UK Defence infrastructure, significantly contributing to local
employment and bolstering the local economy (Wheeldon, 2022). Within the UK and
NATO, Scotland's strategic importance diminished in the changing global context,
“creating a ‘gap’ in the regional architecture of the High North” (Depledge & Qsthagen,
2021). However, in recent years, Westminster has increasingly acknowledged that the
UK has neglected defence of the North Atlantic and High North. To address this gap, the
UK Government published ‘The UK’s Defence Contribution in the High North’, ‘National
Strategy for Maritime Security’, and the ‘UK’s Arctic Policy Framework’ (MOD 2022,
HMG 2022, FCDO 2023). Thus, highlighting that the capability of Scotland’s Green
Energy Strategy to improve security of North Sea CNI is constrained by devolution and

the level of support from Westminster (SNP, 2020).

At the time of writing, there are positive signs that the new administration in Whitehall is
driving a more positive dialogue around how these boundaries can be administered
better for common good (Parliament. House of Lords, 2024). The new National
Protective Security Authority (NPSA), the UK’s National Technical Authority for physical
and personnel protective security, and the National Cyber Security Centre (NCSC), the
UK's National technical authority for cyber threats and Information Assurance, have also
recently commenced regular dialogues with the devolved Administrations (Cabinet
Office, 2023). The aim of such dialogues is to establish a more joined-up approach to

make the UK less vulnerable and more resistant to national security threats.

13
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Is Ireland Doing Any Better?

Scotland is not the only coastal nation battling with competing priorities of both the green
energy transition and maritime security. Ireland encounters analogous challenges.
However, it lacks the advantages afforded to Scotland as part of the UK, such as
membership in a larger political union (on reserved matters) with a national security
strategy and participation in NATO. Such benefits serve to address these issues more

effectively.

Currently, Ireland's energy relies predominantly on subsea infrastructure, with
approximately 75% of demand fulfilled via two subsea interconnectors originating from
Scotland (McCabe & Flynn, 2023). Given the ongoing Russian and other terrorist
threats, the Irish Government has committed to a more sovereign energy stance.
Proposals include installing more windfarms in the Irish Sea and upgrading subsea
energy connections between Ireland, the UK and Europe (Shortt, 2023; Government of
Ireland, 2023). However, nearly four years after the initial public consultation, Ireland
has yet to produce a National Security Strategy. The absence of such a document
suggests a significant lack of real political will to in address these threats (O’Connor,
2023). In contrast, as part of its independence debate, Scotland has actively considered

its national security policy position (Scottish Government, 2024).

Like the UK, Ireland relies on its military and coastguard capability to safeguard maritime
infrastructure. This parallel vulnerability extends to the absence of necessary subsea
capabilities and insufficiency of assets, within the Irish Naval Service, to fulfil maritime
responsibilities effectively (Willett, 2011). Existing vessels are basic and lack NATO-
standard equipment for successfully detecting subsea threats (McCabe & Flynn, 2023).
Such substandard equipment is a consequence of Ireland's longstanding policy of
military neutrality and consequent refusal to join NATO. Unsurprisingly, Ireland remains
reliant on support from the British military, which is already overstretched (Gallagher,
2022). This continues the historic trend of inadequacy and reliance on outsourcing to

other sovereignties.
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One notable success of the Irish Government is its emphasis on CNI within its National
Cyber Security Strategy (2019-2024). However, in spite of this focus on protecting CNI
(as well as security of internet connectivity and data integrity) against targeted threats,
there is no distinct reference to maritime infrastructure (Government of Ireland, 2019).
Ireland has also followed the trend of using the polysemous word “resilience” without
offering a clear definition in strategies. Consequently, it fails to enhance maritime CNI

and mirrors the challenges faced by Scotland.

Conclusion

The growing threat to the energy sector from recent Russian and other terrorist activity
has highlighted the strategic importance of maritime critical infrastructure, particularly in
the North Sea. With Scotland’s sights set on being a net zero economy and trailblazer in
renewable energy, even amid recent rollbacks on low-carbon commitments, greater
attention must be given to the cyber-physical security of these interconnected maritime
structures. Without such consideration, the remainder of the supply chain is left
vulnerable to catastrophic damage. Despite Scotland’s best intentions to improve its
cyber-physical security capabilities and strengthen international partnerships with Nordic
countries, the Green Energy Strategy has yet to address shortfalls to improve North Sea
CNI. This requires collaboration, trust and cooperation between the administrations in
Westminster and those in Holyrood: a relationship that has historically been fraught as a
consequence of differing political agendas. However, there have been encouraging
indications that the new Labour government seeks to foster a more constructive

dialogue between the devolved administrations.

This paper has attempted to articulate the challenges for Scotland regarding security of
its maritime CNI, despite its role in energy — a vital social and economic conduit. Though

maritime infrastructure may be out of sight, it should not be out of mind.
Governments should strive towards a universal definition of CNI, security and resilience.

It is recommended that a more comprehensive international debate is facilitated to

consolidate these definitions. CNI is considered essential for economic growth, societal
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well-being, public protection, and the operation of key government duties, without which
“catastrophic and far-reaching damage” could ensue (OECD, 2008). However, as
sectors and infrastructure types differ globally, it is inherently difficult to comprehend
without context. Security introduces further complexity owing to its multidimensional
nature. This again emphasises the need for applied context. It would be advisable for
governments to define their application of resilience within policies, since reliance on
vague explanations hinders implementation. Scotland is not alone in its failure to provide
clarity, resolution of which would provide direction as to where physical and financial

resources are required.

Maritime CNI is surrounded by complicated legislation with blurred boundaries in
ownership, responsibility, logistics, engineering design and implementation. It is subject
to a ‘cloak of invisibility’, as subsea infrastructure is submerged and the digital layer is
often intangible. This aspect is amplified in Scotland, where it is politically and
geographically remote from and less accessible from the powerhouse of London. The
cross-cutting nature of maritime CNI provides Scotland with an opportunity to champion
innovation and progress in infrastructure security and contribute to greater cohesion
across UK government departments (SNP, 2020). With the recent lapse of Scotland’s
Critical Infrastructure Resilience framework, Scotland now has a window of opportunity
to better define the term resilience and put forward a strategy for securing CNI in the
North Sea and beyond.
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Table 1: National Definitions of Critical National Infrastructure

Country

Critical National Infrastructure Definition

United
States

“systems and assets, whether physical or virtual, so vital to the United States
that the incapacity or destruction of such systems and assets would have a
debilitating impact on security, national economic security, national public
health or safety, or any combination of those matters.” (42 U.S.C. 5195c (e))
(Congress, 2001)

United
Kingdom

“Those critical elements of infrastructure (namely assets, facilities, systems,
networks or processes and the essential workers that operate and facilitate
them), the loss or compromise of which could result in:

a) Major detrimental impact on the availability, integrity or delivery of
essential services - including those services whose integrity, if
compromised, could result in significant loss of life or casualties - taking
into account significant economic or social impacts; and/or

b) Significant impact on national security, national defence, or the
functioning of the state.” (NPSA, 2023)

Ireland

“Critical National Infrastructure can be defined as being of unique national
importance, which if disrupted or destroyed would have significant national
level effects and may impact across a number of sectors.” (DoD, 2021)

New Zealand

“Essential and enabling assets, systems, services and supply chains.

Principles
o Essential for the economy, national security, public safety and the
continuous provision of basic public and other infrastructure services;
and/or
¢ Disruption would severely prejudice the functioning or stability of the
nation or national security.

Criteria
¢ Of significant economic, public, social and strategic importance; and/or
e Service disruption could affect the nation’s ability to function, deliver
basic public services, or maintain law and order; and/or
e Infrastructure failure could have a significant effect on the environment,
the health or safety of the public or the functioning of other critical
infrastructure.” (NZLC, 2023)

Netherlands

"Critical processes are processes that could result in severe social disruption
in the event of their failure or disruption." (NCTV, 2018)
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Table 2: Critical National Infrastructure Sectors in Selected Countries

Sector us UK Ireland New Zealand |Netherlands
Chemicals X X X X
Communications X X X X
Defence X X X
Energy (incl. Nuclear) X X X X X
Finance X X X X X
Food X X X
Government X X X X
Healthcare X X X X
ICT X X X X X
Manufacturing X X
Emergency |Emergency !\lgtional Segurity, Public Order
Safety . . Policing & Public Safety
Services | Services & Safety
Infrastructure
Transport X X X X X
Water X X X X
Waste X X X
Commercial - . Flood
Other Sectors Facilities, Space |Logistical Supply Chains .
Dams Protection

(Sources: US - CISA, n.d., UK - NPSA, 2023, Ireland - Department of Defence, 2021, New Zealand -
NZLC, 2023, Netherlands - NCTV, 2018)

27




Does Scotland's green energy strategy improve security of North Sea critical national infrastructure?
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Figure 2: Legal Boundaries of the Ocean (Bolman, et al., 2018)

28

OCEANATLAS 2017 / UNCLOS / WBGU



	Abstract
	Introduction
	Defining CNI, Security and Resilience
	Critical National Infrastructure
	Security
	Resilience

	North Sea Critical Energy Infrastructure & Maritime Security
	Scotland’s Security Landscape
	Is Ireland Doing Any Better?
	Conclusion
	References

