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ABSTRACT

In recent years, radar jamming systems have become a crucial research area in the field of remote sensing for
defence and security tasks. In a multistatic Synthetic Aperture Radar (SAR), the presence of false tagets created
by a deceptive jammer is recognizable thanks to the presence of multiple receivers, whose positions might not
be easily known by the jammer. In this configuration the bistatic SAR geometry can be designed so that false
targets are kept out observed bistatic scene. In this paper, we propose a mathematical analysis that expresses
the jammer’s delay parameter as a function of the bistatic angle, identifying conditions to develop strategies to
consistently induce the appearance of false targets in the bistatic scene and an analysis on how to place the false
targets in the same position in the different bistatic images.
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1. INTRODUCTION

Synthetic Aperture Radar (SAR) is a remote sensing technology that uses radar to create high-resolution images
of the Earth’s surface and provides day-and-night, weather-independent images.1 Bistatic Synthetic Aperture
Radar (BiSAR) is a SAR system whose transmitter and receiver are spatially separated. This separation improves
the system’s capability, reliability and flexibility, making it a promising and useful supplement to a classical
monostatic SAR system. BiSAR has many advantages over the traditional monostatic SAR, including frequent
monitoring, resolution enhancement, reduced vulnerability for military applications and reduced costs using
existing illuminators of opportunity with several receive-only systems.2 BiSAR have been widely investigated
in many military and civilian remote sensing fields, such as reconnaissance, battlefield surveillance, change
detection,.3 In order to protect important facilities from detection and observation, the jamming methods
against SAR and BiSAR have attracted many attentions and various jamming methods have been developed.4

Jamming methods can be broadly categorized into two types: barrage jamming5,6 and deceptive jamming.7

Barrage jamming involves emitting a signal to overpower the target’s return, preventing the direct acquisition
of the true SAR image.5,6, 8 On the other hand, deceptive jamming in SAR is achieved by capturing the
transmitted signal, analyzing its relevant parameters, and subsequently re-emitting a jamming signal with similar
characteristics, to generate false targets in the desired area in order to corrupt the SAR’s image. A deceptive
jammer intercepts the SAR’s signal and re-transmits a delayed replica of the latter so that the SAR receives the
false echoes and in the final image they will appear as false targets or deceptive scenes.4,6, 9

Various methods have been presented in the literature such as,9 where the authors present a new fast algorithm
for large scene deceptive jamming against monostatic SAR, dividing the jamming scene into sub-templates based
on focus depth, however without considering bistatic sensor configurations. While in10 the authors present a
jamming method for BiSAR that uses cosine phase modulation to create multiple false targets in both range
and azimuth and in11 they propose a jamming method against BiSAR based on frequency diversity array. With
the use of multistatic SAR, deceptive jamming techniques become ineffective as false targets appear in different
positions across the various bistatic maps. In this paper, we propose a method on how to place the false targets
in the same position in the different bistatic images and a mathematical analysis that expresses the jammer’s
delay parameter as a function of the bistatic angle, identifying conditions in order to consistently induce the
appearance of false targets in the bistatic scene.

Further author information: (Send correspondence to Greta Zefi)
Greta Zefi.: E-mail: greta.zefi@strath.ac.uk

Zefi, G., Ilioudis, C., Macdonald, M., & Clemente, C. (2024). A deceptive jamming technique against bistatic synthetic aperture radar. 
Paper presented at Microwave Remote Sensing: Data Processing and Applications III, Edinburgh, United Kingdom.



2. DECEPTIVE JAMMING FOR BISAR

This section aims to clarify the different deceptive jamming techniques in bistatic SAR. In Sec. 2.1, the jamming
signal model is introduced and described. In Sec. 2.2 the jammer’s fixed time delay is presented and modeled.
Finally, in Sec. 2.3 the variable jammer’s time delay is presented in order to place false targets in desired positions.

2.1 Deceptive jamming signal model

Figure 1: Bistatic SAR scenario in presence of a jammer.

Without loss of generality we assume that the transmitting antenna emits a linear frequency modulated signal
(LFM) and the echoes received from the scene can be described as:
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Where τ is the fast-time domain, t is the azimuth time and Ta is the synthetic aperture duration, wr and wa

are the range envelope function and azimuth envelope function respectively, c is the speed of light, Kr is the
frequency modulation (FM) rate, λ is the wavelength. Furthermore, the range for the i-th receivers R(i)(t) is
calculated as:

R(i)(t) =

√
[x

(i)
R (t)− x0]2 + [y

(i)
R (t)− y0]2 + [z

(i)
R (t)− z0]2

+
√
[xT (t)− x0]2 + [yT (t)− y0]2 + [zT (t)− z0]2

(2)

where (xT , yT , zT ) and (x
(i)
R , y

(i)
R , z

(i)
R ) are the transmitter’s and receivers’ coordinates, respectively. In addition

to the target echo, the jammer also emits a deceptive signal which is modelled as follows:
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where τdJ
is the time delay introduced by the deceptive jammer, which can be fixed or variable. The range

history from the transmitter to the jammer and then from the jammer to the i-th receiver is:
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Therefore, the overall signal s(i)(t, τ) at each receiver can be described as:

s(i)(t, τ) = s(i)rc (t, τ) + s
(i)
J (t, τ) (5)

Hence all the receivers are jammed by the deceptive jammer and the false targets are generated in the multistatic
SAR images.

2.2 Jammer’s fixed time delay

The jammer emits a signal with a fixed delay which will appear as a focused target in a certain position
(xft, yft, zft) in the monostatic SAR image, while in the bistatic SAR image the deceptive signal will appear as
a focused target in different position depending on the receiver’s location. If the receivers are located in different
positions, there is the possibility that the introduced delay will correspond to a target outside the inspected
scene.12 In order to induce the constant presence of the false targets in the bistatic SAR images, the delay
introduced by the jammer can be defined as follow:
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where:

• βi is the bistatic angle;

• B is the baseline, the distance between the transmitter and each receiver;

• θ0 is the angle intercepted between the transmitter and the scene centre in azimuth domain.

2.3 Jammer’s variable time delay

As discussed in the previous section, in order to place a false target in the same position on all BiSAR images, a
different jamming signal delay must be applied at each SAR receiver. The proposed jamming pipeline is shown
in Fig. 2. Analytically, starting from the jammer’s position knowledge (see first block in Fig. 2), the jammer
aims to estimate transmitter’s and receivers’ positions by using a tracking system (see second block). After
estimating the position of the satellites, the jammer calculates the different delays that need to be emitted to
different receivers (see third block), and explained by (8). In the fourth and fifth blocks, the different delays
are sent by using a beam-forming system.13 Specifically, in the Delay estimation block, the different delays are
generated starting from the calculation of the different transmitter - false target - receiver distances as described
below:
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In order to place a false target in the desired position (xft, yft, zft) in all the bistatic images, the delay that the
jammer should add for the different receivers is:
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where the distance between transmitter - jammer - receiver, R
(i)
J , is described in equation (4).
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Figure 2: Signal processing chain block.

3. SIMULATION RESULTS

In this section, we illustrate how the analytical and qualitative discussions in the previous sections reflect the
capability of the jammer to place false targets in the same position for each bistatic configuration. Specifically we
simulated a spaceborne SAR scenario, one monostatic and two bistatics configurations. The three configurations
operate in stripmap mode and the back-projection algorithm14 is applied to process all the received echoes,
see Fig. 4, 5. The reflectivity of the false targets and the real target is set to 1. The radar signal parameters
are provided in Table 1 with the real target placed at (0, 0, 0)m. Additionally, 18 false targets are introduced,
placed at different positions listed in Table 1. To emulate a scenario closer to the real-world case, we added
a gaussian noise to the positions of the transmitter and receivers in order to simulate an uncertainty of a
hypothetical tracking system (e.g., Extendend Kalman Filter, inspired by15) used to estimate the satellites’
positions. Specifically, the noise used is as follows: N (0, σ2

r) ∈ R3, where σr is the estimation accuracy of
the tracking system used to estimate the satellites’ positions. To assess the functioning of our approach, we
conducted a Montecarlo analysis16 with different level of estimation accuracy σr. In particular, we evaluate our
approach using the following values of the estimation accuracy σr = [0.3, 1, 10, 20, 50, 100, 200, 500, 1000]m and
for each of these configurations we executed 1000 run tests. Note that, we started our analysis with σr = 0.3m
based on the results obtained and described in.17 Fig. 3 shows the result of the explained analysis, where on the
x-axis we report σr and on the y-axis we report ηerr that represents mean error of the false target position. The
latter is defined as follows:

ηerr = Eerr

[
R̂ft −Rftreal

]
(9)

We can notice from Fig. 3 a direct relationship between σr, ηerr and σerr that represents the error on the
false target position with respect to the desired position (represented as error bar). In more detail, we can
observe that as σr increases ηerr and σerr increases as well. We can notice as well, that the bistatic case, σerr

is higher than the monostatic case. This is because the bistatic case involves the estimation of both transmitter
and receiver positions, which implies the sum of two uncertainties. Fig. 4a, 4b, 4c show the monostatic and
two bistatic (TX-RX1, TX-RX2) images SAR with a real target in the center of the scenes and 18 false targets
added with a fixed delay and Fig. 4d, 4e, 4f show the zoomed-in version around the false targets area.. The
false targets appear distributed from position xft = 75m to xft = 110m in range and from yft = 80m to
yft = 100m in azimuth in the monostatic image, while in the two bistatic images appear shifted as explained
in.12 In Fig. 5a, 5b, 5c are shown the monostatic and two bistatic (TX-RX1, TX-RX2) images SAR with a
real target in the center of the scenes and 18 false targets distributed from position xft = 75m to xft = 110m
in range and from yft = 80m to yft = 100m in azimuth and this is the designed/expected behavior and the



Table 1: Monostatic SAR, Bistatic SAR and Jammer parameters.

Transmitter Receiver 1 Receiver 2 Jammer

[−150, 0, 619]km [−250, 5, 619]km [−300, 8, 619]km [600, 60, 0]km

PRF 1500 Hz Tobs 1 s

τT 10 µs Br 300 MHz

fc 10 GHz v 7500 m
s

false target 1 (100, 100, 0)m false target 2 (95, 100, 0)m

false target 3 (90, 100, 0)m false target 4 (85, 100, 0)m

false target 5 (80, 100, 0)m false target 6 (75, 100, 0)m

false target 7 (100, 90, 0)m false target 8 (95, 90, 0)m

false target 9 (90, 90, 0)m false target 10 (85, 90, 0)m

false target 11 (80, 90, 0)m false target 12 (75, 90, 0)m

false target 13 (100, 80, 0)m false target 14 (95, 80, 0)m

false target 15 (90, 80, 0)m false target 16 (85, 80, 0)m

false target 17 (80, 80, 0)m false target 18 (75, 80, 0)m

Figure 3: Mean error of the false target position as a function of the estimation accuracy of the satellites’
positions. The plot represents the result of a Montecarlo analysis where 1000 run tests were conducted for each
σr value. Specifically, the curves represent the mean error of the false target position calculated across the 1000
run tests and the error bars are the corresponding standard deviation.

proposed method has been simulated and a white Gaussian noise has been added. Fig. 5d, 5e, 5f show the
zoomed-in version around the false targets area. From this analysis, we can observe that the actual position of
the false targets is aligned with their desired positions specified in Table 1 with a standard deviation error of the
false targets positions respectively: σerr = 5.6m for the monostatic case and σerr = 8.1m for the bistatic 1 and
bistatic 2 cases for a σr = 0.3m. These results highlight the capability of our approach in positioning the false
targets in the vicinity of the desired locations despite the presence of an error in the estimation of the satellites’
positions. For completeness, the results for σr = 500m are also shown in Fig. 6a, 6b, 6c. It can be observed that
the false targets shift from the desired position, and in the worst case, as in the analysis under consideration,
the false targets do not appear in the observation scene. This result is due to the fact that, with an uncertainty
of σr = 500m, the jammer is unable to place the false targets in the desired area. Consequently, the movement
of the false targets in the image exhibits a significant error.



(a) (b) (c)
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Figure 4: Jammer’s fixed time delay. (a) Monostatic configuration and (b) its zoomed-in version around
false targets; (c) Bistatic configuration 1 and (d) its zoomed-in version around false targets; (e) Bistatic
configuration 2 and (f) its zoomed-in version around false targets. In this experimental settings, σr = 0.3m.

(a) (b) (c)

(d) (e) (f)

Figure 5: Jammer’s variable time delay.(a) Monostatic configuration and (b) its zoomed-in version
around false targets; (c) Bistatic configuration 1 and (d) its zoomed-in version around false targets; (e)
Bistatic configuration 2 and (f) its zoomed-in version around false targets. In this experimental settings,
σr = 0.3m.

4. CONCLUSIONS

In this paper, we investigate the problem of deceptive jamming in bistatic SAR, identifying a method on how
to locate false targets in the same positions for the different bistatic images. To do this, we present a complete
pipeline that calculates different time delays for each receiver and emits different signals considering these various
time delays using a beamforming technique. As result, we are able to obtain false targets in the same positions
across the various bistatic images. Nonetheless, possessing accurate knowledge of the satellites’ positions is
crucial, even with a variable delay, as the latter, while more robust, still requires precise positional information.



(a) (b) (c)

Figure 6: Jammer’s variable time delay with σr = 500m.(a) Monostatic configuration, (b) Bistatic
configuration 1, (c) Bistatic configuration 2

Future work will be devoted to assess the behavior of our approach in real-world setting.
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