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Abstract

Design/methodology/approach: Drawing on pertinent theory and reports of empirical studies, we
outline the basis of two alternative subsequent trajectories, drawing out the relationships between trust,
vulnerability and emotion, both positive and negative, in the aftermath of an adverse cyber event.

Purpose: Adverse cyber events, like death and taxes, have become inevitable. They are an increasingly
common feature of organisational life. Their aftermaths are a critical and under-examined context and
dynamic space within which to examine trust. In this paper, we address this deficit.

Findings: We combine stage theory and social information processing theories to delineate the dynamics
of trust processes and their multilevel trajectories during adverse cyber event aftermaths. We consider two
response trajectories to chart the way vulnerability arises at different levels within these social systems to
create self-reinforcing trust and distrust spirals. These ripple out to impact multiple levels of the organisation
by either amplifying or relieving vulnerability.

Research Implications: The way adverse cyber events aftermaths are managed have immediate and
long-term consequences for organisational stakeholders. Actions impact resilience and ability to preserve
the social fabric of the organisations. Subsequent trajectories can be ‘negative’ or ‘positive’. The ‘negative’
trajectory is characterised by efforts to identify and punish the employee whose actions facilitated the
adverse events i.e. the ‘who’. Public scapegoating might follow thereby amplifying perceived vulnerability
and reducing trust across the board. By contrast, the ‘positive’ trajectory relieves perceived vulnerability by
focusing on, and correcting, situational causatives. Here, the focus is on the ‘what’ and ‘why’ of the event.

1 Introduction

Organisations are increasingly reliant on the internet increasing their ‘attack surface’, exacerbating vulnerability
to Adverse Cyber Events (referred to as AdvEvents from now on). These significantly disrupt operations and are
costly to recover from (Federal Bureau of Investigation, 2020; Johns, 2020; GOV.UK, 2022). Recent cyberattacks
have disrupted the provision of health care e.g., Medibank (Taylor, 2022; Milmo, 2022), transport e.g., Uber
(McCallum, 2022), social media e.g., Twitter (Vallance, 2023), education (BBC, 2023), and financial services
(Davies, 2023) revealing critical and ongoing vulnerabilities for millions of employee and customer personal
records and proprietary commercial information (Claburn, 2022).

AdvEvent aftermaths are characterised by ambiguity regarding ‘fault’, which manifests in wide-ranging
interpretations and perspectives (Arthur, 2018). Suppositions trigger responses and courses of action from
the individual ‘insider’ and other organisational stakeholders, including those in cybersecurity, supervisory and

critical leadership roles. Practical advice offered to organisations and their leaders on coping with AdvEvent



aftermaths typically focuses on technical vulnerabilities (Ammi et al., 2022; Staves et al., 2022), but seldom
mentions this complex interplay and the ensuing dynamics of vulnerabilities (Densham, 2015). The salience
of vulnerability and blame attribution (Renaud et al., 2021a), as well as the interpersonal nature of the way
organisations react to AdvEvents, means that trust, while central, is often overlooked.

Managing AdvEvent aftermaths requires the attention of senior organisational executives (Garcia-Perez
et al., 2023). In processing post-event aftermaths, they have to balance competing attentional foci. The actions
and reactions of key organisational actors provide important signals and cues for internal and external actors
regarding multi-level trust as they make the vulnerability of organisational individual actors either more or less
salient (Salancik and Pfeffer, 1978).

The cybersecurity context is often laden with negative emotional experiences (Cram et al., 2024) from
compliance with prevention measures (Renaud and Dupuis, 2019) to the more intense impact of AdvEvents
[Redacted]. Triggered negative emotions can make it more difficult for people to function effectively (Fredrickson
et al., 2003). Anxiety and fear arise from perceived threat or harm from the experience itself, and more critically
from ruminating about culpability and potential implications, which could include a reprimand or being laid
off BBC (2019). Such rumination influences job engagement and well-being (Kinnunen et al., 2017).

AdvEvents should be processed productively and helpfully (Dalal et al., 2022). Integrating a social science
perspective will help organisations to understand how post-event actions influence vulnerability [Redacted] and
ultimately their capacity to thrive following a negative event. We contend that a trust-informed approach can
render an organisation more resilient against further AdvEvents.

In this paper, we compare two distinct response trajectories, contrasting their dynamics and implications
for vulnerability and trust at different levels of organisations. We integrate stage theory (Mohr, 1982) and
Social Information Processing (SIP) theory (Salancik and Pfeffer, 1978) with the literature on trust preserva-
tion (Gustafsson et al., 2020), to develop a theory of the complicated interplay between trust, emotion and
vulnerability.

We develop a theory regarding how early actions and interpretations of AdvEvents produce ripple effects
of vulnerability and trust in the organisation as knowledge of the initial breach and response spreads. We
highlight how vulnerability can become a salient concern motivating active sense-making and processing of trust
requiring a conscious exploration and re-(evaluation) of trust signals (Weibel et al., 2023). If mismanaged, with
traditional prioritisation of technical remedies (Joyce, 2022) and outdated management approaches (Howlett,
2020), trust can be breached and destroyed, creating immediate and future negative outcomes for individuals
and the organisation as a whole. We make four contributions to the literature:

First, extend the cybersecurity literature by using trust as a lens to advance conceptual understanding of
the social ramifications of AdvEvents.

Second, make two important theoretical contributions to the literature on trust (Legood et al., 2023),



following the recommendations of Cram et al. (2024) in examining behaviours over time. We also respond to
calls from trust scholars (Korsgaard and Bliese, 2021) to build conceptual insights into trust dynamics and
their distinct trajectories. We integrate theories of stage theory (Mohr, 1982) and SIP theory (Salancik and
Pfeffer, 1978; Van Kleef, 2009), to explore the event spaces of anchoring organisational AdvEvents (Ballinger
and Rockmann, 2010) and advance conceptual understanding of how self-reinforcing spirals of vulnerability and
trust can emerge and then ripple out through increasingly wider groups of organisational stakeholders.

Third, extend knowledge of trust antecedents by considering reactions to AdvEvents as social spaces in
which the actions and emotional displays of key stakeholders influence the extent to which vulnerability and
trust are salient concerns. Cues from these social contexts shape both the way in which we trust, the attention
devoted to trust information search, and expands knowledge of the cues that drive trust within organisations.
In this way, we extend previous work on trust as an active process (Gustafsson et al., 2020; Weibel et al., 2023).

Fourth, we contend that emotional displays by the individual are social cues that facilitate the transition
through aftermath stages, and most notably during the reveal stage (Salancik and Pfeffer, 1978). SIP theory
indicates that while the individual may believe they control all aspects of disclosure, their emotional reactions
may cue others that something untoward has occurred.

Section 2 defines key terms and interrogates the Sony data breach to demonstrate the way the aftermath
of AdvEvents are characterised by stages. Section 3 outlines the theory development. Section 4 discusses the

implications, limitations and future work. Section 5 concludes.

2 Key Concepts & Aftermath Stages

The term AdvEvent denotes events: (1) originating from the actions of external bad actors (e.g., data breach
(Wilson, 2022)); (2) those caused by human error (e.g., forgetting to activate a secure network connection (Vock,
2024)); (3) those caused by an employee falling for a social engineering attack (e.g., Phishing message/Al-
powered attack (Vatsa, 2024)). AdvEvents often involve the interaction of individuals across various levels of
organisations (Garcia-Perez et al., 2023).

The most common AdvEvent is caused by Phishing (Deloitte, 2020), which can be defined as: “a scalable
act of deception whereby impersonation is used to obtain information from a target” (Lastdrager, 2014, p. 1).
Phishing emails appear to come from a known individual in order to deceive employees into compromising the
organisation’s systems, so that data can be stolen and held to ransom (ransomware) or encrypted so that the
organisation’s own access is blocked (Nakashima and Rucker, 2017).

Trust can be defined as “a psychological state that compromises the willingness to be vulnerable based upon
positive expectations of the intentions or behaviours of another party” (Mayer et al., 1995). Inherent to this

commonly accepted definition of trust is the concept of vulnerability arising from risk and (inter)dependence



of trust-relevant situations.

Vulnerability is: “a perception or feeling that one is exposed to harm or loss” (Fulmer and Gelfand, 2012).

Trauma stems from harm and denotes the negative consequences and impairment of well-being for the
subject of harm (Agrafiotis et al., 2018). Types of harm include: psychological relating to the individual’s
psyche and well-being [Ibid].

Stage theories are triggered by a particular event, a discrete episode, which is at the core of our experiences
of daily personal and organisational life. Building on open systems theory (Katz and Kahn, 1978), Morgeson et
al. define events as “external, bounded in time and space and involving the intersection of different entities”
(Morgeson et al., 2015, p. 520). They can arise at any level in an organisation’s hierarchy, with effects remaining
at the origin level, or transcending to other levels. Within the context of cybersecurity, the triggering salient
event is likely to be the realisation that the AdvEvent has occurred and that they may have triggered it.
Employees progress through a number of stages as the aftermath period unfolds. This is when the vulnerability
of involved individuals, and the organisation itself, is foregrounded, which creates a period of more active and

systematic processing of trust (Gustafsson et al., 2020; Weibel et al., 2016).

2.1 AdvEvent Aftermath Stages

In the trust recovery context (not necessarily related to AdvEvents), other researchers have identified specific
stages that characterise the employee’s journey. For example, Pfarrer et al. (2008) propose a four-stage model
of recovery after a transgression, comprising: (1) discovery, (2) explanation, (3) penance, and (4) rehabilitation.
Gillespie and Dietz (2009) also suggested a four-stage model of trust repair after a transgression: (1) immediate
response, (2) diagnosis, (3) reforming interventions, and (4) evaluation. In both models, the first stage is
triggered by an individual reporting a transgression and the initial response from the person they report to. It
is perhaps best referred to as a ‘REVEAL’ stage. The next stage brings other parties into play, and often involves
others trying to decide who is responsible for the AdvEvent or transgression. This is the ‘REACTION’ stage. A
third stage occurs as all stakeholders try to get back to normal. We will refer to this as ‘RESTABILISATION".

These studies analysed situations where transgressors are employees. We are studying the aftermath of an
AdvEvent. As such, it is worth noting that in the cyber domain, an AdvEvent is usually due to the actions of
an external actor. In many cases, the insecure behaviours of an internal employee unwittingly facilitated the
hacker’s ingress into the organisations’ systems. This being so, it might take some time for an internal actor to
realise that a breach has occurred, and that it happened because of their own negligence or naivety. Hence, we

need a stage that precedes the reveal stage, called ‘REALISATION’, for AdvEvents in the cyber domain.



Learning from an Actual Organisation

We now examine an actual cybersecurity AdvEvent, and its aftermath, to confirm the stages mentioned in the
previous section. Sony became a target of a North Korean perpetrated a cyberattack following their movie
about its leader (Siboni and Siman-Tov, 2014). We now examine the Sony breach because impacts on staff are
comprehensively reported, which allows us to delineate particular stages that characterise the aftermath.

Other researchers argued for the suitability of the Sony case in terms of exploring impacts on employees
given that for this case, unusually, media reports covered these stakeholders (Agrafiotis et al., 2018). We confirm
that the aftermath is characterised by activities in four stages, reflecting step changes in employees’ perceptions
and feelings.

Stage 1: Initial Breach: REALISATION: Lee (2014) reports that when Sony employees arrived at
work on 24 November 2014, they discovered that the corporate network was unavailable. This period was
characterised by uncertainty, with staff being told to work on whiteboards but not being given details about
what the problem was. They were not told what had happened nor what actions were being taken to remedy
the situation. A sense of vulnerability was heightened based on a concern about their own personal and financial
details had potentially been leaked during the breach (Agrafiotis et al., 2018).

Stage 2: Beyond individuals to Community: REVEAL: Arthur (2018) reports that, on the day after
the Sony attack, the FBI held information sessions during which employees were lectured about password “best
practice” and spotting phishing attacks. There was speculation that a disgruntled employee could have been
behind a hack of the organisation (Hamedy and Faughnder, 2015). The finger of blame was already searching
for a culpable employee. On the 5th December, some Sony employees received a threatening email from an
individual claiming to be a member of the hacking group (Villarreal, 2014). It instructed them to disassociate
themselves from Sony.

Psychological harms arose from hackers’ direct emails to employees threatening their families if they failed
to call Sony out. The selling of their financial details on the dark web led to the raiding of some personal bank
accounts (Agrafiotis et al., 2018). Further, vulnerability arose from leaks that exposed Sony’s diversity issues to
the press (Hess, 2015). Hess (2015) reports that, despite provision of psychological counselling for employees,
several key employees left the company.

Stage 3: Beyond Community to Organisation: REACTION (3 weeks after): On the 15th Decem-
ber, staff were told that the hacking would not take Sony down. They were told not to be worried about the
future of the studio (Faughnder, 2014). However, it is clear that staff did not believe this, because on the very
next day, lawyers filed two class-action lawsuits on behalf of employees who alleged negligence by Sony (Hamedy
and James, 2014). Analysts started to wonder how long Sony’s Chairman Michael Lynton and co-Chairman

Amy Pascal could survive (Battaglio and Verrier, 2014). There were calls for ‘new leadership’.



Stage 4: RESTABILISATION: A new CEO was appointed (3 months later). Tom Rothman replaced
Pascal as head of Sony’s studio (Faughnder, 2015). Sony reached a settlement with current and former employees.
They paid up to $8 million to reimburse employees for identity-theft losses, preventative measures and legal fees

related to the hack (Associated Press, 2015).

2.2 Takeaways

This case study demonstrates:

e An AdvEvent’s aftermath progresses through four distinct stages as employees and management

grapple with what has occurred.

e The way people are treated is key. In the Sony case, management seemed oblivious to this and ended
up paying out millions based on a class action suit. The Equifax breach of 2017 provides us with a good
example (Weise, 2024). Within a week of the breach being announced, Equifax announced that its chief
information officer, and chief security officer were retiring immediately. Eleven days later, the CEO also

retired. One can only imagine what occurred in the organisation to precipitate this.

An example of poor staff treatment is borne out by a post by an anonymous employee in an unnamed
organisation who mistakenly uploaded the wrong document to a client. He was given a verbal warning
(Anonymous, 2021). In posting, he was asking for advice, and responsive comments are instructive. One
said: “Be proactive and responsible — you could use this opportunity to strengthen your relationship with
your employers and build a more trusting relationship.” This response acknowledges the loss of trust the

anonymous poster suffered.

e Trust variations occur at all levels of the organisation as people traverse the different stages. It is
interesting that Sony’s initial reactions demonstrated a lack of trust in their own staff. In the SolarWinds
data breach case, the organisation attempted to blame an intern for what had occurred (Lakshmanan,

2021). Such obvious attempts to scapegoat will exacerbate vulnerability (Gentry, 2015).

We were unable to find documented examples of data breaches that were well managed, such that vulnerability
was relieved and trust enhanced. It is likely that these cases do not reach the newspapers because employees
do not come into conflict with their employers.

During an industry engagement event, the third author was told about an event where an employee clicked
on a Phishing message and realised what she had done. She contacted the security team, who thanked her and
acted immediately to investigate and mitigate. She was not humiliated nor shamed in front of her peers. The

employee was not afraid to report because the organisation fostered a no-blame culture. This is admittedly



an anecdote, but does provide some evidence that there are organisations who deliberately enhance trust in

managing AdvEvents
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Based on these insights, we use the staged model (Siponen, 2024; Mohr, 1982) shown in Fig. 1 to structure
the discussion to answer the following research question: “How do changes in trust levels influence the

organisation’s future viability?”

3 Theory Development

Attempts are increasingly made to reduce cyber risks from employee actions by means of cybersecurity awareness
training programmes and compliance mandates. cyberattacks often deliberately target deficits in employee
security awareness (Ng et al., 2021). However, even knowledgeable staff can be deceived (De Luca et al., 2016)
and respond unwisely to messages that are carefully designed to elicit responses. Many will appear to come
from their leaders (referred to as ‘Whaling’) (Pienta et al., 2020), applying pressure to trigger a rapid response
(Vatsa, 2024).

Despite considerable ambiguity, attributing cause and responsibility for events like these has critical implica-
tions for trust levels within organisations. When enabling insiders are deceived into allowing an attacker access
to their organisation, their willingness to be vulnerable to the purported sender of the email is deliberately
exploited by a third party. They are unlikely to have a pre-existing relationship with the actual email sender,
nor any insight into the fact that this might be a cyberattack. Otherwise, they would not render themselves
vulnerable by trusting the email. However, these events represent an interesting trust dilemma for the enabling
insider as they are both a victim to the malicious unknown party and the enabler of a potentially serious crime
against their organisation.

Although previous literature has focused primarily on the positive expectations aspect of the trust definition,
our intention is to consider how willingness to be vulnerable might evolve over time following a AdvEvent.
In particular, we are initially interested in how the enabling insider is likely to perceive their own changing
vulnerability. Further, how other key stakeholders impact this experience and the creation of a ripple effect
that influences the extent to which other employees are willing to make themselves vulnerable in this evolving
organisational environment. Hence, we chart the emergence and dynamics of trust in this context (Korsgaard

and Bliese, 2021).



3.1 Social Information Processing (SIP) following an AdvEvent

In theorising about trust in the aftermath of cybersecurity breaches, we integrate two theoretical frameworks,
stage theory (Mohr, 1982) and SIP theories (Salancik and Pfeffer, 1978), to advance insights into how the
aftermath is experienced and processed.

Although trust can potentially cost the truster dearly (Deutsch, 1958), individuals are motivated to accept
vulnerability to parties, including colleagues and their employing organisation ,for instrumental reasons related
to access to resources, and also for more intrinsic reasons such as feeling connected and identifying with others
(van der Werff et al., 2019). Their willingness to be vulnerable can deliver important benefits (Deutsch, 1958).
Govier (1994) suggests that vulnerability arises from: (i) motives, (ii) malfeasance intentions, and (iii) the
magnitude of damage produced. Contexts within which vulnerability is more germane include novel situations
(McKnight et al., 1998), or the aftermath of specific events, such as a period of crisis (Rice and Searle, 2022) or
earlier betrayal (Dirks et al., 2009). Here, we consider employee experiences of vulnerability in the aftermath
of an AdvEvent, exploring the way the event and aftermath triggers an active search for, and processing of,
information pertaining to trust that can fundamentally alter ongoing future social interactions (Misztal, 2012).

SIP theory contends that perceptions and decisions about how we should act are shaped by the social
networks and organisational contexts within which we are embedded (Salancik and Pfeffer, 1978). Our social
environment provides us with a host of social cues that help us understand events that occur and how we
should respond (Lemerise and Arsenio, 2000) These influence individual and social behaviours, filtering what
information is attended to, and providing interactive sense-making resulting in shared beliefs and attitudes
(Searle and Rice, 2024). Our experience of emotions (Damasio, 1994), social norms and the behaviours of
others (Salancik and Pfeffer, 1978) in these situations shape what is attended to and allow us to narrow both:
(1) the amount of information we need to process, and (2) the number and kinds of possible responses (Lemerise
and Arsenio, 2000).

The critical and disruptive nature of AdvEvents adds an intense emotional tone that plays a key role in how
we respond to important events (Ballinger and Rockmann, 2010). These can concern individual psychological
harm or those from the associated social disruptions (Agrafiotis et al., 2018). Specifically, our own emotions
shape our perceptions and motivate particular behaviours, while the emotions of others can change how we
ourselves feel and form important social cues as to what we can expect from others (Lerner et al., 2015;
Van Kleef, 2014).

These effects are not isolated to the enabling individual and their immediate colleagues. Responses to Ad-
vEvents occur in the broader social space of the organisation and consequences extend beyond initial responses,
creating further financial and reputational harms (Agrafiotis et al., 2018). How the enabling individual is treated

provides important cues that can ripple out through the wider organisational community.



In the following section, we apply SIP theory to develop an stage model of the multi-level responses and
effects of an AdvEvent. We explain how they traverse the four stages that emerged from our case study.
Throughout these stages, we expect processing of trust and vulnerability cues to be effortful and systematic
as a widening pool of organisational stakeholders becomes more conscious of their vulnerability within this
organisation and monitors how the unfolding events are being managed. As a result, during this time we would

expect significant changes in levels of trust, and potentially, distrust (Weibel et al., 2023).

3.2 Aftermath Stages

Fig. 4 depicts the model and will be referred to throughout this section.

3.2.1 Stage 1: Realisation

An AdvEvent-related trauma occurs initially at the individual level. This might be a result of their own actions
in enabling the AdvEvent (Stage 1 in Fig. 4), constituting the origin event (Maitlis and Christianson, 2014),
distinct and disruptive to the individual, punctuating their routine activities (Traumal). The AdvEvent might
have arisen though misplaced trust in the effectiveness of the organisation’s security systems, or being duped
as to the intentions of a third party, or a failure to verify the source of an email. If the AdEvent occurred due
to social engineering, the enabling insider is a victim of a trust violation in terms of their relationship with an
unknown party and also, albeit unintentionally, the perpetrator of a trust violation in their relationship with
their employer. Indeed, cybercrime may be the only misdemeanour where the victim shares some of the fault
[Redacted].

This dual role creates an unexpected rise in vulnerability for the individual. Their initial reaction is likely to
be shock, with further jolts as they comprehend the reality of an AdvEvent and what it might mean for them,
their employer, and their relationships within the organisation.

Given the unexpectedness of the AdvEvent, negative emotions are likely to dominate (Kiefer, 2005). These
are the first cue in sense-making related to the event and its transformation into an anchoring event (Ballinger
and Rockmann, 2010). Prior study of emotion has tended to focus on a single or similarly-valenced emotions
(Kiefer, 2005), but recent examination of AdvEvents shows that individuals experience divergent, concurrent
and multiple negative emotions (Renaud et al., 2022), which constitute psychological harm (Agrafiotis et al.,
2018). Typical are: anger, a fight response arising from their sense of betrayal; anxiety, a flight response in
the face of what might have been lost and the realisation of what could follow; and shame, a specific flight
response where the event is attributed to the individual personal deficiencies [Redacted]. The trust literature
suggests that individuals who feel trusted by their employers might experience a sense of responsibility to repay
and live up to felt trust (Baer et al., 2015). Hence, the emotions experienced at this stage are at a relatively

individual level, and are triggered by the social environment of their organisation and existing relationships



with key organisational stakeholders.

Prior organisational messaging around cybersecurity will frame individual understanding of the ramifications
of their actions. SIP theory indicates that peers’ experiences of how colleagues utilise cybersecurity training
in shaping their behaviours will inform their reactions (Searle and Rice, 2024). Unfortunately, cybersecurity
training and practices are dominated by fear and shame appeals designed to ensure compliance (Renaud and
Dupuis, 2019)[Redacted]. This might prime the individual to hide because they fear that others will see the
consequences of their assumedly deficient moral character (Greenbaum et al., 2020).

Although the social environment might shape the kind of emotion that the enabling insider experiences
in response to trauma, that emotion itself also exerts an influence that shapes cognitions about the event
and informs decision-making about appropriate next steps. For example, shame and guilt are emotions with
high levels of certainty and a sense that the blame for what has occurred is attributable to things under
the individual’s control (Lerner et al., 2015). Individuals experiencing these emotions following the shock of
an AdvEvent realisation are more likely to attribute blame to themselves, and to expect that others might
do the same. In these cases, the enabling insider might try to hide the AdvEvent (Broomfield, 2019). In
contrast, feelings of anxiety or fear introduce uncertainty and a sense that the negative event was attributable
to situational factors (Lerner et al., 2015). In these cases, the individual might feel more confident about raising
concerns.

The enabling insider’s realisation and initial sense-making following the AdvEvent and specifically their
role in it is a critical anchoring event in their relationship with their organisation. It is characterised by
unfolding uncertainty and the growing realisation of their own vulnerability, and through them, that of the wider
organisation (Fig. 3). Early emotional experiences have a crucial impact in shaping subsequent sense-making
as they inform cognitive processing, skewing which memories are accessible and subsequent decision-making
(Forgas, 2008; Fugate et al., 2011).

These cognitive biases constrain cognitive processing, bounding the availability and intuitive thinking that
reduces the individual’s available resources to process the event (Kahneman, 2003). Many cyber attackers
deliberately exploit exactly these framing effects to diminish detection of their nefarious activities (Hassandoust
et al., 2020). The profusion of negative emotions also influences subsequent sense-making about the individual’s
relationship with other organisational stakeholders (Ballinger and Rockmann, 2010) and biases decision-making
about the risks inherent in next steps (Gigerenzer, 2004).

While the individual might think that they are able to control when and how to divulge details about
the event to organisational stakeholders. In reality, their emotional reactions can lead others around them to
become aware that something has occurred (Salancik and Pfeffer, 1978). SIP theory contends these emotional
experiences and sense-making drawn from previous events are likely to shape the decision whether to report

this event, as well as its timing, recipients and information divulged (van de Weijer et al., 2021). The waves of
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emotion that accompany early internal or external attributions of blame, and perceptions of how others might
react given past experiences and current levels of trust, can create further confusion, making coherent reporting
challenging (Van der Kolk, 2014). The resulting incoherence can have negative future implications for others’

attributional processes (Stage 2 in Fig. 4).

3.2.2 Stage 2: Reveal

During this stage, the occurrence is revealed, requiring a choice of path to be made (Fig. 4). The second
stage marks the transition of the experience beyond the enabling individual to other organisational actors.
In some instances, individuals might choose to report, or to stay silent. In the latter case, others’ could be
exposed via other sources (Buckley et al., 2023). It is important to note the significance of context, specifically
social, relational and situational, all affecting perceptions of vulnerability (Salancik and Pfeffer, 1978). Context
includes prior organisational trust levels, trustworthiness and the fairness of prior social and organisational

relations (Barclay and Kiefer, 2019; Gustafsson et al., 2020) (Figs. 2 and 3).
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Others’ assessments of events are likely to informed by two kinds of information provision asymmetry — (1)
prior knowledge about the individual (interpersonal), and (2) incomplete knowledge about the AdvEvent. That
said, the stakeholder the enabling individual chooses to disclose to will likely have access to more complete
information, and often more direct knowledge of the individual than those in later stages. Their reactions and
the emotions they display are informed by this information. Where they are less familiar with the individual,
their own propensity to trust is likely also to inform and shape their perspectives and responses (Colquitt and
Rodell, 2011). Ultimately, the trust context within the organisation influences ‘whether’, ‘how’, ‘when’, and to

‘whom’ the individual discloses the AdvEvent. These dimensions will influence subsequent responses.

11



These early responses and reactions creates a critical second wave of cues for the enabling individual as well as
for peers and supervisor. This further shapes how they make sense of what has happened and their vulnerability
in relation to the event. This stage also represents the first realisation or anchoring event (Ballinger and
Rockmann, 2010) for other stakeholders (CW-Traumal, S-Traumal). The introduction of further referents and
levels adds complexity and potential divergence to trust (Fulmer and Gelfand, 2012) and AdvEvent responses.

For supervisors, this stage can be characterised as having a bottom-up trajectory (Morgeson et al., 2015),
with exposure to the breach event rising through the organisation’s hierarchy. Trust can become a germane
concern arising from the salient vulnerability to which they are now privy. This is especially the case when
security staff have informed them of having triggered an event rather than the individual realising this.

Ultimately, experiences during this reveal stage reinforce a divergence in how AdvEvents influence trust
across organisations. Farly reactions and responses are likely to determine subsequent trajectories in dealing
with the event and its consequences. We delineate two distinct paths, one focusing on blame attribution that
amplifies and makes salient the vulnerability of the enabling individual (Fig. 3), or a second focusing on un-
derstanding the incident and supporting the enabling individual Fig. 2, which actually reduces the salience of

their vulnerability and relieves discomfort.

Vulnerability-Amplifying Route: Supervisor Perspective

The transitions into Stage 2 (Fig. 4: upper section), includes the emotional state of the enabling individual
becoming visible to others through nonverbal, verbal and paraverbal signals (Van Knippenberg, 2018). These
are particularly salient to the REVEAL stage. The supervisor’s role now requires them to make inferences and
attributions about the AdvEvent, its source and the vulnerability created from what has been lost (Searle and
Rice, 2021) as well as potential future consequences. Unfortunately, gaining insights from a shocked individual
might provide incomplete insights and potential inaccuracies, as both are involved in intense emotion-infused
sense-making (Van der Kolk, 2014).

During these early stages, the emotional signals of the enabling individual provide important cues to the su-
pervisor (van Kleef, 2022). If the enabling individual discloses the event, the supervisor’s own emotional reaction
and understanding of the event will be shaped by this fact. Through a process of emotion contagion, individuals’
expressions of self-condemnation, such as shame, can suggest a flawed moral character, while guilt shown by a
remorseful individual indicates reflection into how their actions contributed to the AdvEvent (Greenbaum et al.,
2020). In contrast, other-condemning affective responses, such as anger, can trigger unhelpful blame spirals,
perceived as the individual’s attempt to shift the blame.

Emotional displays of the enabling individual are likely to influence supervisor’s assessment of their trust-
worthiness, confirming or disconfirming initial perceptions of guilt through the provision of trust cues. Prior

trustworthiness assessments may have some impact, informing the nature of subsequent information searches,
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and, critically, the capacity to entertain contrary views about the individual (White et al., 2003). If others have
reported the event, trustwothiness is already in question. The jolt from an AdvEvent and this individual’s re-
action necessitates an active review of evidence regarding whether they can actually be trusted (Ashforth et al.,
2008; Weibel et al., 2023). SIP theory (Salancik and Pfeffer, 1978) suggests how information will be filtered
with recent events skewing others’ assessment of the individual’s trustworthiness, with greater lenience given to
those who raise concerns and apologise than to those who deny or shift responsibility. Cybersecurity knowledge
will also inform assessment of competence and integrity, as do existence of social norms where rules are ignored.
Here, too, knowledge is likely to be asymmetric, with security staff having greater insight. Indications of the
AdvEvent’s severity, novelty and strength will be amplified by the associated negative valence, which can also
increase the level of attention the individual is subjected to (Baumeister et al., 2001). Perceived trustworthiness
of the individual will be significantly challenged if the report comes from another party, raising concerns about
competence if they did not know, or their integrity if they are choosing not to report.

Cognitive biases, such as fundamental attribution error (Ross, 1977), are likely to focus the supervisor’s
attention onto the individual rather than influential situational factors. In the cyber context, concerns about
threat severity and potential damage to the organisation’s reputation add pressure for a speedy resolution that
might mitigate further trust loss (Gillespie and Dietz, 2009). These pressures impoverish cognitive processes, as
the supervisor begins their own Stage 1 realisation and sense-making (Traumal). As a consequence, neither party
is likely to be operating at full cognitive capability as they strive to make sense of the AdvEvent. Early causal
attributions cause a bounding effect that can focus attention on the source (locus of causality), controllability and
stability (Tomlinson and Mryer, 2009), with the level of negative experienced emotional intensity exacerbating
bias (Forgas, 2008). Efforts to consider an external AdvEvent cause add complexity with misconceptions about
its stability and controllability (Tomlinson and Mryer, 2009). Blaming the individual is appealing, as it offers
the means to resolve things quickly, and to reduce the salience of their own vulnerability.

However, as seductive as this is, premature conclusions leave the organisation at risk from the situational
causatives (Stage 3, Fig. 4) (Kim et al., 2004). Evidence suggests that premature closures are not unusual
with unfair blaming of individuals based on little, or no, confirmatory evidence (Turton and Mehrotra, 2021).

Unfortunately, this response will exacerbate subsequent vulnerability.

Vulnerability- Amplifying Route: Enabling Individual Perspective

The vulnerability-amplifying route is characterised by strong negative supervisor emotions directed towards the
enabling individual, such as anger or disgust. These emotional displays, and the communication that accom-
panies them, comprise the first social cue the enabling individual has that signals how their involvement in the
event might be regarded in their organisational social network, and the extent to which their behaviour aligns

with organisational expectations.
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The perception of high-activation negative emotions provide two forms of critical information (Van Kleef,
2009). First, the supervisor’s anger can trigger a process of emotion contagion influencing their own emotional
state. This process can result in either the contagion of similar emotions (you are angry, and that makes me feel
angry), or dissimilar emotions (you are angry, and that makes me feel afraid) (Van Kleef, 2014). Second, the
display of high activation negative emotion provides cues as to the other’s character and goodwill in dealing with
this vulnerability-inducing situation. SIP theory suggests such information will influence subordinates (Salancik
and Pfeffer, 1978). Significantly, supervisor benevolence and integrity are relevant to perceived vulnerability
(Kim et al., 2023; van der Werff et al., 2023). Displays of anger or disgust are likely to prompt an evaluation
of low benevolence and the perception that this supervisor is not concerned about their needs. Together, these
paths enable the supervisor’s emotional displays to shape emotional and cognitive experiences of the enabling
individual.

Being blamed and scapegoated has direct implications (Renaud et al., 2021a) and creates a further shock
(Trauma?2). They realise that their trust in the supervisor (demonstrated through their disclosure) is misplaced
(Deutsch, 1958). This will trigger further emotionally-fuelled sense-making, depleting their resources even
further (Maitlis and Christianson, 2014). Questions about their integrity attack their character and identity,
increasing their vulnerability, and also reducing the means to repair lost trust (Tomlinson and Mryer, 2009;
Kim et al., 2004, 2006). The individual response may reject this tainting by requiring accusers to substantiate
accusations (Hendry et al., 1989). This too can further distract them from their work, leading to imputations
of reduced trustworthiness, and less ability to cope (Chambers, 1989).

The supervisor’s vulnerability-amplifying response has significance for ongoing relations, at best reducing
trust levels, but more probably shifting to distrust based on evidence of the harm they do to the individual
(Bijlsma-Frankema et al., 2015). This second trauma exacerbates vulnerability due to the perceived injustice of
the reaction (Barclay and Kiefer, 2019). These precipitate a downward spiral of events characterised by negative
responses including flight, flight or freeze, reducing the enabling insider’s means, but now also their willingness,
to offer information about the AdvEvent (Barclay et al., 2005; Van der Kolk, 2014). The resulting information
loss reduces perceived trustworthiness, and also subsequent consequences for the organisation (Barclay and

Kiefer, 2019) (Stage 4, Fig. 4).

Vulnerability-Relieving Route: Supervisor Perspective

While this alternative pathway does not remove the sense of vulnerability, it is a powerful means of reducing
the salience thereof for both the enabling individual and the supervisor, and subsequently for other employees.
It demonstrates a willingness to preserve trust (Fig. 4: lower section). The supervisor’s more compassionate re-
sponse acknowledges uncertainty and more significantly reduces the level and magnitude of risk for the enabling

individual (Barclay and Kiefer, 2019) (Fig. 4: lower section).
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The supervisor’s compassion and empathy are related to goodwill and concern for others (Michie and Gooty,
2005; Greenbaum et al., 2020). As in the vulnerability-amplifying pathway, the experience and display of these
emotions will be influenced by the quality of the prior relationship with the enabling individual. By choosing
this path, the supervisor’s competence is conveyed which helps to reduce uncertainty and signals support for
the enabling individual.

Extant study shows supervisors differ in their capacity for positive, other-directed emotions (Gooty et al.,
2010; Michie and Gooty, 2005), yet these positive displays are vital for their effectiveness (Edelman and
Van Knippenberg, 2017). In focusing on the incident rather than assigning blame, the supervisor’s compe-
tence is confirmed (Lapidot et al., 2007), liberating him/her to gather information to improve understanding
of the AdvEvent (Zimmermann and Renaud, 2019), enhancing the quality of two-way communication and
preserving trust (Gustafsson et al., 2020). Focusing attention on events demonstrates fairness in the investi-
gation process, boosts calm and defuses further uncertainty for all (Chambers, 1989). Such impartiality can
be challenging if the enabling individual was previously untrusted, or was an atypical team member (Ashforth
et al., 2008). However, magnanimity signals supervisor trustworthiness, critical to eliciting information, and
influencing expected responses from others. These actions demonstrate the authenticity of their own and the
organisation’s values of integrity and respect for others, and engender trust (Weibel et al., 2016) (Fig. 4).

Crucially, to contain wider reverberations, vulnerability-relieving responses enable the supervisor and en-
abling individual to traverse rapidly through this reveal stage as they: (i) avoid escalating negative emotions;
(ii) maintain the quality of cognitions and judgements, (iii) engender better decision-making; and (iv) improve
social relationships and communication quality. By so doing, they explicitly preserve and potentially build
trust and retain vulnerability as a background concern. This response is less costly for the organisation and the
different actors in the diversion of their time and effort from day-to-day functions, mitigating or avoiding many
potentially negative consequences outlined in the other trajectory. Although mapped in the same way as the
first path, this path does not make vulnerability a salient concern for as many employees (Barclay and Kiefer,
2019) (Fig. 2). Where vulnerability does manifest, it is resolved quickly and has less impact. The possibility of

creating subsequent anchoring events between other actors across the different levels dissipates.

Vulnerability-Relieving Route: Enabling Individual Perspective

This route makes for a very different affective and cognitive experience for the enabling individual. As before,
the emotions displayed by the individual provide crucial social cues denoting how the organisation and the
individual understand their role in dealing with the AdvEvent. A supervisor that responds with low activation
positive emotions, such as calm and compassion, de-escalates the enabling individual’s higher activation negative
emotions experienced during Stage 1 through emotional contagion processes (e.g., you feel calm, so I feel calm)

and by signalling their goodwill and trustworthiness. This compassionate and empathetic response demon-
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strates benevolence and integrity, which are crucial in alleviating vulnerability and preserving trust (Colquitt
and Rodell, 2011; Gustafsson et al., 2020). The efficacy of empathetic leadership during AdvEvent aftermaths
has been demonstrated in case study work that illustrates empathetic senior management interventions as
supporting a reduction in negative emotions (Stacey et al., 2021).

The individual’s response to the supervisor is likely to be one of relief and reduced anxiety (Barclay et al.,
2005) (Fig. 2). Their trust in the supervisor is preserved, with ambiguous actions interpreted positively
(Deutsch, 1958). Their retained self-efficacy and confidence (Lau et al., 2014) can lead to subsequent job
performance improvements (Stage 4). They may even have a sense of gratitude (Ritzenhéfer et al., 2017) in
having been able to embrace the opportunity to master this threat (Stage 3). These positive emotions can trigger
reciprocal increases in the level of supervisor trust with potential subsequent benefits to the wider organisation
(Fehr et al., 2017).

Through this de-escalation process, the supervisor supports the enabling individual, avoiding triggering
further trauma and facilitating a clearer recall of AdvEvent details (Van der Kolk, 2014). They remain willing
to share further information (Nerstad et al., 2018), and their positive emotions are associated with ability
and engagement (Watson et al., 1999; Barclay and Kiefer, 2019) (Fig. 2). Fredrickson et al. (2003) argue
that experiences of gratitude, love, and other positive emotions enhance psychological capacities and increase
resources to deal with serious, negative events. Together, the supervisor’s early reactions to learning about the
AdvEvent have powerful ramifications both for the disclosing individual’s emotional and cognitive functioning,

and the organisation’s capabilities in responding and dealing with the AdvEvent.

3.2.3 Stage 3: Reaction

As the organisation moves beyond the initial realisation and reveal stages, awareness of the event and early
responses will ripple out to other organisational stakeholders: i.e., co-workers and management. The prior
choices of vulnerability-amplifying or relieving pathways are extended, denoting a shift in the spatial dispersion
of the origin event with reactions that have their own strengths (Morgeson et al., 2015). AdvEvents are likely to
have top-down and/or bottom-up moderating effects with reactions having implications beyond the relationship
with the enabling individual. These spatial dispersions occur from both the high affective characteristic of
reactions (van Kleef, 2022), and their social information significance (Salancik and Pfeffer, 1978) as knowledge
spreads of the event and responses.

The initial awareness of the wider team is likely to be a more information-laden realisation than that expe-
rienced by the enabling individual. News of the AdvEvent comes alongside social information about whether
and how the individual responded and reported the event as well as how the supervisor (or other) responded
(Salancik and Pfeffer, 1978). However partial the information, it provides cues to understanding the event

and personal vulnerability in relation to it. The more widespread salience of vulnerability makes trust a ger-
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mane foci and sense-making regarding trust in the supervisor and, through this, the wider organisation. While
the first stages set the organisation on the path of amplifying or relieving vulnerability, the organisation is now

propelled into a self-reinforcing spiral (Nurse et al., 2014). We consider, first, the vulnerability-amplifying route.

Vulnerability-Amplifying Route: Enabling Individual Perspective

This path builds from prior stages, notably reactions of those who received the initial information, with the
potential for traumas to extend to the team (Fig. 4: upper level Trauma3). This stage is characterised by
further erosion of trust in the supervisor and organisation, as a consequence of increased vulnerability. An
important and paradoxical additional characteristic of this stage stems from asymmetric information provisions
of further social actors. This scrutiny of, and judgement about, the enabling insider’s actions and intentions
propel them and the organisation into crisis (Nurse et al., 2014). The piecemeal information diffuses across the
local environment and creates further anchoring events between the individual and co-workers (Ballinger and
Rockmann, 2010) (Fig. 4: Trauma3, CW-Traumal).

Subsequent anchoring events further disrupt the local environment with negative emotion and sense-making,
depleting cognitive capacities, and critically reducing resources for cybersecurity activities (Maitlis and Chris-
tianson, 2014). Collectively, asymmetric awareness of the AdvEvent and impact undermines threat reduction
efforts. Therefore, while the magnitude of threat from a external AdvEvent source remains and is intensified for
the organisation through resultant destabilisation across multiple organisational relationships. The supervisor,
in withdrawing trust from the enabling individual, damages their self-image, and undermines their social stand-
ing (Skinner et al., 2014). When similar negative reactions occur from co-workers, the individual’s vulnerability
increases. The further negative spiral instigated by the team consolidates their new out-group status (Ashforth
et al., 2008). The shift in relations with multiple others denotes their more resolved position as ‘distrusted’
(Lewis and Weigert, 1985). As each co-worker reaches similar conclusions, further traumas arise for the en-
abling individual (Fig. 4: upper level, Trauma3), fuelling a now overwhelming sense of vulnerability, especially

if co-workers were friends (Dirks and Ferrin, 2001).

Vulnerability- Amplifying Route: Co-Worker Perspective

The enabling individual’s scapegoating by the supervisor and other key actors, is viewed as humiliation and
victimisation (Renaud et al., 2021a; BBC, 2019). The paucity and partiality of the rapid search for a culprit and
unjust treatment of the enabling individual cynically designed to confirm their ‘witch-hood’ make vulnerability
a salient concern (Mathers, 2021; Wolff, 2018). This cynical scapegoating prevents greater understanding of the
AdvEvent and underplays its complexity. Together, these failures demonstrate supervisor and other key actors’
untrustworthiness i.e., incompetence, lack of integrity, and failure to care and respect for the individual.

The stage model spatially shifts, adding top-down and/or bottom-up moderated events that denote the
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emergence of a third wave of salient vulnerabilities, with potentially eroded trust now extending to the team
(Lapidot et al., 2007). A myopic focus on a convenient internal threat means the technical systems that enabled
the AdvEvent remain unpatched, with the failure to appreciate alternative situational factors increasing overall
risk (Rice and Searle, 2022).

SIP theory (Salancik and Pfeffer, 1978) contends that these events become important sources of social
information. Employees manage their escalating uncertainty through their own active searches for trusted in-
formation. These reactions denote the opening of further event spaces, changing the spread and spatial direction
with top-down reactions moderating novel horizontal reactions (Morgeson et al., 2015). These developments
reflect growing vulnerability arising from a relative lack of power, dependence on key actors and increasing sense
of vulnerability (Vanneste et al., 2014). Escalating knowledge of the origin event produces anchoring events,
(Fig. 4: CW-Traumas). These breaches of trust (Kim et al., 2004) include negative emotions of anxiety or
anger at unjust treatment (Greenbaum et al., 2020), triggering widespread sense-making with the supervisor’s
response denoting the social effects of emotions (van Kleef, 2022).

These processes are multi-level, affecting Co-Worker relational dynamics, both with the supervisor and
each other, leading to further anchoring events in these relationships. Uncertainty becomes contagious with
rising vulnerability and limited formal information leading to proliferation of hyper-vigilance with employees
questioning key actors’ actions and intentions (Gustafsson et al., 2020). Critically for the organisation, such
proliferation diverts attention and reduces self-regulation (Baumeister et al., 2001), increasing the risk of future
AdvEvents. Previous work demonstrates the importance of collective cybersecurity self-efficacy which is critical
in shaping effective security related behaviours (Yoo et al., 2020).

Within the team, specific attention focuses on the supervisor (Whitener et al., 1998) with trust threatened
by divergence between their words and deeds (Simons et al., 2015). Observing a leader’s unjust and disrespectful
actions can be vulnerability inducing, adding important social information (Salancik and Pfeffer, 1978). Con-
cerns about unjust processes are associated with negative emotions of anxiety and anger (Barclay and Kiefer,
2019). These accelerate trust reduction, especially amongst those who identify with the enabling individual
(Rice and Searle, 2022). Each disconnect has the potential to add to the event space, with strong negative
emotions and further sense-making characterising the reviewing of prior trust decisions (Kim et al., 2004).

There can be a dynamic magnitude and speed of change to the active processing of trust (Baer et al., 2015).
A spiral of hyper-vigilance and vulnerability can become self-fulfilling, triggering reviews of previously-resolved
trust decisions across multiple referents, each accompanied by further negative emotions and cognitive overload
that reduce the quality of these cognitions and judgements (Forgas, 2008). As a result, many individuals
experience anchoring events as relations decline with emotion-induced sense-making demands further diverting
attention on the original event (Ballinger and Rockmann, 2010). The escalating sense of vulnerability can alter

observers’ prior decisions to remain with the organisation (Spreitzer and Mishra, 2002).
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The unfolding crisis is characterised by information gathering due to the often untimely, inadequate, in-
complete or inaccurate organisational internal communications during crises (Rice and Searle, 2022). This
can further reduce trust, with attention shifting to the team for cues and signals to resolve rising uncertainty
(Salancik and Pfeffer, 1978). These new searches centre on prototypical members (Ashforth et al., 2008), whose
actions set the response tone, indicating the required actions and reactions (Barreto and Hogg, 2017). The
transition into a state of vigilance (Gustafsson et al., 2020) creates opportunities for further misunderstandings.

High levels of scrutiny can cause previously insignificant relationship matters between team members to be-
come noteworthy, triggered by subtle emotional exchanges between actors (Van Knippenberg, 2018), or perceived
signals of declining trust in relationships (Lau et al., 2014). Social information from networks of more trusted
people become increasingly significant as employees try to navigate their own way through dynamically-shifting
events (Searle and Rice, 2024). These have further negative consequences for trust across the organisation. Su-
pervisors’ reactions to the now-distrusted enabling individual necessitates their work be re-allocated to trusted
team members, opening up fresh event spaces, based on the perceived fairness/unfairness of these allocation
decisions (Barclay and Kiefer, 2019), triggerring scrutiny of supervisors’ trustworthiness (Colquitt and Rodell,
2011; Bijlsma-Frankema et al., 2015).

These events have greater significance to the team when a trusted person is assigned re-allocated tasks
(Salancik and Pfeffer, 1978) adding to their workload (Baer et al., 2015), risking overwhelming them and esca-
lating risk further AdvEvents. Subtle emotional signals offer cues for the wider team denoting changing relations

between these trusted employees and their supervisor, adding fresh vulnerabilities (van Kleef, 2022).

Vulnerability- Relieving Route

The supervisor’s prior actions, focusing on the event rather than the enabling individual, have made this a
relatively diminished event space with muted short-lived horizontal reactions from the team making this a non-
event. The reduced emotional intensity de-escalates the means for social emotional contagion (van Kleef, 2022)

and the need for SIP (Salancik and Pfeffer, 1978).

Vulnerability- Relieving Route: Enabling Individual Perspective The procedural and informational jus-
tice in the treatment of the enabling individual provides important trustworthy signals about the supervisor
and other key organisational actors (Colquitt and Rodell, 2011), especially their openness of communication
and demonstrations of care and respect (Korsgaard et al., 2002). These reduce the salience of vulnerability
from internal sources. Actions are noted by Co-Workers (Salancik and Pfeffer, 1978) with the individual’s social
standing remaining intact. avoiding further traumas. These experiences may add to the individual’s feelings of
relief, gratitude and even elation in response (Greenbaum et al., 2020). As a result, their well-being improves,

increasing prosocial responses. Indeed, these reactions may help the individual recover memories about the
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AdvEvent that augment the organisation’s information and understanding. These improved social exchanges
denote improved trust (Colquitt and Rodell, 2011). Feeling trust despite the AdvEvent can lead to a positive

trust spiral boosting productivity and prosocial behaviours (Searle, 2018).

Vulnerability- Relieving Route: Team Perspective

The supervisor has provided social information cues about how colleagues should treat the enabling individual
(Salancik and Pfeffer, 1978). Their modelling of compassion and a supportive response ameliorates trust erosion
at other levels (Lapidot et al., 2007). Emotion-led contagion of vulnerability is avoided in the team (van Kleef,
2022) with the motivation to maintain trust confirmed by signalling value congruence and efforts to maintain
relationships, even if costly in time (Gustafsson et al., 2020; van der Werff et al., 2019; Weibel et al., 2016).
The dividends of such efforts are realised at this stage as team members perceive the trustworthiness of the
supervisor with ramifications for their own willingness to be vulnerable in the organisation. As a result, vulner-
ability remains a background concern (Fig. 2). The enabling individual’s and team’s resolving of vulnerability
confirms their existing views (White et al., 2003), maintaining, if not boosting, trust in the supervisor and the
organisation. Given the limitations of cognitive resources, reduced vulnerability diminishes a source of demand
and strain for employees (Lazarus and Folkman, 1984). This frees them to focus on their work, detecting and
resisting future AdvEvents. The positive reaction of the supervisor increases the willingness of others to also

come forward and share their AdvEvent experiences, providing the organisation with important information.

3.2.4 Stage 4: Restabilisation

This final stage is the culmination of the pathway choices. In the vulnerability-amplifying route, the failing
of those in key roles, and organisational policies, to control cyber-threat have demonstrated the organisation’s
untrustworthiness and inability to respond effectively (Weibel et al., 2016) (Fig. 4). As a consequence, trust is
eroded at different levels and often replaced by distrust making the situation more difficult to repair (Gustafs-
son et al., 2020). Hence, the potential vulnerability from external cyber attackers grows in significance, as
the limitations of the cybersecurity policy, their own supervisors and senior leaders becomes evident. As such,
the organisation has been rendered less resilient and resistant to current and future AdvEvents. This outcome
is aptly demonstrated in the Sony case with loss of the CEO, key staff quitting and class actions being filed
(Agrafiotis et al., 2018). In contrast, the vulnerability-relieving pathway has demonstrated the trustworthiness
of the organisation’s key actors and processes, and efforts to preserve trust (Gustafsson et al., 2020) making it
more resilient and confident in its capacity to detect subsequent AdvEvents as employees are now more willing

to share real-time cybersecurity concerns.

Vulnerability- Amplifying Route: Enabling Individual Perspective
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The task of restoring trust damaged across multiple levels requires considerable and consistent action (Kim
et al., 2004) yet there is little remaining energy for this now herculean task. In response, the enabling insider
becomes increasingly withdrawn and isolated, making any effort they show more likely to go unnoticed, or,
even worse, mis-attributed as further evidence of guilt (Dirks and Ferrin, 2001). Sadly for the organisation,
the resulting ostracism reduces their means of being heard, even when raising genuine concerns (Jahanzeb and
Newell, 2020). From an event space perspective (Morgeson et al., 2015), the organisation’s cumulative actions
have throttled important sources of information about the AdvEvent.

Feeling distrusted fuels a sense of internal dislocation (Chambers, 1989). The toxic combination of recurring
negative emotions disconnects the enabling individual from others (Kiefer and Barclay, 2012). The experience of
being distrusted has consequences for their self-esteem, leading to a reduction in performance (Lau et al., 2014).
Moreover, hyper-vigilance from others makes this decline obvious, and provides further confirmation of their
untrustworthiness. There is little recognition that this arose from mistreatment, rather than any underlying
malfeasance. Any performance decline can also trigger attitude shifts from their remaining supporters leaving
them further isolated. These multiple injustices increase anger and anxiety, further constraining their action
options (Barclay and Kiefer, 2019).

The enabling individual’s choices have important consequences for the organisation. Reactions to escalating
victimisation can include: flight, which increases the risks of subsequent insider threat even after they have left
the organisation (Nurse et al., 2014); an exit forged in anger makes retaliation seem a viable option (Skarlicki
et al., 2008); or freezing, which has implications for effective job performance, necessitating others taking on
their duties, and, in so doing, increasing vulnerability to subsequent AdvEvents. Performance management
processes might be followed with potential for exit from the organisation (Weibel et al., 2016). This latter event
has the potential to escalate vulnerability and diminish trust even further, driving perceptions of victimisation

for others to see.

Vulnerability- Amplifying Route: Team Perspective

The treatment of team members who provided information about the initial AdvEvent informs general willing-
ness to share further insights. As key actors have scapegoated the enabling insider, others may now be reluctant
to provide information (Rice and Searle, 2022). These reactions discourage subsequent communication and shut
down contrary information paths leaving supervisors with less insight about what is actually occurring and
rendering them and the organisation still unclear about what has really happened. Experiences of the enabling
insider reduce the willingness of other insider targets to come forward. Thus, team and organisational cyber-
threat levels increase. Furthermore, the downward spirals of trust affect both levels, critically eroding the means
of repair (Gillespie and Dietz, 2009; Lapidot et al., 2007). The Sony case class actions confirm this distrusting

consequence (Agrafiotis et al., 2018).
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In summary, this path reduces the information available within the organisation and the relational tur-
bulence damages individuals’ capacity for cybersecurity and more general self-regulation. Trust is damaged at
multiple levels, often being replaced by distrust rendering an organisation less resilient with diminished capacity

to detect and cope with cyber risks.

Vulnerability- Relieving Route

As noted earlier, the events and the positive reactions of key organisational stakeholders have provided evidence
of the organisation’s competence in handling AdvEvent information effectively and in preserving trust (Gustafs-
son et al., 2020). The multi-level reinforcement of this as a trustworthy organisation allows vulnerability to
remain a background concern (Fig. 3). This frees up emotional and cognitive resources to remain focused on
work, including the detecting and sharing of future AdvEvent information. These pro-organisational efforts

make the organisation far more resilient to future AdvEvents.

In Conclusion
Having fleshed out the nature of each of the aftermath stages, we depict them in Fig. 4 with the differing
time lines in Fig. 5. The next Section discusses the theoretical and practical implications of this model, the

limitations and future research to be carried out.

4 Discussion

AdvEvents are common organisational events for which the financial and security implications are well estab-
lished (Rosati et al., 2019). Despite the growing frequency of these events, there is an increasing awareness that
we have yet to fully explore the wider social consequences of AdvEvents and in particular how they impact
perceived vulnerability and trust processes for internal stakeholders directly involved in the incident and those
who witness the event and organisational response.

In this paper, we developed a stage model theory (Fig. 4) regarding the social ramifications of AdvEvents.
Using a trust lens, we reframed AdvEvents as an anchoring events that can trigger a progression through
stages in which vulnerability becomes a salient concern with reducing trust potentially rippling through the
organisation. We argue that early reactions and responses to the AdvEvent create two self-reinforcing cycles
that either relieve, or amplify vulnerability for organisational stakeholders and influence both the organisation’s

capacity to manage the AdvEvent and the longer-term social fabric of the organisation.

4.1 Theoretical Contributions

Our paper makes four important contributions to the literature.
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Figure 4: Social Information Processing Stage Theory Cybersecurity Event (CW=CoWorker; S=Supervisor)

First, we contribute to the cybersecurity literature using trust as a lens through which to examine and

advance understanding of the social ramifications of AdvEvents. In doing so, we aim to expand discussion of

how organisations can cope with AdvEvents to include insights from the organisational and social sciences. As

well as preventing AdvEvents and reducing their attack surface, organisations should better prepare leaders, at

all levels, to respond to AdvEvents when they occur.

Second, we make three contributions to expanding our understanding of trust by focusing on context in

which uncertainty abounds, namely an AdvEvent. Specifically, in the context of high levels of uncertainty we

consider organisational event sequences to develop new theory regarding the dynamics and trajectories of trust

and the formation of self-reinforcing trust spirals (Korsgaard et al., 2018).

Third, our integration of SIP theories (Salancik and Pfeffer, 1978; Van Kleef, 2009) builds on previous work
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Figure 5: The 4 stages start over each time someone new finds out about the security incident. In the diagram:
spirals reflecting the repeating nature of this phenomenon until all employees become aware

on the antecedents or bases of trust (Mayer et al., 1995; McAllister, 1995) by expanding the discussion beyond
a relatively passive reaction to trustworthiness to consider how signals from the wider relational environment
and the trustee can shape both trust itself and how we search for cues to inform trust (Dietz, 2011).

Fourth, we draw on theories of emotion as social information (Van Kleef, 2009), to answer calls from recent
reviews of the literature (Legood et al., 2023; Lee et al., 2023) to develop theory on the role of emotion and
emotional displays in building trust within organisations. Our model moves emotion to the centre stage of
trust by arguing that the emotional displays of key stakeholders in the organisation provide critical cues for
individuals striving to understand organisation-level events and how these might impact their own vulnerability

and trust.

4.2 Practical Implications

Our research delineates vulnerabilities in an organisation as an important consideration in informing actions
in the aftermath of AdvEvents. Through identifying four distinct stages for these events, we reveal important
transition points around which awareness and support can be focused. Specifically, we outline the critical role
of the supervisor and initial recipients of the enabling insider’s concerns and their dynamics. There is value to
raising awareness of the subtle emotional clues that an AdvEvent has occurred, and in how their own emotional
reactions send signals to set the tone and constrain the scope of their own and others’ cognitive processes.
We show merit of training that promotes awareness about emotional reactions, and also more open enquiry
that advances understanding of what has occurred and why, rather than simply attributing blame. Providing

guidance to support the enabling insider’s clear recall of events has dividends for them and the organisation.
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Similarly, improving the skills that engender active trust preservation results in wider benefits for them
as a key organisational actor, and from modelling how others should be treated demonstrating their own
trustworthiness (Gustafsson et al., 2020). These are important skills for leaders to avoid the contagion of
negative emotions, and the escalation of crisis through amplifying vulnerabilities across multiple observers.
Further, such actions help ameliorate the potential of further distracting anchoring events as the event space
disperses within the organisation. These activities help the emergence and maintenance of trust cultures through

focusing on people as fallible but not necessarily malicious actors in these AdvEvents.

4.3 Limitations and Future Research

Our theorising in this paper discusses the intrapersonal and interpersonal impact of a AdvEvent through the
lens of trust and vulnerability. The trajectories we set out illustrate the best and worst possible scenarios
arising from an AdvEvent and our theorising should be interpreted in light of several limitations. First, while
our theorising is based firmly in empirical evidence much of this evidence has been cross-sectional and focused
on identifying nomothetic principles of human behaviour in relation to cybersecurity Cram et al. (2024). The
arguments we develop in this conceptual paper will need to be investigated by future empirical research. In
particular, through adopting the perspective of trust dynamics and their distinct trajectories, a number of
future research opportunities emerge. First, this paper provides the conceptual framework for empirical study
of the internal, organisational aftermaths of AdvEvents, identifying distinct levels for fruitful study, including
individual differences in the trust violation cues (Bansal and Warkentin, 2021), and of the dynamics of dyadic
individual-supervisor relations (Nienaber et al., 2015), as well as their spillovers and dynamics at the team level
(Korsgaard and Bliese, 2021). While this focus was useful in maintaining theoretical parsimony, future work
might consider extending our theorising by exploring the interaction of wider macro-organisational elements,
such as cultural and values, and also communication policies to disrupt these trajectories would be important
to understand the means of insulating organisations (Weibel et al., 2023; Rice and Searle, 2022). What, in
particular, are the conditions in which these trajectories can be disrupted or stopped?

Our theorising is also limited by our focus on a particular type of cybersecurity event. Further study could
also extend to exploring other events (cyber-related or otherwise) in which vulnerabilities become germane, and
where choice of response is crucial specifically for those with heightened negative emotional tone and motivation
to sense-make (van der Werff et al., 2019). For instance, prior study has included trust in websites following
a data breach (Bansal and Warkentin, 2021). In organisational studies, events of particular interest to trust
might include internal breach events, such as changes to psychological contracts, or betrayal, or more exogenous
crises. Are there organisations or sectors that are particularly good at managing these crisis (e.g., emergency
response organisations) or sectors with divergent outcomes with some having more events, and others have

fewer? Important lessons can be learnt from comparative studies.
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Finally, further research could be undertaken on emotion displays as a social cue and their role in conscious (or
subconscious) information search when making trusting decisions. The study of emotions in the trust literature
is a relatively neglected and yet growing topic of interest (Legood et al., 2023). A better understanding of
trust and emotion has particular ramifications regarding how we understand vulnerability, and is likely to
be closely entwined with questions of employee identification and dependency (Weibel et al., 2023). In the
cybersecurity context, the extension of theory to include a better understanding of emotion has been valuable
in improving understanding of how we can encourage security related behaviours (Renaud et al., 2021b). We

call on researchers to consider the role of emotion in dealing with AdvEvent aftermaths.

5 Conclusion

Organisations face an increasing threat from cyber criminals seeking to exploit technical and human vulnerabil-
ities. In this uncertain landscape, we argue that organisations need to focus their attention on how to prepare
their leaders and employees to respond effectively to AdvEvents. We develop a stage-based SIP theory of how
responses to AdvEvents can amplify or relieve vulnerability for key organisational stakeholders. While the
vulnerability-amplifying route creates a negative reinforcing spiral that reduces trust for an increasing number
of employees, the vulnerability-relieving route allows organisations to respond more effectively by using the

AdvEvent to reinforce trust within their organisation.
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