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A B S T R A C T   

E-banking offers clients unparalleled convenience but also exposes them to potential fraud from cyber criminals. 
Traditionally, banks use technical security measures to ameliorate these kinds of threats. These measures, while 
essential, are not universally efficacious in preventing fraud. It would be wise to augment technical measures 
with softer measures such as behavioural interventions (i.e., nudges). In this paper, we report on the effectiveness 
of behavioural nudges designed to dissuade opportunistic “others” from committing e-banking fraud. Here, we 
report on an investigation into the impact of the deployment of a number of behavioural nudges in an e-banking 
customer interface. We evaluated their impact through semi-structured interviews with e-banking customers in 
the United States of America. We found that nudges which emphasise empathy and heightened awareness of 
traditional security measures were remarkably effective in dissuading dishonesty. Notably, deployment imme
diately after login yielded optimal results. Our findings highlight the potential of behavioural nudges to reduce e- 
banking fraud, thereby augmenting traditional technical countermeasures. We conclude with recommendations 
for future research.   

1. Introduction 

Online banking, referred to as e-banking in this study, has become a 
popular part of contemporary banking for many years (Sarreal, 2019; 
Pilcher, 2023). Despite initially being driven by banks to save on oper
ational costs, e-banking’s continued popularity can be attributed to the 
unrivalled ease it provides customers, allowing them to access and 
manage their accounts remotely (Lee, 2009; Aravind et al., 2024; Hartl 
and Schmuntzsch, 2016). In essence, e-banking eliminates the time and 
space restrictions imposed by traditional (i.e., physical) banking. 
Enhanced convenience has been marred by malicious third parties who 
actively exploit e-banking vulnerabilities (Nilsson et al., 2005; French, 
2012; Belás et al., 2016). A recent example is a small US business who 
suffered a loss of $63,000 when a hacker exploited an e-banking 
vulnerability linked to the online payroll system (Groff Networks 2023). 
Account takeovers, in particular, have led to millions of dollars loss in 
e-banking fraud (KrebsonSecurity 2022) some of which e-banking cus
tomers have not been able to recoup (Zelle Report 2022). E-banking 
fraud (amongst others) is a persistent problem, having increased 
significantly since 2015 (KPMG 2019) with 33% of all banking expenses 
in the US being attributable to e-banking fraud (Alm et al., 2023; Deng, 

2022). Considering that, circa 2022, over 65% of US citizens regularly 
use e-banking systems, it is worth investigating mitigation measures 
(Statista 2023). This is especially the case when one considers that the 
number of US customers using e-banking is projected to grow to over 
279 million by 2024 (Statista 2023). Given the above, we argue that 
banks should consider combining traditional security measures with 
behavioural interventions when it comes to e-banking security. Strate
gically placed behavioural nudges might well be a low-cost and effective 
measure to deploy. Such nudges could (and typically should) be oriented 
towards encouraging a choice to be honest (Thaler and Sunstein, 2008). 
These nudges might include tweaking the website’s layout, interaction 
mechanisms, tailored information display, and the transactional choices 
customers are presented with when banking online (Thaler and Sun
stein, 2008; Franco, 2018). Despite the fact that nudging has been used 
successfully in a number of other domains (Kroese et al., 2015; Broers 
et al., 2017; Kuhfuss et al., 2016; Castleman and Page, 2015), its use 
within an e-banking context has not yet been investigated. In particular, 
we sought to address the following research questions: 

RQ1. Which behavioural nudges are most effective at dissuading e- 
banking fraud and where should they be placed? 
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RQ2. Which neutralisation strategies do participants use most to 
rationalise committing e-banking fraud? 

This study contributes to the body of knowledge surrounding the use 
of behavioural nudges in dissuading e-banking fraud – both practically 
and theoretically by demonstrating to what extent people employ neu
tralisation strategies to justify their behaviour. Section 2 reviews the 
background literature. Section 3 provides an outline of the methodo
logical (and theoretical) aspects of this research. Section 4 provides a 
discussion of this study’s findings within the context of the research 
questions. Section 5 outlines the study limitations and provides readers 
with several research recommendations to consider when conducting 
similar future research. Section 6 concludes the study. 

2. Background 

2.1. Impersonation 

The most common e-banking threat is phishing which centres around 
gaining access to the customer’s credentials to impersonate them on 
some online service (Shah et al., 2019; Syniavska et al., 2019; Kreb
sonSecurity 2019). If websites require only a single authentication check 
to permit access, this opens the door to account takeovers (Claessens 
et al., 2002;Choubey and Choubey, 2013). Authentication is less reliable 
where a service provider does not make use of two-factor authentication 
(2FA) – a security measure few US banks enforce by default (Aguiler, 
2015; Colbert, 2019). Sometimes, customers’ own mistakes or omissions 
facilitate impersonation attempts. They might forget to log out of their 
accounts, save their credentials on public computers, or store their 
password insecurely (Gehringer, 2002;Stobert, 2014;Stobert and Biddle, 
2014; Sanchez, 2019; Kenton, 2020; Collins English Dictionary 2021). 
Additionally, customers are ill-equipped to manage their passwords 
securely. They reuse passwords, write them down, or use weak pass
words (Boothroyd and Chiasson, 2013; Stobert, 2014). Unfortunately, 
such coping strategies increase the ease with which malicious third 
parties can gain access to e-banking accounts (Inglesant and Sasse, 2010; 
Egelman et al., 2011). In such instances, traditional (and usually costly) 
security measures put in place by banks are rendered ineffective because 
it is impossible to detect impersonation if genuine credentials are used. 
By the time an account owner realises what has happened, accounts 
have often already been emptied (Wang and Davis, 2023). 

2.2. e-Banking security 

Banks may employ a variety of technical security measures to help 
manage the risks. These include lockouts, password composition (i.e., 
complexity) requirements, password length requirements, password 
expirations, and blacklists (Gehringer, 2002; Egelman et al., 2011; 
Florêncio et al., 2014; Florêncio et al., 2014). These are mostly software 
based (Omariba et al., 2012; Aravind et al., 2024). 

Despite a willingness to invest significant funds in security (Yazda
nifard et al., 2011)[70], banks are highly sensitive to potential impacts 
on customer convenience when implementing such mechanisms take
overs (Claessens et al., 2002). These challenges are compounded by the 
fact that no amount of security is ever sufficient with an ever-increasing 
number of security breaches occurring as of late (Mason and Farah, 
2023;Toubba, 2023). 

Based on the information presented thus far, it is clear that, even 
though banks implement a wide variety of traditional security measures, 
e-banking fraud still occurs (Ahmad et al., 2021). We argue that security 
measures which incorporate (or consider) the human or behavioural 
aspect of information systems could potentially supplement existing 
technological security measures. This is where the use of behavioural 
interventions, such as nudges, become an attractive proposition. Thaler 
and Sunstein (Thaler and Sunstein, 2008) introduced the nudge concept 
in 2008. Essentially, they explain that all decisions are made within a 

“choice architecture” – the environment within which the choice is 
made and when one is online, this includes all aspects of the user 
interface. A nudge is a manipulation of this choice architecture to 
persuade people to choose the wiser option, where the wiser option is 
better for the user. Behaving dishonestly is undeniably bad for perpe
trator, so nudging is indicated in this context too. 

Nudges have been deployed in a variety of disciplines to influence 
human behaviour. For example, Wang and Davis (Wang and Davis, 
2023) propose the use of nudging to influence consumers to make better 
and more informed economic decisions. Ruggeri et al. (Ruggeri et al., 
2023) takes the nudging process a step further by proposing the use of 
machine learning to personalise the behavioural interventions used to 
manipulate choice architectures. According to their research, this could 
enhance its efficacy in a public health context. They argue that the 
approach could be further adapted to automatically recalibrate which 
interventions are used based on the efficacy of those already in use. This 
kind of evaluation is advocated by Pawson (Pawson, 2013). Nudging has 
also recently been used to study households’ saving behaviour (Despard 
et al., 2023), the promotion of public transport (Aravind et al., 2024), 
public policy (Banerjee and John, 2024), improving tax compliance 
(Alm et al., 2023), and managerial decision-making in high-stress en
vironments (Renz et al., 2023). 

Crucially, nudging has also been used within the computing context. 
For example, Dolan et al. (Despard et al., 2023) employed digital 
nudging to encourage social network users to be more mindful of their 
privacy. Choe et al. (Choe et al., 2013) and Zhang and Xu (Zhang and Xu, 
2016) employed nudging to reduce privacy-invasive applications on 
their devices. Turland et al. (Turland et al., 2015) and Jeske et al. (Jeske 
et al., 2014) employed nudging to encourage the use of secure wireless 
networks. Importantly, Ioannou et al.’s (Ioannou et al., 2021) systematic 
literature review found that nudging could alter privacy-related 
behaviour. Renaud et al. (Renaud et al., 2017) and Hartwig and Reu
ter (Hartwig and Reuter, 2021) employed nudging to improve password 
strength. 

Having said this, we are not advocating for a purely behaviour- 
centric approach, nor an approach where behavioural interventions 
replaces existing security measures. Instead, we suggest a hybrid 
approach. In this paper, our aim is to explore the potential impact of 
behavioural nudging in dissuading e-banking fraud in the presence of 
warnings and notices raising awareness of the existence of traditional 
security measures. In doing so, our research makes an important 
contribution to the study (and use) of behavioural interventions in the 
honesty context. 

3. Methodology 

3.1. Theoretical considerations 

To theoretically ground this study, we made use of Neutralisation 
Theory, which aims to explain the complex interaction between 
abnormal (i.e., deviant) behaviour and societal standards (Sykes and 
Matza, 2017). Crucially, Neutralisation Theory provides important in
sights into the ways in which people justify their deviant behaviour. 
Fraud can be considered a deviant behaviour because society does not 
approve of thieves. As such, Neutralisation Theory may enable us to gain 
greater insights into fraudulent behaviours as well as the processes (i.e., 
rationalisations) people use to manage the conflict between conformity 
and deviance. Neutralisation Theory’s central tenet is that deviant 
behaviour on the part of people results from cognitive processes that 
momentarily suspend their adherence to social norms, rather than 
explicitly rejecting societal norms. These cognitive processes take the 
form of rationalizations, which work as psychological tools people use to 
“neutralise” the socially imposed moral and ethical restraints on their 
behaviours. At its core, Neutralisation Theory lists five strategies that 
people could engage (Matza, 2018; Sykes and Matza, 2017) to ratio
nalise their deviant behaviours: 
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• Denial of responsibility: This tactic includes removing re
sponsibility from the individual and attributing the behaviour to 
outside forces such as peer pressure or uncontrollable events. People 
might lessen feelings of guilt or shame by separating themselves from 
responsibilities and claiming that they did not have control over 
what happened.  

• Denial of injury: In this case, people minimise the damage brought 
on by their behaviour and persuade themselves that nothing serious 
has happened. They may emotionally remove themselves from the 
effects of their actions thanks to this justification. For example, they 
could point to the fact that the person has insurance to cover their 
losses.  

• Denial of victimization: Using this strategy, people claim they are 
the victims of their circumstances while maintaining that their acts 
were necessary to safeguard their interests or well-being. In this 
framing, the wrongdoer is shown as a protector rather than an 
aggressor.  

• Condemnation of the condemners: Those who use this tactic cast 
doubt on the moral standing or honesty of those who criticise their 
behaviour. They question the validity of social standards and other 
people’s opinions by discrediting detractors.  

• Appeal to higher loyalties: This tactic involves citing commitments 
to a higher cause or group, which is frequently at odds with cultural 
standards. Individuals justify their behaviours as essential sacrifices 
made for a higher benefit by placing these loyalties front and centre. 

These strategies act as cognitive tools that help people deal with the 
ethical dilemmas that deviant behaviour inevitably triggers. They 
enable people to engage in behaviours that go against social norms while 
still maintaining a positive self-concept. They act as a psychological 
“safety net” to help people reconcile their deviant behaviour with their 
desire for social approval. Its use within the fields of criminology (and 
cybercrime) is not new (Ebot et al., 2023; Maruna and Copes, 2005), and 
although researchers have investigated to what extent the environment 
affects the adoption of neutralisation procedures – we argue that a 
nudge-based approach is novel, contributing to the field. The link be
tween this study’s methodological elements and Neutralisation Theory 
can be summarised as follows:  

• The nudges in our design conditions act as deterrent tactics. These 
nudges were interspersed within the pre-login and post-login design 
conditions (i.e., websites) explained below.  

• We decided to use multiple nudges at the same time in order to 
maximise the ability of the choice architecture to influence the user 
and deter dishonesty. A study by Fanghella et al. (Fanghella et al., 
2021) found that the nudges did not interfere with each other, which 
that meant a combination was worth testing in our study.  

• The user environment was simulated with the use of three scenarios 
which participants were asked to read before exploring the websites 
as part of the experimentation process. See Tables A.1-A.4 in the 
appendix for an outline of these scenarios. Note that the experi
mentation process took place in phases with a participant first 
reading the scenarios and then being asked to explore all three design 
conditions. This was followed by the interview process to ascertain 
the rationalisations based on the participant’s exploration of these 
design conditions. Furthermore, note that we did not place any 
explicit nudges on the website associated with the control condition. 
We did tweak any design elements on this version of the website, 
which would have unduly influenced participant behaviour. 

3.2. Methodological justification 

This study used a quasi-experimental approach to collect qualitative 
data from e-banking customers who were asked to experiment (and 
explore) the three design conditions. This was done by way of semi- 
structured interviews. We argue that the use of semi-structured 

interviews is suitable given that it enabled us to:  

• Perform an in-depth exploration: Researchers can delve deeply 
into the thoughts of interviewees who have engaged in aberrant 
behaviour through semi-structured interviews. Given that neutrali
sation tactics are frequently sophisticated and psychologically 
intricate, semi-structured interviews give interviewees a chance to 
go into great detail about their rationalizations and mental processes 
(Patton, 2014). Researchers might get insights using this way that 
could be challenging to learn using quantitative or more structured 
methods.  

• Flexibility: Semi-structured interviews offer us a flexible format 
enabling us to modify our inquiries and probes in response to user 
responses or actions whilst exploring the websites (Olimpi et al., 
2019). Such adaptability is essential when researching a complex 
idea like neutralisation since it enables the investigation of unan
ticipated directions and the explanation of statements that are un
clear or conflicting (Rubin and Rubin, 2011).  

• Contextual understanding: A variety of contextual elements, 
including the particular deviant behaviour, the environment (sce
narios), and personal experiences, have an impact on neutralisation 
approaches. Semi-structured interviews offer a chance to compre
hend the setting in which these methods are used. To contextualise 
user responses and develop a deeper knowledge of the processes at 
work, researchers can ask follow-up questions (Bryman, 2016). In 
other words, we were able to ask questions such as: why do you think 
this action is suitable (or not)?  

• Participant empowerment: This ties into the above as we were able 
to ask open-ended questions which enabled interviewees to share 
their viewpoints and personal narratives. Giving participants a voice 
in the study process can be empowering (De Sutter et al., 2021). This 
further aids researchers in better understanding the subjective 
experience of rationalizing their deviant behaviour within the 
context of neutralisation investigations. 

• Ethical issues: Researching abnormal behaviour and the justifica
tions that support it can be delicate and even stigmatising for in
terviewees. Our use of semi-structured interviews enabled them to 
give their stories and justifications in a supportive and judgment-free 
setting, which promotes a more empathic and moral approach to 
research (Hakimi et al., 2020). Through increased trust and rapport 
between researchers and interviewees, more candid and open re
sponses were obtained.  

• Comparative analysis: Given that we were able to gather data from 
a wide variety of users, we were able to perform comparisons. In 
doing so contrasting the neutralisation strategies used across the 
provided scenarios. 

In addition to the above, there is a wealth of similar (and recent) 
behavioural research that have used semi-structured interviews whilst 
utilising Neutralisation Theory (Addo, 2023; Edwards et al., 2022; 
Alshaikh et al., 2021; Sakala and Chigona, 2020) or reviewed studies 
which used Neutralisation Theory in a similar context (Bilz et al., 2023). 

3.3. Study participants 

After receiving ethical clearance from the primary author’s institu
tion (approval no: 2022–5353–6499), e-banking customers were 
recruited via the Prolific and Amazon Mechanical Turk (MTurk) 
research support services (Hillman, 2022). Full informed consent was 
obtained from each user before participation for which they were 
remunerated at a fixed rate of £7.50 per hour - the USA’s minimum wage 
(circa 2022). The sample size was relatively small (n = 15), but adequate 
given the decision to carry out an in-depth qualitative analysis (McLeod, 
2014; Boddy, 2016; Saunders et al., 2016). Interviewees were selected 
using convenience sampling (Jager et al., 2017), a non-probabilistic 
sampling technique where individuals (meeting pre-set criteria) are 
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recruited based on how easily they can be reached or accessed (Alkassim 
and Tran, 2016; Saunders et al., 2016). Individuals meeting the selection 
criteria (US citizens, > 21 years of age, English fluency, and active 
e-banking user) could apply to participate in the study. We focused on 
the US primarily because of its relatively low rate of two-factor 
authentication (2FA) adoption when using e-banking services (Hor
owitz, 2014; Colbert, 2019). To avoid sampling bias, we sampled using a 
stratified approach whereby an equal number of people were recruited 
from three age groups: young (21–39 years), middle (40–59 years), and 
senior (60 years and older). While the sample was not meant to be 
representative of the larger population of USA e-banking customers, this 
was implemented to ensure that perspectives of different age groups 
were sampled. See Table 1 below for a complete outline of the sample 
demographics. 

3.4. Experiment design 

During our experiment, the participants interacted with all three 
design conditions (i.e., websites); the design and functionality of which 
were based on an initial study of eight other international banks’ e- 
banking websites (Please see Table 2 for details). As part of the design 
process, Axure RP 10 (a wireframing tool) was used to develop func
tional versions of these three fictitious websites. As stated, the control 
version of the e-banking website represented an interface without the 
use of any deliberate nudges (see Fig. 1 below). The pre-login version 
represents an interface with nudges employed before a user logs in. 
Here, the nudges were aimed at preventing a third party from using 
compromised credentials to log in (see Figs. 2 and 3). The post-login 
version focused on employing nudges after the user had logged in. 
Note that once a user had logged in, they were redirected to an account 
summary webpage which contained the post-login nudges (see Fig. 4). 
Both the pre-login and post-login nudges were aimed at dissuading an 
individual from committing e-banking fraud. It is important to note that 
for experimentation purposes we defined the act of committing fraud as 
a participant who:  

1. Viewed the account of legitimate account holder (view account 
menu option),  

2. Added a recipient for a money transfer, and  
3. Completed the relevant payment processes available. 

3.5. Data collection 

Our primary data consisted of semi-structured interview transcripts. 
A within-subjects approach was used as all interviewees were given the 
opportunity to interact with, and answer questions related to, all three 
design conditions. Interviewee interactions with the website(s) were 
also recorded to supplement the thematic analysis of the transcripts. The 
interviews and user interactions were recorded. We deemed a structured 
interview inappropriate given that it would not have afforded the op
portunity to pose additional questions. The questions focused on the 

behaviours and rationalizations of the third party within the provided 
scenarios. The websites were hosted locally on the primary author’s 
computer used during the interview and shown to the interviewees via 
Zoom’s “screen share” feature, which enables them to remotely interact 
with the e-banking websites. The interview guide is outlined in Ap
pendix A. 

3.6. Data analysis 

The transcripts were analysed using thematic analysis, which focuses 
on grouping ideas and concepts found in qualitative data by formulating 
codes (Saunders et al., 2016). This method was appropriate due to the 
qualitative nature of the data and the nominal variation in the responses 
from the interviewees. It was used to look deeper at all the interviewee 
responses and to find common ideas and themes regarding how a hy
pothetical third party in the scenario could behave and rationalise their 
behaviour and decisions. Analysis was conducted using the NVivo QSR 
International software. The study employed the six-phase thematic 
analysis process as described by (Braun and Clarke, 2006). The first 
phase involved familiarizing ourselves with the data (Braun and Clarke, 
2006). In the context of this study, this meant listening to the audio 
recordings of the interviews and manually transcribing the data. The 
second phase involved generating an initial list of codes (Braun and 
Clarke, 2006). This required going through the data set and sorting 
interesting observations from participant responses into various codes. 
The product of this phase was a full list of codes and several project map 
visualizations (see Figs. 7 and 8 in the Appendix). 

The third phase involved grouping or sorting the various codes into 
broader themes (Braun and Clarke, 2006). Each theme generally 
referred to a common idea expressed by the participants during the in
terviews. The codes were reviewed before grouping them into initial 
themes. Note that the initial themes were primarily data driven (i.e., 
inductive), as they arose from a common idea found in the codes. The list 
of initial themes was then used as the primary input in the fourth phase 
focused on reviewing and refining the themes (Braun and Clarke, 2006). 
The initial group of themes shrank in size throughout this phase as some 
themes were merged with other themes due to their similarities (see 
Fig. 6 in the appendix for an example). 

The refined themes were then used to produce this phase’s main 
product, namely the thematic maps. The thematic map represents the 
refined themes and how they may relate to other themes and codes. The 
penultimate phase of thematic analysis involved further refining the 
themes from the initial thematic map and writing detailed descriptions 
of each theme (Braun and Clarke, 2006). Each theme was then recon
sidered in terms of what it revealed about the “bigger picture”. The 
number of themes shrank further after the refinement. The product of 
this phase was a set of core themes and subthemes that captured all the 
main findings from the data. Importantly, the above was repeated for the 
post-login and the pre-login design conditions. 

Table 1 
Demographic outline of our sample.  

Demographics Group A 
(21–39 years) 

Group B 
(40–59 years) 

Group C 
(60+ years) 

Number of interviewees 5 5 5 
GENDER 
Male 3 3 2 
Female 2 2 3 
EDUCATION 
Associate degree 2 – 1 
Some college 1 1  
Bachelor’s degree 1 2 3 
Some graduate studies – 1 – 
Master’s degree 1 1 1  

Table 2 
Nudge design.   

Design Conditions:  

Control Pre-Login Post-Login 

Nudge: No explicit nudges. 
Therefore, a neutral 
design to act as a 
behavioural 
baseline (see Fig. 1) 

Nudges deployed 
as illustrated via 
the illustration 
of Website 1 
(Figs. 2& 3) 

Nudges deployed 
as illustrated via 
the illustration of 
Website 2 
(Fig. 4) 

Rationalizations 
for dishonest 
behaviours 

N/A To be tested as a 
result of 
exploration 
when exposed to 
nudges 

To be tested as a 
result of 
exploration 
when ex-posed 
to nudges  
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Fig. 1. Homepage of the control e-banking website.  

Fig. 2. The header of the pre-login interface.  

Fig. 3. The footer of the pre-login interface.  
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4. Findings and discussion 

4.1. Effectiveness and placement of nudges 

This section discusses the effectiveness of the behavioural nudges (i. 
e., deterrent tactics) as used within the pre-login and post-login design 
conditions. This discussion aligns with the first research question: 

RQ1. Which behavioural nudges are most effective at dissuading e- 
banking fraud and where should they be placed? 

Overall, from the nudges which encouraged empathy as well as 
creating a stronger impression of traditional website security and 
monitoring (i.e., clear warnings in this regard) seem to be the most 
effective ways to dissuade individuals from committing e-banking fraud. 
Importantly, this was most effective when reiterated repetitively. For 
example, the image of Vanessa (the individual illustrated in Fig. 4) and 
the “If this isn’t you, please click here” link – was used together in a 
deliberate and repetitive manner. The are other examples of this such as 
the many warnings used (see Appendix B). This combination of deter
rent tactics was particularly effective at making people contemplate 
their behaviour: 

The fact that there is something every step, literally, from the time I saw 
you know the screen of. ‘Here’s the photo. Is this you?’ I’m having that 
repetitiveness, or I have to be faced with it. Oh, I’m committing a crime, or 
they know they’re going to catch me… 

Participant 12 (Male, 33, Master’s Degree) 
Importantly we found nudges aligned with the cultivation of 

empathy (see Appendix B) to be most effective when used in the post- 
login design condition. 

So, I think that seeing the picture here makes it, like, very personal, and I 
think that this person in the scenario would feel very bad about, like, 
tampering with any information here. With this, with two large pictures 
staring at you and she’s obviously an older woman. She’s smiling. She seems 
friendly, so I would probably log out in this case or hit ‘If this isn’t you, click 
here’, so I probably do the same thing. I mean, do the right thing here in here. 
Hit click here. 

Participant 3 (Female, 30, Bachelor’s Degree) 
For the following participant the cultivation of empathy also has age 

implications, which seemingly further strengthens the effect. 
…And that she’s a bit older. So, she’d be less likely to catch on to what’s 

happening. 
Participant 5 (Male, 47, Bachelor’s Degree) 
This is an important finding making it directly (and practically) 

applicable to the banking industry - irrespective of user environment. 
We therefore recommend that banks should focus on creating a post- 
login environment where the user should “picture” and thus imagine 
the impact of fraud on the legitimate account holder (i.e., Vanessa in this 
instance). Our analysis of the interview data also indicated that it is vital 
to place the nudges in an optimal location. In this regard, our findings 
suggest that the post-login design condition is more effective than the 
pre-login design condition. Most interviewees viewed the post-login 
design of the website to be more effective at dissuading e-banking 
fraud. In fact, only seven out of the 15 interviewees clearly displayed 
behavioural intentions to commit e-banking fraud whilst exploring the 
pre-login website. In short, banks are advised to focus on the placement 
of nudges after a user has logged in. 

4.2. Rationalizations 

Although our qualitative analysis revealed a mixture of themes, we 
focus exclusively on the post-login design condition here. We argue this 
is most appropriate given that our findings indicate this to be the most 
effective design condition to use when placing nudges. In particular, we 
set out to understand how the rationalizations we extracted align not 
only with our theoretical framework (i.e., neutralisation strategies), but 
also the nudges used within the post-login design condition (see entire 
list of post-login nudges in Appendix B and rationalization descriptors in 
Appendix C). To visually summarise the latter alignment, we developed 
two Sankey diagrams (see Figs. 5 and 6 below). We argue its suitability 
based on the fact that it enabled us to illustrate how the rationalizations 
(on the left in Fig. 5) align with the neutralisation strategies (on the right 
in Fig. 5) whilst taking relative frequencies into account. For example, 

Fig. 4. The summary webpage of the post-login e-banking website.  
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and by using the interview data, we calculated the frequency that the 
various rationalizations were mentioned in the interview transcripts. 
The most prominent rationalizations are illustrated in varying shades of 
red within Figs. 5 and 6. In doing so, indicating the relative importance 
of the rationalizations (and neutralisation strategies) within an e- 
banking context. The same applies to Fig. 6- albeit to illustrate our 
ranking as to the level of effectiveness of the behavioural nudges. 

Importantly, the data and associated discussion of Figs. 5 and 6 enabled 
us to address the second research question: RQ2: Which neutralisation 
strategies do participants use most to rationalise committing e-banking 
fraud? 

Fig. 5. Alignment of rationalizations and neutralisation strategies (illustrating theoretical alignment).  

Fig. 6. Alignment of neutralisation strategies and behavioural nudges.  
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4.3. Contributions 

Our findings articulate theoretical and practical contributions by 
providing support for the alignments illustrated in Figs. 5 and 6. We 
refer readers to Appendix C, which contains detailed information 
relating to our motivations (and empirical support for) the alignments 
illustrated. 

4.3.1. Theoretical implications 
We argue that the most prominent rationalizations namely (1) crime 

of opportunity, (2) unlucky personal circumstances and the (3) sunk cost 
fallacy expand the scope of Neutralisation Theory. Traditionally, neu
tralisation strategies were considered a static set of techniques employed 
before or after an individual commits a deviant act (Siponen et al., 
2020). However, these themes suggest that rationalization processes can 
be dynamic, evolving over time as individuals become more deeply 
involved in their behaviour especially, within an e-banking context. This 
expansion underscores the fact that neutralisation strategies are not 
limited to premeditated justifications but can adapt in response to 
changing circumstances and decisions. The emphasis on the sunk cost 
fallacy highlights the significance of ongoing rationalization processes 
in sustaining deviant behaviour. While traditional neutralisation stra
tegies primarily address the initial rationalizations that enable deviance, 
this theme illustrates that individuals engaged in fraudulent activities 
may continually rationalise their actions to justify persisting in their 
pursuit to “explore” another person’s e-banking account. This temporal 
dimension of rationalization, where individuals rationalise their actions 
not just before, but also during and after deviant acts, provides a new 
perspective for understanding the durability of deviant behaviour 
within an e-banking context. 

Our findings also emphasise the importance of environmental factors 
in shaping the rationalization processes of fraudsters. The ration
alizations crime of opportunity and unlucky personal circumstances 
underscore how external circumstances and situational factors influence 
an individual’s ability to rationalise their actions. This insight suggests 
that Neutralisation Theory should consider the interplay between per
sonal motivations and external context (i.e., user environment), recog
nizing that rationalization strategies may vary depending on the specific 
circumstances surrounding the deviant act. This is, however, not a new 
realization, with varied research into how personal motivation, and a 
user’s environment, influence deviant behaviour (De Bruyn et al., 2023; 
Ruggeri et al., 2023). Having said this, much of the latter research is 
scattered among a few (varied) disciplines and not focused on cyberse
curity or cybercrime. 

Our rationalizations also highlight the adaptability of ration
alizations to individual needs and circumstances. Individuals may 
switch between different rationalization strategies based on their 
evolving situations and environmental pressures. For example, they may 
use crime of opportunity when explaining their initial involvement but 
shift to the sunk cost fallacy to rationalise their continued engagement. 
This adaptability suggests that Neutralisation Theory should acknowl
edge the flexibility of these strategies, challenging the notion that in
dividuals adhere to a fixed set of rationalizations. Understanding the 
dynamic and evolving nature of rationalizations can have theoretically 
enhance the study of intervention and prevention strategies. Traditional 
approaches that focus solely on pre-emptive deterrence may miss op
portunities to disrupt ongoing rationalization processes. By recognizing 
the temporal nature of rationalizations, interventions can be designed to 
address shifting cognitive patterns and motivations, potentially 
reducing recidivism and encouraging desistance from criminal 
behaviour. 

4.3.2. Practical implications 
This study’s main practical implications include the ability to raise 

user knowledge of e-banking security. People frequently have a false 
sense of security due to traditional security measures, such as 

monitoring, which are frequently undetectable to them. People are 
reminded of the value of security and are less inclined to participate in 
unsafe behaviour by seeing alerts about these safeguards. Additionally, 
an innovative tactic is the employment of an image of an elderly woman 
to arouse sympathy for e-banking customers. This not only appeals to 
consumers’ emotions, but it also gives victims of cybercrime a human 
face. Because of the potential consequences of their actions on vulner
able people, consumers may be more careful when using online banking 
services. By including cautionary warnings during the login and trans
action processes, financial institutions can incorporate these behav
ioural nudges into their online banking platforms. Additionally, they 
might emphasise the potential repercussions of careless behaviour by 
using relatable imagery like the elderly woman. 

Hasty actions, such clicking on phishing links or revealing personal 
information, are frequently preyed upon by cybercriminals. The results 
of the study indicate that behavioural nudges can successfully lessen 
such impulsive behaviours. People are more likely to halt and consider 
their next move when presented with cautionary messages and empa
thetic visuals. This decrease in impulsive behaviour safeguards them, as 
a whole, while also enhancing the security of the e-banking ecosystem. 
Financial institutions and their clients profit when fraud efforts are less 
successful. To reduce impulsive actions, e-banking platforms can 
implement multi-step authentication processes, display warnings before 
critical actions, and use sympathetic imagery in security notifications. 
User education campaigns can further reinforce these concepts. 

In order for customers to feel confident in the security of their 
financial transactions, building trust is essential in the e-banking in
dustry. Financial institutions can show their dedication to user safety by 
using behavioural nudges successfully, which will increase trust and 
client loyalty. Security alerts and empathetic graphics are displayed, 
which not only protects consumers but also shows how committed the 
institution is to defend their interests. This may lead to higher customer 
retention rates and a favourable reputation in the cutthroat e-banking 
market. Financial institutions can emphasise their proactive approach to 
security by utilizing these insights in their marketing and communica
tion efforts. Additionally, they can collect user feedback to continuously 
hone and enhance their security nudges. 

The study’s findings also have ramifications for the financial indus
try’s compliance and regulatory systems. The prevention of fraud and 
cybersecurity are becoming more and more important to regulatory 
organisations. Effective behavioural cues that deter fraud can be in line 
with legislative demands, potentially lowering compliance risks for 
financial institutions. Financial institutions should keep up with 
changing legal requirements and make sure that all of their security 
measures, including behavioural nudges, comply with them. Compli
ance can give an organisation a competitive edge by showing clients that 
it upholds the highest security requirements. 

5. Limitations 

Although we tried to minimise those study design aspects which may 
limit the applicability of our findings, there are some we would like to 
acknowledge. For example, we presented interviewees with different 
scenarios and behavioural nudges while they were exploring the various 
e-banking websites. This differs from traditional experiments where 
researchers alter only one variable while keeping the others constant to 
help evaluate the effect that changing that specific variable has on the 
results. This did not translate perfectly in this study due to time con
straints. For instance, although the pre-login and post-login design 
conditions employed their own set of behavioural nudges at various 
places within the e-banking website, they obviously used aspects of the 
control. This aspect of the overall study design complicates direct 
comparisons and views of opinion. Additionally, our study participants 
may have diverse cultural backgrounds; all of which are underpinned by 
their own belief systems. This also complicates direct comparisons. 
Hence our avoidance of direct comparisons based on demography. We 
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also found indications that some interviewees were likely to behave 
honestly – at least based on what was discussed. This seems encour
aging, but more structure, and a longitudinal approach, is required to 
further this field of study. In this regard, we provide scholars with 
several research recommendations which we argue bridges the gap be
tween our exploratory findings and those advocated by Pawson (Paw
son, 2013) on the realities of engineering true and lasting behavioural 
change. 

The sample size of 15 participants, while adequate for studies that 
carry out qualitative analyses, may limit the generalizability of the 
findings. It is necessary to carry out further studies to confirm or deny 
our findings. 

6. Recommendations 

Recommendation 1: There is a need for researchers to conduct 
systematic reviews (possibly even meta-analyses) that examine how the 
various principles and methods of (behavioural) evaluation, can be in
tegrated with theories about deviance. Particularly focusing on the 
process of rationalization. What the field really requires is an evidence- 
based assessment as to how effective these evaluation techniques are, 
and in which environments they are likely to produce such results. 
Supplementing these with specific interventions would further enhance 
the contribution. Tangentially, some researchers may wish to include a 
review of established ethical frameworks suited to the evaluation of 
behavioural interventions aimed at reducing deviant behaviour. 
Possibly even including elements as to how ethical considerations can be 
integrated into the evaluation process itself. Especially within contexts 
where the evaluation itself might influence the rationalization processes 
of individuals, such as what we found in our study. This, in turn, em
phasises the importance of using a multidisciplinary strategy to treat 
deviance thoroughly. The goal is to increase the efficiency of in
terventions created to lessen deviant behaviour by integrating assess
ment concepts with deviance theories. Systematic evaluations of the 
effects of interventions within a theoretical framework can reveal tactics 
that successfully address the underlying reasons of deviance, hence 
assisting in the development of more targeted and effective preventative 
measures. Scholars may consult classic texts on program evaluation, 
such as that of Rossi et al. (Renz et al., 2023), which offers a foundation 
in evaluation principles and methodology, to support similar studies. 
Moreover, investigations of the foundational criminological literature, 
such as Rational Choice and Situational Crime Prevention: Theoretical 
Foundations by Newman and Clarke (Newman and Clarke, 2016), pro
vide insightful information about the theoretical underpinnings of 
deviance, including the application of Rational Choice Theory. 

Recommendation 2: As indicated above, there is a clear absence of 
longitudinal studies that examine the long-term effects of behavioural 
interventions that target further understanding the evolution of ration
alization processes and deviant behaviour. It would be interesting to get 
an understanding as to how the impact of interventions are sustained 
over time, and whether individuals revert to previous rationalizations. 
In other words, further exploring those environments where the sunk 
cost fallacy was brought up. Although several similar longitudinal 
studies have been conducted, most focus on cyberbullying (Kowalski 
et al., 2022; Pabian and Vandebosch, 2016; You and Lim, 2016; 
Hemphill et al., 2012). To our knowledge, none have focused on 
e-banking or related contexts. 

Recommendation 3: To further argue the influence of demography 
and psychological traits, we advise researchers to holistically evaluate 
the psychological profiles of individuals engaged in deviant behaviour 
within e-banking or similar contexts. This area of inquiry is motivated by 
the realization that interdisciplinary cooperation, particularly between 
criminologists and psychologists, is essential to gaining a comprehensive 
knowledge of deviant behaviour. Such interdisciplinary cooperation is 
warranted because it holds out the prospect of a more comprehensive 
and nuanced understanding of abnormal behaviour. The examination of 

how unique personality traits, cognitive biases, and moral reasoning 
processes interact with particular deviant behaviours and the persis
tence of these behaviours across time is particularly important. We 
advise researchers to follow a similar approach to Abdullah & Marican 
(Abdullah and Marican, 2016), with the intention to study a variety of 
personality models and not just the Big Five. In this vein, researchers can 
look into the relationship between impulsivity, narcissism, or psychop
athy and the propensity to commit e-banking fraud and the ration
alizations provided to justify such behaviour. The tactics indicated in 
recommendations 1 and 2 must be used with these psychological ques
tions as part of the recommended method. Researchers can advance the 
study of deviant cyber behaviour by combining insights gained from the 
examination of the psychological drivers of deviance and the evaluation 
of therapeutic effectiveness. Through this synergy, deviant e-banking 
behaviour can be prevented and mitigated by better understanding the 
complex interactions between intervention tactics and individual psy
chological traits. Additionally, it is crucial for researchers to think about 
using cross-cultural and contextual studies in order to widen the scope of 
their research in this field. This analytical strategy looks to see if the 
effects of interventions and the psychological factors that influence 
deviant behaviour differ depending on the cultural and situational 
environment. Scholars are encouraged to investigate the cultural aspects 
of crime and deviance (Fanghella et al., 2021). As a result, researchers 
may investigate how various cultural norms, beliefs, and socioeconomic 
characteristics affect the justification techniques used by those who 
commit e-banking fraud. Scholars might better understand how societal 
variables influence the rationalisation of antisocial behaviour by 
exploring these cultural and contextual components. This information is 
crucial for creating culturally sensitive intervention techniques that are 
aware of the unique demands and driving forces of various communities. 
Therefore, this multidisciplinary study strategy promises to deepen our 
understanding of problematic online behaviour and considerably 
advance the creation of efficient preventative and remedial strategies for 
e-banking and related fields. 

Recommendation 4: Given the prevalence of artificial intelligence, 
we advise researchers to consider studying how these technological 
advancements influence behaviour change. For example, how do these 
advancements impact the effectiveness of behavioural interventions and 
the rationalization processes of individuals engaged in e-banking fraud. 
More importantly, do these advancements lead to behavioural change? 
To our knowledge no research has been conducted to investigate the 
latter. 

Recommendation 5: Researchers are advised to analyse the policy 
and regulatory implications of our findings. Assess how insights into 
rationalization processes and intervention effectiveness can inform the 
development of policies and regulations aimed at preventing and 
addressing e-banking fraud. 

7. Conclusion & future work 

The objective of this study was to determine which behavioural 
nudges are more effective at dissuading e-banking fraud. In particular, 
whether they are more effective if they are placed before or after a user 
has logged into their e-banking portal. Importantly, the study also 
sought to understand how individuals rationalise their (deviant) be
haviours if they do decide to go ahead and commit e-banking fraud. 
Using a quasi-experimental approach, we conducted 15 semi-structured 
interviews with e-banking customers to understand how they would use 
three versions of a fictitious e-banking website based on the scenarios we 
provided them with. One of the websites acted as a control, which 
incorporated no explicit nudging mechanisms. The other two websites 
incorporated nudges either before or after a user had logged into the 
fictitious e-banking portal. Our findings indicate that banks should focus 
on implementing nudges focused on encouraging empathy as well as 
those which increase awareness of e-banking security and monitoring. In 
terms of placement, our findings indicate that nudges are most effective 
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if they are placed after a user logs into an e-banking website. Our 
analysis further indicated that the most prominent rationalisation for 
committing e-banking fraud centres on the opportunity to commit such 
fraud. 

In terms of future work, it would be advisable to carry out this study 
with a larger and more diverse sample of eBanking customers from 
various countries. Moreover, it would be advisable to carry out longi
tudinal studies to determine whether the nudges would retain their 
power as people become more familiar with their presence. Finally, it 
would be worth experimenting with different nudge combinations to 
reveal possible interplays between them. 
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Appendix A - Scenarios and interview guide 

Table A1, Table A2, Table A3, Table A4

Fig. 7. An extract of a larger project map visualization.   
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Fig. 8. An initial thematic map associated with post-login design condition (post phase 3).   

Table. A.1 
Scenario 1.  

Scenario Question Motivation Research 
Alignment 

“Jack/Jill Taylor was recently involved in a small car 
accident. They’ve gone to visit their local Internet café 
to browse the web in search of an affordable local 
mechanic to repair their car. Besides Jack/Jill Taylor, 
there isn’t another customer in the café. While walking 
past, Jack/Jill notices one of the machines is on and has 
an e-banking website open. Credentials are on a sticky 
note under the keyboard.” 

Given what you have seen on this version of the 
interface, what do you think Jack/Jill would do 
if they encountered it along with the 
credentials? 

Get a sense of what a third party may do if they 
encounter someone else’s e-banking credentials – 
establishing a baseline of behaviour, as the control 
version of the website is as neutral as possible. 

RQ1 

What would Jack/Jill’s thought process (or 
rationalisation) be when making that decision? 

Get a sense of the rationalisations that a third party may 
go through when they make their decision about what to 
do on the website. 

RQ2   

Table. A.2 
Scenario 2.  

Scenario Question Motivation Research 
Alignment 

“While walking past, Jack/Jill notices one of the machines 
is on and has an e-banking homepage open. Jack/Jill 
also notices that the e-banking credentials seem to have 
been saved on the machine.” 

Jack/Jill did ______! 
Would they also commit an unauthorised 
transaction? 

General idea: Based on observed behaviour while the 
participant is roleplaying, how would a third party on the 
pre-log page behave? Beyond using the credentials, would 
they go a further step and perform unauthorised 
transactions? 

RQ1 

What was Jack/Jill’s thought process or 
rationalisations for deciding to do that (hit 
login) (or transact)? 

Get a sense of the rationalisations a third party may use for 
their behaviour. 

RQ2 

Going back to the homepage of the 
interface, what aspect(s) or feature(s) 
would have stood out the most to Jack/ 
Jill? 
Did those aspects affect (play a role in) 
Jack/Jill’s decision or thought process? If 
so, how? 

Get a sense of what nudge(s) the participant may have 
noticed on the page and, subsequently, the potential effect 
they may have had on the behaviour and rationalisations of 
a third party. 

RQ1   
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Table A.3 
Scenario 3.  

Scenario Question Motivation Research 
Alignment 

“While walking past, Jack/Jill notices one of the 
machines is on and has an e-banking website open. 
Jack/Jill also notices the previous user forgot to log 
out of their account!” 

Jack/Jill did _____! 
What was Jack/Jill’s thought process or 
rationalisations for deciding to do that click 
(or transact)? 

Observe what the participant roleplaying as the third party 
on the website would do on this version of the fictional e- 
banking website. Learn what a third party is likely to do in 
the scenario. Also, discover some of the rationalisations a 
third party may use if the e-banking account is open. 

RQ1 & 2 

Looking back to the pages you encountered in 
this post-log version, would any feature(s) or 
aspects(s) have stood out to Jack/Jill? 

Get a sense of what nudge(s) the participant may have 
noticed on the page and, subsequently, the potential effect 
they may have had on the behaviour and rationalisations of 
a third party. 

RQ1   

Table A.4 
Scenario 4.  

Question Motivation Research 
Alignment 

Looking back between the pre-log and post-log versions, which version could 
have had the more significant effect on Jack/Jill’s behaviours and 
rationalisations? Why? 

As close to a direct answer to RQ2 as we can get from the participant. It helps to get 
a sense of where on e-banking websites it may be more effective to place some 
nudging mechanisms. 

RQ1 & 2 

If both versions (halves) were combined, how would this impact the 
behaviour and rationalisations of Jack/Jill? (If it makes any difference at 
all?) 

While the project may have sought to compare and contrast nudges employed at 
different steps/stages, in reality, nudges may be used across the whole site. The 
motivation for this question is to check if this would yield additional benefits in 
terms of dissuading e-banking fraud or if banks should instead focus on one step/ 
stage. 

RQ2 

Which aspect on all three versions (specifically fraud, yes) had the most effect 
on Jack/Jill’s behaviour? 

Get an idea about what may overall have been the most effective nudge employed. 
Subsequently, gaining a sense of which was the most effective at dissuading e- 
banking fraud. 

RQ1  

Appendix B - Nudges within post-log design condition  

Nudge (Screenshot) Behavioural Nudge Neutralisation Strategy 

Social desirability and priming: 
The slogan below the company logo acts as a constant reminder to be honest. Social 
norm(s)/value(s) of integrity are brought up. Since it is ever present across the 
interface, it acts as a prime, even if only read once. Integrity is put in CAPS to stand 
out on this interface. 

Appeal to Higher Loyalties 

Empathy, reminders to leave 
The account holder’s picture in the header is a constant reminder to unauthorised 
visitors. “Click Here” is constant to give unauthorised people the option to leave the 
website at any stage. 

Appeal to Higher 
Loyalties, Denial of Injury 

Positive reinforcement 
Honesty is acknowledged after they use “Click Here” in the header. 

No apparent link based on 
interview data 

(continued on next page) 
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(continued ) 

Nudge (Screenshot) Behavioural Nudge Neutralisation Strategy 

Empathy 
Picture of the account holder (full-sized now) is meant to give unauthorised people a 
better picture of the victim (account holder) if they do end up committing fraud. Put a 
face to the name they constantly see. 

Denial of Injury 

Empathy 
Transaction history gives an insight into the account holder’s life and spending 
patterns. While present on all three versions of the website, the empathy aspect is 
more apparent on the post-log design condition due to the presence of the account 
holder’s picture. 
Account transactions in the post-log design condition have also been altered to 
generate more sympathy with “Vanessa” and her sweet old lady image. 

Denial of Injury, Denial of 
Responsibility 

Salience (ordering) and positioning. 
The cancel button is placed in a location that breaks the normal flow (reading form, 
then option to confirm/submit is the normal flow). Placing it before adding the 
recipient makes it more salient and nudges the user to cancel. 

No apparent link based on 
interview data 

Salience (deceptive visualisations) and positioning 
The size of the cancel button is significantly larger than the other button. It nudges 
the user towards cancelling the transaction or process. 

No apparent link based on 
interview data 

Reminder (certainty to transact) 
The user, authorised or not, always has the option to cancel a transaction. It displays 
when the page opens and when the question mark icon is hovered over. 

Denial of Injury 

(continued on next page) 
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(continued ) 

Nudge (Screenshot) Behavioural Nudge Neutralisation Strategy 

Speed bump 
The user is forced to slow down and think a little while completing a payment. Cycles 
through three “tip messages” as the user waits for the payment details to be 
processed. 
Friction 
Tips messages place reminders just before the user decides on the alternate path they 
may take; in other words, avoiding committing online banking fraud. 

No apparent link based on 
interview data 

Reminder (monitoring) 
One of many repeated reminders about the monitoring of transactions. It helps reduce 
the distance by making it more apparent that unauthorised people like the third party 
were detected and most likely prosecuted in the past. Hints that past unauthorised 
people have been caught and punished before (salience of consequences). 

Denial of Injury 

Reminder (opting out) 
Gives all users a reminder that they can opt out and stop any process/transaction. 
Friction 
This specific tip explicitly reminds them that they could turn back as the cancel 
button has been available as an option on all the pages they have encountered. The 
cancel button is present on the page. 

No apparent link based on 
interview data 

Warning (negative consequences) and reminder (effect of transaction). 
It makes it apparent that it is possible to deplete and overdraw the account, leaving 
the account holder with an overdraft. 

Denial of victimisation 

(continued on next page) 
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(continued ) 

Nudge (Screenshot) Behavioural Nudge Neutralisation Strategy 

Change scale 
The amount to be paid is expressed in cents to overemphasise (exaggerate) its impact. 
Framing and loss aversion 
Reducing the account’s balance paints the payment transaction in a very negative 
light. Payment is phrased in such a way that the account holder is left worse off. An 
alternative would have been to phrase the transaction regarding what the recipient 
gains. Payment’s impact is shown via the balance reduction aspect of the message. 
Prompted choice 
Users can confirm or cancel the transaction. 
Changing ease and convenience and enhancing or influencing active choosing 
The extra step of confirming payment is only available on the post-log design 
condition. The prompt forces customers to confirm their payment, unlike the control, 
which skips straight ahead to the recipient’s page. 
Prompt combined with the other mentioned nudges. 

Denial of victimisation 

Warning (negative consequences) and reminder (effect of transaction) 
It should only appear when the user’s transaction threatens to leave the account 
overdrawn. 

Denial of victimisation 

Priming and social desirability 
After logging in, the message appears briefly before opening the first page 
(summary). 

Appeal to higher loyalties 

Priming, warning (transaction consequences). 
The message appears briefly (roughly 1–3 s) to try to dissuade potential fraudulent 
actions on the website (prime). The message pops up when first trying to access the 
local navigation of the post-log design condition. 
The message itself warns that the account’s transactions are being observed. This also 
helps reduce distance as the message directly addresses the (unauthorised) user. 
Chances of being caught/detected seem much higher as the message almost directly 
addresses the unauthorised user. 

No apparent link based on 
interview data 

Warning (transaction consequences) 
The unauthorised user should think if they have recorded my details, they can 
probably track me down too. The message is displayed in the style (yellow 
background red text) of other warnings. The style of the warning is meant to make it 
stand out. 
A message appears briefly, then disappears again. It can reappear when the confirm 
button is hovered over. 

No apparent link based on 
interview data  

Appendix C: Rationalizations with context-centric explanations and support 
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Empirical support for rationalization-centric findings and alignment with Neutralization Theory 
(NT) 

Rationalization Explanation within e-banking context Participant quotes Support for NT alignment 
No Observers As a central part of all three scenarios, and 

subsequently the hypothetical opportunity to 
commit fraud, was the assumption that the third 
party was alone near the computer. We thought 
this replicated a typical e-banking environment 
and could encourage fraud because of the lack of 
an observer. A witness could potentially help 
authorities and the negative impact of being 
labelled a thief is clearly distasteful. However, 
participant observations and responses were not 
often coded to belong to this rationalization. For 
this reason, it does not feature as a prominent 
rationalization within Fig. 1 but has been 
included for completeness together with two 
instances where a participant did bring up this 
line of thought.  

• “So, they’ve probably you know see if you know 
anyone’s around looking um, you know if 
there’s any cameras. Since I think if I can 
remember no one was around. He’d probably 
feel safe doing it since there was a computer 
there already and the credentials were already 
there, um, you know, I think he would feel like 
he would be safe in, you know, using this login 
information.”  

• “The first warnings that said that these 
transactions will be flagged. So, there’s a good 
possibility it would go through but that doesn’t, 
I don’t think that would stop it from trying. It 
either works or it doesn’t work. I don’t think the 
cameras in that coffee shop are gonna be that 
conclusive for any sort of investigation.” 

The third party may argue that they were 
compelled to engage in the account takeover due 
to circumstances beyond their control. They might 
claim that the online environment provided an 
opportunity that was too tempting to resist. This 
was certainly what we were trying to convey 
within the scenarios we provided the participants. 
Based on the above, our scenarios, and the quote 
on the left, we aligned this rationalization with 
Denial of Responsibility. Based on the fact that the 
information was already there, and the participant 
is not responsible for the safety of the credentials. 

Crime of 
Opportunity 

All the scenarios presented participants with 
opportunities to commit e-banking fraud, but this 
may not have been perceived as such. A third 
party may decide to take advantage of certain 
opportunities based on their perceptions. To some 
extent this rationalization can be linked to the 
lack of observers, as public venues such as 
Internet cafés often have other people around. 
Having said that, they are unlikely to be fixated 
on a specific person. More than half of the 
participants brought this up as a rationalization 
making it one of the three most prominent 
rationalizations.  

• “Well, curiosity, obviously theft, maybe you 
know, need what do you call it? Crime of 
opportunity? I suppose someone could just 
leave that open and continue with their own 
work.”  

• “There’s a crime of opportunity, some…they, 
they see an easy something that seems easy to 
use on this easy and simple. They might take 
advantage of that.”  

• “…I would be interested to see; you know how 
much. Did this person save this much money. 
What are the expenses? How did they spend the 
[eir] money? I Would be interested in that.” 

When individuals commit a cybercrime as a crime 
of opportunity, they often rationalize their actions 
by claiming that they stumbled upon a vulnerable 
situation and were intrigued (even compelled) to 
take advantage of it due to the lack of security 
measures or the negligence of the account holder. 
In other words, they may argue that they had no 
responsibility for creating the opportunity; it was 
merely presented to them, and they were acting on 
an impulse or curiosity. Hence the alignment with 
Denial of Responsibility. 

Unlucky Personal 
Circumstances 

A third party might use any recent misfortune or 
financial setback to justify committing fraud. In 
the provided scenario, this could be a car accident 
and subsequent repair costs that need to be 
covered. This suggests that third parties are in 
dire financial straits at the time and will be more 
likely to be tempted. The high number of 
occurrences of this fraud-enabling rationalisation 
suggests that third parties may prefer such a 
rationalisation to commit e-banking fraud.  

• “Well, I would think well if this person was 
dumb enough to actually save their credentials 
in there then they deserve what, what they’re 
going to get, and hey I’m, you know maybe 
going through some financial struggles myself 
and so this is just an easy way to maybe buy 
something that I can’t afford to buy or 
something like that.”  

• “We’re doing the transaction. Well, probably 
because you may not feel like he’ll pay. 
Especially if it’s [an] expensive car bill I mean 
they’re never cheap. But probably would think 
it’s you know it’s one, might as well as one off. I 
will never have an opportunity to like [to] do 
this again, probably…I’ll probably never get a 
shot to like to do this again.”  

• “Well, there’s money there, you know. I mean 
people down on their luck. People with not so 
high of a moral compass. People, you know, 
opportunist[s]…” 

When individuals rationalize their involvement in 
a cybercrime like account takeover as a result of 
unlucky circumstances, they are essentially 
claiming that the circumstances led them to 
engage in the crime. They may argue that they 
found themselves in a once off situation where the 
opportunity presented itself, and they had little 
control over whether they would commit the 
crime or not. 
This rationalization is used to shift blame away 
from themselves and onto external factors (e.g., 
the expensive car bill). By portraying themselves 
as victims of circumstances, third parties may 
therefore attempt to shift the blame for their 
actions away from themselves and onto external 
factors. We therefore aligned this with Denial of 
Victimization in the sense that they do not 
acknowledge the gravity of the harm they may 
cause (e.g., to the account holders) and claim that 
they, too, were victims of unlucky personal 
circumstances. Theory suggests that such forms of 
rationalization enable third parties to distance 
themselves from the ethical and legal 
consequences of their actions. Sympathy may also 
play a role as they use their unlucky personal 
circumstances narrative to elicit leniency from 
others, including law enforcement, legal 
authorities, or society. 

Dishonest Nature The idea of inherent nature dictates how people 
responded to similar scenarios where there was 
an opportunity to commit fraud. Some third 
parties may lean towards a more dishonest nature 
and subsequently have fewer qualms. Changing 
the behavior of such individuals would be much 
more difficult, which suggests that nudging may 
exert limited influence, as their focus would be on 
what they could gain from the opportunity. While 
the question of intrinsic nature did arise, few 
participants explicitly mentioned this.  

• “You’re talking about people that I think are not 
concerned by warnings. They’re gonna do stuff 
anyway. It’s more in their nature and character 
to go as far as they can…” 

Elements of human nature, such as our capacity 
for self-deception, rationalization, and the ability 
to adapt our moral beliefs to fit our actions, can 
potentially relate to multiple strategies. We argue 
that Denial of Responsibility and Condemnation of 
the Condemners is relevant if individuals argue that 
their dishonesty is a result of external pressures (as 
is sketched in the scenarios) or that those 
condemning them are hypocritical. 

Greed It is conceivable that even when not in dire need, 
a third party may commit fraud simply due to 
their greedy nature. Such cases imply that an 
individual does not necessarily need a reason to 
justify stealing from someone else, despite any 
laws or adverse social norms. This can be linked  

• “Personal need, greed. I’ll teach them…”  
• “Free money. So, it’s essentially an opportunity 

to enrich themselves.” 

Participants who attribute their actions to greed 
may use this rationalization to criticize those who 
condemn them. They might argue that those who 
are quick to condemn them are hypocritical or 
morally judgmental, implying that they 
themselves are not immune to greed or unethical 
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to the situational cue of financial incentives 
brought up by multiple studies (Gneezy et al., 
2018; Gerlach et al., 2019). However, the size of 
the incentive itself did not seem to be a factor. 
While the fraud-enabling rationalisation itself is 
unsurprising, what was surprising was how rarely 
participants responses could be linked to this 
rationalizations. 

behavior in other aspects of their lives. 
Additionally, they might suggest that society, in 
general, is driven by various forms of self-interest, 
including financial gain, and that they are simply 
more honest about their motivations. greed can 
serve to relativize morality, implying that moral 
standards are arbitrary or flexible. Participants 
may argue that society often rewards financial 
success and that they are merely taking advantage 
of an opportunity to achieve financial gain, much 
like others in the business world. They might 
suggest that their actions are not outliers but 
rather a reflection of broader societal tendencies, 
making it more difficult for others to single them 
out for moral condemnation. As such we aligned 
this rationalization with Condemnation of the 
Condemners. 

Accessing Open 
Account 

The scenarios specifies that a third party would 
stumble upon someone else’s e-banking 
credentials. This could be used as a potential 
rationalisation as there was no active breach or 
deliberate search for the account holder’s 
credentials. This could be used to reduce any 
negative impact on their self-image, as they 
positively compared themselves to 
cybercriminals. To some extent, this was an 
example of the theory of self-concept 
maintenance described by Mazar et al. (2008), 
Ariely (2012), Gneezy et al. (2018), and Shalvi 
et al. (2015). Given how common this theory is in 
the literature, it was surprising that this 
rationalisation was only mentioned by two 
participants.  

• “Yeah, and like said it was already logged in, I 
think he might feel like he’s not really, you 
know, breaking into this person’s account 
because it was already locked [logged] into the 
account…”  

• “Since it was already logged in…I think he’ll 
definitely be more inclined to, you know, use it 
and make a payment.” 

Participants who downplay the severity of 
accessing an open account may use this 
rationalization to minimize the moral judgment of 
their actions. They might argue that those who 
condemn them are overly judgmental or harsh, 
implying that their actions are relatively benign 
compared to more serious crimes. Individuals may 
compare their actions to those of others, 
suggesting that their behavior is no worse than 
what they perceive as common or accepted 
practices. They might contend that many people 
engage in ethically questionable activities, and 
their actions are no different. This rationalization 
can serve to relativize ethical standards, implying 
that what is considered "bad" or "good" is 
subjective and open to interpretation. Participants 
may argue that different individuals or cultures 
have varying views on what constitutes unethical 
behavior. Participants may convince themselves 
that their actions are ethically acceptable because 
they perceive them as not causing significant harm 
to the victims. Based on the above motivations, we 
aligned this rationalization with both Denial of 
Injury and Condemnation of Condemners. 

Overconfidence Our findings indicate that when participants 
believed their chances of evading detection was 
high, they may be unreasonably confident 
regarding their chances of escaping detection and 
thus decide to commit fraud. A similar bias was 
found in other studies for both nudging (Mongin 
and Cozic, 2014; Acquisti et al., 2017) and 
deterrence theory (Piquero et al., 2011). This was 
a relatively common fraud-enabling 
rationalization and was explicitly mentioned by 
several participants.  

• “Essentially yeah, I mean if you gonna be a thief 
and I’m dumb enough to go into a transaction 
on an Internet café. Probably not smart enough 
to realize that what’s going on is going to be as 
easy as they think it is, and they just…, think 
they would sho[o]t straight to the end.” 

Participants who are overconfident in not being 
caught may rationalize their actions by 
minimizing the perceived harm caused by e- 
banking fraud. They might argue that since they 
believe they won’t be caught, the harm inflicted 
on the victims is minimal or inconsequential. 
Additionally, overconfidence in avoiding 
detection can serve as a way to reduce feelings of 
guilt. Individuals might convince themselves that 
if they believe they can escape consequences, the 
victims won’t suffer significant harm, and 
therefore, their actions are less morally 
objectionable. Participants may argue that 
because they are confident in their evasion of 
punishment, the victims won’t experience 
substantial or lasting harm, thus justifying their 
actions. Hence its alignment with Denial of Injury. 

Sunk Cost Fallacy A relatively common idea among the participants 
was that third parties would explore the website 
first before deciding on a course of action. A third 
party visiting the website may not immediately 
log out or attempt to transact or tamper with an 
account. This is not always motivated by malice 
or greed, and individuals may well log out 
without causing financial harm. Curiosity may 
lead to a sense of sunk cost fallacy. In such a case, 
they might as well go “all the way” and commit 
fraud, i.e., “I have already used someone else’s 
credentials to log in, which is wrong, so I might as 
well also get some money”. This is similar to the 
findings of Amigud and Lancaster (2019) and 
Gravert (2013), who found that prior effort 
exerted was often used to justify dishonest 
behavior. Across all three design conditions  

• “They probably would have had second 
thoughts it looks like somebody’s going to be 
able to track me and tag me, and maybe, I 
shouldn’t have done this. But I’m this far, so I 
might as well…”  

• “Yeah like if you jump in the water. It’s cold 
doesn’t make a difference you’re already in the 
water.” 

As stated in these quotes, third parties may argue 
that since they have already invested significant 
time and effort into their behavior, the harm 
inflicted on the victims is justified or 
inconsequential. This makes the sunk cost fallacy a 
means to “cope” with or reduce feelings of guilt. 
Individuals may convince themselves that they 
must continue their fraudulent activities to recoup 
their supposed "losses" and that doing so won’t 
lead to significant harm to the victims. Based on 
the above, we aligned this rationalization with 
Denial of Injury. 
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several participants’ responses involved an 
element of sunk cost fallacy.  
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