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Abstract. Users of mobile instant messaging (MIM) applications (apps) are in-
creasingly targeted by phishing attacks. MIM apps often lack technical coun-
termeasures for protecting users from phishing. Thus, users need to take preven-
tive measures against phishing threats. Measures include awareness of the threat 
and the adoption of phishing preventive behaviours. This study adds to the liter-
ature by exploring these measures. Using an online survey, we collected data 
from 111 users of MIM apps and examined their awareness of the phishing at-
tacks targeting them and the preventive measures they take. Previous studies 
showed that smartphone users exhibit poor security behaviour, which was most-
ly not the case in our sample, as we have found moderate awareness of phishing 
and the adoption of preventive measures by the participants. The results also 
showed several correlations between the participants' adoption of preventive 
measures and their phishing self-efficacy, knowledge, and concern about phish-
ing. These findings may be useful in developing user awareness strategies for 
combating phishing in MIM apps. 

Keywords: Phishing, Phishing Awareness, Mobile Instant Messaging. 

1 Introduction 

Mobile Instant Messaging (MIM) apps allow users to communicate with each other in 
real-time. They provide a cheap way for individuals to stay connected and maintain 
distanced social relationships. Applications such as WhatsApp, Telegraph, Signal and 
Viber facilitate MIM are prevalent means of communication. According to recent data 
by Statista,  3.09B mobile phone users communicated via MIM in 2021 [1]. Their 
popularity has triggered their adoption by electronic commerce, a phenomenon known 
as “instant messaging social commerce”[2]. 

As the popularity of MIM applications surges amongst smartphone users, protec-
tion from cyber threats becomes crucial. Though these apps claim to protect users' 

This is a peer-reviewed, accepted author manuscript of the following research conference paper:  
Ahmad, R., Terzis, S., & Renaud, K. (2023). Investigating mobile instant messaging phishing: 
a study into user awareness and preventive measures. In A. Moallem (Ed.), HCI for Cybersecurity, Privacy and Trust: 5th International 
Conference on HCI for Cybersecurity, Privacy and Trust (pp. 381-398). Springer. https://doi.org/10.1007/978-3-031-35822-7_26

mailto:karen.renaud%7d@strath.ac.uk


2 

data through end-to-end encryption, there are instances where they can serve as vec-
tors for cybersecurity threats[3]. One of the most common threats facing users of 
MIM applications is phishing[4]. Phishing is an internet crime where cyber criminals 
attempt to obtain sensitive details from internet users by tricking them into visiting 
fraudulent websites, providing personal information, or downloading malware. Ac-
cording to recent data from Kaspersky, cybercriminals currently use MIM applica-
tions to propagate phishing campaigns [4], with most of the phishing links shared on 
WhatsApp (89.6%), followed by Telegram (5.6%) and Viber (4.7%). Although phish-
ing is moving to MIM applications, recent research has shown that such applications 
lack automated countermeasures to protect users from phishing[5]. Thus, user aware-
ness is a key priority. 

The large user base of MIM applications, and the fact that users of these apps have 
widely varying levels of computer experience, educational backgrounds, cultures, and 
languages, can facilitate phishing. Furthermore, built-in functionalities, such as shar-
ing and forwarding links and joining private and public instant messaging groups, can 
increase user susceptibility to phishing [6]. It has already been shown in [6] that MIM 
application users frequently click on and forward links via instant messaging applica-
tions. The consequences may be that MIM applications' users fall victim to a phishing 
attack.  

This study explores the phishing awareness of MIM application users and their 
adoption of phishing prevention behaviours and practices using an online survey. We 
pose the following research questions: 1) Are MIM application users aware of phish-
ing attacks targeting them on these platforms? 2) Do MIM application users adopt 
phishing preventive behaviours and practices? 3) Does the adoption of phishing pre-
ventive behaviours differ by phishing self-efficacy, knowledge of phishing and phish-
ing concerns? 

This paper proceeds as follows. First, we review related work. After that, we detail 
our research methodology. This is followed by an analysis of the data and a discus-
sion of the findings. We conclude by providing recommendations for future research. 

2 Background 

2.1 Smartphone Security Behaviour 

The growing popularity of smartphones and their integration into many aspects of our 
lives has made mobile security vital [7]. Similar to desktop computers, smartphones 
attract the attention of many bad actors [8]. The biggest threat to smartphone users is 
the loss of their personal information, which can occur via phishing attacks [9].   

Phishing prevention measures fall into two categories: automated technical solu-
tions and user-focused awareness/training drives [10]. Automated solutions aim to 
detect and block phishing links and contents with minimum or no user 
intervention[11], [12], while user awareness/training aims to train users to recognise 
phishing campaigns [13]. However, neither of these approaches is sufficient in and of 
itself as a solution to the phishing problem, which is why researchers argue that both 
solutions are needed to reduce the success rate of phishing [14]. 
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Phishing awareness campaigns aim to help internet users spot deceptive attempts to 
protect themselves from phishing scams. Prudent behaviour is essential in phishing 
prevention since the success of a phishing attack relies on the user taking an ill-
advised action, such as clicking on a fraudulent link or opening a malicious attach-
ment. However, despite ongoing phishing awareness campaigns, recent studies have 
found that smartphone users still exhibit poor security behaviour, including clicking 
on links from unknown sources[6], [15], [16]. This unwise online behaviour can ren-
der smartphone users more susceptible to phishing attacks [16]. 

Findings from prior studies have demonstrated that individual characteristics could 
predict security-related behaviour and attitudes. Using the Human Aspects of Infor-
mation Security Questionnaire (HAIS-Q), McCormac et al. (2017) [17] examined the 
relationship between individuals' information security awareness and their personality 
traits, age and gender. They found that age and gender did not predict online security 
behaviour. However, personality traits, including being open, conscious, agreeable 
and having the propensity to take fewer risks, predicted online security behaviours. 
Also,[15] showed that gender and age did not affect individuals' cyber hygiene behav-
iours. However, the studies by Whitty et al. [18] and Merdayan and Petrie [19]show 
that younger participants were more likely to share their passwords.  

Self-efficacy, defined as an ability to implement safeguarding measures to protect 
oneself from cyber threats [20], predicts behaviour. Researchers have confirmed that 
phishing self-efficacy is essential in preventing phishing success, which is important 
when technical measures fail [21], [22]. 

Current studies tend to explore the influence of self-efficacy on users' general in-
formation security behaviours. These studies have found that self-efficacy significant-
ly affects performing security-conscious behaviour [21], [23], [24]. A more recent 
study by [22] with mobile device users delivers similar results with phishing self-
efficacy positively affecting mobile phishing avoidance motivation and behaviour. 
Verkijika (2019) study revealed that gender moderated the effect of phishing self-
efficacy on mobile phishing avoidance motivation and behaviour, with women being 
more cautious than men. 

2.2 Research Gap 

While current studies have explored the security-related practices and attitudes of 
internet users and how they relate to phish detection, the extant literature lacks an 
understanding of the security-related behaviours of MIM app users. With evidence of 
phishing attacks moving to these apps and the fact that the apps themselves currently 
lack technical countermeasures to protect users from phishing, there is a need for user 
security-related behaviour studies that target the users of these apps. Such studies are 
essential because even though users may be aware of online threats such as phishing, 
they might still exhibit poor cyber hygiene behaviour during communication in MIM 
apps. Furthermore, the informal nature of communication in MIM Apps might affect 
how users view and practiced security behaviour in them. Herein, we extend the anal-
ysis presented in[6] by investigating MIM Apps users' knowledge of phishing scams, 
the measures they take to protect themselves from such scams and to determine 
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whether their phishing self-efficacy and knowledge of phishing influence these be-
haviours. 

3 Methodology 

Our study utilised a web-based survey to collect self-reported data from users of MIM 
apps aged 18 years and above. The survey was hosted on Qualtrics and ran from Oc-
tober 12, 2021, to November 5, 2021. Our department's ethics review board approved 
the survey. The survey focused on user behaviour towards links shared through MIM 
apps during one-to-one and group communication and the factors influencing these 
behaviours. Specifically, we collected data about users’ 1) frequency of clicking links, 
2) frequency of forwarding links, 3) knowledge and awareness of phishing, 4) securi-
ty behaviours relating to phishing in the MIM App, 5) phishing self-efficacy and 6)
perceived protection from phishing by MIM platforms. All questions in the survey
were based on either Likert-type or multiple-choice answers.

3.1 Survey Instrument 

The study utilised a quantitative approach to data collection. The survey questions 
were not forced responses. Thus, participants were allowed to skip questions they 
didn't wish to answer. The survey contained the following sections: 

Demographic Questions: We asked about the participants' age group, gender, educa-
tion, and country of residence. 

Device and MIM apps usage: This section asked participants about their current ICT 
devices. Participants were also asked to indicate which MIM apps they currently used 
from a list of selected apps, their frequency of usage and with whom they use such 
apps to communicate. Questions in this section were both Likert-type and multiple- 
choice. 

Link clicking behaviour: This part of the survey measured the participant's link-
clicking behaviour while communicating in MIM Apps. Participants were asked to 
indicate how frequently they click links during one-to-one and group-based commu-
nication. We also measured their click behaviour concerning different communicating 
parties such as friends, family, work/business colleagues and other communicating 
parties. All questions in this section were Likert-type.  

Link forwarding behaviour: This section measured the participants' link forwarding 
behaviour. We asked them how frequently they forward link to others. We also asked 
them to indicate how frequently they forward link that others share in public or pri-
vate MIM groups. All questions in this section were Likert-type.   
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Phishing preventive behaviour: We measured the phishing preventive behaviours of 
the participants during instant messaging using behaviours such as 1) checking the 
link before clicking, 2) considering the sender of a message before clicking it, 3) con-
sidering the sender of a link before forwarding it to others and 4) following links be-
fore forwarding them to others. We believe these behaviours highlight users' phishing 
safety behaviour when communicating in these apps. We consider these behaviours 
preventive because checking the link before clicking is among the most popular anti-
phishing advice security professionals give users[25], [26]. The message forwarding 
functionality of MIM apps allows users to forward messages they receive during ei-
ther one-two-one or group-based communication, making it possible for messages to 
reach a large audience very quickly. This behaviour can aid in propagating fraudulent 
messages rapidly across the network. Evidence has shown that cybercriminals cur-
rently use this functionality to reach more targets by directing users to send fraudulent 
links to several other users before they can claim prizes [27]. Thus, an essential pre-
cautionary behaviour would be for users always to consider whether those sending 
them messages have the skills to differentiate between fraudulent and legitimate links. 
We also believe that security-minded users will likely follow and evaluate links be-
fore forwarding them to others. All questions in this section were Likert-type. 

Knowledge and concern about phishing in MIM Apps: In this section, we first 
asked the participants to indicate if they know what phishing is using Likert-scale 
answers from strongly disagree to strongly agree. We also asked them whether they 
were aware of general phishing and MIM-based phishing scams using yes/no re-
sponses. Participants were asked to indicate how concerned they were about phishing 
scams on MIM Apps, with response options from not at all to extremely concerned. 
Furthermore, participants were asked to indicate from a list of options how they re-
spond to the problem of phishing in MIM Apps. Options include 1) I look for suspi-
cious links, 2) I check the link preview, 3) I do not click on a link from unfamiliar 
senders, 4) I search google for further information before giving out my details, and 
5) I do nothing.

Phishing self-efficacy: We developed a phishing self-efficacy scale for MIM app 
users. The scale contains five questions, three adapted from[28], and we created the 
remaining. This study refers to phishing self-efficacy as the participants' confidence in 
implementing a security measure to protect themselves from phishing threats[29]. The 
phishing self-efficacy questions measured the participants' belief in their abilities to 
protect themselves from phishing and that of their friends and MIM platforms.  

Phishing Protection: Participants were asked their views on who should be responsi-
ble for protecting users of MIM apps from phishing scams.   
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3.2 Recruitment 

Participation required users to be 18 years or above and be able to complete a survey 
in English. Furthermore, we limited our participants to those using Signal, Slack, 
Telegram, Viber, Line, and WhatsApp, due to their popularity and the features that 
they provide, such as group communication, link previews, link sharing, messag-
es/links forwarding, and the ability to join public groups via links shared by group 
admins online. These features can increase the phishing susceptibility of their users.  

We utilised snowball sampling and social media to recruit participants. Snowball 
sampling is a non-random sampling method appropriate for recruiting research partic-
ipants that are hard to reach or unknown [30]. Recruitment starts with the first author 
sharing the link to the survey with contacts on his current MIM Apps, including those 
in his private and public groups. The survey link was also posted on various social 
media groups, including r/SampleSize on Reddit, samplesize on Facebook and Sur-
veyCycle. Finally, we emailed our colleagues, asking them to take part and forward 
the survey to others. At each stage of the recruitment, we asked participants to invite 
others to participate in the study by sharing the survey link with them. A total of 129 
participants accessed the survey. However, after data cleaning, we excluded 18 partic-
ipants for failing to meet our screening criteria, including 1) Declining to participate 
in the study after reading the consent and participants' information note (n=2), 2) Not 
using any mobile instant messaging applications mentioned in the study (n=6), 3) 
Failing to provide sufficient data (n=8). We also excluded participants who consented 
to the survey but did not answer any survey questions (n=2). Thus, our analysis is 
based on 111 participants who have provided sufficient data and met all our screening 
requirements. The survey took an average of 15 minutes, and participation was volun-
tary. 

3.3 Participants 

The highest age group in the sample was 18–30 (54, 48.6%), followed by 31–45 (51, 
45.9%) and 46+ (6, 5.4%). The sample was skewed with respect to gender (73, 
65.8%) male, (37, 33.3%) female, and one participant preferred not to disclose their 
gender. Most of the participants had a postgraduate qualification (60, 54.1%), fol-
lowed by undergraduate (33, 29.7%), further education (13, 11.7%), and secondary 
education (5, 4.5%). Geographically, most of the participants resided in the UK (64, 
58.7%), followed by Nigeria (18, 16.5%), and (29, 26.1%) other countries, including 
Germany, Canada, the USA, Malaysia, the Netherlands, France, Singapore, Saudi 
Arabia, Finland, Russia, and Libya. Most participants used WhatsApp (106, 95.5%), 
followed by Telegram (40, 36.0%), Signal (19, 17.1%), Slack (13, 11.7%), Viber (6, 
5.4%) and Line (4, 3.6%). 
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3.4 Data Analysis 

The data collected from the survey was purely nominal or ordinal. Thus, we calculat-
ed each response's frequencies and percentages and presented the data visually using 
frequency graphs. We tested for significance using non-parametric tests like Wilcox-
on signed-rank, Friedman, and Spearman's rank-order test as they are considered ap-
propriate for this type of data [31]. However, we acknowledge the ongoing discussion 
on the appropriateness of parametric or non-parametric tests [32]. The phishing self-
efficacy scale was analysed at the interval measurement scale as it is the recommend-
ed analysis method for the Likert scale[33]. 

 All survey questions were optional. Therefore, missing values exist, but these have 
been excluded from the analysis. In these cases, the actual number of participants is 
reported. We used SPSS software for the statistical analysis. 

4 Results 

The results presented in this paper extend the findings presented in [6], where we 
examined the link-clicking and forwarding behaviours of users of MIM apps. Herein, 
we present our findings on the participants' awareness of phishing in MIM Apps and 
their phishing prevention behaviours. We also investigated the relationship between 
these behaviours and the participants' concerns about phishing, phishing knowledge, 
and phishing self-efficacy. 

4.1 Phishing awareness, concerns, and response 

As phishing in MIM apps is relatively new, it is essential to understand users' aware-
ness of such scams and how they respond. Thus, we asked participants to indicate 
their understanding of the term phishing. As Fig.1 illustrates, most participants felt 
they know what phishing is. This is not surprising, considering the effort from aca-
demia and industry to educate users about phishing scams. Phishing also tends to 
receive significant media attention, so participants may likely have read about it.  

While the participants may be familiar with the term, this awareness is likely for 
email-based phishing as this is the oldest and most popular form. To investigate par-
ticipants' awareness of MIM-based phishing scams, we asked them to indicate if they 
were aware of such scams. As illustrated in Fig.2, most participants (n=85) are aware 
of such scams. However, a significant number (n=19) said they were not aware. We 
expect some users to be unaware of this scam because phishing in MIM apps is quite 
a new phenomenon. In addition, the fact that mobile instant messaging tends to be 
with those we trust may mean that if users receive such messages, they may likely not 
flag them as phishing. Further analysis shows that the participants were very con-
cerned about phishing in MIM apps. Specifically, most participants (n=32, 28.8%) 
said they were quite concerned, followed by (n=26, 23.4%) who said they were ex-
tremely concerned (see Fig. 3). 
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Fig. 1. Claimed understanding of the term phishing (n=103) 

Fig. 2. Awareness of phishing in MIM apps (n=104) 
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Fig. 3. Participants' concerns about phishing in MIM Apps(n=104) 

Having accessed the participants' claimed awareness of phishing and their concerns, it 
was also essential to consider the extent to which the participants were taken 
measures to protect themselves from such scams. Therefore, we asked them to indi-
cate from a list of options how they respond to the problem of phishing in MIM Apps. 
The options reflect the current advice given by security professionals to internet users 
on how to react to phishing [25], [26]. Specifically, the options included: 1) looking 
for suspicious links, 2) not clicking on a link from unfamiliar senders, 3) searching 
google for further information before giving out my details, 4) checking the link pre-
view and 5) doing nothing. As this question allows participants to select all that apply, 
we expect security-conscious users to choose options 1-3 as these behaviours tend to 
be the recommended safety behaviour when dealing with phishing. As illustrated in 
Fig.4, option 1) not clicking on a link from unfamiliar senders, was the most selected 
option by participants (n=78, 75.0%). This strategy is in line with current anti-
phishing advice and therefore suggests that the participants were aware of phishing 
and are taking the proper prevention mechanism. Participants also indicated that they 
look for suspicious links (n=53, 51%). However, since we didn't ask what elements, 
they used to classify links as suspicious, the effectiveness of their strategy cannot be 
established. Moreover, a recent study has found that even advanced computer users 
find it challenging to classify fraudulent links [34]. 

Many participants indicated they checked the link preview (n=48, 46.2%). The 
preview adds extra information, including an image/logo, hostname, title, and sum-
mary of the webpage's content. The main goal of the preview is to provide users with 
a sense of the content they are visiting. We anticipated that the participant would like-
ly use the preview to decide on the legitimacy of the link. However, a recent study by 
[5] discovered that cybercriminals could manipulate link previews to lure users into
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visiting fraudulent pages making those relying on this strategy susceptible to phishing 
scams. Only a few participants (n=4, 3.8%) indicated that they do not take any action 
to prevent themselves from phishing in MIM apps. 

Fig. 4. Phishing prevention strategies (n=104) 

4.2 Phishing preventive behaviours 

Our findings show that the participants practised preventive behaviours while com-
municating in MIM apps. These behaviours include checking the link before clicking, 
considering the sender of a message before clicking the links in that message, consid-
ering the sender of a link before forwarding it to others and following links before 
forwarding them to others. Fig. 5 shows that the rating levels for the participant's 
frequency of checking links before they click them were above the midpoint of the 
scale (Mdn=4), implying that most participants very often or always check on links 
before clicking them. Thus, the participants are cautious of their link-clicking behav-
iour during instant messaging. 
When asked if they consider a message's sender before clicking links, most partici-
pants stated that they performed this behaviour, as seen in Fig. 6.   

Results from the participants' link-forwarding behaviour revealed that most partici-
pants (n=43, 38.7%) always consider a link's sender before forwarding it to others 
(see Fig. 7). This behaviour can aid in detecting phishing scams by encouraging sys-
tematic evaluation of messages. Similarly, most participants (n=35, 31.5%) indicated 
that they always follow links before forwarding them to others, (n=26, 23.4%) said 
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they very often do so, (n=19, 17.1%) said sometimes, (n=9, 8.1%) said rarely and 
(n=3, 2.7) said they never follow links before sharing. 

Fig. 5. Participants' frequency of checking links before clicking them (n=108) 

Fig. 6. Participants' frequency of considering the sender of a message before clicking links 
(n=111) 
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Fig. 7. Participants' frequency of considering the sender of a message before forwarding links 
(n=92) 

4.3 Phishing self-efficacy 

The phishing self-efficacy constructs contained items relating to the participants' con-
fidence in; 1) having the knowledge and skills to identify phishing scams when they 
are presented to them, 2) protecting their personal information from being stolen by 
phishers, 3) having the skills to implement security measures to stop cybercriminals 
from stealing their confidential information. In addition, the construct also measured 
the participants' beliefs in the skills of their contacts to protect them and their trust in 
the MIM apps to protect them.  

We measured the internal consistency of the construct using the Cronbach reliabil-
ity test. The Cronbach's alpha value of phishing self-efficacy was 0.733. Previous 
research has shown that a minimum Cronbach's alpha value of 0.7 is required for a 
construct's items to be internally consistent [35], [36]. 

Table 1 shows the mean scores and standard deviation for each phishing self-
efficacy construct item. The first three items, which measure an individual's belief in 
their abilities to protect themselves, have high mean scores, implying that most re-
sponses are at the high end of the scale. However, the last two items, which measure 
participants' perception of the ability of both their contacts and the platforms to pro-
tect them from phishing scams, have mean scores of 2.91 and 2.81, which implies low 
confidence in the ability of others to protect the participants. 
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Table 1. Participants' phishing self-efficacy scores 

Items Mean SD 

I believe I have the knowledge and skills to identify phishing 
URLs when they are presented to me during communication on 
mobile instant messengers. 

4.08 0.904 

I believe that I can protect my personal information from being 
stolen by phishers. 

3.82 1.007 

I believe I have the skills to implement security measures to stop 
people from getting my confidential information 

3.64 1.064 

My contacts have the required skills and knowledge to detect 
phishing URLs and therefore can protect me. 

2.91 0.971 

I believe mobile instant messengers have mechanisms in place to 
protect me from opening malicious URLs. 

2.85 1.038 

4.4 Relationship between the adoption of phishing preventive behaviours and 
phishing self-efficacy, phishing knowledge, and concern about phishing 

We further examined the data to see if there are relationships between phishing self-
efficacy, phishing knowledge and concern about phishing and the participants' pre-
ventive behaviours. 

For the phishing self-efficacy test, we created a composite score (sum or mean) 
from the five items of the phishing self-efficacy scale. We then applied Spearman's 
correlation to investigate the relationship between participants' scores and preventive 
behaviours. Furthermore, we examined the relationship between phishing self-
efficacy and the frequency of clicking links by the participants.  

As illustrated in Table 2, phishing self-efficacy statistically impacts the partici-
pants' frequency of clicking links and preventive behaviour of considering the sender 
before forwarding a link. The positive correlation between the participants' frequency 
of clicking links and phishing self-efficacy is unexpected as we expected negative 
relationship between phishing self-efficacy scores and participants’ link click ratings. 
However, this result may also signify that participants with high self-efficacy often 
click on links because of their confidence in their ability to identify phishing or mali-
cious links. 
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Table 2. Spearman's correlation coefficient (rs) between participants' phishing self-efficacy in 
MIM Apps and statistically significant frequency of engaging in specific behaviours towards 
links. Correlation values with a double asterisk indicate significance at 0.01, while a single 
asterisk indicates significance at 0.05 

Clicking 
links 

df 
=101 

Consider 
sender before 
clicking 
df=100 

Check the 
link before 
clicking 
df=100 

Follow the 
link before 
forwarding 
df=90 

Consider send-
er before for-
warding df=90 

Phishing 
self-
efficacy 

.212*, 
p=.031 

-.001 .068 .143 .312**, 
p=.002 

The next part of our analysis examined the relationship between the participants' 
claimed knowledge about phishing and their preventive behaviours. This self-belief of 
understanding phishing was found to have a statistically significant impact on the 
participants' preventive behaviours during instant messaging, positively affecting 
these behaviours, as seen in Table 3. 

Table 3. Spearman's correlation coefficient (rs) between participants' claimed knowledge of 
phishing and statistically significant frequency of engaging in specific behaviours towards 
links. Correlation values with a double asterisk indicate significance at 0.01, while a single 
asterisk indicates significance at 0.05 

Clicking 
links 

df 
=101 

Consider 
sender 
before 
clicking 
df=100 

Check the 
link before 
clicking 
df=100 

Follow the 
link before 
forwarding 
df=89 

Consider send-
er before for-
warding df=89 

Phishing 
knowledge 

.221*
, p=.025 

.376**, 
P<.001 

.257**, 
p=.009 

.217*, 
p=.038 

.408**, 
p<.001 

Finally, we examined if the participants' concern about phishing in MIM Apps im-
pacts their preventive behaviours during communication in MIM Apps. Table 4 
shows the participants' concern about phishing in MIM apps influencing some of their 
preventive behaviours during instant messaging, positively affecting them, as seen in 
the table. 
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Table 4. Spearman's correlation coefficient (rs) between participants' concern about phishing in 
MIM Apps and statistically significant frequency of engaging specific behaviours towards 
links. Correlation values with a double asterisk indicate significance at 0.01, while a single 
asterisk indicates significance at 0.05 

Clicking 
links 
df =102 

Consider 
sender be-
fore click-
ing df=100 

Check the 
link before 
clicking 
df=101 

Follow the 
link before 
forwarding 
df=89 

Consider 
sender be-
fore for-
warding 
df=90 

Level 
of concern 

.023 .197*, 
p=.046 

.206*, 
p=.037 

.101 407**, 
p<.001 

5 Discussion and limitations 

This study investigated the phishing awareness of users of MIM apps and their pre-
ventive behaviours against such attacks. Overall, we found that most participants were 
aware of phishing scams targeting them and were highly concerned about the preva-
lence of such scams in MIM apps. This finding is similar to the results of [37], who 
tested the online security attack experience of young adults in the UK and found that 
55.6%  experienced phishing attacks.  

Our results also show that most participants (n=78, 75.0%) try to reduce their sus-
ceptibility to phishing in MIM apps by not clicking on links from unfamiliar senders. 
Participants also reported looking for suspicious links as a strategy to prevent phish-
ing in MIM apps. This finding reinforces our earlier findings as it confirms that the 
participants were highly aware of phishing scams and were taking recommended 
measures to protect themselves. However, our results contrast with the study by [15], 
where 96% of participants said they had indeed clicked on embedded links from un-
known senders. Similarly, the study by [16] found that smartphone users from India 
exhibited poor online security behaviour, including clicking on links from unknown 
sources.  

While the participants in our study reported not clicking on links from unfamiliar 
senders, we cannot claim that they were more security aware than the participants in 
previous studies since the present study focused on users of MIM apps. Furthermore, 
a study by [6] showed that communication in these apps tends to be between users 
with offline associations. Hence, users will likely receive links from familiar contacts 
in most instances. However, the group functionality of these apps, which allows users 
to communicate with those they do not know, makes it possible for links to be shared 
by unknown contacts.  

To investigate the phishing preventive behaviours of participants during communi-
cation in MIM apps, we created a set of questions to measure the frequency at which 
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the participants performed a set of behaviours. Our results show that most participants 
self-reporting that they performed these behaviours frequently, as evidenced by their 
rating levels above the midpoint of the scale (Mdn=4).  

Our examination of the phishing self-efficacy of the users revealed that the partici-
pants rated themselves highly regarding their ability to protect themselves from phish-
ing scams in MIM apps. However, we found that the participants did not trust their 
contacts and the platforms to protect them. This low rating might be due to their expe-
rience of seeing these scams circulating on MIM apps, as that shows a lack of protec-
tion measures by the platforms and skills by those spreading the scams. This result, 
however, contradicts findings in [6] that show that the participants try to reduce their 
susceptibility to phishing in MIM apps by clicking links from their friends, family and 
work/business colleagues. 

In line with prior studies, we investigated the relationship between the participants' 
phishing self-efficacy and their phishing preventive behaviours. Our findings show 
that phishing self-efficacy statistically impacts the participants' frequency of clicking 
links and preventive behaviour of considering the sender before forwarding a link to 
others. Specifically, we found a weak correlation between participants' phishing self-
efficacy scores and the frequency of clicking links and a moderate correlation be-
tween phishing self-efficacy scores and the frequency of considering the sender be-
fore forwarding a link to others. We expected a negative correlation between partici-
pants' link clicking frequency and phishing self-efficacy. However, the positive result 
may signify that participants with high phishing self-efficacy often click on links 
because of their confidence in their ability to identify phishing links. Although the 
phishing self-efficacy score didn't predict all the preventive behaviours, however, our 
result is in agreement with the findings in [21], [23], [24] where self-efficacy was 
found to significantly affect performing security-conscious behaviour. 

There were also interesting results on the relationships between the participants' 
claimed knowledge of phishing and their preventive behaviours during instant mes-
saging. We found that the participants' claimed knowledge of phishing had a statisti-
cally significant impact on their preventive behaviours during instant messaging, posi-
tively affecting them. This finding shows that participants that strongly agree that they 
know what phishing is were more likely to perform phishing preventive behaviours.  

Finally, our investigation revealed that the participants' concern about phishing in 
MIM Apps positively affected adoption of preventive behaviours. This finding shows 
that those worried about phishing in MIM apps are more likely to take precautions 
when communicating in these apps.  

The limitation of this study is that our sample is relatively small. In addition, we 
used the snowball sampling method for recruiting participants. Snowball sampling 
often results in participants with higher interconnectivity than would be seen in the 
general population. This effect can be seen in our sample as many of our participants 
have undergraduate or postgraduate qualifications. Furthermore, most participants 
were male, young, and residing in Nigeria or the UK. All these limitations may have 
an impact on the measured behaviours. This study relies on self-reported data; as 
such, the data may not accurately reflect how the participants behave in real life. 
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6 Conclusion 

Phishing attacks remain a cyber threat to both individuals and organisations. One 
reason these attacks remain successful is because they exploit human vulnerabilities. 
The popularity of MIM apps and the functionalities they offer their users, such as the 
ability to share links or join groups, have made them an attractive medium for phish-
ers. Recent findings reveal that MIM Apps lack countermeasures to protect users from 
phishing scams. Thus, user awareness remains a key priority. As a first step, this 
study used an online survey to investigate MIM apps users' knowledge of phishing 
scams, the preventive measures they take from such scams and whether their phishing 
self-efficacy and knowledge about phishing influence these behaviours. The survey 
revealed that most participants were aware of phishing scams targeting them. The 
participants also expressed concerns regarding the prevalence of such scams. Our 
findings show that participants try to reduce their susceptibility by following recom-
mended anti-phishing advice. However, one of the approaches they used, which relied 
on checking the link preview, is flawed, and could be used by phishers to direct them 
to fake websites. The survey also shows that phishing self-efficacy, knowledge and 
concern about phishing predicted the adoption of preventive behaviours. In addition 
to revealing that user awareness contributes to adopting phishing preventive behav-
iours in MIM apps, this study shows that users relied on a vulnerable approach when 
deciding the legitimacy of links. Thus, calling for the development of phishing 
awareness intervention to help protect users of MIM apps. Furthermore, since this 
study relied on self-reported data, future work could measure actual behaviour by 
conducting simulated phishing campaigns against the users of these apps and compar-
ing their actual and reported responses 
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