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Abstract 
The move to ‘digital first’ has led to increasing dependence on online services, which increases susceptibility to security 

incidents.1 Human behaviours can compromise organisational information security, with myriad perpetrators willing to 

exploit the human propensity to trust in order to achieve such compromises.2 Phishing emails – which present recipients 

with an email containing a fraudulent link or a rogue attachment that can lead to the installation of malware or facilitate a 

ransomware attack – are a key attack vector. But encouraging users to slow down when processing emails can help 

combat this threat. 

1. Introduction

The move to “digital-first” has led to increasing dependence on online services, which increases susceptibility to security 

incidents9. Human behaviours can compromise organisational information security, with myriad perpetrators willing to 

exploit the human propensity to trust to achieve such compromises5.  

Reducing cybercrime is a top priority for Government bodies1. Phishing emails are the key attack vector5, which presents 

recipients with an email containing a fraudulent link or a rogue attachment that can lead to the installation of malware or 

facilitate a ransomware attack. Over 5.5 million phishing reports were made in 202122. The email itself utilises social 

engineering techniques to persuade people to take an unwise action. They might make people fearful, or trigger a sense of 

urgency, for example. The sophistication of phishing tactics advances daily, as attackers innovate using ever more skilful 

deception techniques12. Phishers want the email recipient to click on a link, provide information or open a malicious 

attachment. Social engineering triggers emotions e.g., fear, curiosity, empathy, and greed2. A number of interventions 

have been proposed to help employees to spot Phishing attacks, but these have had limited success21.  

In this paper, we investigate a technique called ‘Slow Down and Frown’ proposed by Finney8. This advice encourages 

email recipients to slow down when processing emails, and this admonition is delivered as and when people are reading 

their email messages.  This ought to encourage more rational and reflective thought processes and thereby maximise the 

likelihood that email recipients will detect deceptive techniques18. Social engineering techniques try to persuade people to 

act quickly, so the idea behind “slow down and frown” is to make them pause to consider whether an email is genuine or 

not. The precautionary message also uses the motivational factor of ‘frowning’, the purpose of which is to impact 

neurological signalling to the brain to boost awareness and greater vigilance14. 
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2. Related Research

Humans tend to prefer operating in a fast automatic way (System 1) rather than using slow rational processing (System 

2)11. Kahneman’s Dual Process Theory, presents System 1 as an intuitive system of thinking and System 2 as a more

analytical approach10. This kind of duality is often referred to as the ‘root cause’ of problems within the security chain17,20.

The human propensity to want to trust13 and to miss important cues which signal untrustworthiness is also skilfully preyed

upon by cyber criminals using social engineering tactics.

2.1 Phishing Interventions 

Much current research focuses on counteracting biases and on shifting the Internet user to engage System 2 thinking and 

encourage a slower, rational, more controlled response. For example, TORPEDO deactivates links for a few seconds to 

encourage closer inspection of the email19.  An additional factor that may affect the processing of information is when it is 

received, how the information is presented and the presence of other sensory information. People may know what the 

phishing red flags are but spotting them when the mind is concentrating on something else, such as reading an email, may 

affect their ability to identify the phishing techniques.  

2.2 Proposed Intervention 

An online survey displayed the “slow down and frown” image on top of ostensible emails, as shown in Figure 1 for an 

experimental group, to see whether this would improve Phish detection. They were shown 6 emails, with four of these 

using social engineering tactics. They were asked to decide whether the email should be acted upon, or not.  

Figure 1. ‘Slow down and Frown’ Intervention. 

3. “Slow Down and Frown” Intervention Study
Research Question: Does displaying the “Slow Down and Frown” image improve phish detection? 

3.1 Recruiting 

Four hundred and seven participants over the age of 18 were recruited via Prolific Academic and data collection took 

place on 14th July 2021. Respondents were informed that the survey would take 10 minutes to complete, and paid £1.25 
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for their time. Participants in the experimental group saw the “slow down and frown” image. Four hundred and seven 

responses were gathered through a randomisation sampling approach.  

3.2 Parameters 

After giving consent, participants were given a scenario where Sam and Jo are best friends. Jo has sent Sam an email. Jo's 

email address is jokerr@gmail.com. They were asked to judge six emails from Jo (screenshots) and asked whether or not 

they would advise Sam to:  

a) Click on the link;

b) Click on the attachment;

c) Provide personal phone number;

d) Download macros.

Phish & Legitimate Emails: Four emails were Phish, while two were genuine. The order of the emails was randomised. 

The content of the phishing emails ranged between: 

1. Curiosity: easy to spot cues. From email address was wrong: joekerr@gmail.com – as opposed to

jokerr@gmail.com

2. Greed: hard to spot cues. URL had spelling mistake: ‘Ticketmastr’.

3. Urgency: almost impossible to spot: embedded email zoom link was not legitimate – ‘myzoom.com’ was used.

Piloting: Twenty people, including friends and family, were asked to review and complete the survey to improve the 

clarity of the survey questions7. 

3.3 Ethics 

Ethical approval was obtained from the University of Stirling Ethics Committee prior to data collection. To ensure 

anonymity, no identifiable information was collected from participants.  

4. Results 

After cleaning the dataset, 407 responses were retained to support analysis. STATA was used to analyse the data. The 

dependent variable for the study, phish detection score, was the number of correct answers, based on the six emails. To 

test the hypotheses, the regression model of fractional logistic regression was used16 and Chi-square test was used to 

examine differences between the Treatment and Control group.  

The findings suggest that Phish detection is not improved by the presence of the image (chi2 [5] = 2.9713, p=0.704). 

The findings indicate that we cannot reject that there is no association between phishing detection scores and Condition 

groups i.e. Control and Treatment as the test is not significant (chi2 [5] = 2.9713, p=0.704).  
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A further analysis, focusing on questions individually, using binary logistic regression estimates, reveals statistically 

significant results for participants in the experimental group. The results show significantly increased likelihood of spotting 

Phish emails eliciting greed or curiosity. 

5. Conclusion 

The research trialled the ‘slow down and frown’ intervention to improve Phish detection.  The analysis revealed a positive 

relationship between the intervention ‘slow down and frown’ and phish detection rates when emails elicit urgency or 

greed/curiosity. It is important to keep trying to identify effective measures to help people to spot Phishing attacks. If 

organisations embed the “slow down and frown” message in emails that contain links or attachments, our findings suggest 

that Phish detection would improve for certain kinds of attacks.   
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