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A B S T R A C T

Large-scale integration of different renewable energy resources introduces significant challenges to the
protection of microgrids (particularly those that may operate in islanded mode), including variable and low
fault levels, difficulty in operation of main and backup protection with their coordination, and bidirectional
power flow during faults. As a solution to such challenges, this paper presents a novel active protection strategy
for the inverter dominated islanded microgrids that coordinates protection actions with the inverter control
strategy. The proposed scheme dictates specific actions from the inverter interfaced distributed generator
(IIDG) controller to inject specific harmonic components into the microgrid during the fault. Relays throughout
the network detect and analyse the injected harmonic components to identify the faulted section, and take
appropriate isolating actions, without any requirement for relay-to-relay communication. The scheme achieves
selectivity and coordination using definite time delay settings. To verify the performance of the scheme,
a realistic microgrid model incorporating the proposed protection strategy has been developed in MATLAB
Simulink, where a wide range of fault scenarios have been simulated with variations in fault location, type,
fault resistance, line impedance, and different combinations of IIDGs (including with and without connection
of a synchronous generator). Additionally, case studies using a real-time digital simulator (RTDS) platform
have also been conducted to validate the performance of the proposed solution in real-time, with multiple
relays implemented as hardware prototypes running on the OPAL-RT platform — thereby demonstrating the
system operation in a hardware-in-the-loop (HiL) configuration. It is shown that the scheme is highly effective
in detecting and isolating faults, with proper discrimination, stability and provision of backup, under all
investigated scenarios.
1. Introduction

Electrical power systems are experiencing unprecedented change
to meet the very challenging decarbonisation goals as part of the
globally binding directives under the Paris Climate Change agree-
ment [1]. It has been anticipated that in the future, substantial amount
of inverter-based renewable generation will be integrated within power
systems [2] and it is possible that certain subsystems/islands, or ge-
ographical locations of the power system will be 100% powered by
inverter interfaced distributed generators (IIDGs). Microgrids solely
powered by IIDGs can be extremely effective and attractive in terms
of managing and coordinating inverters and their behaviours, provid-
ing access to electricity in remote locations and reducing emissions
from energy systems generally [3]. An overview of several actual
and implemented microgrids is presented in [4], where the majority
of the projects are dominated by IIDGs. Bronsbergen holiday park
in the Netherlands, Aichi project in Japan, and the CESI network
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in Italy are some of the examples of microgrids solely powered by
power electronics-based IIDGs [4]. These IIDGs can provide extended
support to the power system through the actions of the IIDG controllers,
e.g. voltage support, inertia power response, etc. [5]. However, IIDGs
have not properly been utilised for the purpose of supporting microgrid
protection, and protection of a microgrid is often subject to significant
challenges, as outlined in this paper. Therefore, this research proposes
a protection scheme that takes IIDGs connected to the network under
consideration and modifies the behaviour of the controllers of the IIDGs
during faults to facilitate highly discriminative protection.

One of the major challenges for the proper operation of an islanded
microgrid is the difficulties associated with the provision of an effective
protection system [6]. Conventional distribution network protection
schemes, e.g. overcurrent protection, are designed for traditional power
systems, based on the assumption of relatively high fault levels supplied
from an external grid and unidirectional power flow from source to
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consumer (and from source to fault during fault conditions). It is
presumed that during the grid-connected mode in the conventional
power system, standard overcurrent protection will be operational and
fit for purpose. However, the fault current level in microgrids might
be extremely low while operating in islanded mode [6]. Furthermore,
significant integration of IIDGs increases the complexity of microgrid
protection. One of the primary reasons for this is that IIDGs cannot
contribute large fault current due to the limited current capacity of
the inverters’ semiconductor switches [7]. Additionally, the fault be-
haviour of the IIDG is significantly different from that of conventional
synchronous generators (SGs) and can be considered as a constant
current source with limited fault current magnitude [8,9]. Hence,
there is a possibility that faults may not be detected by overcurrent
relays during islanded operation of the microgrid. Moreover, main-
taining coordination between relays using inverse definite minimum
time (IDMT) characteristics could be challenging due to bidirectional
power flow and restricted output current delivered by the IIDGs in the
microgrid during fault conditions. Comprehensive details of challenges
and maloperation of traditional overcurrent protection are discussed
in [10].

Since current magnitude-based schemes i.e. overcurrent relays, re-
closers, and fuses, are most probably not suitable for islanded micro-
grids, several new methods of detecting and locating faulted sections
in such systems have been proposed by other researchers. A critical
review of different protection schemes that are available in the liter-
ature is presented in [11]. For microgrid protection, [12–15] propose
differential current based protection schemes. These schemes require
high-bandwidth communication to exchange data among the relays to
coordinate and properly detect the faults. Hence, these solutions are
deemed not cost-effective nor fully reliable as the failure of commu-
nications may lead to malfunction (or non-availability of protection).
Furthermore, they can be very expensive to implement. The impedance-
based distance protection scheme (usually used in the transmission
lines) may also not be suitable due to microgrids’ inherent shorter
lines with a low impedance that can be predominantly resistive in
nature. A travelling wave-based protection scheme is proposed in [16],
with mathematical morphology being used in the algorithm. However,
the scheme with travelling wave may not be suitable for microgrid
protection due to its requirement of extremely high sampling frequency
for short line lengths, which are commonly seen in microgrids. Also,
there is a possibility that the scheme may not differentiate between a
fault and a non-faulted event due to multiple reflections and refractions
of the travelling wave. Furthermore, voltage-based and total harmonic
distortion-based schemes are respectively proposed by [17,18]. Fault
detection using these schemes is possible, but maintaining coordination
among the relays and locating the faulted section in the inverter domi-
nated microgrids may be challenging. Adaptive protection schemes are
the most researched solutions in the literature [19–21], where settings
of protection schemes are modified based on prevailing conditions,
e.g. network configuration, fault levels, etc. Adaptive solutions may be
suitable for microgrids since the settings of the relays can be readjusted
to reflect changes in the mode of operation (e.g. grid-connected mode,
islanded mode). However, such schemes typically require a central
controller with communication, predefined knowledge of all possible
network configurations, and extensive calculation of power flows and
short circuit levels at different locations in the network. Furthermore,
if network changes or extensions (or new generation) are made, the
overall scheme may need to be reconfigured. Hence, these solutions
may not be practical for microgrid protection.

The majority of the suggested protection schemes in the literature
as discussed above use passive methods, i.e. continuously monitoring
parameter(s) of the network to determine fault conditions. However,
only monitoring voltage or current or both may not solve the pro-
tection issues of the islanded microgrids that are powered solely by
IIDGs. Therefore, different methods of active protection (i.e. inten-
2

tionally injecting or modifying parameters of the network after fault
detection) have also been suggested by [22–24] based on injection of
non-fundamental components along with fault current. Refs. [22,23]
suggest differential protection schemes that change the output fre-
quency of at least one of the IIDGs upon detection of a fault. However,
these solutions require communications functions and facilities to prop-
erly coordinate the relays, which is not cost-effective and could reduce
reliability/security. Similarly, [24] proposes to inject only fifth-order
harmonics through the controllers of IIDGs after detecting a fault and
utilises the droop between fault current and impedance to determine
the magnitude of harmonic injection. However, the scheme does not
address the issue of bidirectional power flow during faults and may
not fully address relay coordination issues.

Therefore, to address the technical challenges regarding the need
for communications, bidirectionality, and low fault current, this paper
presents a communication-free active protection method using the
control strategies of the IIDGs to tackle protection issues of the islanded
microgrids mostly powered by IIDGs. Ref. [25] verifies the practical use
of power electronics-based inverters for sending signals (i.e. injection
of harmonics) through power lines. The protection scheme presented in
this paper builds upon the research concept presented in the authors’
earlier publication [26], which mainly focus on the fundamental con-
cept and preliminary investigation. In this paper, the comprehensive
details of the implementation of the protection strategy, including
fault detection, harmonic component selection, control and current
injection, coordination between the relays, and practical consideration
for application with appropriate examples, are presented, along with
extensive simulation and experimental case studies under a wide range
of fault scenarios to demonstrate and validate the proposed protection
scheme. In this active scheme, controllers of the IIDGs intentionally
modify their injected fault current based on the presence of a fault in
the network. The novelty and key advantages of the scheme can be
summarised as follows:

1. The proposed solution utilises multiple harmonic injections dur-
ing a fault (with each of the individual IIDG injecting a specific
and assigned harmonic) to identify the faulted section of the
network. Injection of multiple harmonics allows the scheme to
be more sensitive and can provide backup protection in networks
with bidirectional power flow. As far as the authors are aware,
this multiple harmonic injection has not been used by any other
protection scheme.

2. Identification of the fault is independent of the fault current
magnitude and the algorithm is relatively simple compared to
other existing or proposed microgrids’ protection schemes in
technical literature.

3. The proposed solution can properly operate with a combination
of synchronous generators and IIDGs, as well as, when individual
generators/IIDGs are out of service.

4. The scheme does not require communication to operate prop-
erly, hence is relatively cost-effective and reliable.

The remainder of this paper is organised as follows: Section 2
explains the principle of operation of the proposed protection scheme;
Section 3 presents simulation case studies obtained from Simulink,
which demonstrate the effectiveness of the scheme under a wide va-
riety of fault conditions; Section 4 illustrates the laboratory based
hardware-in-the-loop (HiL) setup along with results; and finally, Sec-
tion 5 concludes the paper and highlights potential future work.

2. Proposed protection scheme

2.1. Fundamental principle of operation of the proposed scheme

The proposed scheme consists of four main steps that are involved
in the protection of the islanded microgrid. The first step is the fault

detection, when the scheme is initiated. The fault detection is achieved
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through analysis of the symmetrical components of the terminal voltage
on each IIDG (explained in detail in Section 2.3). The second step is
active harmonic components injection. Upon the detection of a fault
by IIDGs, all connected IIDGs in the microgrid intentionally reduce
output current and inject a specific predefined harmonic component
which is superimposed on the output current (details of this process
are discussed in Section 2.4). In the third step, all protection relays in
the network analyse the harmonic content of their locally measured
currents, and based on the detected harmonics, identify the faulty line
in the network (refer to Section 2.5). Finally, in the fourth step, the
relays in the network take appropriate actions to isolate the fault in a
time coordinated manner, i.e. operating either in main or backup mode
(details are discussed in Section 2.6).
3

2.2. IIDG control strategies

To better understand the proposed protection approach, it is helpful
to talk first about the control strategies of IIDGs, as the fault behaviour
of an IIDG is largely determined by its control actions. It is assumed that
each generation unit in the microgrid is interfaced by a three-phase two
level inverter with an LC filter as shown in Fig. 1. Several alternative
inverter control strategies can be applied in practice, including real and
reactive power (PQ) control, voltage and frequency (V/F) control, unity
power factor control, droop control, and others [8]. Depending on their
contribution to system stability, the IIDGs can be categorised either
as Grid FoRming (GFR) or Grid FoLlowing (GFL) [27]. GFL provides
a specific amount of power/current to the grid depending upon the
set-point provided by the operator. GFR, on the other hand, acts as a
Fig. 1. Block diagram of the controllers of IIDGs.
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voltage source and plays an important role in controlling voltage and
frequency of the system.

Therefore, when a microgrid operates in an islanded mode, it is
necessary to have at least one GFR connected to the system. In this
paper, only one of the generating units is assumed to be GFR, and the
rest of the generators are using GFLs. Representative diagrams for both
controllers along with the proposed method for harmonic injection and
fault detection are shown in Fig. 1.

The power source behind the inverter is represented by an ideal DC
voltage source, and the dynamics of the different buck/boost converters
and their controls (before the inverter) are not considered since the
emphasis of this work is on protection of the AC side. It is assumed
that the dynamics on the DC side should not have a significant impact
on the AC side protection, therefore, only inverter characterisation
during the fault has been taken into consideration. A detailed review
of the implementation of different controllers during normal operating
conditions can be found in [27]. The units controlled with GFL have a
current loop that provides independent control of active and reactive
power (green controller in Fig. 1), a PLL, and a PQ outer loop that
provides the current references to the inner loop (marked orange in
Fig. 1).

As mentioned earlier, to maintain voltage and frequency stability in
the islanded microgrid, a GFR controller is used in this paper. The GFR
controller has an internal current controller (marked green in Fig. 1 and
a voltage controller (marked blue in Fig. 1). As the proposed protection
scheme requires a fast harmonic current injection, a controller is added
at the output of the current loop. It is worth mentioning that it is
also possible to inject harmonics through ‘dq’ current control, however,
sing that method of injection would be relatively slower. A detailed
escription of the harmonic injection controller is provided in Sec-
ion 2.4. During a fault, as there will typically be a significant network
oltage reduction, a large reference current will be presented to the
urrent controller. Hence, to limit the output current of the inverter,
current limiter is used in front of the current control loop for both

ypes of control schemes so that the reference current does not exceed
he threshold. This threshold will be defined by the inverter’s maximum
ustained current output, which is usually around 110%–120% of its
ominal output [28]. In this paper, the limit for the fundamental fault
urrent is set to 108% after detection of a fault, leaving a margin of
2% to cater for harmonic injection and to ensure that the overall peak
urrent remains within the 120% range. As a result, during the fault,
oth types of controllers and all IIDGs in the network will behave as
urrent control sources with limited output current.

.3. Fault detection method by IIDG

Before the injection of harmonic components from the IIDGs, the
ault must initially be detected. To achieve reliable fault detection, both
ositive and negative sequence voltages are measured at the terminal
f the IIDGs through the controller of the inverter. The process can be
xplained with reference to Fig. 1 (harmonic injection process). The
hreshold for positive sequence under-voltage element is set to 0.9 pu
i.e. the voltage lower than the threshold sets the output state to high)
nd the negative sequence over-voltage threshold is 0.1 pu (i.e. the
oltage above the threshold triggers the element). Balanced faults will
e detected by the positive sequence voltage, while negative sequence
lement will indicate unbalanced faults. Either threshold being violated
ill trigger subsequent steps of the scheme. The positive and negative

equence thresholds can both be varied.
To cater for non-fault transient under-voltage or phase imbalance

onditions, an intentional time delay of 100 ms is included in each
f the relays before any operation is initiated. This delay results in
onger protection operating times, but it should be noted that fault
learance time requirements in an islanded microgrid are typically not
ery stringent due to the relatively low fault levels and thus limited
4

mpact on electrical equipment. Furthermore, since the vast majority
faults on microgrids are unbalanced in nature, negative sequence volt-
age analysis will safeguard the scheme’s stability during non-faulted
conditions. Furthermore, to coordinate the scheme’s setting with the
existing GB grid code [29] where the minimum voltage level for normal
operation is 0.9 pu, the relay threshold is set accordingly. Finally, the
under-voltage and unbalance threshold settings and time delays, can
all be configured to accommodate specific system conditions and/or
regulation.

In this work, systematic simulation has been conducted, where a
range of resistive faults with increasing value of fault resistance have
been applied at different locations. Furthermore, sensitivity analysis has
been performed, which shows that with the assumed voltage settings
(i.e. 0.9 pu), the scheme is capable of providing a very good level of
dependability to high impedance faults, i.e. the scheme can operate
correctly with fault resistances up to a limit of 60 𝛺, which can be
considered as high fault impedance in a practical 11 kV system.

Upon the detection of fault or triggering of the scheme, harmonic
components are injected. It should be noted that in normal operation
(when there is no fault) no harmonics are injected and hence ℎ_𝑎𝑏𝑐
is set to zero. When a fault is detected a specific magnitude of a
specific harmonic component will be injected by each generator —
the magnitude and nature of the harmonics injected will be clearly
discernible from normal background noise and power quality related
harmonics.

2.4. IIDG injection of harmonic components

Two main criteria, i.e. the order and the magnitude of the har-
monics, must be addressed to ensure appropriate injection of harmonic
components during fault conditions. Theoretically, it is possible to
inject any order of harmonics. However, considering the practical
aspects, in the proposed scheme, lower order harmonics (2𝑛𝑑 , 3𝑟𝑑 and
4𝑡ℎ) are used. Harmonic components higher than 10 are not typically
considered, as the resonant frequency of the LC filter is typically
between 10 times of the grid frequency and half of the converter
switching frequency [30]. Therefore, limiting the injected harmonics
to the 10𝑡ℎ order ensures that no unnecessary filtering of the protection
related frequencies occurs. It should also be noted that it is not essential
for all the IIDGs in the network to inject harmonics. Injection from
IIDGs with relatively high capacity is sufficient as discussed in detail in
Section 2.7. Therefore, in the proposed scheme, injection of harmonics
higher than 10 can be realistically avoided. Finally, inter-harmonics
or other specific frequencies could be used (below the 10𝑡ℎ harmonic)
if a relatively high number of protected lines/circuits with IIDGs are
present in a particular microgrid.

In terms of harmonic magnitude, currently, there is no requirement
or limitation on the magnitude of harmonics during faults from a
regulatory/system operation perspective. However, according to IEEE
standard 519 [31], during the normal operating condition, the max-
imum allowable magnitude of harmonics (low order) is 4% of the
maximum load current. Therefore, to differentiate harmonics during
normal and fault conditions, in this proposed scheme, the magnitude
of harmonics is set to be 10% of the fault current (i.e. 0.12 pu in
terms of rated current as fault current magnitude is assumed to be
1.2 pu). Again, it is important to mention that the proposed scheme
will not inject harmonic components continuously, but only for a short
time, when a fault is detected by the inverters’ controllers. Therefore,
the harmonic injection will not have a large impact on the loads,
transformers, fault ride-through (FRT) requirements of the IIDGs, or
power quality. Regarding FRT, it is assumed that the inverters will
remain connected during a fault following grid code requirements. The
fundamental output current will be reduced only marginally, i.e. by
10% of the rated current. This 10% headroom is then used for harmonic
injection. Therefore, the proposed solution will not be detrimental to
the FRT requirements of inverters. During faults, loads in the vicinity
of the fault may be experiencing significant under-voltages anyway, so
any relatively small harmonic distortion of the current will not have a

significant impact.
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2.5. Detection and identification of faulted line section by relays

In this research, two circuit breakers (CBs) for each section of the
line is used (as demonstrated in Fig. 6) and hence, in this protection
scheme, there are two relays; one at each end of every section of the
line. These relays are categorised into two groups — forward group
relay (FGR) and backward group relay (BGR). The relays upstream of
each line (left hand side) are FGRs, and the relays downstream of each
line (right hand side) are BGRs.

For traditional passive grid-connected radial systems, normally only
one CB at the upstream end (i.e. the end that would be supplying fault
current) of the line is used since there is no contribution of fault current
from the downstream system. However, in future microgrids relying
solely on distributed generation at many locations throughout the net-
work, it will be necessary to use two CBs in a single interconnecting line
due to the presence of multiple IIDGs in the microgrid and bidirectional
power flow during both normal and fault conditions. Therefore, even if
a fault is detected by a relay at one end, there is a chance that current
will be fed to the fault from the downstream position. In that case,
generation will be lost and supply to the other connected loads may also
be compromised. It is important to note that, in the proposed scheme,
no communication between the relays (FGRs and BGRs) is required to
achieve protection coordination among the relays, which is beneficial.
In grid-connected mode, conventional protection and CB arrangements
may be sufficient (but this protection scheme could still also be in
operation to interrupt/isolate IIDGs).

To identify the faulted line section, FGRs analyse the injected har-
monic components from the upstream IIDGs, while the BGRs analyse
harmonic components injected by the downstream IIDGs. The algo-
rithm for fault detection of the proposed solution is presented in Fig. 2.
The harmonic component threshold for relay operation must be greater
than 0.04 pu since as mentioned earlier, during normal operating
conditions, the accepted range of lower-order harmonic presence in an
11 kV system is 4% [30]. Therefore, in this research, the threshold for
the relays in the network is set to 0.08 pu which provides sufficient
headroom to detect a fault and non-faulted situation. Relays can anal-
yse the harmonics of the current through (1), where, 𝑘 is the harmonic
number (e.g. 𝑘 = 1 means fundamental; 𝑘 = 2 is 2nd harmonic, etc.), 𝐼𝑘
is calculated harmonic current magnitude, 𝐼(𝑡) is the measured current
fed to the relay, 𝑓0 is the fundamental frequency of 50 Hz, and 𝑇 is the
period of the input current (inverse of the fundamental frequency, 𝑓0).
The block diagram of the implementation of the relay is shown in Fig. 3,
where, measured current, 𝐼(𝑡), fundamental frequency, 𝑓0, a matrix of
harmonics, 𝑘 = 2; 3; 4; etc., and threshold of the harmonic magnitude,
𝐼𝑡ℎ will be given as input and the relay will provide the tripping signal
as output.

𝐼𝑘 = 2𝑓0

√

(

∫

𝑡

𝑡−𝑇
𝐼(𝑡) sin(2𝜋𝑘𝑓0𝑡) 𝑑𝑡

)2

+
(

∫

𝑡

𝑡−𝑇
𝐼(𝑡) cos(2𝜋𝑘𝑓0𝑡) 𝑑𝑡

)2

(1)

Fig. 2. Relay tripping logic.
5

2.6. Relay coordination

The proposed method utilises definite time characteristics to coor-
dinate the relays. The operating time settings for the FGRs are set in
a way that the most downstream relays operate faster and the most
upstream relays operate slower, with a constant time grading being
applied between two consecutive relays. On the contrary, the BGRs
are set opposite to the FGRs, i.e. the most upstream relays will operate
the fastest, and downstream will operate slower with a constant time
difference.

Inherently longer operating times for certain faults is the major
drawback of using definite time delay coordination, especially in the
case of grid-connected operation where fault current is relatively high
and the potential for damage with sustained faults on the system
increases. However, fault currents are significantly lower during is-
landed mode; accordingly, the slow operation should be more tolerable.
Furthermore, during an upstream fault, the current contribution from
the majority of the IIDGs is quickly eliminated due to the fast operation
of the BGRs. Also, due to restricted output currents of IIDGs during
fault, the fault current magnitudes in the islanded microgrid will be
limited and is not expected to vary significantly with the variation of
fault location. Therefore, the use of IDMT characteristic is unlikely to
provide a reduction in protection operation times, as it would otherwise
be the case in a distribution system with higher fault level (i.e. grid-
connected). Additionally, the use of communication to coordinate the
relays can be costly and may prove unreliable. Thus, in the case of
islanded microgrid protection, definite time characteristic was consid-
ered most suitable. An additional benefit of such time grading approach
is the inherent provision of backup protection functionality.

2.7. Protection operation example and practical considerations

To better understand the operation of the proposed scheme a simple
fault scenario is presented in this section. Fig. 4 represents a small
section of a microgrid with IIDG connected at each end of the line,
where both IIDGs, i.e. IIDG1 and IIDG2 inject different order harmonics
IH1 and IH2 respectively, after detecting the presence of a fault. Faults
are initially identified by IIDGs using the sequence components of the
measured terminal voltage. According to the proposed scheme, during
a fault inside the protected section (𝐹1), relay 𝑅1 will detect IH1,
and relay 𝑅2 will detect IH2, and both relays operate accordingly to
isolate the faulted section. In the case of a fault outside the protected
section, e.g. fault 𝐹2 as shown in Fig. 4, IIDG1 and IIDG2 both will
inject harmonic components towards the relay 𝑅3. Therefore, relay 𝑅2
will not detect the harmonic component IH2 and will not issue a trip,
however, relay 𝑅1 can still detect the fault and can be operated as
backup protection, i.e. 𝑅3 operating fast and 𝑅1 with a time delay.

To further clarify the key assumptions and additional practical con-
siderations of the proposed scheme the following points are included:

1. All of the connected IIDGs in the network inject harmonic com-
ponents during a fault, with IIDGs connected to neighbouring
buses injecting different order harmonics. However, it is also
possible to coordinate the relays (both detecting and identifying
the faulted section) through the harmonic injection from a single
IIDG, i.e. injection of only one harmonic component as shown
in the results of the different combination of IIDG location
(refer to Section 3.6). Injection of harmonic components from
all IIDGs makes the scheme more reliable in case any IIDG(s)
in the network being out of service. Also, in circumstances
where multiple IIDGs connected to a single bus, all of them
might inject the same harmonic component into the system, or a
single IIDG could be selected for harmonic injection during the
fault. Typically, a relatively large-rated generator, expected to
be constantly connected to the network, would be most suitable
for this. In the future, large scale storage units may become
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Fig. 3. Generic block diagram of the proposed scheme’s relay.
Fig. 4. Single section of a microgrid with two IIDGs.
widely accessible in microgrids, and it could be convenient to
inject harmonic components using these units (assuming they
are never at zero state of charge) with the proposed solution
since they should always remain connected to the network,
whether in charging/discharging or ‘‘floating’’ mode.

2. The proposed solution is suitable for the protection of microgrids
with both radial and meshed architectures. However, to protect
meshed networks an additional arrangement is needed. It is
proposed that the scheme would be equipped with fast-acting
sectionalisers/isolators (which could be triggered by overcurrent
or under-voltage element), connected to a suitable point in the
network (e.g. the ‘‘mid-point’’ or where a normally open point
would be located in typical distribution networks). When a fault
occurs on the network (at any location), the isolator would oper-
ate quickly (with a delay of around 0.05 s), thereby separating
the network into radial sub-networks, and then the relays can
operate on the faulted section of the radial networks as explained
in this paper. An example arrangement of the proposed scheme
to protect a meshed network can be explained with the aid of
Fig. 5. A sectionaliser, 𝑅𝑠𝑒𝑐 is installed at the interconnection
point between Busses 1 and 3. When there is a fault in the
network (at any location), 𝑅𝑠𝑒𝑐 is tripped very quickly (with a
delay of around 0.05 s) and other relays will operate as they
would for a radial network, as the network will have been split
rapidly following initial fault detection. Paper [32] presents a
fast mechanical switch that operates very quickly within only a
few milliseconds and this could be utilised in conjunction with
the proposed scheme. Even if the sectionaliser/isolator is not
capable of operating extremely quickly, the operating times of
the proposed scheme could be extended to cater for this. Given
that fault levels in islanded microgrids may be relatively low,
it is probable that a relatively low interrupting rating would be
sufficient for such sectionaliser/isolator. It is also worth noting
that many distribution networks and microgrids are not operated
in a meshed fashion [4] due to the complexity of protection
and the requirement to isolate more customers for every fault,
so it is anticipated that the proposed scheme would mainly be
implemented in radial networks.

3. The scheme is proposed for islanded microgrids (which is as-
sumed to be the predominant mode of operation) where the
6

Fig. 5. Meshed network protection.

relays do not need to communicate with each other to detect
a fault and coordinate properly, and it has been assumed that
a separate method of detecting islanding is in place, i.e. this
scheme does not detect islanded mode but is assumed to be oper-
ational only when the system is islanded. Therefore, it has been
assumed that an overall microgrid management system (which
would only require very simple non-continuous signalling-based
communications) is available, which is typically the case in ex-
isting microgrids, to activate/disconnect the protection scheme
depending on the microgrid’s mode of operation.

4. A fault between FGR and BGR, e.g. fault between relay, 𝑅2
and 𝑅3 in Fig. 4 is assumed to be an internal busbar fault.
Therefore, to clear the fault at such a location, it is assumed
that a separate protection unit is already available at ring main
unit (RMU)/busbar. If the fault is not cleared by the RMU/busbar
protection, the proposed protection scheme still can detect such
faults, e.g. in the case shown in Fig. 4, relay 𝑅1 will detect the
fault and operate accordingly as a backup.
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Fig. 6. Model of the test microgrid for proposed protection scheme’s verification.
Table 1
Parameters for the microgrid model.

Simulation parameters Description and symbol Values

Frequency 𝑓0 50 Hz

AC grid and base voltage 𝑉 or 𝑉𝑏𝑎𝑠𝑒 11 kV

Line impedance 𝑍𝐿𝑖𝑛𝑒 0.0543+j0.0495 Ω∕km

Line length

Line between POI and Bus 1, 𝑙01 0.5 km
Line between Bus 1 and Bus 2, 𝑙12 1.8 km
Line between Bus 2 and Bus 3, 𝑙23 2 km
Line after Bus 3, 𝑙3 1 km

IIDG rating and base power For each generator, 𝑆𝑏𝑎𝑠𝑒 500 kVA

Reference value of IIDGs
IIDG1 400 kVA
IIDG2 100 kVA
IIDG3 50 kVA

LC filter 𝐿 and 𝐶 43 μH and 1.88 mF

Inverter’s DC voltage 𝑉𝑑𝑐 500 V

Inner and outer control loop

Voltage loop proportional gain, 𝐾𝑝,𝑣 2
Voltage loop integral gain, 𝐾𝑖,𝑣 20
Current loop proportional gain, 𝐾𝑝,𝑖 0.3
Current loop integral gain, 𝐾𝑖,𝑖 10

Load rating

Load1 200 kVA
Load2 200 kVA
Load3 100 kVA
Load4 50 kVA
Total Load 550 kVA
3. Simulation based performance validation of the proposed
scheme

To verify the effectiveness and analyse the performance of the pro-
posed solution, several fault scenarios have been simulated in the mi-
crogrid shown in Fig. 6. The microgrid model is developed in MATLAB
Simulink in accordance with IEEE2030.7 [33].

3.1. Overview of the microgrid model

As can be seen from Fig. 6, the microgrid is designed in a way that
it can be operated either in grid-connected mode or islanded mode,
through the controllable switch at the point of interconnection (POI)
to the 11 kV distribution grid. However, since this research focuses
only on the protection of islanded microgrids, during the simulations,
the grid will always remain disconnected. There are three loads and
three IIDGs connected to the network; each bus has one load and one
IIDG. The rating of each IIDG is assumed 500 kVA. IIDG1 is the GFR,
and therefore, controlling islanded microgrid’s voltage and frequency.
IIDG2 and IIDG3 both are the GFLs, and will provide a constant amount
of active and reactive power to the microgrid. Line parameters for the
modelled microgrid are designed based on real distribution lines as
surveyed in [32], and details of the IIDGs are shown in Table 1.
7

Table 2
Injected harmonic components from IIDGs.
Generator Injected harmonic components

IIDG1 2𝑛𝑑 Harmonic (IHC2)
IIDG2 3𝑟𝑑 Harmonic (IHC3)
IIDG3 4𝑡ℎ Harmonic (IHC4)

3.1.1. Selection of harmonics

In this paper, for three IIDGs as presented in Fig. 6, three different
order harmonics are injected into the network during fault conditions.
The injected order of harmonic components by the IIDGs for the micro-
grid shown in Fig. 6 is presented in Table 2. As shown in Table 2, upon
detection of a fault, IIDG1 injects 2𝑛𝑑 harmonic (IHC2), IIDG2 injects 3𝑟𝑑

harmonic (IHC3) and IIDG3 injects 4𝑡ℎ harmonic (IHC4). Current supply
from each IIDG during both normal and fault condition is presented in
Fig. 7. Also, the magnitude of fundamental and harmonic components is
shown in the same figure. As can be seen from Fig. 7, after a three-phase
bolted fault at 𝐹3 (at 0.5 s) each IIDG injects its respective harmonic
component and peak of the fault current remain within the 120% of
the rated capacity.
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Table 3
Relay settings.
Relay Operating time (s) Fault detection condition

𝑅11 0.3 IHC2
𝑅21 0.2 IHC2 or IHC3
𝑅31 0.1 IHC2 or IHC3 or IHC4

𝑅12 0.1 IHC3 or IHC4
𝑅22 0.2 IHC4

3.1.2. Relay settings
To identify and isolate faults, CBs and proposed relays are installed

at both ends of each line section. The relays are split into two groups:
FGRs (𝑅11, 𝑅21 and 𝑅31) and BGRs (𝑅12 and 𝑅22), with each relay
having an associated CB.

From Fig. 6, it is evident that 𝑅11 analyses injected components from
the IIDG1 (IHC2), 𝑅21 analyses components from IIDG1 (IHC2) and IIDG2
(IHC3), and 𝑅31 checks the components of IHC2, IHC3 and IHC4. In the
case of BGRs, 𝑅21 analyses components injected by the downstream
IIDGs, IIDG2 (IHC3) and IIDG3 (IHC4), and 𝑅22 analyses the injected
omponent from IIDG3 (IHC4). The decision making through analysed
omponents and tripping time for all relays are summarised in Table 3.

Different scenarios by varying fault types, location and impedance
re simulated for the validation of the proposed scheme and results for
8

ach scenario are described in the following subsections.
.2. Balanced faults

Three-phase balanced faults (at locations 𝐹1, 𝐹2 and 𝐹3) have been
imulated as shown in Fig. 6 and the operation of the relays (in terms
f tripping outputs) have been recorded with measured fundamental
nd harmonic currents. In order to observe the operation of backup
rotection functionality, none of the faults has been removed from
he system and the CBs have not been opened in response to main
rotection signals so that a full picture of the subsequent (main and
ackup) response of the entire protection system can be observed and
valuated.

While the detailed results are presented for one of the fault cases
nly, all results in terms of operating times of the relays are summarised
n Table 4. For a fault between Bus 2 and Bus 3, 𝐹2, the inputs
fundamental current magnitude along with harmonics) and outputs
f both FGRs and BGRs are presented in Figs. 8 and 9. The fault is
pplied at 0.5 s. From the results, the following observations can be
ade regarding FGR and BGR responses.

For FGRs:

• 𝑅31 does not detect any harmonic, so remains inactive.
• 𝑅21 detects 2𝑛𝑑 and 3𝑟𝑑 harmonics (IHC2 and IHC3), so should trip

at 0.7 s (i.e. 0.2 s after fault inception).
• 𝑅11 detects 2nd harmonic (IHC2), so would trip at 0.8 s (0.3 s after
fault inception) as a backup.
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Fig. 8. FGRs’ input: current measurements with harmonics; and outputs: tripping signals for fault, 𝐹2.
For BGRs:

• 𝑅12 detects 2nd harmonic so remains inactive.
• 𝑅22 detects 4th harmonic component (𝐼𝐻𝐶4), so trips at 0.6 s

(0.2 s after the fault).

3.3. Unbalanced faults

The performance of the system for two types of unbalanced faults is
reported in this section: phase to earth fault and phase to phase. Similar
to the previous case, faults have been applied at different locations of
the microgrid and cases 4–21 in Table 4 show the successful operation
9

of the proposed scheme for all unbalanced faults.
3.4. High impedance faults (HIFs)

The fault resistance at 𝐹3 has been varied to test HIF performance.
Two different types of faults have been simulated at this location, a
balanced three-phase to earth fault and a single phase to earth fault (A-
G). Cases 22–33 of Table 4 show the relay tripping times for different
fault impedances. It can be observed that the scheme can properly
detect and coordinate for HIFs with fault impedances of up to 20 𝛺 for
single-phase to ground faults, and for three-phase faults, the maximum
value of fault resistance that can be catered for is 60 𝛺. Fault can be
detected by the relays for resistances beyond the mentioned value for
single-phase to earth faults, however, coordination among the relays
may be compromised.
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Fig. 9. BGRs’ input: current measurements with harmonics; and outputs: tripping signals for fault, 𝐹2.
3.5. Different line length/impedance

The maximum line length of the tested microgrid is 5.3 km and
the scheme can operate properly within this boundary. In this section,
the capability of the scheme for longer line lengths is tested and the
output is shown in Table 4. From the results for cases 34–40, it can be
concluded that the scheme works perfectly for the lines where lengths
of more than 100 km (which is very high for microgrid). However,
the injected components become highly unstable while line length is
equal to or more than 144.5 km, therefore, even though the scheme
is working, it is been considered the scheme is limited up to this line
length.

3.6. Different combination of IIDG locations

Three different scenarios have been tested for a three-phase fault at
𝐹3 to validate scheme operation for different IIDG locations. Initially,
only IIDG1 is connected and the response, as shown in Table 5, verifies
correct operation. Secondly, IIDG1 and IIDG2 are connected and finally,
IIDG1 and IIDG3 are connected. For all cases, the scheme operates
correctly in terms of both main and backup responses.

3.7. Combination of IIDGs and synchronous generator (SG)

In this simulation, IIDG2 in Fig. 6, is replaced with a conventional
SG model with the same rated capacity of 500 kVA to verify the
operation of the proposed solution when mixed generation comprising
SGs and IIDGs is used in the microgrid. The fault current supplied by
the SG during a fault at 𝐹2 is shown in Fig. 10, along with the harmonic
and fundamental currents measured by relays 𝑅21 and 𝑅22. As can be
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seen in the figure, a fault is initiated at 0.5 s and in response, the SG has
injected a fault current that is 3.6 times the value of the rated current.
However, this high fault current does not have a negative impact on
the harmonic injection through the IIDGs, nor does it limit the ability of
the harmonics to be detected and measured by the relay. Therefore, the
proposed scheme can successfully identify the faulted section and can
take necessary actions to isolate the fault from the network. However,
it is necessary to mention that, to identify the faulted section from
both ends relays, injection is required from both ‘‘ends’’ of the network.
Hence, the location of SGs would have to be between two IIDGs, which
could limit applicability in some specific configurations.

4. Real time hardware-in-the-loop test and results

To further validate the performance of the proposed protection
scheme, an HiL experimental configuration has been established as
shown in Fig. 11, and case studies have been executed using this
arrangement in the laboratory environment. The microgrid shown in
Fig. 6 is implemented in the real-time digital simulator (RTDS) [34] to
emulate the real-time dynamics of the microgrid during both normal
and fault conditions. The input currents of the relays 𝑅21 and 𝑅22
are sent to the OPAL-RT [35] through the Giga-Transceiver Analogue
Output (GTAO) card within the RTDS. Within the OPAL-RT system,
relays, 𝑅21 and 𝑅22 are implemented and the software operates in real
time. The relays analyse the measurement signals received from the
RTDS using the algorithm and relay logic presented in Figs. 2 and 3.
Any tripping signals from the relays are fed back to the RTDS using
the Giga-Transceiver Digital Input (GTDI) card as the inputs to the
simulation, closing the real-time simulation loop.

As shown in Fig. 6, three-phase faults have been simulated at
different locations throughout the microgrid network. The measured

harmonic components and tripping signals of the relays (𝑅21 and 𝑅22)
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Table 4
Verification of the proposed solution under different fault simulations.

Case No. Fault
location Fault type Fault

impedance (Ω)
Fault distance
from Grid (km)

Fault clearing time (s) Correct
operation?CB1.1 CB1.2 CB2.1 CB2.2 CB3.1

1 𝐹3 ABC 0.1 5.3 0.8 – 0.7 – 0.6 Yes
2 𝐹2 ABC 0.1 3.3 0.8 – 0.7 0.7 – Yes
3 𝐹1 ABC 0.1 1.4 0.8 0.6 – 0.7 – Yes

4 𝐹3 A-G 0.1 5.3 0.77 – 0.7 – 0.6 Yes
5 𝐹3 B-G 0.1 5.3 0.81 – 0.7 – 0.6 Yes
6 𝐹3 C-G 0.1 5.3 0.81 – 0.7 – 0.6 Yes
7 𝐹3 A-B 0.1 5.3 0.77 – 0.7 – 0.6 Yes
8 𝐹3 B-C 0.1 5.3 0.84 – 0.7 – 0.6 Yes
9 𝐹3 C-A 0.1 5.3 0.83 – 0.7 – 0.6 Yes

10 𝐹2 A-G 0.1 3.3 0.77 – 0.7 0.71 – Yes
11 𝐹2 B-G 0.1 3.3 0.81 – 0.7 0.74 – Yes
12 𝐹2 C-G 0.1 3.3 0.81 – 0.7 0.71 – Yes
13 𝐹2 A-B 0.1 3.3 0.77 – 0.7 0.74 – Yes
14 𝐹2 B-C 0.1 3.3 0.84 – 0.7 0.75 – Yes
15 𝐹2 C-A 0.1 3.3 0.83 – 0.7 0.73 – Yes
16 𝐹1 A-G 0.1 1.4 0.83 0.64 – 0.72 – Yes
17 𝐹1 B-G 0.1 1.4 0.82 0.61 – 0.71 – Yes
18 𝐹1 C-G 0.1 1.4 0.77 0.62 – 0.71 – Yes
19 𝐹1 A-B 0.1 1.4 0.77 0.62 – 0.73 – Yes
20 𝐹1 B-C 0.1 1.4 0.77 0.66 – 0.76 – Yes
21 𝐹1 C-A 0.1 1.4 0.77 0.64 – 0.74 – Yes

22 𝐹3 ABC 1 5.3 0.8 – 0.7 – 0.6 Yes
23 𝐹3 ABC 5 5.3 0.79 – 0.72 – 0.62 Yes
24 𝐹3 ABC 10 5.3 0.79 – 0.72 – 0.62 Yes
25 𝐹3 ABC 15 5.3 0.79 – 0.72 – 0.64 Yes
26 𝐹3 ABC 20 5.3 0.79 – 0.72 – 0.64 Yes
27 𝐹3 ABC 30 5.3 0.79 – 0.72 – 0.64 Yes
28 𝐹3 ABC 50 5.3 0.79 – 0.73 – 0.64 Yes
29 𝐹3 ABC 66 5.3 0.79 – 0.73 – 0.73 Yes
30 𝐹3 A-G 1 5.3 0.81 – 0.7 – 0.6 Yes
31 𝐹3 A-G 10 5.3 0.81 – 0.7 – 0.6 Yes
32 𝐹3 A-G 15 5.3 0.78 – 0.75 – 0.64 Yes
33 𝐹3 A-G 20 5.3 0.81 0.76 0.92 – 0.64 No

34 𝐹3 ABC 0.1 14.3 0.8 – 0.7 – 0.6 Yes
35 𝐹3 ABC 0.1 24.3 0.8 – 0.7 – 0.6 Yes
36 𝐹3 ABC 0.1 34.3 0.8 – 0.71 – 0.6 Yes
37 𝐹3 ABC 0.1 44.3 0.8 – 0.71 – 0.6 Yes
38 𝐹3 ABC 0.1 54.3 0.8 – 0.71 – 0.62 Yes
39 𝐹3 ABC 0.1 64.3 0.8 – 0.71 – 0.62 Yes
40 𝐹3 ABC 0.1 144.3 0.82 – 0.71 – 0.62 No
Fig. 10. Simulation results for combination of IIDGs and SG.
in response to simulated faults at three selected locations are shown in
Figs. 12–14. As can be seen from Fig. 13, a fault has been initiated at
0.4 s and both relays issue a tripping signal at 0.6 s (0.2 s after the
fault inception) for a fault at location 𝐹2. For a fault at 𝐹1, only relay
𝑅22 issues a tripping signal at 0.6 s (0.2 s after the fault inception),
under the assumption that relay 𝑅12 (which is not included in the
HiL arrangement) has not issued any tripping signal at 0.1 s. Finally,
for a fault at location 𝐹 , relay 𝑅 issues a tripping signal at 0.6 s,
11

3 21
again under the assumption that 𝑅31 (which is not included in the HiL
arrangement) has not issued any tripping signal at 0.1 s.

5. Conclusion and future work

This paper has presented a novel communication-free active unit
protection scheme to detect and isolate faults to address protection
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Fig. 11. HiL testing setup in laboratory.

Fig. 12. HiL test results for a fault at 𝐹1.



International Journal of Electrical Power and Energy Systems 142 (2022) 108125

13

M.A.U. Khan et al.

Fig. 13. HiL test results for a fault at 𝐹2.

Fig. 14. HiL test results for a fault at 𝐹3.
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Table 5
Results of different combination of IIDG location with a three-phase fault at 𝐹3.

Case No. Connected generators Fault clearing time

IIDG1 IIDG2 IIDG3 CB1.1 CB1.2 CB2.1 CB2.2 CB3.1

41 On Off Off 0.8 s – 0.7 s – 0.6 s
42 On On Off 0.8 s – 0.7 s – 0.6 s
43 On Off On 0.8 s – 0.7 s – 0.6 s

challenges in islanded microgrids dominated by IIDGs. With the pro-
posed protection method, the IIDGs are configured to inject specific
harmonic components (which are different and for individual inverters)
during fault conditions. A specific harmonic component with a mag-
nitude of 10% (of fault current) is injected during the fault by each
inverter. The relays in the network detect and isolate the faults, based
on the harmonic analysis of the recorded current signals. A wide range
of fault scenarios have been tested and demonstrated, including varying
location and type of faults, varying line and fault impedance, testing
for different combinations of connections of IIDGs with and without
connection of SG. The scheme operates correctly for all tested scenarios.

Future work should include further investigation of practical imple-
mentation and application of the proposed scheme, in order to ascertain
real world performance, the limits (e.g. in terms of the number of
inverters/generators that can be used in a system), possible issues
associated with harmonic limits/interference/resonance. Furthermore,
investigation into how the fault detection methods employed in the
IIDG controller may be optimised or improved will be undertaken. This
could include using different logical combination of low voltage, unbal-
ance/negative/zero sequence currents and rate of change of voltage to
achieve the optimal balance between dependability and security of the
proposed scheme.
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