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Highlights

o Airports have been constantly evolving and adopting digital technologies to improve operational efficiency,
enhance passenger experience, generate ancillary revenues and boost capacity from existing infrastructure.

o The COVID-19 pandemic has also challenged airports and aviation stakeholders alike to adapt and manage new
operational challenges such as facilitating a contactless travel experience and ensuring business continuity.

o Digitalisation using Industry 4.0 technologies offers opportunities for airports to address short-term challenges
associated with the COVID-19 pandemic while also preparing for future long-term challenges that ensue the crisis.

o Through a systematic literature review of 102 relevant articles, this article discusses the current state of adoption
of Industry 4.0 technologies in airports, the associated challenges as well as future research directions.

O The results of this review suggest that the implementation of Industry 4.0 technologies is slowly gaining traction

within the airport environment, and shall continue to remain relevant in the digital transformation journeys in
developing future airports.
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Abstract:

Airports have been constantly evolving and adopting digital technologies to improve operational
efficiency, enhance passenger experience, generate ancillary revenues and boost capacity from existing
infrastructure. The COVID-19 pandemic has also challenged airports and aviation stakeholders alike to
adapt and manage new operational challenges such as facilitating a contactless travel experience and
ensuring business continuity. Digitalisation using Industry 4.0 technologies offers opportunities for
airports to address short-term challenges associated with the COVID-19 pandemic while also preparing
for future long-term challenges that ensue the crisis. Through a systematic literature review of 102
relevant articles, we discuss the current state of adoption of Industry 4.0 technologies in airports, the
associated challenges as well as future research directions. The results of this review suggest that the
implementation of Industry 4.0 technologies is slowly gaining traction within the airport environment,
and shall continue to remain relevant in the digital transformation journeys in developing future airports.

One Sentence Summary: Industry 4.0 technologies have potential to revolutionize the future of airports.

Keywords: Industry 4.0; Airport 4.0; Airport; Technology; Technologies; Adoption; Structured
Literature Review; SLR; Digital Transformation; Digitalisation; Aviation 4.0; Aviation; Aerospace;
Robotics.

1. Introduction

Airports are the first touchpoints for passengers whenever they transit or arrive in a destination
country by flight. With the expected increase in passenger and cargo traffic in the longer term, airports of
the future will face the challenge of delivering the same level of service excellence with increasingly
strained resources. These service parameters include, but are not limited to flight punctuality rate, ground
handling competence, air transportation safety, etc (/). Furthermore, the ongoing COVID-19 pandemic is
also changing the way airports operate in terms of new health and safety guidelines such as introducing
safe distancing measures and enhanced cleaning and disinfection of terminals (2).

Technology offers opportunities for airports and aviation stakeholders to address immediate
operational challenges associated with the COVID-19 pandemic while preparing for a post-COVID-19
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world. Apart from capacity expansion efforts, airports have also taken the route of digitalisation to
achieve the objectives of improving operational efficiency, enhancing passenger experience, generating
ancillary revenue and boosting capacity from existing infrastructure (3). The technologies adopted such as
wireless sensor networks (WSN) to monitor airfield lightning systems (4) and service robots for
wayfinding (5) are closely associated with Industry 4.0 (I4.0) technologies used in manufacturing systems
(6). This has led to the development of related alias such as Airport 4.0 to describe the next generation of
digitally transformed airports (3).

This review examines the state-of-the-art in the adoption of 4.0 technologies in airports through a
systematic literature review, and identifies associated challenges and future research directions in this
field.

The rest of this article is structured as follows. Section 2 provides background of 14.0
technologies. Structured literature review (SLR) methodology is presented in section 3. Based on the SLR
results, section 4 discusses the state of the art of Airport 4.0 before analysing the challenges in adopting
14.0 technologies in airports in section 5. Section 6 charts the way forward for Airport 4.0.

2. Industry 4.0 technologies

“Industrie 4.0” (or Industry 4.0 or 14.0) was first introduced by the German government in 2011 as
part of the “High-Tech Strategy 2020 Action Plan” (7). 14.0 signifies the advent of the fourth industrial
revolution which involves an overhaul of traditional manufacturing environments by incorporating
advanced digitalization (8). This transformation is characterized by the development and proliferation of
Cyber-Physical Systems (CPS) which connects physical operations with computing and communication
infrastructures through networking, thereby enabling manufacturing and service innovations (9, 10).

By nature of its definition, 14.0 is commonly associated with the manufacturing industry. The term
“smart factories” is used to refer to factories with intelligent CPS that produces material goods in a highly
mechanised and automated manner, thereby achieving high levels of productivity and operational
efficiencies (/7). 14.0 technologies have revolutionised traditional manufacturing environments by
achieving flexibility and higher automation such as through the use of virtual reality (VR) for the design
and simulation of a human-robot production system (/2), and for future-proofing against future
disruptions and changes(/3). More recently, these 14.0 applications have brought about capacity and
efficiency improvements to meet the short-term demand for medical equipment during the COVID-19
pandemic (/4), and allow for the modelling of population movements and the spread of diseases using big
data (15, 16).

Aside from manufacturing applications, 14.0 technologies can be applied in service industries as
well, which was consistent with the concept of servitisation where both service and manufacturing
companies alike can provide customer-focused collection of goods, services, support, self-service and
knowledge to establish a competitive advantage among other players (/7) .

There is no consensus in literature in defining the technologies that make up 14.0 (/8), including
variations in the number of categories that 14.0 technologies fall into (6, /9). To reduce ambiguity, this
article will classify the 14.0 technologies into seven categories based on technology functionalities (/8) as
seen in Table 1. The functional classification was preferred due to the interdisciplinary nature of the 14.0
concepts and technologies which makes it difficult to provide clear distinctions among them (/8).
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Table 1: Key Industry 4.0 functional categories and their related technologies

Functional category

Description

Related technologies

Data analysis & processing

Technologies used for information processing.

Machine learning, data mining, artificial
intelligence, authentication, blockchain

Simulation, visualisation &

=
@l modelling

Technologies used for increased perception, visualisation
and utilisation of information.

Augmented reality (AR), virtual reality (VR),
simulation, digital twin, building information
modelling (BIM)

Cloud computing

Technologies to enable the delivery of computing services
over the Internet.

Cloud storage databases, servers, cloud-based
collaboration tools

Mobile smart devices

N

Technologies that are portable and makes use of mobile
terminals for accessing information.

Smartphones for accessing digital channels,
tablets, smart glasses, wearables

XN
@1
~°

Internet of Things (IoT)

Technologies that make use of intelligent devices and
sensors for communication and presentation of
information.

Sensors such as RFID, LIDAR, etc, wireless sensor
networks (WSN), location detection technology,
5G networks

Additive manufacturing

&

3D printing technology for product development and
customisation of goods on a large scale.

3D printing

[ = Cyber-physical systems (CPS)

Systems or networks that make use of autonomous
elements involving human-machine and machine-machine
interfaces to coordinate and automate processes.

Robots, automatic guided vehicles (AGVs)/
automated vehicles (AVs), self-service
technologies (SSTs)

3. Methodology

To understand the current state of adoption of 14.0 technologies in airports and the associated
challenges, a systematic literature review (SLR) was conducted using a 3-step methodology adapted from
frameworks proposed in literature (20, 21). The overall methodology for the SLR and the search string

used are illustrated along with the key outcomes of each stage (Fig. 1).

After the 3-step process, 102 papers were identified to be evaluated in full. These papers have
clearly explained research methodologies, research results and are relevant to the research topic. Table 2
shows a representative part of the document used to capture information from the papers reviewed.
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Q1:What is current state-
of-the-art in the adoption
of 14.0 technologies in
airports?

Q2: What are the
challenges for adopting 14.0
technologies in the airport
environment?

Q3: What are the future
research directions in the
area of adopting 14.0
technologies in airports?

Records identified through
database searching
(n=19,247)
Papers excluded
(n=8,980)

Papers after refinement
(n=10,267)

Papers excluded
(n=9766)

Papers after title screening

(n=501)
Papers excluded due to

D (13), NR-1(11) and
NR-2(275)
(n=299)

Papers after abstract
screening
(n=202)

Papers excluded due to
LR-1(27), LR-2(13),
LR-2(39)

Papers after introduction & (n=179)

conclusion screening
(n=123)

[
Papers after evaluation Papers excluded
(n=102) (n=21)

Fig. 1. Overall methodology for systematic literature review.

4. Airport4.0

Establishing clear definitions provide the fundamental starting ground for research. Out of the
papers reviewed, only four papers mentioned the term “Airport 4.0” in the title, abstract, list of keywords
or the general content (Table 2). The authors discussed applications involving data analytics and sensor
technologies (22, 23) and emphasised data analytics as a core capability of Airport 4.0 by illustrating a
range of technologies that support the objectives of improving efficiency of airport operations, enhancing
passenger journey and creating ancillary revenues (3). From these papers, it is evident that the term
Airport 4.0 is used as a broad term to imply advancement and adoption of technologies in airports, with a
weak reference to the associated term “Industry 4.0”.

Despite a lack of academic publications that mention Airport 4.0, 14.0 technologies have
increasingly been adopted in airports around the world across various airport functions.
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Table 2 (part 1). Review of literature on Industry 4.0 technologies in airports. Representative sample of key information captured from

reviewed papers.

Authors Year

Description of application

Technology

Application area

Challenges in adoption

Future research directions

Lambelho et al. 2020

Zhang and Xue 2019

Huang et al. 2019

Negri et al. 2019

Kovynyov and
Mikut e

Groskreutz et al. 2019
Cho and Kwag 2019
Di Vaio and 2019

Vamiale

Thomopoulo et 5.0
al,

Conversy et al. 2018

Hittenschwiler 55,0
et al.

Using machine leaming to predict whether strategic

scheduled flights will be delayed/ cancelled

Using Data mining methods {Association, clustering) to
identify areas of improvement in airport to assess

comprehensive airport ground support capability

Using Data (wifi positioning data) to portray passenger
behaviour in terminals, model and predict occupancy/

dwelling time in terminals to manage energy
consumption

Biometric technology for airport self-service check-in

Digital technologies in airport ground operations

Using big data analytics (data from ADS-B antenna) to

determine taxi congestion locations

Using big data analytics for flight demand forecast for

terminal planning

Blockchain technology for integration of information and

data for air traffic management

Deep leaming for isk-based security assessment of

passengers

Cyber-physical system involving the use of a domain-
specific graphical language to author and operate air

traffic control operations

Explosive detection systems for cabin baggage screening
(EDSCB) as a diagnostic tool for airport security X-ray

screening and for automatic decision

Data analytics {machine

leaming)

Data analytics {data mining)

Data analytics, sensar

technologies, 1aT

Biometric technology, SST

55T, AV's, Biometrics, RFID, 10T

Data analytics

Data analyftics

Blockchain

Deep leaming, data analytics,

simulation

CFS, human-machine

interface

Data analyrics (Al)

Air traffic control
and management

Airside operations

Airport terminal
operations

Airport terminal
operations

Airport terminal
operations, Airside
operations, Airport
logistics

Airside operations

Airpart planning,
design and
construction

Airside operations

Alrport security

Air traffic control
and management

Airport security

Accuracy of prediction (limited by features
selected )

Need for customisation (Results are specific to
the particular airport depending on data)

Data limitation (Wifi positioning data is still
limited in resolution and vulnerable o neoise)
MNeed for customisation (Parameters needs to be
recalibrated for different terminal features)

High initial investment, privacy concems, Need
for accompanying technology/ processes,
cooperation of multiple stakeholders), need for
usability tests

Technology readiness (3ome technologies
belong to low technology readiness levels), so
continued trials are necessary

Data storage {(cumbersome, expensive, time-
consuming)

Data limitations (Forecasts are dependent on
assumptions made in parameters used)

Technology disruptions, Need for relevant skills

Compliance with privacy standards, Need for
continued trals {validation of performance of
rechnology when adopted), Financial
investment, technology limitations (lack of
sufficient data, assumptions used,
determining the right parameters)

Need for customisation (Results are specific to
the particular airport depending on data);
Technology limitations {accidental actions
miggered by humans/ high impact decisions
made by automation ), Need for specialised
skills and training {May not have proficiencies
[0 program automation in ATCO)

Technology limitation (high false alarms), User
receptivity {cry wolf effect for experienced
screeners)

Improve accuracy by including more
features into prediction model.
Generate strategic insights (of impact
from cancellations)

Apply similar method on data of
other airports

Expand scope of application

Expand perception study of
passengers towards biometric SSTs to
other airports

Quantitative crieria for evaluation of
technologies in airports, Incorporate
uncertainty into forecasting and
planning, Multi-objective
optimisation, Create new business
models from collected data

Expand scope of application {runway
occupancy time analysis, rapid
exitway prediction, etc)

Include more parameters in model

Expand scope of analysis to include
mare airports.

Include more parameters in model.
Use real-world data

Further tests and trials. Expand scope
of application to ather airports

Further tests in an operational
environment
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Table 2 (part 2). Review of "Airport 4.0" literature.

Authors Year Title Description Research Methodology Reference to Airport 4.0

Proposed methodology to prioritise success factors of Moderate. Airport 4.0 and Aviation 4.0 used
aviation 4.0 among 3 airline companies using MCDM Literature review to describe the era of digital transformation
methods inline with Industry 4.0

Analysis of success factors in aviation 4.0 using

Buydkoekan et 2020 integrated intuitionistic fuzzy MCDM methods

Pilot trial in Heathrow airport to collect real-time high
Innovative airport 4.0 condition-based maintenance frequency vibration data for baggage carts to facilitate
system for baggage handling DCV systems predictive/ condition-based maintenance of baggage
handling system.

Limited. Airport 4.0 is only mentioned in

Koenig eral. 2019 title.

Case Study

Moderate. Airport 4.0 used as a section
header with no clear defintionand as a

Case Study diagram label with a suite of technologies
to achieve operational efficiency, passenger
journey and retail ancillary revenue.

Challenges in adopting digital solutions adopted across

Zaharia and Pie 2018 Challenges inairport digital transformation different areas in Henri Coanda International Airport

Overview of recent projects in Frankfurt airport that made
use of predictive analytics to improve passenger flow
management, optimising aircraft positioning and forecast
retail revenue.

Hub airport 4.0 - How frankfurt airport uses
Felkel efal. 2017 predictive analytics to enhance customer experience
and drive operational excellence

Limited. Airport 4.0 is only mentioned in

Case Study itla
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4.1 Passenger handling services

The use of mobile devices (iPad) has greatly enhanced customer service by providing
a personalized touch for each passenger. Airport agents have begun using digital tablets to
provide real-time access to passenger information in order to better assist them with their
queries (e.g. flight time, baggage information, etc) (24). Mobile devices can also be
incorporated in a wider loT-based smart airport solution where passengers and airport
employees can access digital channels or airport mobile applications to track luggage,
manage waiting time, car parking, etc (25). This smart airport solution involves an extensive
IoT network with multiple sensors (e.g. line queue sensor, car parking sensor, etc) to collect
data, the use of Al to analyse data and respond accordingly, as well as the use of cloud
services to facilitate data management and application processing (25, 26). Passengers’
mobile devices can also be a platform to crowdsource data to identify delays and points of
congestions within the terminal, and provide insights on how the allocation of resources can
be better optimized. For example, data from Bluetooth-enabled mobile devices at George
Bush Intercontinental Airport was used to identify security operations as a source of
congestion (27). A model was also developed to predict occupancy and dwelling time of
passengers in Shanghai Hongqiao International Airport based on Wi-Fi indoor positioning
data (28).

Social robots are used as a method to assist passengers with wayfinding in airports
(29). The SPENCER project was launched in the European Union (EU) to develop a mobile
robotic platform to guide passengers at Amsterdam Schiphol airport from their arrival gates
to passport control. The use of Inverse Reinforcement Learning enabled the SPENCER robot
to be socially aware by behaving in accordance to social norms when approaching passengers
(30). Aside from social robots, autonomous cleaning robots have also been developed and
used for the cleaning of airport terminals and terminal exteriors (37).

Cloud computing also facilitates the implementation of Self-Service Technologies
(SSTs) in airports such as the common use self-service (CUSS) kiosks for check-in as well as
airport retail or information kiosks for product search, wayfinding and gift registry, etc (32).
Overall, SSTs facilitates seamless passenger processing in airports and can potentially reduce
the operating costs for airports by 95.6% per passenger as compared to standard check-in (33,
34). Furthermore, a survey study has revealed that SSTs contribute to improved passenger
satisfaction by allowing passengers to feel more confident about technologies that allow them
to retain control and independence (33).

4.2 Commercial services

Commercial activities within the airport make up the non-aeronautical revenue stream
of airports, which can take up as much as 45 percent of the airport’s total revenue such as in
the case of Asia-Pacific airports on average (35, 36). These activities include retail, food-and-
beverages (F&B) and duty-free concessionaires, car-parking and leasing of office spaces
(35). Frankfurt airport’s Smart Data Lab made use of predictive analytics to forecast retail
revenue based on passenger count and time, and also investigate how aircraft positioning
plans can be optimized to influence shopping behaviour and increase retail revenue (22). This
provides opportunities for the airport to explore business opportunities for the exclusive or
prioritized use of certain terminal areas identified as “prime” retail spots (37). The use of data
analytics on passenger data enables the profiling of passenger attributes such as
demographics and behaviours. These profiles can be further segmented and used for targeted
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marketing by airport concessionaires to push retail advertisements to passengers’ mobile
devices (38).

Technology and digital platforms also show prospect for creating airportainment
services to enhance passenger experience and improve retail revenue, such as the use of
virtual shopping platforms and smart sensory panels for advertising (39). In 2013, Changi
Airport Group launched iShopChangi, an e-commerce platform that allows passengers to
shop for duty-free products at the convenience of Internet-enabled devices, thus capturing a
wider target audience such as the increasingly tech-savvy millennials (40, 41). Blockchain
technology enhances the security of the personal data provided by passengers, which may
encourage passengers to share more data in exchange for personalized recommendations of
products and services. The use of Al in developing chatbots allow passengers to receive
recommendations of products and services at different stages of travel, including on e-
commerce platforms for airport retail (42).

4.3 Airside ground operations

Airside ground operations refer to services that are required by airlines between
landing and departure of the aircraft (43). The airside environment contains assets which
need to be regularly maintained to ensure operational safety. [4.0 technologies help to
improve the efficiency of operations within the airside environment.

Cameras and sensors placed in the airside environment (e.g. transponders, antenna,
array, radar, light detection and ranging (LIDAR), and piezoelectric sensor network) can be
used to replace visual inspections in airport surface area surveillance (ASAS) for
maintenance, the monitoring and detection of foreign object debris (FOD), aircraft and
human movements, early fault detection, etc (44—49). When coupled with artificial
intelligence and video surveillance, airside operations can be closely monitored to ensure an
efficient and safer operating environment in the apron. For example, the use of video data and
clustering algorithms allow the surveillance system to detect the presence and absence of
wheel chocks for specific aircrafts parked in the apron and raise alerts when necessary (50).
The real time sensor data obtained is useful for maintenance such as in monitoring the
structural performance of airport asphalt pavement using Fiber Bragg Grating (FBQG)
measurement technology and providing possible avenues for predictive maintenance (517, 52).

Analysing available data from the airside can also improve the efficiency of airside
operations. Based on data collected regarding weather and flight operations, Frankfurt
airport’s Smart Data Lab used predictive analytics to predict the arrival time of aircrafts at the
parking stand. This facilitated on-time services by ground handlers to manage aircraft
turnaround activities (e.g. baggage unloading, freight unloading, etc) which reduced the
waiting time for passengers and also reduced the cost of ground handlers due to idle capacity
(37). Furthermore, the data collected in the airside can be further processed using algorithms
to optimize airside operations such as improving the ecological impact of de-icing practices
in airports, minimizing taxiing time and fuel consumption of taxiing aircraft, etc (53, 54).
Airside data can also be used to develop metrics such as runway utilization, average taxi-out
times and departure spacing efficiency to assess and quantify airport performance, thereby
generating insights for improvements (55).

Autonomous robotic vehicles provide an alternative to human labour for ground
operations, including aircraft-towing, cargo-handling and passenger transport (56). These
autonomous robot applications can also be extended to involve multiple robots. A JAVA
simulation of a multi-robot control system involving a LadderBot (ladder for passenger
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boarding), LuggageBot (for luggage delivery to plane) and PassengerBot (to transport
passengers from terminal to plane) was carried out to assign tasks to the available robots
based on a set of criteria (57). The simulation results show more than 70% reduction in total
operation time from the collective action of multiple robots as compared to a single robot
operation. Germany’s Frankfurt Airport trialled the use of taxiing robots (“TaxiBot”) for the
autonomous taxiing of aircrafts from the apron to the runway. These TaxiBots incorporate
sensors to detect obstacles such as airplanes, people and vehicles to prevent collisions (58).

4.4 Air traffic control and management

Air traffic control and management is traditional reliant on humans due to safety
concerns. Given the increasing air traffic and operational complexity, air traffic control and
management can benefit greatly from the use of automation alongside humans by
corroborating with the judgement of air traffic controllers (ATCOs) (59, 60). For example,
the use of a neural network as a nowcasting tool based on sonic detection and ranging
(SODAR) data allows for the forecast of low wind profiles to help ATCOs make rapid and
correct decisions on runway utilisation while considering air traffic flux optimisation and
safety requirements (60). Data mining methods were used on historical datasets regarding fog
observations at Paris Charles de Gaulle airport to develop a fog nowcasting model to allow
air traffic controllers to mitigate adverse visibility conditions in advance (67). A winter
weather forecasting system WHITE (Winter Hazards in Terminal Environment) was
developed using meteorological data to nowcast and estimate the beginning and duration of
hazardous winter weather conditions in Munich Airport to facilitate decision making by
traffic controllers. Furthermore, WHITE integrated a participatory sensing approach
involving the use of high-capacity sensor-equipped mobile phones as ubiquitous sensing
devices of meteorological parameters (62).

Data analytics and machine learning also allow for the development of models to
predict departure capacities, taxi-out times, arrival/departure delays and runway configuration
decisions considering different influencing factors such as weather, etc. This information can
improve flight planning in airports to reduce potential flight delays and passenger backlogs
(38, 63—66). Aside from providing real-time information for air traffic control, the
availability of data from ground-traffic surveillance system also allow airport operators to
determine quantitatively if the risk of runway overrun in the airport is valid and mitigate the
risks if necessary (67).

The use of ADS-B data which determines an aircraft’s position via satellite navigation
allowed researchers to reconstruct the taxiing route of aircrafts in Guangzhou Baiyun airport
and identify environmental factors that cause taxiing delays. These allowed for the
construction of models to optimize aircraft taxiing schemes in the airport to reduce taxiing
delays, which are a major cause of flight delays (68). By combining ADS-B data with video
monitoring data using data fusion methods, aircrafts in apron can be automatically labelled
for better monitoring and control of ground traffic (69).

4.5 Airport logistics

Airport logistics involves the movement of goods and includes activities such as
cargo handling, baggage handling and catering handling.

The integration of radio-frequency identification (RFID) and WSN allows for the
establishment of a cargo monitoring system that can achieve real-time tracking and
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positioning of airport cargo to facilitate smooth operations (70). RFID can also be used for
the tagging of luggage with the information collected being stored in an IOT cloud server for
easy retrieval of data at different airports. When integrated with mobile applications,
passengers can use their mobile devices to accurately track the location of their luggage and
reduce instances of lost luggage (71, 72). A similar alternative to luggage tracking used a low
power luggage localization system which involves a battery-operated smart tag that sends
real-time tracking information to the passenger’s mobile application or smart wearable (73).

The transport of baggage in airports are facilitated by baggage handling systems
(BHS) which transport baggage on carts at high speeds. Heathrow Airport carried out a pilot
trial using IOT sensors and data analytics for predictive maintenance of baggage carts in the
BHS (23). The use of mobile devices can also improve the efficiency and ease of BHS
maintenance operations. Four activities relating to BHS maintenance (arrival to site,
utilization of field manuals, preparation of test sheet and preparation of error report) were
identified that can be incorporated into mobile devices (74).

4.6 Airport planning, design and construction

As the aviation industry adapts to the evolving needs of passengers in the 21st century
(post COVID-19), it adds to the already complex and fragmented systems within the airport
environment. Airport infrastructure is highly varied and complex, including but are not
limited to terminals, apron, runways, carparks, roads, air traffic control tower, etc. The assets
and infrastructure networks in an airport needs to be carefully designed in order to meet the
operational requirements of the airport (75, 76).

Building Information Modelling (BIM) provides a digital 3D representation of the
physical and functional characteristics of the facility. It is instrumental as an 14.0 technology
to facilitate the collaboration and virtual designing of airport infrastructure by all project
stakeholders, thereby achieving greater efficiency and productivity in project management
(77). Aside from visualization, BIM integrates the digital model with information to allow for
the simulation of operations and building models, as well as program optimization and spatial
design optimization (78). An example is the use of BIM in modelling engineering systems
within the terminal building, piers, air traffic control (ATC), runways and sitewide facilities
for Istanbul New Airport (INA), which is an international airport in Turkey that was claimed
to be the largest airport in the world when completed (Gao, 2018). In the INA project, mobile
devices (iPads) were also used during airport construction, allowing ready access to cloud-
based collaboration tools (Autodesk BIM 360 field, BIM 360 Glue) for project management,
quality control and assurance management, etc (75).

Simulation technology can create a virtual environment that can facilitate airport
planning and design. The use of gaming technology was explored to develop a multi-agent
crowd simulation model of a terminal in London Gatwick airport considering unique traits of
airports such as time pressures, travelling purposes and heightened emotions (79). The
simulation was able to generate believable and intelligent crowds at an interactive frame-rate.

The availability of ground traffic surveillance systems data can also be used for
airport master planning to assess the capacity of the airport. The data can be analysed to
better understand runway traffic and derive the relevant factors that affect runway
throughputs (67). Based on historical air traffic data, an airport based queuing network model
was developed to simulate delay propagation across the European Air Traffic Network and
derive the “breaking point” of an airport (80), which is defined as the critical capacity value
of the airport below which there is a sudden sharp increase in total delay. Furthermore, the
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available data can be used in computer simulation to allow airport planners to better predict
the future tendency of the airport system. The use of simulation is prevalent in airports to
simulate a range of applications in the airside (flight delays, runway systems, taxiway
systems, etc) and the terminal (passenger flow, baggage handling, etc) (87). For example, a
simulation model was developed based on current traffic data and weather conditions of
Lelystad airport to determine future capacity and performance of the airport (82). Such
insights are useful for the master-planning of airports to inform future airport expansion or
construction decisions in the design and analysis phases.

4.7 Airport security

Since the 9/11 attacks in New York and Washington in 2001, which registered 2,938
deaths, governments around the world have stepped up security measures and systems in
airports. Along with the hiring and training of security personnel, heavy investment in
technology has also played a significant role in preventing a repeat of similar terror attacks
against aviation (83).

Explosive detection systems for cabin baggage screening (EDCSB) make use of X-
ray technology as well as artificial intelligence to detect and discern explosives from X-ray
images of baggage. These EDCSB systems can automatically decide if the baggage contains
a threat or be used as a diagnostic tool that raises alarms for further inspection by airport
security personnel (84, 85). Automated Target Recognition (ATR) software within
millimetre-wave body scanner machines allows for the automatic review and analysis of
images for concealed threats (§6).

The use of facial recognition technology and biometric data has facilitated automatic
border control e-gates, which are example of SSTs that allow passengers to pass through
immigration checks without direct service employee involvement (87, 88). Blockchain
technology can provide a trusted network for the storage of biometric and other personal data
of passengers, while providing a platform for collaboration between various airport
stakeholders. These data can facilitate faster passenger journeys while mitigating
cybersecurity and privacy concerns (42). Airport surveillance video data can also be stored
on cloud computing platforms for easy retrieval to detect face images and determine the
specific identity of individuals (89).

Perimeter security is another important aspect of airport security. A Perimeter
Intrusion Detection System (PIDS) was developed based on WSN involving the use of a
network of self-sustaining accelerometer-based sensor nodes which will detect intrusion
events and prompt automatic responses from the signal base (90). Furthermore, new
technology involving the software coupling of the radar sensor and cameras in an integrated
radar-camera system allow the cameras to automatically track the targets detected by the
sensors (97). A pattern recognition method based on neural network technology also
improves the intrusion detection probability of airport perimeter security systems by
determining whether an intrusion has occurred as well as the type of intrusion, which reduces
the risk of false alarms (92).

The terminals and gate areas within an airport are also closely monitored for
suspicious personnel and hazardous materials. The EU-funded ATOM project that developed
a multi-sensor approach integrates active and passive radar sensors with currently used
surveillance systems, fuses data obtained from the sensors and triggers an automatic alert to
security operators to neutralize the threat (93). The data fusion process of airport surveillance
data can be improved using multi-sensor data fusion algorithms and machine learning to
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estimate target characteristics accurately in the presence of dense traffic and environmental
noise clutter in airports (94).

The use of data analytics also allow airports to forecast and plan for resources
required in security screening processes (e.g. number of staff required, number of screening
lanes, etc) to meet expected demand, evaluate performance and refine the planning process
(95).

5. Challenges in adopting 14.0 technologies in airports

While there is evidence of 14.0 applications in the airport, the SLR has also revealed
technological, operational and environmental challenges that limit the widespread adoption of
14.0 technologies in the airports of the future (Fig. 2).

HEALTH AND SAFETY CONCERNS - 2

HARD TO REPLACE HUMANS - 2

LEGACY SYSTEMS AND PROCESSES

TECHNOLOGY COMPLEXITIES/ INFLEXIBILITIES/ DISRUPTIONS
NEED FOR USABILITY TEST/ TRIALS

NEED FOR CUSTOMISATION ‘

TECHNOLOGY

HEAVY FINANCIAL INVESTMENT

CYBERSECURITY AND PRIVACY CONCERNS

NEED FOR ACCOMPANYING INFRASTRUCTURE/TECHNOLOGY/PROCESS
DATA LIMITATIONS LL

SPECIFIC TECHNOLOGY LIMITATIONS

STAFF RECEPTIVITY
NEED FOR HUMAN RESOURCE REDEPLOYMENT TO SUPPORT DIGITALISATION EFFORTS

NEED FOR ORGANISATIONAL CULTURE THAT PROMOTES DIGITALISATION ||

ORGANISATION
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ENVIRON
MENT

PASSENGER RECEPTIVITY [

Fig. 2. Technological, organizational and environmental challenges for adopting 14.0
technologies in airports. Bars represent number of publications.

5.1 Technological challenges

The adoption of 14.0 technologies is subjected to specific technology limitations,
cybersecurity and privacy concerns. For example, the feasibility of battery-operated devices
such as a battery-operated smart luggage tag depends heavily on the power consumption of the
device and how long the battery can last before a recharge is necessary (73). The use of LIDAR
sensors for the detection of Foreign Object Debris (FOD) detection in the apron is promising
for large and mid-size standardized objects, but is not equally effective in detecting extremely
small FOD or objects with significant reflection properties (47). A stress-test of the automated
border control e-gate at Adolfo Suarez Madrid-Barajas Airport in Spain was carried out by
subjecting the system to intentional presentation attacks to cheat the verification system
involved (88). The results showed that the facial recognition technology involved remains
vulnerable to presentation attacks such as the use of the fake photos and morphing attacks
(blending the face of the traveller and attacker using image fusion software). These security
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vulnerabilities not only reflect the limitations of the technology but highlights the importance
of introducing supporting technology such as increased surveillance to complement its use.
Furthermore, when adopting new security screening technologies, passengers were less
receptive of new screening processes that invade their privacy more than what is currently
practised (96).

The lack of accurate, complete and rich data limit the effectiveness of data analytics in
producing descriptive, predictive and prescriptive models to improve airport operations (67).
The lack of good quality data also reduces trust towards the insights obtained from data
analytics (95). Furthermore, in some cases, additional data needs to be obtained to complement
existing data to support deeper analysis. For example, the availability of smart card data at
Pudong International Airport allowed operators to understand airport parking patterns, but
additional information regarding socio-economic data and individual parking activity of
passengers is required in order to forecast parking demand (97).

The successful implementation of certain 14.0 technologies require accompanying
infrastructure, technology or processes which may not be available in the airport. The
importance of supporting technologies and infrastructure which are not directly focused on
service optimization processes can be essential to complement and facilitate core airport
technologies (33). For example, with the introduction of digital platforms to encourage the use
of mobile devices for wayfinding and the retrieval of baggage information, the presence of
guest-related amenities such as universal battery chargers in guestrooms and the availability of
reliable Wi-Fi infrastructure are essential to improve the overall passenger experience (33, 71,
98). The presence of established systems or processes may also impede the implementation of
new or advanced technologies in a smart airport environment. For example, the presence of
standardized construction contracts which prevent the use of innovative BIM technology for
on-site operations for airport construction (99). Furthermore, the use of non e-passports that do
not contain biometric information also prevent passengers from using automatic border control
gates in airports (87).

As airports worldwide continue to invest in smart technologies, IT expenditure by
airports has increased considerably and is expected to top $4.6 billion by 2023 (42). Even
though digital transformation of airports provide growth opportunities for airports to modernize
their infrastructure, overcome physical infrastructure constraints and enhance the overall
airport experience, the significant costs of implementing digital technologies require airports
to carry out a cost-benefit analysis to justify the spending on smart technologies (3, 100).
Furthermore, airports vary in terms of design and operational aspects, thus some technology
solutions need to be customised to the specific airport context in order to improve performance.
Airport end-users need to be involved in the development of technology applications in order
to design applications that are catered to the needs, desires and fears of end-users (87). This
involvement stretches from initial pilot tests during development to post-implementation
testing with real users in order to further enhance the system or technology application (87,
96). This contributes to significant time and resources that needs to be invested to develop
minimum viable product (MVP) applications, collecting user feedback and iterating the design
of the technology application (/01).

The challenge of involving humans in the implementation of new technology is
particularly evident in situations where the technology adopted cannot fully replace humans,
or still require a human operator such as in air traffic control and automated border control. It
is challenging to improve human-automation collaboration, specifically in the context of air
traffic control operations, by considering the human agent and the automated environment as
a joint cognitive system without compromising on performance (/02). Health and safety
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concerns also affect the feasibility of implementing I4.0 technologies in the airport
environment. Safety is the main challenge towards the successful deployment of autonomous
robots in airports, despite the operational benefits that these robots present (/03). These safety
concerns are particularly valid in the dynamic airside environment where robots may pose as a
hazard to other moving operators and service vehicles.

5.2 Organisational challenges

Airport operators need to build an organisational culture that promotes digitalisation
and ensure that the entire company is aligned to a common goal towards digitalisation. This
involves fostering acceptance of the benefits of technology and persuading stakeholders to
share their data for further processing, and to verify the relevance and feasibility of execution
of any ideas (3, 37). Airport operators also need to anticipate and prepare their workforce for
the demands of digital transformation by introducing and promoting relevant training and
education programmes (3, /04). When technology is used to complement human efforts, user
mentality and receptivity may limit the effectiveness of the technology application. For
example, the ‘cry-wolf” effect was observed where experienced airport security officers ignore
the warnings from cabin baggage screening machines which serve as diagnostic aids for
explosives (84). This effect is more pronounced in the real world when the frequency of threats
is low and where most warnings from EDSCB machines are false alarms. It was also a
challenge to convince managers to use data processing and analytics to make smarter decisions,
particularly if the decision-making is traditionally done using an experience or command-
driven approach (37).

Furthermore, employees need to be dedicated towards working on innovation projects
(37). For the case of the Smart Data Lab project in Frankfurt Airport, employees had to be
taken off their day jobs for an intense huddle period to generate insights from data. This implies
the challenge for employees to partake in digital transformation efforts while being involved
in daily operations.

5.3 Environmental challenges

In order to facilitate the implementation of technology in the airport, the cooperation of
multiple stakeholders (airlines, airport operators, regulatory agencies, etc), is required for the
solution to be feasible, efficient and desirable for use by passengers (96). For example, an ideal
scenario is the existence of an universal protocol for all airports in the adoption of RFID tags
for baggage tagging (77). This provides a common database for easy retrieval of data and
implementation in both departure and destination airports.

Furthermore, passengers need to be receptive towards technology adoption in airport
operations and processes. A survey conducted revealed that passengers perceive information
obtained through their own input or interpretation such as through map reading or a search on
an airport wayfinding application to be less reliable, unofficial and more cognitive demanding
as compared to information presented in “official” wall signs or from airport staff (98). This
lack of trust towards SSTs can be attributed to the lack of technological expertise or the need
for interaction particularly among older passengers (/05). This presents a challenge for
technologies that encourage passenger self-service such as airport mobile applications and self-
help information kiosks as airports may need to adjust these technology offerings to cater to
different demographics and passenger profiles.
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6. Charting the way forward for Airport 4.0

From the SLR, it is evident that the implementation of 14.0 technologies is slowly
gaining traction within the airport environment, and will continue to remain relevant in the
digital transformation journeys in developing future airports. However, as 14.0 technologies
have been typically used in non-airport (e.g. manufacturing) contexts, academic researchers
have yet to explore the strategic use of digital technologies in the context of an airport and
analyse their impact on customer experience (34). This contributed to the loose adoption of the
term “Airport 4.0” in literature to suggest the ongoing digitalisation trends in airports in line
with 14.0, with minimal references to constituent technologies or a proper definition of the
phenomenon. Thus, future research can delve into a proper definition of the term “Airport 4.0”
to describe the desired state of a smart, digital airport of the future and the enabling
technologies to achieve this desired state.

Second, the adoption and implementation of a technology or innovation is a strategic
multi-stage process (/06). From the review, the implementation of technology in airports are
mainly application-based and adopted in silos, instead of being part of an overall digital IT
strategy. There is also a lack of quantitative assessment methods to evaluate airport
technologies and build reliable business cases relating to new technology implementation (43).
Considering the increasing trend of digital technology adoption in airports, the need for further
research in digital or technology adoption strategy is necessary (34). This can be supplemented
by a set of generic criteria to assess the technical features of the Airport 4.0 technologies (e.g.
reliability, and lifetime) and the economic case for implementation (e.g. cost reductions, and
passenger satisfaction).

Third, the challenges of adopting 14.0 technologies in airports were sparsely discussed
in literature and majority of these challenges were identified by researchers rather than by
airport operators. Future research can look into obtaining primary data from airport operators
to verify the challenges they face in adopting 14.0 technologies as well as consolidate any best
practices that support technology adoption in airports. Considering that airports vary in terms
of size, layout, governance structure and other factors, developing a readiness assessment
framework based on the challenges and best practices identified can allow airport operators to
assess their current status and the problems they face before determining their suitability to
adopt certain technologies. This readiness assessment can form part of an overall technology
adoption strategy for airports to develop a roadmap with guidelines on infrastructural or
process provisions that need to be in place as they move towards Airport 4.0.

Lastly, the papers reviewed mainly focused on the implementation of technologies for
day-to-day operations to improve operational efficiency and enhance passenger experiences,
with cost pressures being the main driver for digitalization (43). Less attention was focused on
technology adoption to tackle uncertain and random events in the future such as crises or
disasters which airports have little control of, but yet present a real test to an airport’s resilience.
These events include but are not limited to flight delays, technical disruptions, cybersecurity,
aviation accidents, pandemics, economic downturns, etc. A handful of papers cover the use of
data analytics to predict events such as flight delays and poor weather conditions, but many
have also highlighted the lack of complete, quality datasets that can be used for prediction.
Thus, future research can explore how digitalisation can help airports to better manage
exceptional situations (crises and disasters) aside from solving day-to-day operational issues.

Despite the challenges identified in technology adoption within the unique airport
context, airports should continue to harness technologies for airport operations. The ongoing
COVID-19 pandemic has only exacerbated the need for airports to explore contactless
technologies and robotics among other technologies that are closely related to 14.0.
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