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ABSTRACT

Radio frequency (RF) signals propagate through most materials that we are surrounded by while light is blocked
by many of these materials. This feature makes wireless networks based on light (which are also referred to as
LiFi networks) inherently more secure. However, it can also lead to sudden link failure if the legitimate data
link is blocked because of user movements or changes in device orientation. In this paper, the secrecy capacity
has been analysed with the consideration of imperfect channel state information, random device orientation and
probability of link blockage for the case of a single eavesdropper. It has been found that the secrecy capacity
almost doubles in a standing activity as opposed to a sitting activity and that the density of blocking objects
degrades the secrecy capacity in single access point networks. It is evident that environmental factors and user
behaviour have a significant impact on the secrecy performance and, thus, need to be considered for robust
physical layer security (PLS) design in LiFi networks.

Keywords: Physical layer security, secrecy capacity, link blockage, random orientation and light-fidelity (LiFi)

1. INTRODUCTION

According to the recent Cisco report, it is predicted that the average mobile data traffic will reach 77 exabytes per
month in 2022.1 This immense data traffic requirement would be supported by fifth generation (5G) and beyond
cellular networks. LiFi, as a subset of optical wireless communications (OWCs), is a high-speed bidirectional
and fully networked wireless communication technology in which visible light and infrared light sources are
used for the downlink and the uplink, respectively.2,3 Compared to radio frequency (RF) networks, LiFi offers
considerable advantages such as the availability of huge and unregulated spectrum resource as well as the ability
to easily confine and control the spatial distribution of light. These benefits have put LiFi in the scope of
academic and industrial research.

LiFi systems inherently provide enhanced security in comparison to RF networks as the light does not
penetrate through walls and opaque objects. However, security problems emerge due to the broadcast feature
of LiFi systems, which makes LiFi in principle as vulnerable as other RF wireless systems if the eavesdroppers
exist within the coverage area of the LiFi access point (AP) of interest. In order to ensure a robust and secure
connection for legitimate users, various physical layer security (PLS) techniques can be employed. However, it
is not straightforward to directly develop the PLS solutions used in RF systems for LiFi. This is due to the
natural distinctions in LiFi systems such as the requirement of real and positive signals, as well as the peak-power
constraints imposed by the dynamic range of light-emitting diodes (LEDs).4 Apart from these differences, LiFi
channels are also highly influenced by user behaviour like blockage and random device orientation. Hence, it is
important to assess the impact of these user-induced probabilistic factors on the secrecy analysis of LiFi systems.

A number of surveys have been reported in the related literature regarding PLS in visible light communi-
cation (VLC) systems.5,6 In,5 the PLS in OWCs, including free space optical (FSO) systems and VLC, has
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Figure 1. System configuration: a LiFi system with multiple APs, legitimate users and eavesdroppers (ED users).

been reviewed. The authors in6 recently surveyed the latest applications of PLS in VLC networks. Various
VLC system configurations, including single-input-single-output (SISO), multiple-input-single-output (MISO)
and multiple-input-multiple-output (MIMO) as well as hybrid RF/VLC networks have been considered and the
secrecy capacity performance for each of them has been evaluated. The work in7 studied methods and solutions
to enhance the security and provide more secure communication links for LiFi. It is noted that the majority of
studies considering PLS in LiFi networks assume that the optical channel is deterministic and that the LiFi AP
has perfect knowledge of the channel gain of all users, including potential eavesdroppers.8–11

In this paper, we aim to provide more realistic insights into the secrecy performance in LiFi systems by
analysing the secrecy capacity under the assumption of imperfect knowledge of the eavesdropper’s channel state
information (CSI), probability of link blockage and random device orientation. The rest of the paper is organised
as follows: Section 2 describes the LiFi system and channel model. Section 3 presents the derived secrecy capacity
expressions, Section 4 shows the simulation and analytic results while Section 5 concludes the paper.

2. SYSTEM MODEL

2.1 LiFi System Configuration

We consider an indoor LiFi network where the LEDs act as APs, providing illumination as well as communication
functionalities. It is assumed that the LEDs are point sources that follow Lambertian patterns and work in the
linear range of the current-to-power curve. The AP aims to transmit confidential messages to a legitimate user in
the presence of an eavesdropper within its coverage area. Fig. 1 shows a general configuration of the indoor LiFi
network with both legitimate and eavesdropper users. When an AP transmits a signal to legitimate users, passive
eavesdroppers can also receive the signal and decode it. We refer to the AP, legitimate user and eavesdropper
as Alice, Bob and Eve, respectively. At the receiver side, a photodiode (PD) is mounted on the user equipment
(UE) to detect the received signal by means of direct detection. The orientation of UEs is assumed to follow a
Laplace distribution as shown in12 for static users. The received signals at Bob and Eve are expressed as:

yB = hBx+ zB , (1)

and
yE = hEx+ zE , (2)

respectively, where x is the transmitted signal, hB and hE denote the channel gain of Bob and Eve, respectively.
Also, zB ∼ N (0, σ2

B) and zE ∼ N (0, σ2
E) denote the additive white Gaussian noise at Bob and Eve with variances

σ2
B and σ2

E , respectively. Since VLC systems employ intensity modulation at the transmitter and direct detection
at the receiver, the optical signal x follows the following constraint:

x ≥ 0, (3)
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Figure 2. Geometry of LOS propagation.

which states that the signal must be strictly non-negative. Moreover, for practical considerations, the average
signal power is constrained by the nominal optical intensity in order to guarantee that the required illumination
level is satisfied, which can be mathematically expressed as:

E(x) = ζP, (4)

where ζ ∈ (0, 1] is the power dimming factor and P is the LED nominal optical power.

2.2 Light Propagation Model

We focus on the downlink transmission of a LiFi network, where the communication is based on a line-of-sight
(LOS) link. It is assumed that the LiFi cells are far from the walls so that the diffuse links are negligible. The
LOS link geometry is illustrated in Fig. 2. The direct current (DC) gain of the LOS link between the AP and
the receiver is given as follows:4

HLOS =
(m+ 1)A

2πd2
cosmφ g(ψ) cosψ rect

(
ψ

Ψc

)
, (5)

where d is the Euclidean distance between the UE and the AP; A is the physical area of the detector; φ and
ψ are the angle of radiance with respect to the axis normal to the AP plane, and the angle of incidence with
respect to the axis normal to the receiver plane, respectively. Furthermore, rect( ψ

Ψc
) = 1 for 0 ≤ ψ ≤ Ψc and 0

otherwise. The receiver field of view (FOV) is denoted by Ψc. The optical concentrator, g(ψ), is g(ψ) =
ς2

sin2 Ψc
for 0 ≤ ψ ≤ Ψc, where ς stands for the refractive index; otherwise g(ψ) = 0. The Lambertian order is given as,
m = − 1

log2(cos Φ1/2) , where Φ1/2 is the half-intensity angle.4 The radiance angle φ and the incidence angle ψ of

the AP and the receiver can be calculated using the rules from analytical geometry as:

cosφ =
−d · nt

‖d‖ , cosψ =
d · nu

‖d‖ , (6)

where nt = [0, 0,−1]T and nu are the normal vectors at the AP and the receiver planes, respectively and d
denotes the distance vector from the receiver to the AP. The symbols · and ‖ · ‖ denote the inner product and
the Euclidean norm operators, respectively. Also, (.)T denotes the transpose operator.

2.3 Blockage Model

LOS blockage can significantly affect the user performance in LiFi systems. In this study, we consider the effect
of dynamic blockage which results from other users moving in the proximity of the UE.13 In fact, once the UE
is connected to an AP, the dynamic blockers are the only cause of blockage under the assumption that the user
does not move or change its direction. The bodies of moving users are the main source of dynamic blockage. In
this study and similar to,14 a human body is modeled as a cylinder with radius of lb and height of hb as shown
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Figure 3. Geometry of link blockage
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Figure 4. Geometry of a randomly-oriented UE and its spherical coordinates.

in Fig. 3. Assuming a Poisson point process (PPP) distribution with a density of κb for the blockers, the average
probability of the link blockage is given as:

Pb = 1− exp (−c0rUE) , (7)

where c0 = 2lbκb
hb−hUE

hv−hUE
with hUE and hv as the height of the UE and the AP, respectively. It is clear that the

average probability of link blockage depends on the geometry of the blockers as well as their density.

2.4 Random Orientation

Device orientation is an important factor that can significantly influence the performance of UEs. However,
the majority of related studies have ignored the impact of device orientation in their analysis. The statistics of
device orientation have been derived through a set of experimental measurements for both sitting and walking
activities in.12 The normal vector, nu, can be expressed in terms of the polar angle, θ, and azimuth angle, ω, in
the spherical coordinates as shown in Fig 4. Accordingly, we have:

nu = [sin(θ) cos(ω), sin(θ) sin(ω), cos(θ)]T. (8)

The azimuth angle ω shows the angle between the positive direction of the X axis and the projection of nu in
the XY -plane. Here, we define Ω = ω + π as the direction that the user is facing.12

Substituting (8) in (6) and (5), it can be inferred that when the UE location and the direction in which
the user is facing are fixed, the channel gain depends on the polar angle θ. The experimental measurements
reported in12 confirmed that the polar angle θ follows a Laplace distribution for sitting activities with the mean
and variance of µθ = 41◦ and σθ = 7.68◦, respectively. Therefore, the probability density function (PDF) of the
polar angle is given as:12

f(θ) =
exp

(
− |θ−µθ|

bθ

)
2bθ

. (9)

4



Based on the Laplace distribution for θ, it is shown that the channel gain follows a truncated Laplace
distribution as follows:12

fH(h) =
exp

(
− |h−µH|

bH

)
bH
(

2− exp
(
−hmax−µH

bH

)) + Fθ (θ0) δ(h), (10)

where hmin ≤ h ≤ hmax; the mean and scale parameter of the channel gain are given as:

µH =
H0

dm+2
(λ1 sinµθ + λ2 cosµθ) , (11a)

bH =
H0

dm+2
bθ|λ1 cosµθ − λ2 sinµθ|, (11b)

where H0 =
(m+1)Agf ς

2hmv
2π sin2 Ψc

. The factors λ1 and λ2 depends on the UE location and facing direction of the user,

which are given as:

λ1 =
r

d
cos

(
Ω− tan−1

(
yu − ya
xu − xa

))
, (12a)

λ2 =
hv

d
. (12b)

where hv and r are respectively the vertical and horizontal distance between the UE and the AP as shown in

Fig. 2. Note that in (10), Fθ (θ0) =
∫ θ0

0
f(θ)dθ, where θ ≤ θ0 results in ψ ≤ Ψc, and therefore, the channel gain

becomes zero. The angle θ0 is given as:

θ0 = cos−1

(
cos Ψc√
λ2
1 + λ2

2

)
+ tan−1

(
λ1

λ2

)
. (13)

Finally, it should be noted that the support range of the channel gain in (10) is hmin ≤ h ≤ hmax with

hmin =


H0
dm+2 cos Ψc, cos ψ < cos Ψc

H0

dm+2
min{λ1, λ2}, o.w,

(14a)

hmax =


H0

dm+2
λ2, if λ1 < 0

H0

dm+2

√
λ2
1 + λ2

2, if λ1 ≥ 0.
(14b)

3. SECRECY CAPACITY ANALYSIS

In this section, we derive lower bounds for the secrecy capacity in LiFi systems when the Alice-Bob link is subject
to eavesdropping by a single eavesdropper. To this end, we assume a VLC link with an average optical power
constraint as described in Section 2. Since the eavesdropper is typically a passive user that does not share its
information with the AP, we assume that the AP only acquires partial knowledge about the location of Eve.
It is noted that a similar assumption was adopted in,15 where it was assumed that the AP can utilise built-in
motion sensors deployed in LED fixtures to predict the existence of passive eavesdroppers. More specifically, we
assume that Alice obtains imperfect CSI of Eve, which is modeled as a normally distributed random variable.
It is noted that this assumption has been previously adopted as a reasonable model for imperfect CSI in indoor
VLC systems in.16–18 As a result, we define: hE ∼ N (µ, σ2), where µ is the expected value of the channel gain
of Eve. We start our analysis with an assumption of a deterministic channel gain of Bob and then move to more
realistic assumptions which include the effect of random receiver orientation.

Proposition 1: For the case of a single eavesdropper with normally distributed CSI, hE ∼ N (µ, σ2), the
expected lower bound for the secrecy capacity as calculated at Alice can be expressed as:

C1Es ≥
1

4
ln

(
eζ2P 2h2

B + 2πσ2
B

2πσ2
Bσ
−2
E

)
Υ(κ)− 1

2
ln
(
ζ2P 2(µ2 + σ2)) + σ2

E

)
, (15)
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where κ is the maximum value of the square of Eve’s channel gain, and Υ(κ) = erf
(√

κ−µ√
2σ2

)
+ erf

(√
κ+µ√
2σ2

)
and

erf(w) is the error function evaluated as 1√
π

∫ w
t=−w e

−t2dt. Also, σ2
B and σ2

E denote the variance of receiver noise

at Bob and Eve, respectively, and ζ ∈ (0, 1] is the dimming factor.

Proof. For a VLC channel with average optical power constraints, the secrecy capacity with the existence of
a single eavesdropper is lower-bounded by:19

C1Es ≥
1

2
ln

(
σ2
E

2πσ2
B

× eζ2P 2h2
B + 2πσ2

B

ζ2P 2h2
E + σ2

E

)
, (16)

since the CSI of Eve is modelled to follow a normal distribution,16–18 i.e., hE ∼ N (µ, σ2), we denote the square
of the channel gain of Eve as y and obtain its PDF as follows:

FY (y) = P[Y ≤ y] = P[h2
E ≤ y] = P[|hE | ≤

√
y]

= P[−√y < hE <
√
y] = Φ(

√
y)− Φ(−√y),

(17)

where Φ(.) denotes the CDF of normal distribution. Differentiating with respect to y we get,

fY (y) = F ′Y (y) =
1

2
√
y
φ(
√
y) +

1

2
√
y
φ(−√y)

=
1

2
√

2πσ2y
e
− (
√
y−µ)2

2σ2 +
1

2
√

2πσ2y
e
− (−√y−µ)2

2σ2 .

(18)

Accordingly, the secrecy capacity with imperfect CSI of Eve can be lower-bounded as:

C1Es ≥
∫ κ

y=0

1

2
ln

(
σ2
E

2πσ2
B

× eζ2P 2h2
B + 2πσ2

B

ζ2P 2y + σ2
E

)
fY (y)dy

=

∫ κ

y=0

[
1

2
ln

(
σ2
E

2πσ2
B

)
+

1

2
ln
(
eζ2P 2h2

B + 2πσ2
B

)]
fY (y)dy −

∫ κ

y=0

1

2
ln
(
ζ2P 2y + σ2

E

)
fY (y)dy

(19)

where κ denotes maximum value of the y. The first integral evaluates to:[
1

4
ln

(
σ2
E

2πσ2
B

)
+

1

4
ln
(
eζ2P 2h2

B + 2πσ2
B

)]
×
(

erf

(√
κ− µ√
2σ2

)
+ erf

(√
κ+ µ√
2σ2

))
. (20)

To evaluate the second integral, we use Jensen’s inequality which states that E[φ(y)] ≤ φ(E[y]) for random
variable y and a convex function φ. Hence we can write:∫ κ

y=0

1

2
ln
(
ζ2P 2y + σ2

E

)
fY (y)dy ≤ 1

2
ln
(
ζ2P 2(µ2 + σ2)) + σ2

E

)
, (21)

by combining (21) and (20), we obtain the lower bound for the secrecy capacity in (15), which completes the
proof.

3.1 Effect of Link Blockage

LOS blockage causes disruption in the Alice-Bob link, which could lead to a degradation in Bob’s secrecy capacity.
Next, we evaluate the secrecy capacity taking into consideration the blockage probability of Bob, Pb, which could
be calculated based on the blockage model presented in Section 2.3. Based on this, Alice could evaluate the
secrecy capacity and secrecy outage probability of the Alice-Bob link by utilizing the information available about
the probability of a blockage occurring, i.e., the density of the moving objects in the room and the coordinates
of Bob.

Proposition 2: Assuming a blockage probability of Pb, the secrecy capacity can be lower-bounded as:

C̈1E
s ≥ (1− Pb) C1E

s +
1

4
Pb ln(σ2

E)Υ(κ)− 1

2
Pb ln(ζ2P 2(µ2 + σ2) + σ2

E), (22)

where Υ(κ) and C1E
s are defined in (15).

6



Proof. Under the assumption of Bob’s link blockage, the secrecy capacity can be lower-bounded as:

C̈1E
s ≥ (1− Pb)×

[
C1E
s |no blockage

]
+Pb ×

[
C1E
s |blockage

]
, (23)

since Bob’s channel gain is equal to zero when blockage occurs, the secrecy capacity lower-bound in (16) under
blockage reduces to:

C1E
s |blockage ≥

∫ κ

y=0

1

2
ln

(
σ2
E

ζ2P 2y + σ2
E

)
f(y)dy

≥
∫ κ

y=0

1

2
ln(σ2

E)f(y)dy −
∫ κ

y=0

1

2
ln(ζ2P 2y + σ2

E)f(y)dy

≥ 1

4
ln(σ2

E)

(
erf

(√
κ− µ√
2σ2

)
+ erf

(√
κ+ µ√
2σ2

))
− 1

2
ln(ζ2P 2(µ2 + σ2) + σ2

E).

(24)

Thus, the total secrecy capacity under the assumption of link blockage evaluates to:

C̈1E
s ≥ (1− Pb) C1E

s +
1

4
Pb ln(σ2

E)

(
erf

(√
κ− µ√
2σ2

)
+ erf

(√
κ+ µ√
2σ2

))
− 1

2
Pb ln(ζ2P 2(µ2 + σ2) + σ2

E), (25)

which gives the expression in (22), which completes the proof.

3.2 Effect of Random Receiver Orientation

In the following, we derive the secrecy capacity while taking into account the random receiver orientation model
in Section 2.4.

Proposition 3: Considering random receiver orientation, the secrecy capacity with the existence of a single
eavesdropper can be lower-bounded as:

C̃1E
s ≥

1

4
Υ(κ)bHι1e

−µHbH

(
e
µH
bH log

(
eµ2

HP
2ζ2

2πσ2
B

)
− 2Ei

(
µH
bH

))
+

1

4
Υ(κ)bHι1e

µH−κH
bH

(
2e

κH
bH Ei

(
−κH
bH

)
− log

(
eκ2
HP

2ζ2

2πσ2
B

))
− 1

4
Υ(κ)bHι1

(
2e

µH
bH Ei

(
−µH
bH

)
− log

(
eµ2

HP
2ζ2

2πσ2
B

))
+ bHι1

(
−e

µH−κH
bH − e−

µH
bH + 2

)(1

4
Υ(κ) log

(
σ2
E

)
− 1

2
log
(
P 2ζ2

(
µ2 + σ2

)
+ σ2

E

))
,

(26)

where ι1 = 1

bH
(

2−exp
(
−hmax−µH

bH

)) , and κH denotes the maximum value of hB .

Proof. Considering random orientation, the secrecy capacity can be lower-bounded as:

C̃1E
s ≥

∫ κH

h̃=0

fH(h̃)× C1E
s (h̃) dh̃, (27)

substituting fH(h̃) from (10) and C1E
s (h̃) from (15) we get:

C̃1Es ≥
∫ κH

h̃=0

1

4
fH(h̃)Υ(κ) ln

(
eP 2ζ2h̃2 + 2πσ2

B

2πσ2
B

)
dh̃

+

∫ κH

h̃=0

fH(h̃)

(
−1

2
ln
(
(P 2ζ2(µ2+σ2)+σ2

E

)
+

1

4
Υ(κ) ln(σ2

E)

)
dh̃,

(28)

the first integral can be written as:
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1

4
Υ(κ)F1(h̃)|µH

h̃=0
+

1

4
Υ(κ)F2(h̃)|κH

h̃=µH

=
1

4
Υ(κ) (F1(µH)−F1(0))) +

1

4
Υ(κ) (F2(κH)−F2(µH))

=
1

4
Υ(κ) (F1(µH) + F2(κH)−F2(µH)) ,

(29)

where

F1 =

∫ κH

h̃=0

(
ι1 exp

(
h̃− µH

bH

)
+ Fθ(θ)δ(h̃)

)
ln

(
eP 2ζ2h̃2 + 2πσ2

B

2πσ2
B

)
dh̃, (30)

and

F2 =

∫ κH

h̃=0

(
ι1 exp

(
−h̃+ µH

bH

)
+Fθ(θ)δ(h̃)

)
ln

(
eP 2ζ2h̃2 + 2πσ2

B

2πσ2
B

)
dh̃. (31)

Noting the property of delta function, we can see that∫ κH

h̃=0

Fθ(θ)δ(h̃) ln

(
eP 2ζ2h̃2 + 2πσ2

B

2πσ2
B

)
dh̃ = Fθ(θ)

∫ κH

h̃=0

δ(h̃) ln(1)dh̃, (32)

which evaluates to zero. Furthermore, we note that F1(0) = 0. Using a high SNR approximation and integration
by parts, we get:

F1(h̃) = bHι1e
−µH
bH

(
e
h̃
bH log

(
eh̃2P 2ζ2

2πσ2
B

)
− 2Ei

(
h̃

bH

))
(33)

and

F2(h̃) = bHι1e
µH−h̃
bH

(
2e

h̃
bH Ei

(
− h̃

bH

)
− log

(
eh̃2P 2ζ2

2πσ2
B

))
. (34)

Thus, the first integral in (28) reduces to:

1

4
Υ(κ)bHι1e

−µH
bH

(
e
µH
bH log

(
eµ2

HP
2ζ2

2πσ2
B

)
− 2Ei

(
µH
bH

))
+

1

4
Υ(κ)bHι1e

µH−κH
bH

(
2e

κH
bH Ei

(
−κH
bH

)
− log

(
eκ2
HP

2ζ2

2πσ2
B

))
− 1

4
Υ(κ)bHι1

(
2e

µH
bH Ei

(
−µH
bH

)
− log

(
eµ2

HP
2ζ2

2πσ2
B

))
,

(35)

The second integral in (28) evaluates to:

bHι1

(
−e

µH−κH
bH − e−

µH
bH + 2

)
×
(

1

4
Υ(κ) log

(
σ2
E

)
− 1

2
log
(
P 2ζ2

(
µ2 + σ2)+ σ2

E

))
. (36)

Combining (35) and (36) we get the expression in (26), which completes the proof.

4. RESULTS

In this section, we present Monte-Carlo simulations and analytic results to evaluate the secrecy performance
under realistic channel assumptions, i.e., imperfect CSI for Eve, link blockage and random receiver orientation.
We consider a LiFi system with the parameters listed in Table 1. Also, we assume that the blockers are uniformly
distributed in the room. The blockers dimensions and density follow the parameters given in Table 1, where
k1
b = 0.2 and k2

b = 0.8 indicate low and high blockers’ density, respectively, as considered in.20 The markers in
the figures represent simulation results while the solid lines represent the analytical derivations.

Fig. 5 shows the effect of link blockage on the secrecy capacity for different simulation setups where L1
B and

L2
B denote that Bob is in a standing or a setting position, respectively. We can see that simulation results are in

close agreement with the analytic results in Proposition 1 for the case with no blockage as well as Proposition
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Figure 5. Effect of link blockage on the secrecy capacity.

2 for the scenario where link blockage is considered. It can be also seen that higher blockage probability, i.e.
higher blockers’ density, results in reduced secrecy performance.

Next, we examine the effect of receiver orientation in Fig. 6. We can see that simulation results are in
agreement with the analytic results expressed in Proposition 3. It can be seen that random receiver orientation
significantly reduces the secrecy performance compared to a fixed orientation scenario, i.e., when the receiver
device is assumed to be directed vertically upwards. For the case of the user location L1

B , random receiver
orientation results in almost 25% degradation in the secrecy capacity compared to the scenario with fixed receiver
orientation. This highlights the importance of considering the random behaviour of the optical channel when
designing secrecy mechanisms for LiFi systems.

Table 1. Simulation Parameters

Description Notation Value

Transmit SNR ρ 120 dB

Transmitter semi-angle ϕk 60 deg

FOV of the PDs φck 90 deg

Physical area of PD Ak 1.0 cm2

Refractive index of PD lens n 1.5

Gain of optical filter Ts(φk) 1.0

Alice location LA (0.0, 0.0, 2.5) m

Blocker height hb 1.75 m

Blockers’ radius lb 0.15 m

Blockers’ density (non-dense) k1
b 0.2

Blockers’ density (dense) k2
b 0.8
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Figure 6. Effect of random receiver orientation on the secrecy capacity.

5. CONCLUSION

In this paper, we provided lower bounds for the secrecy capacity in realistic LiFi systems when imperfect CSI of
the eavesdropper, the probability of link blockage and random device orientation were considered. We showed
that these random factors can have a significant effect on the secrecy capacity and, thus, need to be taken into
account in order to enhance the security of LiFi links. For example, the existence of high density blockers or
random receiver orientation can lead to a 25% loss in the secrecy capacity. We believe that designing secrecy
measures for LiFi systems based on these realistic assumptions can enhance the secrecy capacity and make
the system more robust to the random adverse factors in the optical channel. Our future work will evaluate
the realistic secrecy performance when multiple eavesdroppers attempt to decode the legitimate user’s signal.
Also, we will investigate PLS design where resource allocation and access point selection is performed based on
maximising the achievable secrecy capacity by employing the expressions derived in this paper.
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