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Abstract. Steganography is the technique for embedding secret messages into 

digital media without changing their appearances. As a countermeasure to ste-

ganography, steganalysis detects the presence of hidden data in digital content. 

For the last decade, the majority of image steganalysis approaches can be formed 

by two stages. The first stage is to extract effective features from the image con-

tent and the second is to train a classifier in machine learning by using the features 

from stage one. Ultimately the image steganalysis becomes a binary classification 

problem. Since Deep Learning related architecture unifies these two stages and 

saves researchers lots of time designing hand-crafted features, the design of a 

CNN-based steganalyzer has therefore received increasing attention over the past 

few years. In this paper, we will examine the development in image steganalysis, 

both in the spatial domain and in the JPEG domain, and discuss the future direc-

tions. 
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1 Introduction 

Image steganography is the method for communicating secret messages under the cover 

images, which needs a cover source, a secret message and a secure steganographic 

scheme that hides the secret message under the cover source. Once a cover image is 

embedded with the secret message, it becomes a stego image. Usually, the change of 

embedding is extremely subtle that people would not differentiate between a cover im-

age and a stego image by their looks. 

During the last decade, many adaptive steganographic algorithms have been pro-

posed to hide secret messages inside carriers, which are much difficult to detect. Such 

algorithms can be found in the spatial domain, for example, MiPOD [1], S-UNIWARD 

[2], HILL [3], WOW [4] and HUGO [5]. And in the frequency domain or JPEG domain, 

J-UNIWARD [6] and UED-JC [7] are two classic adaptive steganographic algorithms.  

Image steganalysis, on the other hand, is the method used for analyzing whether 

an image is a cover or a stego image. Overall, image steganalysis can be divided into 

two different types, the first is called specific steganalysis and the second is called 
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universal steganalysis. Specific steganalysis means a steganalysis method is designed 

for a designated steganographic method. While universal steganalysis means it works 

for any steganographic method in a specific domain. Since specific steganalysis is no 

longer updated for the last decade, we will focus on universal steganalysis only in this 

paper, both in the spatial and JPEG domain. 

We will divide the universal image steganalysis into conventional image steganal-

ysis and deep-learning-based image steganalysis. To avoid confusion, we defined con-

ventional image steganalysis as using hand-crafted feature extractors to produce fea-

tures from images for training the classifiers in machine learning. In conventional im-

age steganalysis, statistical features are usually used in training the classifiers while in 

deep-learning-based methods, features are learned automatically by convolutional neu-

ral networks (CNN).  

Fig.1 shows the comparison of the structures between conventional methods and 

deep-learning-based methods, and the figure is extracted from Qian’s work [26]. For a 

better comparison between conventional steganalysis and deep-learning-based ste-

ganalysis, we further divide the two-stage into three parts in Fig.1. As Fig.1 suggests, 

a conventional steganalysis technique is consist of the pre-processing part, the feature 

representation part and the classification part. Researchers need to find out how to com-

bine these three parts effectively to make a good steganalyzer. Although a deep-learn-

ing-based technique is also composed of three parts, they are in fact inside the same 

architecture.  

Starting from 2015 [26], researchers began to focus more on deep-learning-based 

image steganalysis methods as effective conventional hand-crafted feature extractors 

become more and more difficult to design, and conventional methods tend to have large 

dimensionalities in their features, which makes the computation difficult. Deep-learn-

ing based methods, however, merge the pre-processing part (image processing layer), 

feature extraction part (convolutional layer) and classification part (fully connected 

layer) into a complete convolutional neural network. These networks have helped the 

researchers save lots of time finding effective feature extraction techniques as the net-

works themselves would do so automatically. Besides, deep-learning-based methods 

are usually performed on GPUs (Graphics Processing Unit, GPU), which makes the 

computation much faster than using CPUs [8]. 

2 Conventional Universal Image Steganalysis 

2.1 Conventional universal image steganalysis in the spatial domain 

Due to space limitations, our survey will start with the SPAM feature [9], which was a 

powerful feature extractor in the spatial domain. In this paper, the authors believed the 

secret messages can be regarded as additive noise to the cover images, and they mod-

elled the “local dependences” in the cover image as a Markov chain. The empirical 

probability transition matrixes in the Markov chain are used as features to train the 

Support Vector Machine (SVM).  

Later, Fridrich et al. [10] proposed a model called the Spatial Rich Model (SRM), 

which used linear and nonlinear high-pass filters to acquire stego signal and resulting 
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in a large feature vector compared to SPAM. Besides, they proposed to use ensemble 

classifiers (EC) [11] to solve the problem of the “curse of dimensionality” of the fea-

tures, which also provide slightly better performance than the SVMs. From then on, 

researchers mainly use EC to verify their proposed methods, whose featural dimension-

alities are relatively large, such as [12-15]. 

 

Fig. 1. Framework comparison between conventional methods (up) and deep-learning-based 

methods (down). 

Instead of using the co-occurrence matrix as in [10], Holub et al. projected resid-

uals of the images onto a set of random vectors and hence it is called PSRM (Projection 

Spatial Rich model) [13]. The method surpassed SRM in performance and it also re-

duced featural dimensionality. Besides, this method can be used in the JPEG domain, 

just as SRM. 

In papers [13-14], the authors had found that by using the so-called selection-

channel in steganalysis, the detection accuracy can be further improved, and Bor-

oumand [37] et al. also proved it useful by using this technique in deep-learning-based 

methods later. The selection-channel is the probability of the elements in cover images 

that are being modified. By far, the maxSRM proposed in [14] is the most effective 

conventional feature extractor for image steganalysis.  

Later, Li et al. [15] proposed an effective approach based on Threshold LBP (Lo-

cal Binary Pattern) Operation in 2017. In this paper, although the authors still use the 

co-occurrence matrix to characterize pixel relationships, they found that TLBP opera-

tions are complementary to it in capturing local features. The results had proved that 

the TLBP is competitive to SRM, although it had not exceeded maxSRM in perfor-

mance. 

 

2.2 Conventional universal image steganalysis in JPEG domain 

In the frequency domain, the images are usually compressed and coded according to 

some predefined transformation rules, and when performing image steganalysis in the 

frequency domain, the transformation rules have to be considered. In real-world appli-

cations, the JPEG format is the most common image format, which adopts discrete co-

sine transform to compress the images. 
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Since the modern adaptive steganographic schemes, such as J-UNIWARD [6], 

Uniform Embedding Distortion (UED) [7], would not introduce easily detected arte-

facts in DCT coefficients, these techniques can be better detected using Machine Learn-

ing instead of designing the specific steganalysis scheme.  

We start from Chen’s feature extractor in the JPEG domain [16], which was classic 

and effective. The authors proposed to use both the “intrablock and interblock correla-

tions” of the coefficients in JPEG images as features to train classifiers, where “inter-

block” means the JPEG coefficients in the same place in an 8×8 block. And we can 

capture the “intrablock correlation” by transition probability matrices of difference 

JPEG 2D arrays using Markov processes.   

“Calibration” is the technique that helps to improve the accuracy both in JPEG and 

spatial image steganalysis by “providing the steganalyst with a reference image”.  Alt-

hough Calibration was first proposed in 2002 by Fridrich [17] et al., Kodovsky provides 

more detail in [18] to reveal the benefit of this technique and shows that it may have no 

benefit at all. By using the calibration technique, Liu’s method [19] managed to surpass 

the CC-PEV (Cartesian calibration, CC) technique proposed in [18] in terms of accu-

racy.  

As a high-dimensional representation of images can provide better capability in 

capturing the complex features, Kodovsky et al. proposed their first high-dimensional 

rich model in the JPEG domain named CC-C300 [20]. Besides, they proposed their first 

ensemble classifier to deal with “the curse of dimensionality” reported in [20] as CC-

C300 produces a 48600D feature for every jpeg image.  

Kodovsky et al. proposed their JPEG rich model (JRM) with 11255D and its car-

tesian-calibrated version is abbreviated as CC-JRM with 22510D in paper [21], they 

also confirmed that “steganalysis can benefits from multiple-domain approaches” 

through the results tested by combining the Spatial Rich Model (SRM) and CC-JRM. 

To solve the dimensionality-cursed problem, Holub et al. provided a relatively low 

computational complexity scheme named DCTR (Discrete Cosine Transform Residual) 

[22], which can be implemented quickly while still being competitive to the high-di-

mensional ones. The DCTR feature set is constructed from “the first-order statistics of 

quantized noise residuals” using 64 kernels of DCT. 

Holub et al. found that smaller kernels are better in capturing the artefacts intro-

duced by the adaptive JPEG steganographic schemes, therefore they proposed their 

PHARM (PHase Aware of pRojection Model) scheme [23], which used a bunch of 

“small-support kernels” to obtain residuals, and project them randomly as in PSRM. 

Also, they further confirmed that by decompressing the JPEG images to the spatial 

domain, adaptive steganographic schemes can be better detected. Later, Xia et al. [42] 

improve this method both in efficiency and effectiveness. In paper [24], Song et al. 

proposed to use 2D Gabor filters to acquire residuals from the decompressed JPEG 

images, and then they extracted the histogram features and merged them as the so-called 

GFR (Gabor Filter Residuals) feature set.  

To provide a JPEG-version’s selection channel aware feature set, Denemark et al. 

utilized the selection channel technique to improve the performance of DCTR, PHARM 

and GFR in [25]. They proved that a selected channel can help to increase the perfor-

mance significantly, especially when applied to the low-embedding rate situations.  
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In paper [43], Feng et al. proposed to use “diverse base filters” to extract stego 

noise. The MD-CFR (Maximum Diversity Cascade Filter Residual) they proposed 

jointly with SCA-GFR (Selection Channel Aware, SCA) managed to be an effective 

feature extractor for JPEG image steganalysis. In this scheme, they designed various 

base filters and then cascaded these base filters to get the high order filters, which are 

finally optimized through their filter-selection method. 

3 Deep-learning based Image Steganalysis 

A Convolutional-Neural-Network-based steganalyzer is usually composed of the fol-

lowing parts: a pre-processing part, a convolution part and a classification part. The 

pre-processing part is a set of high-pass filters for capturing the stego-like high-fre-

quency signal. The convolution part is usually made of a convolution, an activation 

function, a pooling step and a normalization step. The classification part is usually 

equipped with a Sofamax function which normalizes the output value between [0,1]. 

 

3.1 The CNNs for spatial image steganalysis 

Qian’s work [26] is in literature the first to use CNN in image steganalysis successfully, 

inspired by Krizhevsky’s CNN [27] in 2012. However, the achieved performance was 

3-4% worse than the EC with the rich model. This paper sent a message that CNN could 

be very powerful in steganalysis if tuned and trained carefully. 

 Pibre et al. [28] followed up and showed the steganalysis results of a special case 

where the steganographer uses the same embedding key for different images all the 

time. In their report, they showed that when well parameterized, the CNN can provide 

a result better than that of the combination of a Rich Model (RM) with an Ensemble 

Classifier (EC). 

Xu et al. [29] reported a CNN architecture that considers the advantages taken 

from conventional steganalysis. We refer to this network as Xu-Net in this paper. Alt-

hough Xu-Net used only one high-pass filter, the proposed CNN was competitive com-

pared to the SRM with ensemble classifiers on the BOSSbase [45]. The CNN they pro-

posed did defeat the SRM+EC in detecting the S-UNIWARD and HILL algorithms. 

In paper [30], Xu et al. improved the results by using an ensemble scheme. They 

formed a group of CNNs and trained them independently on a “random subsample of 

the training dataset”, and then their “intermediate feature representations” were ex-

tracted and pooled, which were then fed into the next classification.  

Hoping to use transfer learning in image steganalysis, Qian et al. [31] proposed a 

transfer learning framework to help the training of CNN. In this work, they reported 

that the performance of a CNN on a low payload steganographic algorithm can be im-

proved by transferring a pre-trained CNN on a higher payload. 

Ye et al. [32] proposed the first CNN architecture that outperformed the best con-

ventional spatial steganalysis scheme, maxSRM, and we refer to this work as Ye-Net. 

In this paper, they finally used 30 high-pass filters instead of one in previous works to 

extract the stego noise, and they proposed their activation function in their CNN model. 
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To further boost the performance, they used the selection-channel information from 

maxSRM. 

Yedrouj et al. proposed an efficient Yedrouj-Net in [33] and claimed that their 

CNN provides better performance than Ye-Net even without the knowledge of the se-

lection-channel. That will raise a question: Is the selection channel helping in the deep 

learning technique? Since the networks themselves may learn the possible embedding 

positions when sufficiently trained. 

Li et al. proposed a wide structure named ReST-Net in paper [34], and they pro-

posed to use diverse activation modules (DAMs) in this CNN architecture. The differ-

ent activation modules will “activate the convolution outputs differently” and by using 

a parallel structure of CNN subnets, the ReST-Net can capture more “preprocessed in-

formation”.  

Zhang et al. proposed their Zhu-Net in [35]. They proposed to use smaller kernels 

in the preprocessing layer, and used “separable convolution” for extracting “spatial and 

channel correlation of residuals”. Furthermore, spatial pyramid pooling is used to pro-

cess the images with an arbitrary size, which also helps to aggregate local features. 

Wu et al. [36] also used one kernel in preprocessing layer, which is the same as in 

[26], but they proposed to use residual-learning for preserving the stego noise. Experi-

ments showed promising results when compared with the maxSRMd2+EC scheme. 

Boroumand et al. proposed their SRNet in [37], and SRNet is the first CNN in the 

literature that can be used both for spatial images and JPEG images. Besides, according 

to the paper, the network is also the first to use selection-channel for JPEG domain 

steganalysis. The most important thing about this network is that they managed to free 

the designer from introducing the elements needed in training a CNN for image ste-

ganalysis, for example, the fixed kernels.  

Note that Xu-Net, Ye-Net, Yedroudj-Net and Zhu-Net are using a fixed high-pass 

filter(s), some of these filters are updated during the CNN training process. However, 

SRNet randomly initialized these filters and they are updated during the training pro-

cess. This scheme is proved to be one more step closer to automatic image steganalysis. 

 

3.2 The CNNs for JPEG image steganalysis 

Xu et al. proposed a convolutional neural network to detect J-UNIWARD in the paper 

[38]. In this report, different from the one in [37], where the authors disabled pooling 

in their front end,  the authors confirmed that the pooling method is critical for perfor-

mance. The 20-layer CNN proposed in the paper had been confirmed to outperform the 

best feature-based method, SCA-GFR. To better verify the performance, Xu et al. used 

a dataset called “CLS-LOC” from ImageNet [47], which contains over 1.2 million im-

ages. 

Chen et al. proposed two CNNs for JPEG images called VNet and PNet in [39], 

they varied both in volume and inaccuracy. Besides, these networks were the first to 

consider JPEG phase-awareness. To further boost the performance, they proposed the 

“catalyst kernel” to capture the stego noise, which works much better than the KV ker-

nel proposed in Qian’s work [26]. That is because the high-frequency noise in the 
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spatial domain was changed when being transformed in the JPEG domain, and the ker-

nel that worked well in the spatial domain was no longer effective.  

Yang et al. [40] proposed a relatively deeper CNN, which is composed of 32 lay-

ers. The network was designed so deep to “reuse the features by concatenating all fea-

tures from the previous layers”, and in this way, model parameters are greatly reduced. 

Besides, this is the first paper that combines CNN and SCA-GFR methods by using the 

ensemble technique. 

Zeng et al. proposed their “Hybrid Deep-Learning” framework [41], which was 

composed of two parts. The first part includes convolution, quantization and truncation 

as in the classic method [15], while the second part is composed of “multiple deep 

subnets”. That was the first work reported to use more than five million cover images 

in image steganalysis, which provides a benchmark for large-scale JPEG image ste-

ganalysis. 

Hu et al. proposed their scheme based on “visual attention and reinforce learning” 

[44]. In their scheme, they used “attention-focused regions” to mark the area of interest, 

and they replace the images that are wrongly classified with the SoAFRs (the Summary 

of attention-focused regions), which is “merged by continuous decision-making” 

through reinforcement learning. 

4 Results Comparisons 

In this section, we would like to provide direct comparisons between some classic meth-

ods, both in the spatial domain and in the JPEG domain. In the spatial domain, we 

selected S-UNIWARD, WOW, HUGO and HILL as representative steganographic 

schemes, while in the JPEG domain, we chose J-UNIWARD and UED-JC. We put the 

results for 0.1bpp (bit per pixel) and 0.4bpp in spatial schemes, and the results for 

0.1bpac (bit per AC-coefficient) and 0.4bpac in JPEG schemes since these payloads are 

the most frequently used.  

For conventional methods, two databases BOSSbase [45] and BOWS-2 [46] are 

frequently used, they both contain 10,000 grayscale images. For deep-learning meth-

ods, besides the two datasets listed above, the CLS-LOC dataset [47] from “ImageNet” 

is used as well, in which 250,000 images were used.  

In Table 1, the experimental results are shown in the second column (SPAM+EC) 

to the fifth column (TLBP+EC) are tested by us on the BOSSbase dataset only. The last 

two columns are extracted from paper [37], and the experiments were performed on 

BOSSbase and BOWS-2.  

Table 1. Comparison of error-rate results from different steganalyzers in Spatial domain.  

Feature  

Extractor 

SPAM [9] 

(686D) 

SRM [10] 

(34671D) 

maxSRM 

[14] 

TLBP [15] 

(29040D) 

SCA-

YeNET 

[32] 

SRNeT 

[37] 

S-UNI/ 

0.1bpp 

0.4561 0.4013 0.3682 0.4079 0.3220 0.3104 

S-UNI/ 0.3270 0.2074 0.1990 0.1913 0.1281 0.1023 
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0.4bpp 

HUGO/ 

0.1bpp 

0.4641 0.3666 0.3066 0.3768 - - 

HUGO/ 

0.4bpp 

0.3065 0.1807 0.1654 0.2014 - - 

WOW/ 

0.1bpp 

0.4740 0.4009 0.3015 0.3957 0.2442 0.2587 

WOW/ 

0.4bpp 

0.3785 0.2092 0.1634 0.2081 0.0959 0.0893 

HILL/ 

0.1bpp 

0.4765 0.4332 0.3796 0.4120 0.3380 0.3134 

HILL/ 

0.4bpp 

0.3848 0.2509 0.2251 0.2325 0.1708 0.1414 

 

Table 2 shows the results from four conventional methods and three CNNs for 

JPEG images. The results for conventional methods were extracted from paper [25], 

while the results for CNNs were extracted from [37]. The leftmost column means the 

steganographic method is J-UNIWARD or UED-JC with a quality factor of 75 or 95, 

and the embedding rate is 0.1 bpac or 0.4 bpac. 

As the results suggest, although the maxSRM method was proposed in 2014, it is 

still a powerful tool in image steganalysis. Note that the selection-channel technique 

was not used in TLBP. Also, we can see from the result provided by SPAM that it can 

detect adaptive steganographic schemes to some extent but fails in comparing with any 

rich models.  For deep-learning methods, we showed only two state-of-art networks, 

and the SCA-YeNET means Ye-Net [32] with the selection-channel. 

 In table 2, we put only one of the selection-channel-aware versions of the rich 

model in the JPEG domain, i.e. SCA-GFR, due to space constraints. Also, it can provide 

the best performance in these rich models. Besides, SRNeT is capable of detecting 

adaptive steganographic methods in both domains, so we put the results in this table.  

Although CNN related methods had surpassed conventional methods in both do-

mains, we still recommend researching conventional and deep-learning methods sim-

ultaneously. The reason is easy, as Boroumand et al. suggested in [37], we are still far 

away from fully automatic steganalysis, thus we still need insights from conventional 

methods to help improve the detecting performance. 

 

Table 2. Comparison of error-rate results from different steganalyzers in the JPEG domain.      

 

Feature  

Extractor 

DCTR 

[22] 

(8000D) 

GFR [24] 

(17000D) 

PHARM 

[23] 

(12600D) 

SCA-GFR 

[25] 

J-XuNeT 

[38] 

SRNeT 

[37] 

J-UNI/ 

75/0.1bpac 

0.4400 0.4095 0.4284 0.3589 0.4310 0.3201 

J-UNI/ 0.1553 0.1005 0.1259 0.0792 0.1207 0.0670 
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75/0.4bpac 

UED-JC/ 

75/0.1bpac 

0.3593 0.3153 0.3376 0.2352 0.2144 0.1311 

UED-JC/ 

75/0.4bpac 

0.0593 0.0346 0.0418 0.0377 0.0287 0.0188 

J-UNI/ 

95/0.1bpac 

0.4826 0.4756 0.4835 0.4634 0.4812 0.4277 

J-UNI/ 

95/0.4bpac 

0.3081 0.2721 0.3079 0.2617 0.3232 0.1762 

UED-JC/ 

95/0.1bpac 

0.4598 0.4323 0.4490 0.3931 0.3848 0.3044 

UED-JC/ 

95/0.4bpac 

0.2180 0.1663 0.1947 0.1662 0.1292 0.0877 

5 Conclusions 

Throughout this paper, we can conclude that the research in conventional image ste-

ganalysis has slowed down, while deep-learning-based image steganalysis is attracting 

more and more researchers. However, although many deep-learning-based methods 

have shown remarkable performance when compared with conventional methods, most 

of these schemes still rely on classical conventional methods. The fully-automatic im-

age steganalysis is still far from reaching, therefore we still need to research both classic 

methods and CNN-related ones.  

Papers such as Zeng’s [41], revealed that GAN (Generative Adversarial Network) 

related work will be one of the interesting points in the future. However, since training 

a GAN equals training two CNNs simultaneously, how to accelerate the training speed 

and how to use the limited GPU resources effectively will become our problems. Fur-

thermore, as training any of these networks usually takes an expensive graphic card or 

more, keep finding effective and efficient CNNs will always be the task. 
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