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Abstract.
Background. Nation states unleash cyber attacks targeting other nation
states (e.g. WannaCry, SolarWinds), termed “offensive cyber operations”.
When such aggressions are deemed, according to the UN Charter, to
constitute a threat to the peace, breach of the peace, or act of aggression
towards a nation state, governments might choose to respond. Responses
can range from silence all the way to retaliation, at the other end of the
scale. The emergence of cyber diplomacy suggests a less militant and
potentially powerful response option. Barrinha and Renard [5] explain that
the rise of cyber diplomacy has coincided with “a growing contestation
of the values, institutions and power dynamics of the liberal-created
cyberspace”. (p.3). The question is: how could cyber diplomacy fit into a
strategic threat management plan?

Aim. To position cyber diplomacy within a strategic response to nation
state offensive cyber operations.

Method. To help us to position cyber diplomacy’s role in this domain,
we first examine historical cyber conflicts, and governments’ responses to
these, as well as testing the factors that might explain response choice. We
then review a number of proposed options for managing cyber conflicts.

Results. We propose a comprehensive “Five D’s” strategic framework
to manage the threat of offensive cyber operations. Cyber diplomacy is
included, acknowledging its emerging and potentially powerful role in
managing cyber conflicts in the future.

Conclusions. Cyber diplomacy has recently emerged and it has not
yet been widely deployed. We show how it can be positioned within a
strategic framework for managing the threat of offensive cyber operations
from other nation states.

Keywords: Offensive Cyber Operations, Cyber Diplomacy, Strategic Manage-
ment of Threats
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1 Introduction

Cyber attacks can be perpetrated by a range of agents, including script kiddies,
cyber criminal gangs and nation states [25]. The targets, too, range from individual
citizens [50], to companies [47] all the way to nation states. It is increasingly
clear that this is a present and serious threat [11, 29], which Barker says has
increased 100% over the last 3 years [4]. In this paper, we are interested in nation
states targeting other nation states in the cyber realm, to “disrupt their peace”1.
Sigholm and Larsson [61] argue that these kinds of attacks are a natural extension
of traditional military and intelligence operations to the cyber arena.

In 1996, USA President Clinton established the Commission of Critical
Infrastructure Protection2. He wanted to ensure that electricity communications
and computer networks would be protected from attack3. At the time, no one
could have anticipated the likes of the wide-ranging SolarWinds cyber attack of
2020 [68], which did indeed impact electricity utilities [74]. Using Lin’s terminology
of an “offensive cyber operation” [39] to describe ‘nation state on nation state’
cyber aggressions, we will refer to these events as OCOs in this paper.

The cyber conflict database published by Valeriano and Maness [73] lists 266
OCOs that occurred from 2000 to 2016, confirming the reality of the threat. The
actual incidence is likely to be even higher, given significant under-reporting [31].

Article 51 of the UN Charter gives countries the right of self-defense, permit-
ting forceful responses to “armed attacks”4, which includes cyber aggressions [58].
Even so, most of these cyber-related incidents do not trigger any significant
response from the target country [41].

Governments have a number of options in responding to OCOs [3,42]. Our
focus, in this paper, is on the deployment of cyber diplomacy, which can be defined
as “the use of diplomatic tools and the diplomatic mindset to resolve issues arising
from cyberspace” [1, p. 60]. We commenced by exploring the nature of governments’
responses to OCOs, the factors that trigger these, and the occurrence of diplomatic
responses. We then considered various proposed strategies for managing the OCO
threat, including diplomacy. Finally, we produced a proposed framework for
managing OCO threats, which includes cyber diplomacy. Our research questions
are thus:

RQ1: Which factors influence responses to OCOs, and how often was diplomacy
the response?

RQ2: What proposals have been advanced for managing OCO threats on a global
scale?

RQ3: How could cyber diplomacy fit into a strategic response to the OCO threat?

Section 2 reviews the related literature and identifies factors that are likely
to influence responses to OCOs. Sections 3, 4 and 5 address RQ1, RQ2 and RQ3
respectively, cultimating in the “Five D’s” strategic framework for managing OCO
threats. Section 6 discusses the paper’s findings and concludes, with Section 7
acknowledging the limitations of our empirical investigation.
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2 Background: Nation State Cyber Aggressions

We commence by defining OCOs, to ensure that this discussion is well grounded.
Lin [39] defines an OCOs as: “military operations and activities in cyberspace for
cyber attack against and (or) cyber-exploitation of adversary information systems
and networks”. This umbrella term including cyber attacks and exploitations,
which can be destructive or non-destructive (e.g. espionage).

What distinguishes OCOs from cyber attacks that target individual computer
users or companies? Murray [43] argues that cyber aggressions targeting “citi-
zenry”, as opposed to “individual citizens”, are characterised by the intention to
harm the target nation by denying it the use of its resources. OCOs may disrupt
essential services (e.g., WannaCry5 which disrupted the UK’s National Health
Service), destroy resources (e.g., the Stuxnet6 OCO on Iran’s nuclear centrifuges),
manipulate information or information systems (e.g. the SolarWinds7 supply
chain OCO), or steal intelligence [52]. Sometimes, the impact cascades into the
physical domain, as occurred in the Not-Petya cyber aggression [22], affecting
the lives of significant numbers of Ukrainian citizens.

Pomerlau [52] explains that cyber attacks from non-state actors generally
aim to coerce targets or gain financially. Attacks by nation states targeting other
nation states, on the other hand, are motivated by geopolitics. Rosenzweig [57]
presents a typology of cyber aggressions, in terms of the mass harm caused. He
commences with cyber mischief at the lowest level advancing to cyber crime,
cyber espionage, cyber terrorism and cyber war harming the most citizens of the
target country. As such, the closer one gets to the top of Rosenzweig’s typology,
the more likely it is that the nation state is the target, and governments might
feel compelled to respond in some way.

2.1 Choosing a Response

Baram and Sommer [3] suggest a range of responses to OCOs, based on whether
governments: (1) admit the OCO occurred (e.g., [9]), (2) attribute the OCO to
a country, (3) both8 or (4) neither9. It is worth emphasising that attribution is
challenging [18, 59]. Countries might engage, directly or indirectly, via a third
party, or camouflage their OCO. [35,56,70]. If governments do decide to attribute
an OCO to the aggressive actions of another state, Moret and Pawlak [42] provide
a long list of potential responses, which does include diplomacy, but also includes
a military response at the upper end of the scale.

Response Choice Architecture: We currently have little understanding of
the factors that might influence the choice of response. As a first foray, we identify
four dimensions of the choice architecture that could be influential. These are:
(1) the attributes of the state-sponsored aggressor, (2) the severity of the cyber
operation, (3) the relations between the two countries, and (4) the attributes of
the target state. There are undoubtedly many others, which could be the focus
of future research. Yet, these offer a broad framework for exploring the nature of
responses to OCOs.



4 Karen Renaud, Amel Attatfa, and Tony Craig

Fig. 1. Four dimensions influencing the choice of response to an OCO: (1) Aggressor,
(2) OCO Severity, (3) Aggressor vs. Target, (4) Target

First , the aggressor (#1 in Figure 1). (1) The power of the state sponsor of
an OCO could shape the response from the target state [2]. Some approaches in
the International Relations literature suggest that a country’s power allows it to
influence the behaviour of others [77]. With no international arbiter of conflict,
the balance of power between states is what determines who can do what to
others. A powerful state could therefore be better able to deter harsher responses
from the recipient of a cyber operation.

Second , the OCO (#2 in Figure 1). (2) the severity of the OCO is likely to
be influential in terms of triggering a response. Analysts have drawn a distinction
between cyber operations that are exploitative and those that are destructive
[34, 39]. Exploitative operations, such as acts of cyber espionage, aim to observe
or exfiltrate data from the target’s computer systems. Destructive attacks aim
to change or destroy computer systems, or the information stored within them.
Another distinction made by scholars is between “low-cost, low-payoff” disruptions
and “high-cost, high-payoff” attacks against critical infrastructure targets [72]. We
might expect more severe OCOs to trigger proportionally robust responses from
target states as they try to deter further harm via punishment mechanisms [46,
p.55].

Third, (3) (#3 in Figure 1) pre-existing diplomatic relations between the
aggressor and target nations. Pairs of countries that have closer diplomatic
relations may have more communication channels available to resolve incidents
peacefully. A lack of diplomatic relations might trigger a more robust response.

Fourth , the target country’s characteristics (#4 in Figure 1).
(4a) The general level of Internet dependence in a country could feed into

perceived vulnerability, threat, and thus the kind of response to an OCO The
more devices connected to the Internet, the more extensive the attack surface
and thus greater potential harm from OCOs [37]. For example, North Korea
has an advantage over the United States in the event of a cyber war, given the
differences in Internet dependence [63, p.151]. With more potential for cyber
security breaches, a state may be increasingly motivated to punish OCOs and
deter them in the future.
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(4b) The power of the target country, approximated by its Gross Domestic
Product (GDP). States with more economic power are likely to have the capacity
to adopt robust responses. Powerful states also have more motivation to retaliate
to protect their prestige.

(4c) Power in international relations is related to the alliance partnerships
that states can draw on to project influence or deter OCOs. Without the resources
or alliances, weaker states in international politics will be limited in how they
can respond to an OCO.

3 RQ1: Historical Responses

In this section, we seek to scope the influence of the aforementioned factors on
governments’ responses to OCOs. This analysis is inductive rather than theory
directed, due to the absence of existing theories to build on. The proposed model
is depicted in Figure 2, with variables detailed in Table 1.

Fig. 2. Proposed model of factors influencing responses to OCOs

3.1 Methods

We draw on data from the Council on Foreign Relation’s Cyber Operations
Tracker. At the time the data was downloaded in 2020, the Cyber Operations
Tracker data included 481 OCOs from 2005 to 2020. These are limited to publicly
known, state-sponsored OCOs (OCOs). Of these 482 OCOs, the response chosen
by the target state was recorded for 86 instances.

Given the limitations of this data, we do not claim generalisation possibilities.
Until more data comes to light, however, the Cyber Operations Tracker provides
the only source of information on cyber operations and governments’ responses to
them. We therefore use this data source to discover if there are any correlations
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Table 1. Measurement of Variables

Variable Measurement
(1) Aggressor Power:
The wealth of the OCO aggressor
will influence the robustness of the
response to an OCO.

We used the GDP of the aggressor state (constant
2010 USA dollars) as a measure of its wealth and
power.

(2) OCO Severity:
The more destructive an OCO, the
stronger the response from the
target government

We relied on the variable provided by the Cyber
Operations Tracker, which classifies attack mecha-
nisms as defacement, distributed denial of service
(DDoS), doxing, espionage, financial theft, data
destruction, sabotage, and multiple (Definitions
provided on the Cyber Operations Tracker (CFR)
website10. To simplify severity analysis, we re-
coded this information as either destructive or non-
destructive, which maps onto the distinction made
by Lin [39]. Destructive OCOs either cause damage
to physical infrastructure or to data, and include
data destruction and sabotage. Non-destructive
attacks include defacement, DDoS, doxing, espi-
onage, and financial theft. There was one instance
where the type of OCO was coded as “several”,
which we re-coded as “missing”.

(3) Diplomatic Relations:
The weaker the diplomatic relations
between the target and aggressor,
the more robust the response from
the target to an OCO

We used data on diplomatic exchanges from the
Correlates of War [6] that indicates if a country
has any diplomatic presence in another, including
charges d’affairs, ministers, or ambassadors, or
else has zero diplomatic representation in another
country. The data ends in the year 2005 it may
reflect an historical rather than present state of
relations.

(4a) Target’s Internet Use:
The more citizens using the
internet, the larger the vulnerable
attack surface.

As a proxy for Internet dependence, we used World
Bank data on the percentage of the country’s pop-
ulation that has used the internet in the past 12
months.

(4b) Target Power:
The wealth of the OCO target will
influence the robustness of the
response to an OCO.

We used the GDP of the target state (constant
2010 USA dollars) as a measure of its wealth and
power.

(4c) Target’s Allies:
Target countries with more
international allies should adopt
more robust responses to OCOs

We counted the number of defence pacts each tar-
get country had signed using the formal alliances
(v4.1) dataset from the Correlates of War [6]. A
defence pact is determined if a signed treaty be-
tween states includes providing defence to one or
more state involved.
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between our selected factors and the nature of the response chosen in response
to an OCO.

We analyse this incident-level data set where each row gives information
about one of these 86 OCOs as well as the target state and the state aggressor.
In some cases, multiple countries are listed as targets. In these cases, there were
also responses from multiple targets, so the number of observations in the data
set was expanded so there is a unique row of data for each involved government.
The data set thus expanded to 91 observations.

3.2 Dependent variable: State response to OCO

Our dependent variable is a binary measure of the type of response a state has
taken in responding. For this we recode the information provided by the Cyber
Operations Tracker, which categorises target government responses into seven
types as described in Table 2. Denouncement is the most common response and
is evident in 53.5% of OCOs.

Table 2. Frequency of target govern-
ment response variable

Type of response Freq %
Denial 1 1.1
Confirmation 14 15.4
Denouncement 49 53.9
Criminal charges 17 18.7
Sanctions 6 6.6
Hack-back 2 2.2
Unknown 2 2.2
Total 91 100.0

Table 3. Frequency of re-coded target
government response variable

Type of response Freq %
Active (criminal charges,
sanctions, hack-backs)

25 28.1

Passive (denial, confirmation,
denouncement)

64 71.9

Total 89 100.0

To create a simpler indication of the strength of response that is more
amenable to logistic regression analysis, we recoded the range of responses into
two categories: (1) active, and (2) passive. Responses where the state takes action
against the state sponsor of the OCO are coded as ‘active’, and include criminal
charges, sanctions, hack-backs and diplomacy. Responses where the state did not
take action against the state sponsor are coded as ‘passive’, and include denial,
confirmation, and denouncement. The scale of response is therefore a binary
variable taking one of two values: 0 or 1, where 1 indicates a stronger response
from the target state. There are two instances where there was a suspected
response, yet the precise actions were unspecified. These are coded as ‘missing’,
leaving the final number of cases assessed at 89. Table 3 shows that more robust,
active responses occur 28.1% of the time. In the next section, we describe the
results of a logistic regression model where we measure the effect that each factor
has on the likelihood of a state adopting a more active response to a cyber attack.
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3.3 Empirical Findings

Table 4 provides the results of the logistic regression analysis, examining the effect
of each of our factors on the scale of response taken by the target of an OCO.
The coefficient shows the change in the odds of the target state carrying out an
active response if there is a one unit increase in the value of each independent
variable, while controlling for the effects of the other independent variables. An
odds ratio above 1 indicates a positive relationship between the independent
variable and the robustness of response, while a ratio below 1 indicates a negative
association. For each independent variable, the coefficient is displayed along
with the robust standard error, the p value indicating statistical significance at
the 95% confidence level, and the lower and upper confidence interval limits. P
values under 0.05 are considered statistically significant (p<0.05). The model uses
listwise deletion of missing values which limits the analysis to 64 observations
when all variables are included in the same model. The first factor we test is the
economic power of the suspected state sponsor of the OCO, measured by its GDP.
Despite a slight positive relationship, the result is not statistically significant.
The power of the aggressor therefore does not seem to have a deterrent effect on
the kind of response chosen by the target. The severity of the OCO is not a good
predictor of diplomatic response type either.

Table 4. Logistic regression of cyber response type (active or passive)

Independent
variable

Coefficient
(Odds Ratio)

Robust
standard
error

P
value

Lower 95%
Confidence

level

Upper 95%
Confidence

level
Aggressor’s
GDP (Log)

1.13 0.36 0.696 0.61 2.10

Severity of
OCO

1.12 1.49 0.931 0.08 15.07

Diplomatic
relations

0.63 0.70 0.677 0.07 5.67

Internet
usage of
target (%)

1.05 0.04 0.217 0.97 1.15

Target’s
GDP (Log)

1.56 0.60 0.251 0.73 3.31

Number of
allies of
target

1.29 0.16 0.042 1.01 1.65

Constant 0.00 0.00 0.065 0.00 4.20
Note: 64 observations. Constant estimates baseline odds. GDP of aggressor
and target is log transformed to reduce skew.
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For each independent variable, the coefficient is displayed along with the
robust standard error, the p-value indicating statistical significance at the 95%
confidence level, and the lower and upper confidence interval limits. P-values
under 0.05 are considered statistically significant (p<0.05). The model uses
listwise deletion of missing values which limits the analysis to 64 observations
when all variables are included in the same model.

The first factor we test is the economic power of the suspected state sponsor
of the OCO, measured by its GDP. Despite a slight positive relationship, the
result is not statistically significant. The power of the aggressor therefore does
not seem to have a deterrent effect on the kind of response chosen by the target.
The severity of the OCO is not a good predictor of diplomatic response type
either.

This suggests that destructive OCOs which damage digital or physical infras-
tructure do not invoke a more active response than non-destructive OCOs, such
as website defacement, DDoS, or espionage. It is possible that states view certain
non-destructive OCOs as equally threatening to their national security. Cyber
espionage, for instance, can cause serious economic and reputational harm, which
might lead to similar responses to those in response to destructive OCOs. Indeed,
there is ongoing debate on whether cyber espionage should be seen as part of
norm inter-state interactions or whether it warrants a military response [66].

There is a negative correlation between mutual diplomatic representation
between the target and state-sponsor of an OCO and the chosen response, shown
by a coefficient below 1, but it is very small and statistically insignificant. The
nature of cyber responses therefore does not seem to be influenced by pre-existing
diplomatic relations, at least under this metric. It is likely that most nation states
engaged in cyber conflict already have poor relations or are engaged in strategic
rivalry, in which case diplomatic relations may be less relevant.

The fourth factor is the level of internet usage in the target state. Again,
there is a very low association between the percentage of the population using
the internet and the robustness of the OCO response, which lacks statistical
significance. Responses to OCOs do not increase in severity with increases in
internet usage.

The target state’s power, approximated by its GDP (constant US dollars) is
our next factor. Here we see a larger coefficient, suggesting a positive association
between the victim’s GDP and robustness of response taken. The finding is not
too surprising given the skew in the data towards the United States as a target
country. However, the effect is not statistically significant when controlling for
the effects of other variables in the model, with large errors and wide confidence
intervals. It remains an open question whether the United States’ diplomatic
responses are a result of its economic resources.

The strongest correlation in this analysis is between the number of allies that
the target country has, and the robustness of its response to an OCO (0.507). As
a country gains more allies, it tends to carry out harsher responses, including
criminal charges, hack-backs, or sanctions, and this association is statistically
significant (0.000). The United States has both a large number of allies globally
and has often taken strong action against OCOs, according to the CFR data,
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so we cannot rule out a spurious relationship here. Nevertheless, it raises the
possibility that a country like the United States is able to implement strong
responses because of its international power and influence, as gauged here through
alliances.

3.4 Findings & Limitations

Chosen cyber responses appear to be driven mostly by the international status
of the target country. Alliances reflect and reinforce a country’s global influence
and power in the international system. Countries with more power are able to
attract others into their sphere of influence.

That said, it is important to acknowledge the prominence of the United States
in the data supporting this analysis. This is to be expected, given that it is the
largest economy in the world, the most studied with respect to cyber security “as
a great power” [12], and with a large numbers of international alliances, which
makes it an attractive target. It is also in the top five countries most at risk
of OCOs11, and ranked in the top 5 of countries in terms of cyber security
maturity [13]. Twenty-two of 25 responses coded as ‘active’ involved the United
States. This analysis suggests that America’s global influence might also play
a role in explaining their willingness to punish cyber aggressions, and there is
evidence that they are also helping other countries to repel OCOs [67,75].

The analysis was carried out using the available data from the Cyber Opera-
tions Tracker, but we should be cautious about the conclusions we draw. As the
authors of the data repository openly admit, the data is based on publicly known
OCOs with a potential bias towards English speaking countries given the greater
openness to reporting these events in the West. Further research is needed to
understand how non-Western countries respond to OCOs.

Another limitation in the data is that it only captures responses to cyber-
attacks that have been openly declared by the victim and misses responses that
occur in secret. At this stage, we have little way of knowing the responses that
have occurred unless these make their way into the public domain. This could
help us interpret our finding that a high-status country such as the United States,
is likely to engage in robust responses, given that powerful states are likely to be
less deterred from openly confronting cyber aggressions. The data set probably
under reports the way low status countries choose to respond to OCOs.

At a minimum, this analysis has helped describe the existing data on how
states have responded in the past, and started a discussion of possible explanations.
Having done so, we proceed to RQ2, to consider proposals for managing OCO
threats.

4 RQ2: Proposed OCO Threat Management Possibilities

With a limited understanding of factors that trigger OCOs, we now consider
advanced options for managing OCO threats. To judge these options, we will use
Brantly’s [8] deterrence dimensions, given that we are looking at this issue from
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a response perspective. Brantly claims that deterrence efforts have to have three
core components: (1) having formulated the intention to protect the nation’s
cyberspace (credibility), (2) having the capabilities to implement that intention
(capability), and (3) the communication of the intention and capability to a
potential aggressor (communication).

4.1 A Cyber Geneva Convention

In 1949, the Geneva Conventions were ratified by 196 countries. These are
international treaties that contain the most important rules limiting the barbarity
of war. They protect people who do not take part in the fighting (civilians, medics,
aid workers) and those who can no longer fight (wounded, sick and shipwrecked
troops, and prisoners of war)12.

Would a “Cyber” Geneva Convention be feasible? Brad Smith from Microsoft
proposed exactly this in 2017 [64], with the idea of protecting citizens during
peace times. In particular, signatories would have to agree not to target critical
civilian electrical, economic and political infrastructures. This sounds sensible
until you realise that there is no widely accepted definition of ‘critical infras-
tructure’ [44]. Jacobson [30] argues against Microsoft’s proposal from a Danish
perspective. He argues that such a digital convention would risk re-opening
already concluded international agreements. Such an agreement might also serve
to hamper existing cyber activities engaged in by smaller countries to protect
themselves. Jacobson believes that involvement in the EU, NATO, the United
Nations, as well as enhancing cooperation with the private sector, would enhance
security in cyberspace better than a Cyber Geneva convention. Hollis [27] points
to the fact that even those advocating for an international law for information
operations are sceptical of a cyber ‘Geneva Convention’ given the volatility of
technological innovation and development. This approach thus appears to fail on
Brantly’s credibility dimension.

4.2 Cyberspace as Ostrom’s “Commons”

Elinor Ostrom was a political scientist at Indiana University who won a Nobel
Prize for her research into how communities ought to co-operate to share resources.
She referred to such shared resources as a “commons”. Ostrom proposed eight
principles for managing a commons [76]. Principle number six is: “Use graduated
sanctions for rule violators.” Ostrom’s 7th principle specifies that resolution of
disagreements between users of commons should be accessible and low-cost. This
ensures that problems are solved rather than ignored and engenders inclusivity.

If Ostrom’s 6th and 7th principles are not being respected by all Internet users,
a cyber “tragedy of the commons” could exist, with some nations committing
aggressions with impunity, essentially being bullies on the commons playground.
Rankin et al. [54] explains this could end up destroying the very resource the
world increasingly depends on.

At first glance, treating the Internet as a commons appears to be a viable ap-
proach to managing inter-country cyber aggressions, especially if these principles
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are enforced by an international body, such as the UN. However, we first have to
consider whether cyberspace qualifies as a commons.

Kanuck [33] points out that other “commons” have been discovered by humans,
not created by them. Kanuck argues that designating the Internet as a commons
would require decisions to be made about how much, and which specific portions,
of cyberspace would be governed according to these principles. It is likely that
countries would consider their own essential infrastructures not to be part of the
commons, but rather subject to individual property rights.

Fitzpatrick [23] argues that a sustainable sharing of “a commons” is only
possible if reliable mechanisms are established to enforce compliance with agreed
rules of usage. However, Kanuck [33] argues that the lack of transnational judicial
cooperation makes any such enforced compliance infeasible. The other difficulty
is that the reliable identification of legitimate users remains elusive. If it is not
possible to identify people reliably, as passports do in the physical realm, it
is hard to make people accountable for bad behaviours to sanction or exclude
them. Applying such remediation to nation states is probably infeasible, and
these are the infractions we are discussing here. This approach appears to fail
on Brantly’s capability dimension, making the idea of treating cyberspace as a
commons infeasible.

4.3 Establishing Alliances

Based on our empirical investigation, even given the limitations, it seems that
the way to be more powerful in cyberspace is to establish alliances with other
countries, and sign treaties to formalise these. Accumulating allies to protect
yourself is an age-old tactic. Cleopatra is said to have courted Mark Antony
specifically because she saw his value as an ally13. The impact of the USA in
swinging the outcome of both World Wars emphasised their value as an ally. Even
today, many countries consider the USA a valuable ally [62], especially when a
treaty is in place. On 19 July 2021, a senior USA administration stated: “No
one action can change China’s behavior in cyberspace and neither can just one
country acting on its own” [65], confirming the power of international cooperation
and collaboration.

Yet, the mere fact of having allies is not an absolute deterrent, when it comes
to being targeted. Who the allies are, and their standing in the political sphere,
also makes a difference. Clare [15, p.545] argues that “allies only effectively deter
challenges against those partners that are of a greater strategic importance ”. Was
this why the USA condemned the WannaCry ransomware OCO and joined the
UK in attributing it to North Korea [7], even though the kill switch activated
by the UK’s Marcus Hutchins neutralised the threat before it compromised the
USA’s systems [45]? Perhaps it was because of the USA and UK’s long standing
Five Eyes Intelligence Alliance, or their history of being allies during recent
conflicts.

This approach ensures that states benefit from the capabilities of their allies,
and establishes their enhanced credibility in responding to OCOs. Our investiga-
tions suggest that this makes them able to respond to cyber aggressions, making
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the deterrence actions credible. The idea of forming alliances, if treaties exist,
ensures that such alliances are salient, and communicated to others.

We need to reiterate, at this point, that our data was dominated by OCOs
targeting the USA. The USA has many strong alliances. It might not be possible
for other states to implement this strategy, nor is it guaranteed to give them the
power to respond, perhaps in kind, to OCOs. Hence, this option is unlikely to be
a globally feasible option.

4.4 The United Nations Approach

In 1945, after two of the biggest conflicts in the 20th century, the United Nations
(UN) was created to maintain international peace and security, give humanitarian
assistance to those in need, protect human rights, and uphold international law14

[26]. At the time, no one could have anticipated cyber aggressions. The United
Nations (UN) formulated eleven ‘Cyber Norms’ in response to the realisation
that nation state cyber aggressions were occurring with increasing regularity [24].

Usually the action or response of the UN tends to be strategic, via treaties,
conventions, written recommendations and consensus regarding specific issues [40].
The UN does actively engage “in the field”. UN peacekeepers are a military peace-
keeping group intervening in parts of the world where interventions are required.
In the cyber context, the UN has been working actively e.g., by means of non-
proliferation of mass weapons. This is because, should these weapons fall into
the hands of malicious groups or private parties, the consequences could be dire
and dangerous on a global level.

Considering Brantly’s [8] mitigations in this respect, we can see the UN’s
capability as residing in its standing as an international body and recognition
by the International Community. The UN’s credibility [21] has been questioned
a number of times, notably due to events and episodes that have occurred
throughout its history that raised a number of critiques from different parties
with reference to its functioning and management of crisis. Lastly, the UN has
been quite active when it comes to its communication, putting in place a special
department of communication [71]. Since its creation in 1946, a year after the
UN’s establishment, it has tackled disinformation and misinformation, specifically
online [20].

4.5 Cyber Diplomacy

Torres and Riordan [69] explain that one of the UN’s major roles is to establish
norms of behaviour, which they have done. The second is to promote cyber
diplomacy. Cyber diplomacy is defined as “a set of diplomatic practices concerned
with the broadly defined governance of cyberspace.” [53, p.2].

It seems sensible for governments to engage in diplomacy efforts, both cyber
and traditional, to ensure that tense situations, perhaps post-OCO activity, do
not escalate into open war. Conflicts have been prevented in the past when the
leaders of the involved countries have met and resolved their differences to prevent
escalation and eventual outright war. The Cuban missile crisis of 1962 is a case
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in point [32]. Kennedy and Khrushchev met and found a way to stand down
their forces and a potentially devastating nuclear conflict was avoided. Diplomacy
also seems indicated when an aggression has already been committed, such as
SolarWinds, so that responses are measured and effective.

Levinson [38] argues that a law enforcement approach is unlikely to be an
effective strategy in addressing nation state cyber aggressions, and this argument
is echoed by O’Connell [51]. There are examples where the USA has preferred
diplomacy to other approaches. Maness and Valeriano [41] determined that
when China has engaged in attacking the United States, the United States has
responded with diplomatic efforts. They have attempted to improve relations
instead of responding by hacking back, for example.

With respect to Brantly’s three dimensions [8], cyber diplomacy fulfills all of
them. In 2016, the European Union wrote about the role of cyber diplomacy in
building capabilities across the European Union. Communication is built into
the definition of cyber diplomacy. Credibility, which encompasses governments’
intention to act against the threat, and their formulation of strategies, is also
built into the descriptions of cyber diplomacy and could be seen as the raison
d’être for its existence. We now proceed to position cyber diplomacy within a
strategic response to OCOs.

5 RQ3: Positioning Cyber Diplomacy

We now consider how a strategic approach could be formulated for managing the
OCO threat. Instead of including only deterrence aspects, Carlin [10] suggests
a ‘Whole-of-Government Approach to National Security Cyber Threats’. Carlin
recommends including the three D’s: deterrence, detection and disruption. Cohen
et al. [17] extend this with defeat. Based on the previous discussion, we extend
this with a fifth dimension: cyber diplomacy.

Deterrence: Nye proposes a four-pronged deterrence approach: punishment,
defence, entanglement and norms. Nye argues that this can “reduce the likelihood
of adverse acts causing harm in the cyber realm. They can complement one
another in affecting actors’ perception of the costs and benefits of particular
actions” [46, p.62]. Punishment is challenging in the cyber domain, due to
the aforementioned attribution difficulty, compromising the credibility of the
deterrence. Defence is related to implementing good cyber hygiene, signalling
capability of deterrence efforts. Entanglement suggests creating dependencies
between two states such that an attack would hurt the aggressor as well as the
target. Finally, formulating and communicating norms imposes a reputational
cost on aggressors, This fulfils the communication deterrence dimension.

Detection: Detection happened months, if not years, after the fact for the
SolarWinds OCO [36] and for the Yahoo breach, which has also been attributed
to unnamed “state sponsored actors” [19]. It might be that detection is being
neglected in favour of deterrence. CISCO [14] recommends a number of ways
to detect infiltration, including (1) identifying mysterious emails, (2) noting
unusual password activity, (3) identifying suspicious pop-ups, and a (4) slower
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than usual network. These can be categorised either as anomaly detection (1-3)
or performance monitoring (4).

Disruption: The third of Carlin’s recommendations is disruption. This could
include economic sanctions, coordination with other intelligence bodies such as
the Five Eyes to share information and coordination with the private sector [10].

Defeat: Cohen et al. [17] explain that defeat refers to the efforts taken
to reduce the number and severity of OCOs and to ensure that society can
recover quickly from adverse cyber events. They advocate building resilience,
which includes: implementing technical measures, human resource development,
training exercises and, crucially, plans for recovering from the impact of OCOs
that do succeed. Hence defeat includes the concept of prevention, as well as
recovery.

Diplomacy: Cyber diplomacy has recently emerged as a viable mechanism
to be used in this domain [1]. There is evidence that the USA has already started
using diplomacy when engaging with particular countries [41].

5.1 The Five D’s Framework:

In formulating the framework, we have to be cognisant of the cyber attack life
cycle stages proposed by the USA’s Cyber Threat Framework [48]: (1) preparation,
(2) engagement, (3) presence, and (4) effect/consequence. The framework needs
to include strategic responses for each of these phases.

Figure 3 brings everything together in a comprehensive framework describing
how states can build a strategic response to the nation state cyber threat. The five
D’s (three from Carlin [10], one from Cohen et al.’s defeat and the fifth being cyber
diplomacy) are mapped to Brantly’s capability, credibility and communication
dimensions [8].

This framework combines the preventive and reformative approaches to harm
prevention [60]. We demonstrate how establishing alliances and the UN Norms
would fit into these conceptualisations, as well as the formulation of plans for
responses pre-OCO. Each of the “Five D” activities is expanded upon within their
demarcated space in the diagram.

5.2 Countries’ Cyber Security Strategies

Governments across the globe have formulated cyber security strategy docu-
ments15 reflecting a growing understanding that the best way to manage cyber
threats is to mount a strategic response, not a reactive tactical one. The existence
of these policies demonstrates these countries’ credibility in managing cyber
threats. What is their strategy for dealing with OCOs?

Renaud et al. [55] analysed the cyber security strategy policies of the Five Eyes
countries and China. Their analysis produced a list of government responsibilities
mentioned by these countries’ cyber strategy policies. All refer to the need
to “manage and mitigate cyber threats”, but do not provide a framework for
specifically managing the OCO threat.
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Fig. 3. The “Five D’s” nation state cyber threat management framework

All also mention the responsibility to engage internationally and share in-
formation, which confirms the need to communicate with others and thereby
to enhance their own capabilities. Interestingly, the USA alone mentions their
responsibility to extradite cyber criminals, arguably a strong deterrence aspect.
Detection is likely to be included in “Coordinate reporting of vulnerabilities”
and “Measure state of cyber security ”. Disruption, defeat and diplomacy are not
mentioned in the responsibility list. However, the Five Eyes countries are likely
to be engaging in disruption and defeat activities, preferring not to mention these
in their strategy documents, so as not to leak information that could benefit
countries who might consider an OCO in the future.

It is also likely that these countries’ governments do indeed have plans for
dealing with OCOs that they have chosen not to share with the general public.
Indeed, the USA announced that they had plans to prevent such an OCO on
their 2020 election [49] and Cluley [16] reports that the USA is offering a reward
for help in catching state-sponsored ransomware attackers. Moreover, the Biden
administration just appointed their first National Cyber Director [28], with a
remit to “prepare the federal government’s response to cyberattacks and cyber
campaigns of significant consequence” (emphasis added by authors). This
description suggests that a strategic response to OCO threats might well be part
of the National Cyber Director’s remit too.

6 Discussion & Conclusion

Cohen et al. [17] emphasise and highlight the importance of plans in coping with
and offsetting the effects of OCOs. The “Five D’s” framework’s main contribution
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lies in its bringing all aspects of a strategic response into one framework, and
pointing the way towards OCO mitigations. It enables a formulation of plans
and implementation of measures before any OCOs occur. This paper reported
on research carried out to answer the three research questions laid out in the
introduction.

To answer RQ1, we identified and tested the influence of a number of factors
that could play a role in triggering a robust response to an OCO. We discovered
that diplomacy did not appear in reported responses to OCOs.

We then proceeded to advance a number of suggestions for managing the
OCO threats. In addressing RQ2, only cyber diplomacy appears to satisfy all of
Brantly’s [8] dimensions.

Finally, to address RQ3, we propose a “Five D’s” framework for a strategic
response to managing the OCO threat. The framework is grounded in the research
literature, and highlights the emerging and crucial role of cyber diplomacy in
this space.

The factors we tested to answer RQ1 need to be augmented to provide a more
comprehensive view of response influences. We hope that other researchers will
help us to refine and improve the framework presented in Figure 3 so that it can
become a useful resource for governments wanting to manage OCO threats to
their own citizenry.

As future work, it would be worth investigating the impact of geopolitical
factors on the cyber aggression realm, and especially the interplay of physical
geography, pre-existing alliances and/or disputes due to physical proximity and
emerging cyber capabilities. This investigation would seek to reveal the influence
of physical proximity on cyber activities and aggressions. However, it must be
acknowledged that the interconnectiveness of the world currently, might make
geographical location less of an influential factor than it might have been two
decades ago.

7 Limitations

As acknowledged in Section 3.4, our empirical investigation is USA centric, which
means that we cannot easily generalise our findings. It is challenging to obtain
better data sets but when these are published, we plan to run our analysis again
on the more comprehensive data set to determine which factors significantly
influence responses to OCOs.

Notes

1https://www.cyberarmscontrol.org/post/article-39-of-the-un-charter-cyber-
as-a-threat-to-international-peace-and-security

2http://www.ieee-security.org/Cipher/Newsbriefs/1996/960723.EOonCIP.html
3https://fas.org/irp/offdocs/eo13010.htm
4https://legal.un.org/repertory/art51.shtml
5https://www.kaspersky.co.uk/resource-center/threats/ransomware-wannacry

https://www.cyberarmscontrol.org/post/article-39-of-the-un-charter-cyber-as-a-threat-to-international-peace-and-security
https://www.cyberarmscontrol.org/post/article-39-of-the-un-charter-cyber-as-a-threat-to-international-peace-and-security
http://www.ieee-security.org/Cipher/Newsbriefs/1996/960723.EOonCIP.html
https://fas.org/irp/offdocs/eo13010.htm
https://legal.un.org/repertory/art51.shtml
https://www.kaspersky.co.uk/resource-center/threats/ransomware-wannacry
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6https://www.csoonline.com/article/3218104/what-is-stuxnet-who-created-
it-and-how-does-it-work.html

7https://www.cisecurity.org/solarwinds/
8https://microsites-live-backend.cfr.org/cyber-operations/search?keys=not+

petya
9https://www.dailymail.co.uk/sciencetech/article-2637899/eBay-refused-admit-

massive-cyber-attack-thought-customer-data-safe.html
10https://microsites-live-backend.cfr.org/cyber-operations
11https://nordvpn.com/cri/
12https://www.icrc.org/en/doc/war-and-law/treaties-customary-law/geneva-

conventions/overview-geneva-conventions.htm
13https://www.scholaradvisor.com/essay-examples/cleopatra-relationships/
14https://www.un.org/en/about-us/history-of-the-un
15https://www.itu.int/en/ITU-D/Cybersecurity/Pages/National-Strategies-repository.

aspx
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