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Early Stage Research

Abstract

Privacy-related research spans multiple disciplines and is centuries old. The topic of children’s privacy is a
complicated and multi-faceted area of privacy research. The responsibility for teaching children about
privacy usually falls on their parents’ and carers’ shoulders. This responsibility can be quite challenging for
them to embrace, with rapidly changing technological advances across the globe and difficulties being
exacerbated by the combined efforts of multinational organizations striving to gather their data. This
research attempts, first, to explore the concept of privacy in the existing research literature, and particularly
in the online context. The authors then seek to identify the challenges faced by parents related to their
children’s privacy. In particular: (1) what are the difficulties with respect to citizens’ understanding what
privacy means, and (2) in conveying its import to children? We conclude that everyone has a role to play in

shoring up our children’s privacy. It starts with the parents, but involves every one of us.
1. Introduction

Privacy is the universal human right to consent before personal information is collected and processed
(Diggelman & Cleis, 2014). The first step towards embracing this right is to understand it, and this is where
things get complicated. Post (2001, pp. 2017) argues that: “Privacy is a value so complex, so entangled in
competing and contradictory dimensions, so engorged with various and distinct meanings, that I
sometimes despair whether it can be usefully addressed at all.” These sentiments are echoed by Thomson
(1975). Even so, we have to address it, or risk losing our privacy altogether because privacy, once lost, cannot
be retrieved. Because people don’t understand privacy principles, they disclose their personally identifiable
information (PII) voluntarily (Ciocchetti, 2007) and subject themselves to risks, including data breaches,

identity theft, reputational damage, and/or financial damage.
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The United Nations Convention on the Rights of the Child (undated) explains that: “Every child has the
right to privacy. The law must protect children’s privacy, family, home, communications and reputation
(or good name) from any attack.” The problem with this statement is that when the law gets involved, a
privacy violation has already taken place — and the law can only punish, not restore lost privacy. It is much

better to act before this happens to prevent the loss of privacy.

Personal data is collected and monetized, making it the core product, (rather than the games or videos)
(Fuchs, 2021). Of further concern is that while regulatory and legislative controls for children’s data exist;
the focus is mainly on protecting children’s data rather than limiting the amount of data that is collected
about them (Andrews et al., 2020). And lastly, of great concern is that those involved in the “data collection
value chain” (Vosloo et al., 2020, pg 3) — which can include software creators and operators — may not
prioritize what is best for children in relation to their data. Indeed, a study by Nairn & Monkgol (2007)
explored 20 top sites accessed by children in the U.K. and found that eighty-five percent of these collected
personal information from children and that provision of such information was a necessary precondition
for participation. Moreover, 60% of school apps share children’s data (Wodinsky, 2021). Wolf (1978) argues

that a lack of privacy can contribute towards children’s emotional disorders.

MacLeod (2007, pp. 3) argues that “Children are distinct but dependent and particularly vulnerable
members of the moral community.” There is a clear responsibility to ensure that children can be online
safely without losing their privacy (De Wolf & Vanden Abeele, 2020; Urban and Hoofnagle, 2014). Given
the previous discussion, this is not a given. This constitutes something of a call to action, with a degree of

urgency. The question is, how should we go about achieving this?

Section 2 reviews the literature on privacy, with particular attention being paid to children’s privacy. Section
3 reviews related research and Section 4 proposes a methodology for carrying out an empirical investigation
into parents’ understanding of privacy and their current practices in conveying its principles and nuances

to their children. Section 5 concludes.
2. Scoping Privacy

Privacy can be a difficult concept to define, particularly in the age of digital transformation. As mentioned

by Pavlou (2011), it is important for Information Systems (IS) researchers to take a multi-disciplinary
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approach when considering privacy-related work, which the authors took into consideration. We commence

with the basics of privacy to ensure that the foundational knowledge is understood and incorporated.

The concept of privacy is very personal, while also being somewhat abstract and hard to articulate (Hart,
1954). Many global citizens do not seem to exercise their privacy rights (Renaud et al., 2015). Gross (1967)
suggests that while people are often able to sense, intuitively, that their privacy is being violated, they
struggle to articulate what privacy actually means to them, and to insist on their privacy rights. Gross (1967)
quotes Hart (1954) who explains that, when it comes to privacy, people can “know” what privacy is without
being able to define the concept. Bott and Renaud (2018) suggest that people have accepted the extensive
and invisible privacy violations that occur when we are online, having gone through a grieving process and

become resigned to the fact.

We will review the dimensions and nature of privacy in the next section, but at this point a broad-brush
definition will serve to facilitate a link between core privacy principles, online harm dimensions and
parents’ risk management endeavors. We use Westin’s (1968, pp. 7) definition of privacy as “the claim of
individuals, groups or institutions to determine when, how and to what extent information about them is

communicated to others” to facilitate this.

With respect to children being online, Professor Byron (2008) explains that online harms to children can

be categorized into one of the three C's: (1) Content, (2) Conduct and (3) Contact.

Content where the child can be exposed to unwarranted commercial, aggressive, sexual or other types of
harmful information. Children are developmentally more vulnerable to the effects of digital marketing
(Radesky et al., 2020), which makes this kind of contact particularly concerning. Conduct risks occur where
achild, as a participant, may engage in activities such as communicating with strangers, bullying, or sharing
information that can be harvested for a variety of purposes. Contact occurs when an external agent, as an

actor, may contact a child without their parents’ knowledge or consent for their own nefarious purposes.

Children’s privacy-related behaviors are arguably connected to the “conduct” category. Renaud and Prior
(2021) suggest that online harms can be managed by parents and carers by using the three M’s: mentoring
the child, mitigating harms using a variety of technologies (where possible) and monitoring the child’s

online activities to ensure their cybersecurity and cybersafety. We will align online privacy with the
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“mentor” category, given that privacy is inextricably related to individual consent and not easily remediated
with technical measures. Figure 1 depicts privacy as aligned with Byron’s “Conduct” and Renaud & Prior’s

“Mentor” categories.

THE EXTENT

Privacy

MITIGATE

CONTACT

Figure 1: Linking Privacy to Cyber Safety and Risk Management

Table 2 in the Appendix covers key views on privacy taken from the research literature. A Word Cloud
generated from the definitions is shown in Figure 2. It is interesting to note that the word
“vulnerability/vulnerable” does not appear, which suggests a genericity that might well need to be

abandoned in order to accommodate the differing needs and perspectives of children, when it comes to

privacy.
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Figure 2: Word Cloud from definitions in Table 2.
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2.1. Information Privacy

A subset of privacy, information privacy, has gained some traction in privacy-related research. While
traditional privacy definitions refer to the individual’s rights to privacy in homes and private spaces,
information privacy refers to control of “access to individually identifiable personal information” (Smith

et al., 2011).

The concept of control is an important factor when defining information privacy. As defined by Clarke
(1999), information privacy “refers to the claims of individuals that data about themselves should
generally not be available to other individuals and organizations, and that, where data is possessed by
another party, the individual must be able to exercise a substantial degree of control over that data and
its use” (pp. 60). The concept of information privacy is similar to general privacy in its subjectivity and also
is influenced by external factors. According to Bélanger & Crossler’s (2001) research, from an individual
perspective, the differences related to gender, age, and education have been previously studied; with a need
for trait-level variations to be explored in future privacy research. For example, Paine et al. (2007) have
found that those in age groups younger than 20 have fewer concerns about online privacy, although this is

not confirmed by the population-wide drawings gathered by Privacy Illustrated (2014).

Research has shown that when individuals have a belief and desire for privacy in the physical world, they
will also have concerns about privacy related to companies/entities in the online world (Yaow et al., 2007).
Yaow (2007) argues that online privacy and related research should thus be viewed in a similar light as that

related to privacy; with the online context being a distinct qualifier.

1.1. Privacy Decisions

Privacy is frequently rooted in ethics and ingrained in society’s moral value system (Smith et al., 2011).
Decisions related to privacy are not made in a black box; there are many contributing factors that may
influence an individual’s behavior (Mitgen & Smith, 2015). Moreover, beliefs related to privacy rights are
generally subjective, while also varying between individuals (Yaow et al., 2007; Westin, 1968). They are also

context dependent. The context we are interested in are: (1) online privacy, (2) for children.
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Despite substantial self-reported concerns with regard to online privacy, people engage in self disclosing
behaviors that do not align with their stated concerns. Several studies have investigated this so-called
“privacy paradox” empirically, with a few meta-analyses (Gerber et al. 2018; Kokolakis 2017). Gerber et. al

(2018) provide several explanations for this phenomenon.

The privacy calculus model suggests that if the anticipated benefits of data sharing exceed the costs, a user
can be expected to give his/her data away. On the other hand, numerous studies on consumer decision
making behavior have shown that the decision-making process is influenced by various cognitive biases and
heuristics (Acquisti and Grossklags, 2007). Some of the psychological and individual factors influencing
privacy decisions include information asymmetries between consumers and firms, bounded rationality
limiting the sufficiency of processing capacity to make sense of complexities of information environment,
biases. This results in the overestimation of immediate benefits and underestimation of delayed costs,
bolsters an illusion of control, and encourages herding tendencies i.e. imitating other people’s behaviors
(Acquisti et al. 2020). Acquisti et al. (2020) argue that while privacy enhancing technologies (PETs) offer
significant potential to individual and societal benefits, many do not take advantage of them, due to

unawareness, distrust, or perceived (and actual) costs.

Some argue that the privacy paradox is an artefact of the methodological implementation of inquiries
(Dienlin and Trepte 2015). Solove (2020) calls the privacy paradox a myth, which is created by faulty logic.
Most often, the behavior involved in privacy paradox studies involves people making decisions about risk
in very specific contexts, while measurements of privacy concerns, or questions about how much

participants value privacy, are much more general in nature.

Privacy attitudes, concerns, and risks are closely related yet different concepts and may be operationalized
in different ways. Some describe privacy concerns as “the desire to keep personal information out of hands
of others” (Buchanan, Paine, Joinson, & Reips, 2007, pp. 158) with attitudes operationalizing accordingly
(Jozani et al. 2020). Others describe privacy concerns as “negatively valanced emotional feelings” (Dienlin

and Trepte 2015) which may operationalize differently (Malhotra et al. 2004).

Yet another challenge is related to the many dimensions of privacy. Burgoon (1982) and Dienlin and Trepte

(2015) identify several dimensions: informational privacy, which captures the individual control over the
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processing and transferring of personal information; social privacy, which captures the dialectic process of
regulating proximity and distance toward others; psychological privacy, which captures the perceived
control over emotional and cognitive inputs and outputs; and physical privacy, which captures the personal

freedom from surveillance and unwanted intrusions upon one’s territorial space.

Dienlin and Trepte (2015) suggest that it is important to distinguish between privacy attitudes and privacy
concerns on the one hand, and between informational, social and psychological privacy on the other. Their
study reveals that the privacy paradox can be detected in empirical data when analyzed exactly as it was
carried out in prior research. However, it disappears when privacy concerns and attitudes are distinguished,
or when the Theory of Planned Behavior is used as a theory-driven framework to operationalize the research

design, or when privacy dimensions (informational, social, and psychological) are differentiated.

Solove argues “Managing one’s privacy is a vast, complex, and never-ending project that does not scale;
it becomes virtually impossible to do comprehensively.” In recent study, Buckman et al. (Buckman et al.
2019) show that in contrast to prior research which has found significant effects for each of the salient
factors of privacy decision when studied separately, when considered together, the effects are different.
Several experiments show null effects demonstrating that results from prior research on simple privacy
decisions may not translate to more realistic, complex privacy disclosure decisions that involve multiple

factors.

2.2 Responsibility for Children’s Privacy

There are several views related to children’s privacy, characterized by, and differences of, opinion related
to where the responsibility lies for assuring that children’s privacy is maintained. Some place responsibility
on the children themselves (Nairn & Monkgol, 2007; De Wolf & Vanden Abeele, 2020) or on their parents
(Lwin et al., 2008; Sorensen, 2016). The latter makes sense since parents’ own sharing behaviors can violate

their children’s privacy (Steinberg, 2016; Shmueli and Blecher-Prigat, 2010; Bessant, 2017).

Others believe that industry or software developers should regulate their own privacy practices in this
respect (Hertzel, 2000; Nairn & Monkgol, 2007; Miyazaki et al., 2009; Tahaei and Vaniea, 2021). This is
unlikely to work, given that these companies pay only a pittance in fines for violating customers’ privacy

(Kafka, 2019; Short & Toffel, 2007). Yet others place responsibility on teachers (Cucinelli, 2015), schools
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(Berson & Berson, 2006; Finkelhor et al., 2021); governments (Hertzel, 2000); or on the family unit

(Todres, 2019).

Most intriguing is the suggestion that responsibility be placed on the child’s community (MacLeod, 2007;
Barbovschi, 2014). This approach would place a lesser burden on children as individuals and instead
incorporate a “balance of responsibilities” (pp. 572). In this model, parents would be expected to assure

their children’s privacy while also extending that role to other trusted individuals (Fahlquist, 2015).

Steeves and Webster (2008) point out that supervision by parents and teachers cannot protect children’s
privacy completely. Children are frequently able to easily disclose personal information without parental
knowledge or consent (Nairn & Monkgol, 2007). Making it a community responsibility would seem to be a

much more realistic option.

This leads us to the conclusion that children themselves need to understand privacy, and they can only do
so if everyone in their support network helps them to understand the concept and gives them the tools to
exercise their rights to privacy. The responsibility to teach children these principles currently lies with
parents (Desimpelaere, 2020), who hold the right to consent on their children’s behalf in many countries

(Gligorijevi¢, 2019).

Yet, leaving it to the children, even if they know how to exercise their rights, will never be enough. In 2020,
Bryan et al. (2020) reported that UK betting companies had been given access to the names, ages and
addresses of 28 million British children. These kinds of actions violate children’s privacy in a way that
neither parents, teachers nor children are able to prevent. It is clearly time for children’s privacy to be taken

far more seriously by everyone in society.

2.3 Children & Privacy

The UK’s Information Commissioner's Office (2018) explains that “Children need particular protection
when you are collecting and processing their personal data because they may be less aware of the risks
involved.” As discussed in the previous section, parents have a specific responsibility to ensure that their
children’s privacy is protected (De Wolf & Vanden Abeele, 2020) and to teach them privacy principles. It is

going to be difficult for parents to help their children to understand their privacy rights if they themselves
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have difficulty defining privacy or explaining what privacy rights are, which is certainly an issue based on

the discussion earlier in this section.

Children are exposed to electronic devices at an increasing and somewhat alarming rate, at ever younger
ages. There are some protective measures in place, but they are generally limited and often ineffective.
Remote learning during the COVID-19 pandemic has created a backlog for privacy challenges, as many
children who previously did not have access to devices were suddenly provided with a tablet or laptop. The
quick shift to remote learning created new ways to access existing data (that was previously not easy to
access) in addition to new data sources that did not exist prior to the COVID-19 pandemic (Sella-Villa,
2020/2021). Expectations of screen time and aspects of media consumption were undoubtedly adjusted as
a result of the educational and social challenges of the COVID-19 pandemic (Willett, 2021). Parents were
forced to work remotely and try to balance work and educational requirements (Bhamani, 2020). In light
of these considerations, security and privacy may not have been a priority. While many schools are moving
back to face-to-face mode, there is a concern that entrenched bad habits will be difficult to eradicate

(Richtel, 2021).

Carnegie Mellon University publishes a website called “Privacy Illustrated” from a project which collects
images of privacy drawn by people across the life span. Their privacy-related images provide us some
insights into children’s understanding of privacy. Cranor et al. (2014) categorized the hundreds of drawings
they collected into themes, one of which was online privacy, which seemed to be a particular theme of teens’
drawings. Figure 3 shows two drawings taken from the 9-12 age group on the website, showing that an
understanding of privacy is often merged with concepts related to online security/safety. While these are
inter-related, they have distinct differences which both adults and children need to understand.
Interestingly, in the Word Cloud depicted on their website, the theme “teach” does not appear, which
underlines the need for this investigation. Moreover, if you click on the tag “parents”, both images were

drawn by children and reflect physical privacy (29 June 2021).
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Figure 3: Drawings from Carnegie Mellon’s “Privacy Illustrated” Corpus

2.4  What are Parents Doing?

As discussed earlier, parents are initially tasked with the responsibility for the management of their
children’s online data (Desimpelaere, 2020). This increasingly pressures them to stay up to date on the

latest technologies and online data collection tactics (Subrahmanyam & Greenfield, 2008).

This can be challenging due to issues related to parental self-efficacy, which, as discussed by Bélanger et al.
(2013), is the capability of parents to provide privacy protection. This suggests that such self-efficacy in the

privacy domain is by no means a given, for reasons we covered in the introduction.

Based on a Google trends search, it does not seem as if parents are looking for guidance in this respect,

either (Figure 4).

1
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Figure 4: Google Trends search on the 30 June 2021

If parents do search online, what would they find? We carried out a search for “children privacy” using

Google on the 31 July 2021. Three million results were returned, which is bound to be daunting to the

uninitiated. We focused on the first two pages only, given that very few searchers go beyond the first page

(Cutrell & Guan, 2007). The appearance of Walt Disney’s privacy policy on the first page is interesting, given

that they experienced a large data breach in 2019 (Volf, 2019).

Table 1: An online search for “children privacy” on the 3" July, 2021

What

Description

Who

Children's Online Privacy Protection
Act (COPPA);

Legal approach

Federal Trade Commission;
Winston & Stawn LLC;
Wiki

Role of Parental Consent Legal Aspects in European Court of Gligorijevi¢ (2019)
Human Rights

Child Privacy Policy Legal document laying out privacy rights | Walt Disney

ViacomCBS

Guidance for companies related to What they can collect and what the rules | UNICEF

children’s privacy rights are about doing this

Children’s Privacy Policy What they collect and whom they share Google
with

Children’s privacy from their parents Shmuel & Blecher (2011)

Global information privacy
community and resource

Legal approaches and news reports

https://iapp.org/

Children’s need for privacy

Explaining about age differences

Morelli (undated).

Do’s and Don’ts for parents

Tips for parents to follow

Goldstein. (undated).

Children’s Privacy Rights

Advice for companies in collecting

UK’s Information

children’s data, laws around their data in | Commissioner;
the UK; obtaining parental consent United Nations Human
Rights

Protecting Children’s Privacy Online

Hints & Tips

Attorney General California

12
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Goldstein (on the second page), offers some valuable tips for parents: (1) bone up on security, (2) secure
connections, (3) do your homework, (4) understand privacy settings, (5) respect the child’s privacy, which
includes asking their consent and asking family and friends not to post photos of the child online. She also
recommends monitoring the child’s digital footprint. California’s Attorney General (on the second page)
advises discussing privacy with children before they go online and explaining why personal information is
not to be divulged. Finally, he suggests surfing the Web with children initially to show them how to do this
privately and safely. Both of these fall into Renaud & Prior’s “mentor” category. Yet, parents might well not
have continued to the second page, and missed these hints and guidelines, which Cutrell and Guan (2007)
suggest is likely. They might also have been so overwhelmed by the number of results and all the law-related

links on the first page and abandoned the search altogether.

Parental mediation strategies and interventions with children have been studied extensively with respect to
media usage. The strategies are generally categorized as either active or regulated, with regulated being a
more restrictive mediation and active being a more proactive and involved mediation (Nathanson 2001a;
Nathanson 2001b; Miyazaki et al., 2009). Lwin et al. (2008) studied children’s online privacy with
mediation strategies that were further categorized into (1) laissez-faire — no mediation, (2) promotive —
(high active/low regulated) (3) restrictive (low active/high regulated and (4) selective (high active/high
regulated). The researchers found that overall active mediation was more effective. However, in cases where
active mediation was non-existent or even low, safeguards resulted in a negative reaction from older teens
and an increase in disclosure of information. Strong family social cohesion has been shown to reduce risky

online behavior (Sasson & Mesch, 2014).

Research by Desimpelaere (2020) found that parents mainly had concerns around “stranger danger”
situations (the “Contact” aspect of Byron’s online harms). While undeniably significant, these violations are
far less likely to occur than privacy violations related to data being improperly collected and/or leaked by

institutions who violate online users’ privacy invisibility, pervasively and seemingly with impunity.

The rules related to limiting time on a device are no longer adequate for keeping children safe online. It is

essential that parents warn their children about the risks related to disclosure of sensitive information
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(Lwin et al., 2008) and also that their information that may be tracked in the background during time spent
online (Smith & Shade, 2018). As stated by Ciocchetti (2007), individuals provide personally identifiable
information (PII) voluntarily without really knowing or understanding the risks. A multitude of risks exist
such as data breach, identity theft, reputational damage, and/or financial damage. With these risks comes
the responsibility to ensure that children can be online safely and with children’s privacy protected (De Wolf

& Vanden Abeele, 2020).

2.5 At what age should we start teaching privacy principles?

There is evidence that when children that are taught skills to improve autonomy, they will likely be more
skilled at making decisions to protect their privacy (Kumar et al., 2018). Youn (2009) also finds that early
privacy-related education will result in a greater likelihood of self-protective privacy behaviors in later
adolescent years. In fact, later year/older teen (ages 15-17) regulated (restricted) parental mediation has
been shown to actually result in bypassing safeguards and an increase in information disclosure (Lwin et
al.,, 2008). Fahlquist (2015) voiced concerns surrounding overuse of protective technologies and the
reduction of children’s freedom; which can inhibit growth as “independent, creative, and responsible
individuals” (pg. 44). As stated by Fuchs (2021), restriction of technology is not the answer but rather
helping children achieve balance and the necessary skills for appropriate media usage. While this is a
complicated area of research to explore, it is important that both technical and nontechnical solutions be

taken into consideration (Berson & Berson, 2006).

Differences in judgments, based on a specific context or actor and related to risks/benefits can also
influence a privacy decision (Finkelhor et al., 2021). Building upon some of the prior privacy seminal papers

and research, it is important that the concept of autonomy also be taken into consideration.

This suggests that privacy principles ought to be introduced at a young age, and then augmented as children
age, while at the same time relaxing controls as they mature into adolescence (Lopez de Ayala Lopez et al.,

2020). A one-size-fits-all-ages approach is clearly inappropriate in this space.
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2.6 Sumimary

We have reviewed the literature on children’s privacy rights and discovered that the burden for assuring
these is generally placed on parents’ shoulders. Yet, in the same way as it takes a village to raise a child, we
need everyone to help to assure the privacy of our children: this is a societal problem, not only something
parents need to be concerned about. Because we care about vulnerable members of society, including

children, we ought to take this responsibility seriously.
3 Related Research

Previous research into children’s perceptions of privacy was frequently carried out with older children
(12+4), were limited to a small sample size (Stoilova et al., 2021; Adorjan and Ricciardelli, 2019), or didn’t
draw upon the vast and difficult to articulate literature surrounding privacy, information privacy, and
online privacy. Sun et al. (2021) interviewed 26 children about their privacy perceptions and concludes that
there should be better support to children so that they can reason more effectively about privacy-related

decisions.

Studies such as Zhang-Kennedy & Chiasson (2016) explored younger children (age 7-9) and the use of an
interactive e-book. The researchers found that children’s knowledge of privacy was improved and retained,
and parents were able to engage in discussions surrounding privacy. Kumar et al. (2017) found that, for
privacy, the subjects (age 5-11) leaned on their parents for privacy support. Moreover, parents were likely

to focus on the future rather than the present, in regards to privacy education.

Research by Zhao et al., (2019) explored aspects of explicit privacy awareness and risks — such as in-app
pop ups, stranger danger, and in-game promotions — and implicit privacy awareness and risks — such as
third-party tracking, promotions and recommendations based on online activities, and collection of
personal data that can be used to drive decision-making. They found that the more obvious behavior such
as oversharing and disclosing real identities were easier for children to articulate and be aware of versus
tracking/promoting/recommendation-based aspects. These aspects may be easier to communicate first

from a parental influence. Family rules/values/morals surrounding privacy can be influential factors in
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providing children with guidance. Respect for privacy is also key to understanding privacy-related

implications for youth/adolescents (Bauwens, 2020).

Children also have challenges understanding privacy risks related to both internal and third-party use
(Desimpelaere et al., 2020). Research by Livingstone et al., (2019) found gaps in children’s knowledge of
institutional and commercial privacy in addition to data profiling. This is concerning due to the more
ubiquitous practices surrounding data collection. While several of the current rules/guidelines set to
address children’s data privacy place the protective measures on the parent, children are frequently able to

easily disclose personal information without parental knowledge or consent (Nairn & Monkgol, 2007).

If children are to become privacy literate, there is an assumption that they will know how to manage their
own privacy (De Wolf & Vanden Abeele, 2020). This assumption is unlikely to be accurate, for a number of
reasons. It can be particularly difficult for children under 11 to understand concepts of data privacy and
related data collection (Zhao et al., 2019). In the second place, even with an understanding of privacy,
children are unlikely to have the skills to action any understanding of their privacy rights, once again due
to their tender years. Having the agency to claim their privacy rights may be challenging, especially when
an adult in a position of authority is demanding disclosure. Given that many adults do not understand

privacy, it seems unrealistic to expect children to have a nuanced understanding of this complex topic.
4 Methodology

The main aim of this research program is to understand parental influence on inculcating privacy awareness
in their children. The current state of privacy protection mechanisms draws our attention to inadequacy of
technologies, platforms, regulations, and human capacities to think and manage privacy. The review of
literature highlights the complexities revolving around examination of privacy in terms of varied views on
what privacy is, the dynamic and time shifting nature of privacy, understanding of what privacy values are,

and how it can be protected to name a few.

Considering the mixed and inadequate understanding of this topic, this research finds itself in a relative
novel area of research. Thus, an exploratory inquiry is warranted, which will focus on parents’ own
understanding of privacy and their communication with their children about privacy-related issues. In

particular, the research questions we seek to explore, given our review of the literature:
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RQ1: How do parents understand privacy in the context of digital technology?
RQ2: Who do parents believe is responsible for protecting children’s digital privacy?
RQ3: How do parents believe children’s digital privacy can be protected?

RQ4: How do parents act to teach privacy principles to their children, and to preserve their

children’s online privacy?

Because of the relatively unexplored nature of this research, few context-specific variables or theoretical
structures are available. We will use both a semi-structured case study approach that follows the multiple-
case methods (Yin, 1989) and the grounded approach suggested by Eisenhardt (Eisenhardt, 1989) using in-
depth interviews. The strength of this qualitative approach lies in the depth of understanding it provides
(Doty & Glick, 1998). Focus groups facilitate gathering information from a cross-section of the community
of interest and collecting multiple points of view at one time and collective brainstorming, as a comment
from one member can spark ideas in other members. In this study, we plan to undertake data collection
through interviews, focus groups, and survey techniques that incorporate open ended questions and other

brainstorming methods.

Considering the diverse views and behaviors related to privacy protection, prior research (Posey 2010) and
(Posey et al. 2013) provides a guidance on employing methodology of qualitative and quantitative
approaches to develop a taxonomy. These approaches integrate the classification techniques of

multidimensional scaling (MDS), property fitting (ProFit), and cluster analyses.
A six step approach is recommended by (Posey et al. 2013):
Step 1: Behavior elicitation with initial in-depth review of the unique behaviors.
Step 2: Removal of Redundant Behaviors through Two New Sets of Expert Review
Step 3: Acquisition of Similarity Ratings through a Survey using panel service.
Step 4: Use of MDS to Determine the General Structure and Dimensionality of Perceptual Map
Step 5: Using ProFit Analysis to Label the Dimensions

Step 6: Using Cluster Analysis to Find Classes or Subgroups
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Step 1: Behavior elicitation with initial in-depth review of the unique behaviors.

Table 2: Research Step 1 Stages

1

Defining privacy in their own words (Open ended)

2

Scanning of the literature reveals that there are many different definitions of privacy, defined by
academics, regulatory agencies, and privacy watchdog organizations —

Using a few prevalent definitions ask respondents to rank which one (most) closely fits.

Also ask respondents to tell how closely each definition fits their view of privacy

Regulations try to protect privacy rights (values) of their citizens — But what do they value?
Understanding underlying privacy values/principle of privacy

(ask opinions about which ones are most important)

Using online brainstorming techniques as the respondents to identify (/categorize) key words/tags
Asking respondents to draw a picture and upload

Regulations try to safeguard citizen privacy with set of (protection) principles (consumer code
principles) -— ask opinions about importance of each of these principles
If a particular principle is not present in a regulation, how they feel about it.

Educating and Protecting Children’s privacy: Ask if they have talked to their children about privacy
Guidance (social media, phone, other)

5 Discussion & Conclusion

While privacy is considered as a human right, topic of privacy is laden with many challenges. These stem

from the lack of universally understood and accepted definition which then compromises the ability for

people to understand privacy. This includes its multiple dimensions, the complexities around privacy

related behaviors and the seeming paradox that emerges from the differences between generic and context

specific privacy amongst other. When dealing with children’s’ privacy, these issues are compounded by

development stages, age-related vulnerabilities and the unwitting privacy invasive actions of the adults in

their lives. Bearing in mind that responsibility for teaching children about privacy usually falls on their

parents’ and carers’ shoulders, this study proposes an exploratory inquiry of parental views on privacy,

privacy values, and privacy guidance. Yet we reiterate, as we did in the abstract, that preserving the privacy

of our children can only be preserved when the whole of society combat privacy violations and help parents

to preserve their children’s privacy.
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Appendix A

Table 2. Privacy Definitions from the Research Literature

Author/ | Views on Privacy

Citation

Warren & | Privacy is defined as the right to being let alone. It indicates the need for law to protect the

Brandeis | right for thoughts, emotions, and sensations where expressed in writing, in conduct, in

(1890). conversation, in attitudes, or in facial expression. The right to privacy will however cease
when the facts are published with the individual's consent.

Gross Privacy is the condition of human life in which acquaintance with a person or with affairs of

(1967). a person's life which are personal to are limited. Privacy is also related with the Bill of
Rights.

Fried Privacy is needed not from the perspective of law to protect the information, but it is an

(1968). essential element in our culture to build respect, love, friendship, and trust in society.
Privacy is a control of private information, where friendship implies a voluntary
relinquishment of private information about others because we would not want to know
something our friends are not willing to share with us. Viewpoint that love and friendship
involve the initial respect for the rights of others.

Gerety Privacy is an autonomy or control over the intimates of personal identity. Privacy derives

(1977). value by attaching to the possibility of the conditions it protects instead of creating its own
significance. An invasion of privacy is defined as deprived of control over the intimacies of
our bodies and minds as to offend what are ultimately shared standards of autonomy.

Posner Privacy viewed as the withholding or concealment of information. The economic interest of

(1978). privacy is discuseed in terms of "privacy" and "prying". The essential elements of a legal
right of privacy based on economic efficiency are: (1) the protection of trade and business
secrets by which businessmen exploit their superior knowledge or skills, (2) generally no
protection for facts about people, and (3) the limitation of eavesdropping and other forms
of intrusive surveillance to surveillance of illegal activities.

Gavison Privacy should be discussed in two types of questions (1)Status of the term, and (2) The

(1980). characteristics of privacy. The three elements related to privacy are secrecy, anonymity, and
solitude. Privacy can be described as the information known about an individual, attention
paid to an individual, and the physical access to an individual. Legal protection is limited as
law cannot compensate for losses of privacy, and law is committed to other ideals that
sometimes override the concern for privacy. Thus, we cannot expect law to fully or
adequately protect our privacy in our lives.
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Table 2. Privacy Definitions from the Research Literature

Author/ | Views on Privacy

Citation

Parent W | Privacy defined as the condition of not having undocumented personal knowledge about

(1983). one possessed by others. Definitions of privacy in terms of control should be jettisoned -
because people can and do choose to give up privacy for many reasons. An adequate
conception of privacy must allow for this fact; control definitions do not.

Tuttle Views of expressivist individualism - one among many visions - each with its own viewpoint

(1999). and own legitimate claim of culture is permitted as long as others' views are not excluded.

Leino- View the concept of privacy as expressed in four dimensions: physical, psychological, social,

Kilpi et al. | and information privacy.

(2001).

Moor & Authors oppose the use of control of information to conceptualize privacy and suggest to

Tavani understand the concept in terms of a theory of restricted access. For example, if a citizen

(2001). surrenders his/her information to government for tax purposes, it does not mean that one
gave up privacy of his/her personal information.

Post Three concepts of privacy: (1) Privacy to the creation of knowledge; (2) privacy to the

(2001). creation of dignity; (3) privacy to the creation of freedom Privacy blocks the flow of
information to avoid error and misrepresentation. Privacy as dignity suggested the
mutuality of social life and the invasion of privacy causes injury because we are socialized to
experience common norms as essential prerequisites of our own identity and self-respect.
Privacy as freedom suggests the differences in social life and people are autonomous and
self-defining. Privacy as dignity safeguards the socialized aspects of the self; privacy as
freedom safeguards the spontaneous, independent, and uniquely individual aspects of the
self. Privacy as dignity seeks to eliminate differences by bringing all persons within the
bounds of a single normalized community; privacy as freedom protects individual
autonomy by nullifying the reach of that community.

Solove Views the method of conceptualizing privacy thus far to be problematic and unsatisfying.

(2002). Uses a pragmatic approach to conceptualizing privacy in a bottom up way, and locates the
starting point for theorizing in specific contexts, including social practices, historical
development of privacy practices, and privacy and technological and social change.

Solove Privacy is a concept in disarray. It is too vague to guide adjudication and lawmaking.

(2006). Privacy disruptions (categorized into information collection, information processing,
information dissemination, and invasion). Each of these categories have different privacy
harming activities which are different from one another and yet share important
similarities - which allows us to see privacy in a different way.

Solove Privacy is a concept in disarray - it is a sweeping concept that includes many different

(2010). aspects. Thus, it is difficult to conceptualize privacy. There are a number of theories about
privacy, but the criticisms mostly claims that the theories are too narrow, too broad, or too
vague. Also, some theorist claim that privacy can be socially detrimental. Privacy is a
fundamental right, essential for freedom democracy, psychological well-being,
individuality, and creativity. It is proclaimed inviolable but decried as detrimental,
antisocial, and even pathological.

Finn et al. | Define privacy in seven aspects: (1) privacy of the person, (2) privacy of behavior and

(2013). action, (3) privacy of communication, (4) privacy of data and image, (5) privacy of thoughts
and feelings, (6) privacy of location and space, (7) privacy of association.

DeCew Privacy is cross-species and cross-cultural. It is not an absolute value and should be viewed

(2018). as the default. Invasion of privacy can be broadly invaded. Privacy must be protected now;
particularly related to modern technology/changes.

Rumbold | Focus on how right-holders manage their rights within different domains. Specifically,

& Wilson | when right-holders have or hold rights or what waives them.

(2019). Updated from prior views to bring in aspects of publicly available data; that a violation of

privacy could occur if the activity threatens information an individual intended to keep
private.
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