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Abstract—The purpose of this research is to conduct a
comprehensive and systematic review of the literature in the field
of ‘Supply Chain Risk Management’ and identify important
research gaps for potential research. Furthermore, a conceptual
risk management framework is also proposed that encompasses
holistic view of the field. ‘Systematic Literature Review’ method
is used to examine quality articles published over a time period of
almost 15 years (2000 - June, 2014). The findings of the study are
validated through text mining software. Systematic literature
review has identified the progress of research based on various
descriptive and thematic typologies. The review and text mining
analysis have also provided an insight into major research gaps.
Based on the identified gaps, a framework is developed that can
help researchers model interdependencies between risk factors.

most of the currently used methods treating risks as
independent events.
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literature review; Text mining; Risk management framework,
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Risk has been defined as a chance of danger, damage, loss,
injury or any other undesired consequence [10]. According to
Knight [11], risk is something measurable in a way that
probabilities of the outcomes can be estimated whereas,
uncertainty is not quantifiable and the probabilities of the
possible outcomes are not known. After analyzing concept of
risk in different disciplines, Manuj and Mentzer [12] found the
presence of following three components in all
conceptualizations of risk:

I. INTRODUCTION
Supply chain risk management (SCRM) is gaining an
increasing interest from researchers [1-3]. A number of
researchers have conducted literature reviews and consolidated
important research findings [1, 4-7] but only a couple of
researchers have conducted Systematic literature review [3, 8].
Systematic literature review (SLR) presents an effective
technique to discover research gaps through a methodological
process. We have followed the process adopted by Tranfield, et
al. [9] who devised a strategy to transform the established
technique in the field of Medical Science to its application in
Management Science.
Through SLR, we have conducted review of quality articles
published over a period of almost 15 years. SLR differs from
narrative review in terms of providing transparent and
replicable results through evidence based knowledge
management [8, 9]. Data mining and text mining are used for
collecting, retrieving and analyzing huge scientific data. We
have used NVivo 10 (qualitative data analysis software) for
validating the results of systematic literature review. Based on
analysis of the review, important research gaps are identified
and a holistic model is developed for capturing linkages across
these future research areas. We have also developed a
conceptual model for management of supply chain risks that is
claimed to be a better modeling technique in comparison with

Basic concepts related to the field of SCRM are discussed
in Section II. Process of conducting systematic literature review
is described in Section III followed by enumeration of findings
resulting from the descriptive and thematic analysis of the
review. Moreover, identified research gaps are also discussed
in detail. A conceptual framework for modeling
interdependencies between supply chain risks is developed and
presented in Section IV to help researchers model global
supply chain risks in a holistic manner.
II. SUPPLY CHAIN RISK MANAGEMENT

 Potential losses in case of realization of risk
 Probability (likelihood) of the occurrence of an event that
leads to realization of the risk
 Significance of the consequences of losses
Supply chain risk is characterized by both the probability of
an event and its severity given that an event occurs [13].
According to Tang [14], “SCRM is the management of supply
chain risks through coordination or collaboration amongst the
supply chain partners so as to ensure profitability and
continuity”. According to Jüttner, et al. [7], “SCRM aims to
identify the potential sources of supply chain risk and
implement appropriate actions to avoid or contain supply chain
vulnerability”. Vulnerability is defined as an exposure to
serious disturbances from risks within the SC as well as risks
external to the SC [15]. Supply chain risk is an event that may
cause disruption to the flow of activities within the supply
chain.

Manuj and Mentzer [16] conducted an extensive literature
review and a qualitative study comprising interviews and focus
group meeting in order to develop a grounded theory for
understanding global supply chain risks. According to them,
“Global supply chain risk management is the identification and
evaluation of risks and consequent losses in the global supply
chain, and implementation of appropriate strategies through a
coordinated approach among supply chain members with the
objective of reducing one or more of the following – losses,
probability, speed of event, speed of losses, the time for
detection of the events, frequency, or exposure – for supply
chain outcomes that in turn lead to close matching of actual
cost savings and profitability with those desired”. Recently,
there has been a shift in the interest of researchers towards
exploring impact of disruption on global supply chains. Global
sourcing and lean operations are the main drivers of supply
chain disruptions [17].
Risk management is an established field in some areas of
organizational life like finance but it is still a developing theme
within the realm of supply chain management [1]. Though
there is an ongoing debate on the objective and subjective
nature of risk, there is a consensus among researchers on
treating the risk management as a process comprising three
stages of risk identification, risk estimation and risk evaluation
[18].
III. RESEARCH METHODOLOGY
We adopt research methodology of conducting systematic
literature review. In contrast to traditional narrative reviews,
the systematic reviews adopt replicable and transparent process
that minimizes the bias by providing an audit trail of the
reviewers’ plan of action [19]. The systematic review and its
associated procedure, meta-analysis, play an important role in
evidence-based practices. Systematic review is conducted for
identifying major contributions to a research field whereas
meta-analysis provides a statistical procedure for synthesizing
key findings [9].
Systematic review differs from the narrative review in
terms of following a comprehensive and an unbiased search.
Though systematic reviews necessitate investing plethora of
time and great deal of commitment, the results are deemed as
of high quality and most efficient [20]. The complete process
of conducting a systematic literature review is shown in Fig. 1.
A. Identification of Research
The first step in conducting a systematic literature review is
to identify the keywords and search terms that result from the
scope of research, literature and discussion within the review
team. One key aspect is to report the search terms in detail for
replication in future. The searches should not only be confined
to the published journals rather unpublished reports, conference
papers and other working papers must also be taken into
consideration. The search phase results into an identification of
a detailed listing of articles and papers for further
consideration.

Identification of research

Selection of studies

Quality assessment

Data extraction

Data synthesis

Data analysis

Identification of research gaps/Future agenda
Fig. 1. Systematic literature review process [9].

Following the guidelines of systematic literature review
process, a panel of three researchers conducted regular
meetings and finalized the scope of study. Almost 200 peerreviewed articles were collected through search strings of
‘supply chain risk management’, ‘supply network risk’, ‘supply
risk’, ‘supply chain disruption’, and ‘supply chain
vulnerability’.
B. Selection of Studies and Quality Assessment
Studies that meet the inclusion criteria and strictly violate
the exclusion criteria are selected for review process. The
criteria are based on an important aspect of selecting high
quality studies. However, this stage is quite subjective and
therefore, more than one reviewer must be involved in
conducting this stage of the review process. Disagreements
need to be resolved through discussion and following a
systematic approach. A preliminary review of all relevant
citations is conducted followed by further selection for a more
detailed evaluation. The number of sources selected at each
stage needs to be recorded and the reasons for exclusion
annotated. A quality assessment should include following
criteria [21]:
 Does the research explore subjective meanings that
relate to the experiences of other people?
 Is the study sample selected in a systematic manner
governed by theory?
 Does the researcher explicitly mention the process of
transformation from data to interpretation?

 Do the claims made to generalizability follow a
logical/theoretical process from the data?

overcome by conducting meta-analysis that enables pooling of
data through statistical techniques.

The inclusion criterion concerning the year of publication
spanned across 15 years (from 2000 to June, 2014). The
starting year of 2000 was selected on the basis of preliminary
review that revealed growing interest of researchers in the field
after the 9/11 attacks in USA. It was decided to gauge quality
of selected articles through the lens of the Association of
Business Schools (ABS) that publishes quality ratings of
academic journals. Besides the quality criterion being the
leading factor for selection, we manually scrutinized the
articles for their relevancy and finally, 55 articles were dropped
because of their strict relevance to the conventional field of
supply chain management. Finally, 145 peer-reviewed articles
were selected for conducting the systematic literature review.
Maximum number of articles were published in ‘International
Journal of Physical Distribution and Logistics Management’
and ‘Supply Chain Management : An International Journal’.
The distribution of articles with respect to the ABS ranking is
depicted in Fig. 2. Almost 49 percent of the selected articles
were published in high ranking journals (3 and 4 stars).

‘Word frequency’ query was run in NVivo 10 to determine
the extent of research in various themes. The main inclusion
criterion was aimed at focusing on studies pertaining to risk
management in supply chains and text mining result validates
our selection as per the inclusion criterion. The results are
presented in the form of word cluster as shown in Fig. 3. Most
of the studies relate to supplier risks as suppliers are considered
to be the main source of disruptions. The cluster also reveals an
important fact that certain themes are underexplored and need
further research including but not limited to global supply
chains, customer risks, quality risks, disruptions and risks
related to new design. The size of each word represents its
relative frequency.

Fig. 2. Percentage distribution of articles with respect to ABS ranking (2010)
of Journals.

C. Data Extraction
Selection and quality assessment stages are followed by the
data extraction process that requires documentation of all steps
taken. Data extraction can either be paper based or computer
assisted. Data extraction forms can be used to record details of
information source (title, authors, and publication details) and
other pertinent details including context of the study and a
qualitative evaluation of methodological underpinning. In order
to utilize the computational power of text mining methods, all
the selected articles were imported in NVivo 10 that is a useful
software developed by QSR International for conducting
qualitative data analysis.
D. Data Synthesis
Research synthesis is a process of consolidating the
findings of different studies on a research topic. Narrative
review is the simplest and well-known form of research
synthesis but this type of review fails to seek generalization
from the reviewed literature [22]. This shortcoming can be

Fig. 3. Word cluster diagram.

E. Data Analysis
The main purpose of a systematic review is to make it
easier for a practitioner to understand the research that demands
an effective reporting style. The report may comprise two
stages focusing on the descriptive and thematic analyses. The
first stage provides a descriptive analysis of the field that is
extracted from the earlier recorded forms. This part of the
report may include classification of articles with respect to the
origin of authors, yearly volume of publications, epochs of
research field and so forth. The researcher must also present a
thematic analysis to report on the extent to which consensus is
shared across various research themes within the field.
Furthermore, research gaps need to be explored for identifying
future research venues. An important part of the reporting
process is to link various themes across core contributions.

1) Descriptive Analysis
a) Year of Publication: The articles were analyzed with
respect to year of publication as shown in Fig. 4 that clearly
reveals that the field of SCRM started gaining the attention of
researchers in 2000 and since 2004, there has been an
accelerated progress in the research field. Maximum articles
were published in 2009 and if the timeline is segregated into
two halves, the number of articles published in the second half
is almost twice that of the first half. It manifests the growing
interest of researchers and practitioners in the field and its
potential for further growth and research.

Fig. 5. Distribution of articles with respect to industrial application.

Fig. 4. Distribution of articles with respect to year of publication.

b) Industry: The classification of articles with respect to
industrial application is shown in Fig. 5. Most of the studies
have been conducted in automotive industry. Almost 38
percent of the articles did not have an application of the
research in any industry that clearly necessitates conducting
more industry focused research in future. ‘Multiple’ indicates a
mix of different industries and the researchers either conducted
multiple case studies or interviewed/surveyed practitioners in
various industries. Only 3 percent of the studies were focused
on small and medium enterprises whereas 59 percent of articles
were aimed at companies with global footprint. The analysis
indicates lack of research in the realm of small companies and
keeping in view the major impact of disrupted bottleneck small
firms on the entire supply network, there is a need for
conducting extensive research in order to explore risk
management techniques followed by the small companies and
the impact of these practices on global companies.
c) Type of Supply Chain: We also categorized articles
on the basis of their application in development project of a
new product as shown in Fig. 6. Studies linked to conventional
supply chains indicate that the aspects of design change or
new product development were not considered in the research.
Therefore, there is a need for conducting extensive research to
explore risks associated with new product development and
investigate how design changes affect supply chain risks.

Fig. 6. Percentage distribution of articles with respect to type of supply
chain.

2) Thematic Analysis:The articles have been analyzed on
the basis of following significant themes:
 Research Method: Qualitative, quantitative or a
combination of these methods are used to study the
field of SCRM
 Type of Risk: There are a number of risk
classifications; however, we classified the articles on
the basis of organizational, network (supply or
demand) and external risks
 Risk Management Process: The risk management
process can be segregated into three stages of
identification, assessment and mitigation/control
a) Research Method: The distribution of articles with
respect to the type of research method is shown in Fig. 7. Most
of the articles are based on qualitative methodology while a
very limited research is focused on the quantitative methods.
A few studies have employed mixed techniques. Hence, there
is a need for conducting more research using quantitative
techniques.

Fig. 7. Percentage distribution of articles with respect to research
methodology.

Fig. 8. Percentage distribution of qualitative methodology based articles with
respect to sub-methods.

Qualitative methods were classified on the basis of
research approaches as conceptual theory, literature review
and empirical study as shown in Fig. 8. Empirical studies can
be further classified as case studies, surveys, interviews,
focused group methods and secondary data analysis. Most of
the researchers have preferred conducting case studies.
Blackhurst , et al. [23] used a multi-methodology empirical
study combining case study, semi-structured phone interviews
and focus group methods to study supply chain disruptions.
Capó-Vicedo, et al. [24] presented a social network
perspective of a supply chain and conducted an exploratory
case study in construction industry. Christopher, et al. [25]
conducted a multiple case study to explore the methods used
by practitioners in assessing and mitigating global sourcing
risks.
Khan, et al. [26] conducted an in-depth longitudinal case
study of a major UK clothing and fashion retailer to
investigate the impact of product design on supply chain risk
management. Leat and Revoredo-Giha [27] conducted a case
study in one of Scotland’s major pork supply chains for
identifying key risks and challenges involved in developing a
resilient agri-food supply system. Researchers have also used
surveys, semi-structured interviews and focus groups for
collecting data to validate propositions and hypotheses [2, 16,
28-42]. Since the field of SCRM is still developing [1, 2, 8],
there are a number of studies being conducted to develop
conceptual theories and frameworks. Literature reviews are
fundamental to conducting research in any field. Many
researchers have conducted literature reviews mainly focusing
on narrative reviews.
Few articles are focused on quantitative modeling of supply
chain risks. Many researchers have used simulation technique
for analyzing supply chain risks as shown in Fig. 9. Lutz, et al.
[43] used game theory to demonstrate the practical impact of a
multi-tier supply chain agreement. Interpretive structural
modeling has been used to analyze supply chain risks in food
industry [44] and model mutual relationship among the
enablers of supply chain risk mitigation [45]. Lo Nigro and
Abbate [46] used the concept of Shapley’s value to devise a
mechanism of profit sharing among supply chain partners.

Wieland [47] developed mathematical models for
determining optimal solution and break-even points in the
realm of four strategies-agility, robustness, resilience and
rigidity. Multi-criteria decision making [48, 49] and stochastic
programming [50-53] have also been utilized for assessing
supply chain risks. Simulation has been extensively used by
researchers in modeling supply chain risks. It provides a
systematic approach for understanding the interactive impact
of factors for different scenarios [8]. Simulation techniques
used in the realm of supply chain risk management include
agent-based modeling [54], Monte Carlo simulation [55, 56],
discrete event simulation [57], system dynamics modeling [58]
and Petri-Net simulation [59]
Researchers have also used mixed methods in their
research. Analytical hierarchy process modeling [60-64] and
interpretive structural modeling [65, 66] have been used to
develop models and the validation and further development
are conducted through case studies. Bayesian belief networks
(BBNs) have started gaining the interest of researchers in
modeling supply chain risks [67]. BBNs offer a unique feature
of modeling risks combining both the statistical data and
subjective judgment in case of non-availability of data [68-70].
Researchers have used the BBNs to model specific domains of
supply chain risks and validated these models through case
studies [71-76].
b) Risk Classification: The articles were classified on
the basis of organizational, network and external risks as
shown in Fig. 10. Organizational risks relate to the risks
directly associated with the main focal firm and comprise
inventory, operational, quality and management risks. The
figure clearly reveals that a very limited research has been
focused on the organizational risks. Inventory risk arises from
stock-out inventories or buffer resulting into corresponding
loss of opportunity or handling costs [7, 77]. Operational or
process risks can be initiated with events disrupting processing
and manufacturing activities within the organization [15, 78,
79].

Fig. 9. Percentage distribution of quantitative methodology based articles with respect to sub-methods.

Quality risks arise from the problems associated with the
manufacturing plant or suppliers. Global outsourcing is
considered as an important driver of quality risk [77, 80,
81]. Management risk is related with the lack of
management expertise in dealing with supply chain risks.
Management risks have been classified as the main factor in
failure of major development projects [82, 83]. The
literature is lacking in identifying the organizational based
characteristics of a mature firm in dealing with supply chain
risks and disruptions [84].
Network risks arise from the interaction between the
focal firm and its suppliers and customers. Network risks are
found to be the most researched category of risks in the field
of supply chain risk management. However, most of the
articles deal with the supplier risks and customer related
risks are not much discussed in literature [85]. Various
studies have been conducted to assess supplier risks and
evaluate their performance [64, 74, 75, 86, 87].
External risks are driven by external events like weather,
earthquakes, political and market forces [88]. There has
been an increase in the articles focusing on disruption risks
[23, 30, 57-59, 89-91].
c) Stage of Risk Management Process: Articles were
also classified on the basis of risk management process as
shown in Fig. 11. Few studies have focused on risk
identification exclusively while there is equal distribution of
articles corresponding to risk assessment and mitigation
stages. Almost 28 percent of the articles have analyzed the
risk management process in its totality. Many researchers
have proposed proactive mitigation strategies while a few
studies focused on reactive strategies [39, 92-94].

Fig. 10. Percentage distribution of articles with respect to classification of
risks.

Fig. 11. Percentage distribution of articles with respect to risk management
process.

F. Identifications of Research Gaps/ Future Research
Agenda
Systematic literature review is a useful method to identify
research gaps for exploring future research [8]. Our detailed
and comprehensive analysis has revealed following
important research areas:
1) Holistic Methods for capturing interdependencies
between Risk Factors across entire Supply Network:
Majority of the reviewed studies have focused on specific
domains in supply chains. Furthermore, qualitative
techniques are not able to capture the interaction of risks
exclusively and existing quantification methods treat risks
as independent [67, 72]. There is a need for considering the
holistic nature of supply chain risks and modeling supply
network as an open system [3, 95]. Based on the efficacy of
Bayesian belief networks in handling interdependencies
between risks, we propose modeling of an entire network as
a Bayesian belief network. Such a modeling technique can
help managers visualize supply chain risks and plan
effective mitigation strategies [70]. The Bayesian network
application in SCRM has been confined to the evaluation of
suppliers so far whereas the technique has the potential to
deal with complexity of risks across the entire network.
2) Organizational level studies for gauging Maturity
Level: Based on the classification of articles with respect to
risk categorization, the results necessitate conducting more
research in exploring organizational risks. Specifically, there
is a need for assessing management related risks as
management expertise can help improve planning and
mitigate supply chain risks [82]. Furthermore, some
organizations are able to sustain disruptions while others
succumb to the devastating impact. A very limited research
has been conducted in this area [84, 96]. We propose
Bayesian network as a useful tool in developing a model
that can predict probability of sustaining a disruption based
on the organizational characteristics.
3) Disruption Propagation and Reliability of an entire
Network: Disruptions are unpredictable and in order to
safeguard supply chain from the adverse effects of these
disruptions, managers need to have complete visibility
across entire network [3, 8]. Recently, researchers have
started studying impact of disruptions on supply chains [17,
57, 92, 97, 98]. We propose treating a supply network as an
engineering system and applying the techniques of system
reliability in assessing reliability of supply networks.
Though research has been conducted in assessing reliability
of a supply network yet more research is needed to capture
complexity of entire supply network through application of
such techniques [99-101].
4) Synergy of Supply Chain Risk Management and
Project Risk Management in New Product Development:
Development of a new product demands integration of
capabilities in managing supply chain risks and project
risks. Few studies have focused on investigating supply
chain risks associated with new design or development

project of a new product. There is a need for conducting
case studies in various industries for exploring means and
methods of managing such risks [26].
5) Mechanism Design for mitigating Strategic Risks:
Strategic risks can result between supply chain stakeholders
based on conflicting incentives of the individuals [43, 83,
102-104]. Game theory is an effective technique in
managing such risks [105]. Risk-sharing based contracts can
be designed for aligning conflicting incentives that will not
only help managers maintain the high reliability of a supply
network but also materialize maximum profitability.
6) Supply Chain Risk Management practices in Small
and Medium Enterprises: Supply chains are served raw
material by a number of suppliers that are directly linked
with multiple suppliers at higher echelon. Majority of the
studies have been conducted in companies having global
footprint whereas small and medium enterprises can have
significant impact on the entire network. There is a need for
conducting research in small and medium enterprises to
explore their practices in managing supply chain risks [29].
The manufacturer must have visibility to assess the impact
of such firms on the working of entire supply network in
case of any disruption occurring at the site of a small firm
[92].
We have linked the mentioned research gaps as shown in
Fig. 12. All the actors in a supply chain are interconnected
through a common base. Either an internal or external factor
may cause disruption resulting in propagation across entire
network. There is a need for assessing network reliability of
the supply chain for investigating propagation pattern of
such disruptions. Furthermore, the extent of disruption is not
only determined by the nature of disruption but also
influenced by the organizational maturity level in dealing
with such disruptions. Therefore, there is a need for
conducting research in this area. In order to mitigate risks
arising due to conflicting incentives among stakeholders,
game theory can be a useful tool in designing incentive
schemes. Future research may be directed towards applying
Bayesian belief networks in modeling interdependent risks
across the entire supply network.
IV. CONCEPTUAL FRAMEWORK
Keeping in view the need for presenting a holistic
approach of modeling interdependent supply chain risks and
promising results achieved through application of Bayesian
belief networks in the realm of SCRM, we present a
conceptual framework based on the well-established risk
management standard AS/NZS ISO 31000:2009 [106] that
incorporates BBNs for quantification (assessment) of risks
as shown in Fig. 13. Separate BBNs are modeled for each
classification of risks and linked corresponding to common
triggers, risk events and consequences. For understanding
the mechanics of BBNs, interested researchers can refer to
these articles and books [68, 107-110].

Modeling of interdependent risks through Bayesian belief networks (a Holistic approach)
Organizational level characteristics (maturity level) withstanding propagation of disruption
Disruption propagation across the entire supply network affecting all actors through common base
Small companies
providing raw material

Tier-1 Suppliers

Risk
management
techniques

Conflicting
incentives

Focal Company
(Manufacturer)

Mechanism
design
Customers

Disruption

Network
reliability

Fig. 12. Future research gaps linked through a holistic approach.

Risk management is an iterative process including
different stages of establishing the context, risk assessment
and risk treatment. We propose the use of BBNs as an
effective tool for the risk assessment stage. Separate BBNs
can be modelled for different classifications of risks from
the perspective of a focal company and subsequently, these
resulting BBNs can be linked together corresponding to
common triggers and consequences. The characteristic of
BBNs in capturing the interdependencies between risk
factors makes it much effective in comparison with other
methods treating risks as independent events.
V. CONCLUSION
Systematic literature review of 145 quality articles was
conducted that were published between years 2000 and
June, 2014. The methodology provided a systematic
approach to gain an insight into the development of the field
through different stages. Findings of the review were
validated through the results of text mining technique. Such
integration of systematic literature review and knowledge

management technique allows identification of distinct
patterns that may not be observed through conventional
narrative reviewing methods.
The analysis revealed major research gaps that were
modeled and linked together in order to present a holistic
approach for undertaking future research. Based on the
identified research gaps, a conceptual framework was also
developed that can be used by the researchers to model
interdependencies between dynamic risks. Bayesian belief
networks have recently gained interest of researchers in
modeling supplier risks; however, keeping in view the
efficacy of technique, it can be further explored for
modeling complex structure of the entire supply network.
We hope that the recommended future agenda might help
researchers in further developing the field of SCRM
incorporating robust and effective risk quantification
techniques.

Communication
and
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Fig. 13. A conceptual framework for capturing interdependencies between risks.
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