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Abstract. This paper reports on a survey to investigate tebabiour and
assumptions of smartphone users, with referentbetsecurity practices adopted
by such users. The primary objective was to shgtd bn the level of information
security awareness in smartphone users and deterthim extent of sensitive
information such users typically hold on these ri@bevices.
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1 Introduction

The advent of mobile technologies in the form ofasnphones, personal organisers
and other portable computing devices allows for ¢neater integration of such
technologies across a wide range of activities rkyw@creation, social interaction and
personal pursuits. Individuals who choose to ipocaite technology into their daily
activities may enjoy many benefits. Gartner presgticthat smart phones would be
favoured by mobile workers [1] and, since the tafrthe century, we have seen an
explosive growth in the mobile media market of dm@imones, personal digital
assistants (PDAs) and other similar integratedasvj2].

Today's professionals commonly use their mobiles dovariety of personal
information management activities such as orgagisoontacts, creating and
maintaining schedules, corporate calls, mobile bapkon-line purchases, web
surfing and e-mail access. In addition, smart psomffer a wide range of
functionalities and applications, including worapessors and spreadsheets. With its
many benefits, such technology also presents mdmallenges, particularly the
growing demand for data and information securitgt #re need to assure that data is
protected against criminal misuse. An increasingpant of information is being
stored on mobile devices, with the alarming sudgesthat over 80% of new and
critical data is stored in this context [3].

The risks with portable data storage and manimratire considerable. Identity
fraud, estimated to cost the UK economy more tHahifion each year, is on the rise

1 Reprinted from Cyberforensics: Issue and PerspextiZdited by G. R. S. Weir. Glasgow,
UK. University of Strathclyde Publishing. 2011.
2 Corresponding author.
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[4]. According to Schreft [5], in 2006 the timedanosts incurred in order to resolve
issues in identity theft may have cost the US eognas much as $61 billion. With

millions of people becoming victims of fraud eaday, identity theft has become the
fastest growing crime in the US and UK. To makdtena worse, mobile devices are
by nature more vulnerable to theft and accideniss lthan larger systems in fixed
locations. In 2001, the UK Home Office reported theft of over 700,000 handsets
[6] and security experts regularly predict and wafrfuture attacks against mobile
devices. In this context, we performed a brief/eyrof surveys to gain a perspective
on smartphone users. The resultant insight theémgea basis for comparison into our
Oown user survey.

2 Redated Work

An earlier survey that questioned commuters in looncevealed that 4.2m Britons
store data on their mobile phones that can be fmeidentity theft in the event that
their phones were stolen [7]. According to seguiitm Credant, who conducted the
survey, only six in ten smartphone users emplogssword to control access to their
phones. This survey also found that 99% of peopke their phones for business in
some way, despite 26% of them being told not tohe Tincreased usage of
smartphones has seen an associated growth in ples ©f information that pass
through handsets, and it is now common for indiglduo store sensitive information
and work-related details on their portable deviddge Credant survey also found that
more than a third of respondents frequently usedr tphones for sending and
receiving business related e-mails, with more tifmee-quarters using their handsets
to store business contact details. More worryinglyarly a quarter of respondents
stored customers’ information as well. Not surpggy, Credant warn that lost or
stolen smartphones may lead to theft of persorfatrimation, sufficient to carry out
identity fraud.

Indications of the types of information stored owohite phones are shown in
Table 1, below. The storage of personal informaisoon the rise, with 16% of people
storing their bank details and nearly 25% storillg Fumbers and passwords.

Table 1: Sensitive Data Stored On Mobile Phones

Per sonal Business

16% - Bank account details 77% - Work-related naadekesses
24% - Pin numbers/passwords 23% - Customers' irgtom

11% - Social security/tax details 30% - Use mobage work diary
10% - Store credit card information 17% - Work-tethdocuments

Source: Credant Technologies

In 2006, a survey by mobile security firm Pointsgestioned 248 IT professionals at
Infosecurity [8] and exposed major security issues:

* Only 20% of removable devices in the workplace wsezured with
passwords or encryption;
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On average 56% of employees were using their memsiigks to download
corporate information and this has increased by 2B%elation to the
previous year;

65% of survey respondents were aware of the patedéingers associated
with removable media and storage devices;

*  The majority of employees used their memory stickstore corporate data,
such as contracts, proposals and other businessmgmts, including
customer information. 22% of these would even stustomer's names,
addresses, presentations, budgets and many otth@emdats;

Perhaps reflecting the associated risks, this surakso found that 12% of
organisations ban the use of media storage dewidbs workplace.

In 2009 Sophos conducted a survey to reveal whethartphone users encrypted the
data stored on their phones [9]. Astonishinglyyd8% of these users answered yes.
50% did not use any protection methods with a &% being unsure. Research
carried out by Vodaphone UK found that 50% of Brgalo not regularly update their
passwords on mobile devices [10]. This study atemd that nearly two thirds of UK
workers store sensitive information on their PDAlsd smartphones, accepting that
theft of their devices would give potential frawgtst access to this data. A recent
YouGov survey [11] found that 9 out of 10 smartphasers in Britain did not secure
their devices against crime and identity theft. tRemmore, over half of the
respondents had submitted credit card detailshéa smartphones during purchase
transactions and on-line downloads.

3  Our survey
The objectives of our survey were:

* To assess how much sensitive information is starednobile devices and
determine whether this data could be used to corfnanit!;

e To uncover the security practices of smartphonestse

e To determine the level of security awareness inrgghane users;

 To reveal any correlations that may arise betwega gender, education,
smartphone variety, occupation and level of awasgne

Toward these objectives, we analysed four mainpgets/es: (i) security practices
and concerns; (ii) information stored on mobile ides; (iii) on-line activities and

associated threats; (iv) user awareness. Theaumstrt for this was an on-line with
respondents drawn from a wide range of backgrou@us. sampling scheme was
designed to secure a random sample of adults ageat dlder, who own and use
smartphones. The data was gathered from a to# ocbmpleted questionnaires.
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3.1 Sampling Frame

The sampling frame consisted primarily of usersmfreelevant on-line computer

discussion groups, e.g., related to mobile foremsichis selection allowed us to

achieve sufficient responses, from diverse usekdvaands. The choice of subject-

specific forums ensured that the questionnairesewsrculated quickly across a

diverse user population. Furthermore, the indivislua such forums were thought

likely to be owners of smartphones and have a wgrknowledge of mobile devices,

current models and their functionalities. The s of the research was explained to
potential participants. The strata were constructedh that the resulting sample
would represent a broad range of ages, occupataméleducational backgrounds.
For example, the breakdown by age group is showrabie 2, below.

Table2. Survey Age Groups

Age Survey Records
18-25 46
26-35 21
36-65 12
>61 years 0

3.2 Questionnaire Design

Participants were asked to complete a structuregtgpnnaire of 30 multiple choice
guestions. The survey was kept simple, short igtlerand could be completed in
around 5 minutes. Some questions were obligatodyraspondents could choose to
skip other questions, dependent upon previous asswe ensure that all aspects of
the survey instrument worked as expected, pilotingswas performed prior to
making the on-line survey available.

3.3 Data Collection

The use of an on-line questionnaire eliminatedrumever effects and variability,
significantly reducing non-random interviewer errofhe questionnaire was
programmed to restrict respondents from submiténgesponse, unless all required
fields had been completed. Requests for partitipavere sent to three on-line
forums, including university and workplace-relatextworks. The on-line survey link
was continuously available for a period of twehag/sl

To be eligible to participate in the study respanidénad to be age 18 or older and be
the owner of a mobile storage device or smartph@ve.were mainly interested the
following types of device: iPhone, Symbian, AndroRlackberry and PDA. These
were considered the most popular mobile storagéceés\available on the market at
the time of our survey.
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3.4 Final Sample Dispositions and Response Rates

The table below shows the final dispositions geteerdy the survey. In total, there
were 93 responses to the questionnaire, some ¢ thedectively omitted. 15.18% of
the survey results were not suitable to the rebeanalysis. More specifically, the
survey produced 7.2% of all responses to be incera@nd 5.37% to belong to the
Non-Eligibility category. A non-eligible response & complete survey where the
participant has entered a non-smartphone mobileeéw response to Question 5 of
the questionnaire, thus the surveys are discartteadso represents any surveys found
to have inconsistencies. For instance, in someegsrthe respondent has answered
‘No’ to Question 7 ‘Do you use a password on yowhbite device’ and then still
completed the following questions 8, 9, 10 and hictv are related to set passwords
on the mobile devices. Any inconsistencies weseatded from the final results.
Incomplete responses are those where participaistsesed some or most questions
but did not complete the survey.

Table 3. Survey Responses

Total Number of Responses 93
Number of Completed Surveyg 79
Incomplete Surveys 7
Non-Eligible Responses 5

4 Results

The age profile of our survey participants was:.2286 in the age group 18-25;
26.58% in the age group 26-35; 15.18% in the agemB6-65; and 00.00% in the
age group >61 years. Of these participants, 64.28% male and 35.71% were
female. The main occupational fields representedewAdmin/Secretarial/PA,
Education, Engineering/Technical, IT/Telecommunara and Sales (see Table 4).

The majority of participants were employed in tHednd Telecommunications
sector. Most of the sample set (57.14%) had educdti post-graduate degree level.
The next largest group (35.71%) had education ¢olékel of undergraduate degree
and the remaining group (7.14%) was in higher etimca

Table4. Occupation Fields Analysis

Occupational Field % Survey Records
Admin/Secretarial/PA 2.27
Education 16.84

Engineering/Technical 9.58
IT/Telecommunications 67.29
Sales 1.12

The majority of survey respondents own an iPhorebl@ 5) with the second most
popular mobile device being the Android. All survespondents answered ‘No’ to
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Question 6 of the questionnaire and thus, nonehefparticipants have ever been
victims to identity theft.

Table5. Device Ownership Analysis

Mobile Device | Survey Records | % of Survey Records
iPhone 53 67

Symbian 2 2.5

Android 11 14

Blackberry 6 8

PDA 2 2.5

Other 5 6

Total 79 100

4.1 Security Concerns

The survey found that at 53%, more than half of ileodevice users do not use
passwords to protect their devices. This findingesy similar to the research carried
out by Sophos, who found that 50% of mobile dewisers do not protect their
devices with passwords. However, this particul@eaech aims to offer additional
insight into user security implementations andighlighting further limitations that
were found in the remaining 47% who did use pasdworhe survey reveals that
100% out of the users who set passwords do nobaikecapitals and small letters in
their passwords, and, furthermore, only 19% of siseix characters and numbers
together. This raises many security concerns, sngth of password is vitally
important in the efficient protection of sensitidata and important information. In
addition, only 27% of users regularly update thgasswords, again, leaving them
vulnerable to security attackers. On the positiide,sthe survey found that 0% of
users used personal information as part of thessyard, i.e. date of birth, place of
birth, address, phone number, mother's maiden ngak,name etc) which is
considered to be a general good security practice.

In addition to these findings, the study identifiadvorrying 78.57% of survey
respondents who do not use data encryption ontsensaind important information
stored on their mobile device. Particularly whensidering identity theft, this is one
of the biggest security risks and could easily bevented by simple encryption
methods. In addition, 16.24% of users do not retulastall system updates and
upgrades leaving them very vulnerable to systemclest and many more threats.
Amongst these risks, 7.14% of survey respondeniingliy click on links sent in
SMS or MMS messages, originating from unknown senidge it through a different
infection route to, i.e. e-mail attachments, SM8 8MS messages remain a hugely
popular way of spreading malicious code onto motideices and better care should
be taken to avoid opening any links or attachmsetd from unknown senders. At the
very least, system updates and upgrades shoultben@gnored because they offer
enhanced and up to date security.
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Lastly, when asked whether or not they had ever dadrus on their mobile
device, all 79 respondents answered no. On ond, ithis would imply that the
threats for some of the mobile device securitiemtioeed in this research are still
very minor and do not have a great impact on uggnsthe other hand there is very
little way to know how accurate these results dfer example, some of the
respondents may have a virus on their mobile deaitkbe completely unaware of it.
Although some ways to identify infections are menéd as part of this study, the fact
that 87.71% of survey respondents do not use &ms-\software could mean that
even if a virus was present on the device, it mgghundetected until a virus scan is
performed. Furthermore, malicious code is oftesigleed to be well disguised and
some Trojans or infections only show up duringuines scan.

Overall, many survey respondents had a poor Ihalvareness relating to mobile
security as well as bad security practices. F thason, many of the participants
would be at great risk of some security breach, #mdugh the many available
infection routes, the mobile device does not neeblet lost or stolen for this damage
to occur. The final question of the survey is tinsonclusive, due to the fact the
evidence appears to be quite contradictory bectnesmajority of respondents do not
have anti-virus software installed on their moldievices, which could result in a
malicious piece of code going undetected or unedticln addition, the overall level
of awareness is so low that even common indicaibes virus infection, e.g., skulls
appearing on the mobile device screen, may passtioed. However, if in fact all
87.71% of respondents have indeed never had a thirsisvould raise doubt on the
reality of threats in the mobile world.

Key points from our survey are summarised below:

. 53% of survey respondents do not use passwordseimniobile device
From the remaining 47% who use passwords:

e 0% of survey respondents use capital and smadirett

»  81% of survey respondents do mix characters andcbatsrtogether in their
passwords

*  73% of survey respondents do not regularly updeg passwords

*  87.71% of survey respondents do not use anti-\@ofsvare on the mobile
device

78.57% of survey respondents do not use data emmmypn sensitive and
important information stored on their mobile device

. 16.24% of users do not regularly install systematesl and upgrades onto
their mobile device

e 7.14% of survey respondents click on links senBMS or MMS messages
from unknown senders
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4.2 Information Stored on Mobile Devices

Our survey indicated that a wide range of sensjiiesonal and business information
is regularly stored on respondent’s mobile devic&espondents confirmed storing
the following details:

. PIN numbers . Home Telephone Number

. Passwords . Work Related Documents

. Bank Account Details . Work Related Names and Addresses
. CreditCard Information . Customer Information

. Home Address . Work Diaries

None of the respondents stored Social Securityaardetails on their mobile devices.
This may reflect the low frequency with which sunformation would be retrieved.
In contrast, the percentages of respondents whe $t@quent use’ personal and
business information are listed in Table 6 (below).

Table 6. Sensitive Data Stored On Mobile Phones

Personal Business

29.27% - PIN numbers 3.78% - Work Related Documents
29.27% - Passwords 11.14% - Work Related Names &esdas
9.32% - Bank Account Details 2.44% - Customer Infdrama

2.44% - Credit Card Information 9.76% - Work Diary
9.76% - Home Address
42.63 - Home Telephone Numbe|

Our findings show that mobile storage devices oft@mtain highly sensitive
information, both personal and business relatecgarly 30% of respondents store
PIN numbers and passwords on their device and 9§82% Bank Account Details.
A smaller proportion, 2.44%, stores Credit Cardbinfation also. It is important to
note that while some of the information mentionedwe may not be of much use to
someone on its own, however, if used in combinatigth other information stored
on the phone, it can be used for identity thefeliEif no sensitive data was stored on
the device, the survey reveals that nearly halfrefpondents store their home
telephone number, which alone increases their @wotidentity fraud. If a fraudster
has information on the person’s workplace, or cgoading bank, they could use the
home phone number and pretend to be calling froenafrthese organisations, in the
hope of deceiving their victim to reveal furthensitive information.

4.3 Mobile Devices and On-line Activity Threats
The findings of the survey reveal that 7.14% opoeglents manage their finances by

mobile device. At 92.86%, the majority of partiaips, do not manage their finances
by mobile, however, as internet usage through tbdes&es increases, this number is
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set to become larger. Many respondents, spedyfi&d.57%, access the internet
from their mobile device.

When asked whether or not the internet browser wsedheir mobile device
stored passwords, only 17.27% of respondents aeswap. With 64.55% of
respondent’s internet browsers saving passwordd, afarmingly, 18.18% not
knowing, serious security concerns are raisea fthudster does get hold of a device
and can access stored passwords, this would gcasss to many services the user
has previously used. For example, if on-line bagkor any on-line purchase has
been made, the fraudster may have access to baourdaetails. Furthermore, many
people use the same password for different servi¢éss in turn may grant access to
other areas of the individual’s life, greatly inasing the likelihood of identity theft or
identity fraud. To make matters worse, when askbdther or not cookies, cache
files and browsing history were regularly deletad aarming 82.73% of survey
respondents answered No, while 17.27% of surveggoretents answered Yes.

Cache files can make websites available offline afigen hold all of the
information that was present when saved. They sdse passwords, user names and
account numbers which a user may have input whdstg an internet banking site.
In addition, cache files take up lots of space.ol@®s and browsing history serve a
similar purpose. Undoubtedly, this is a significaecurity risk, particularly if the
mobile device were to fall into the wrong handso demonstrate this exposure,
survey, participants were asked which of the foltayapplications were used from
their mobile device:

. Facebook

. PayPal
*  On-line Banking
. E-mail

These are all applications that can be easily aedesf a browser has stored the
passwords.

According to the survey, Facebook at 59% of respatg] and E-mail at 64% of
respondents, are the most widely used applicattpnamobile device users. |If
fraudsters had access to e-mail they could veriyegain access to other important
information. For example, many e-mails are in fiven of confirmation for on-line
purchase transactions and contain sensitive banklatpils, including postal
addresses. Furthermore, many e-mails are electoomifirmations of user names and
passwords for various web-sites and this infornmatiould help enable identity theft
and identity fraud.

Facebook has often been associated with secutyilities involving user
information. In this study we found that:

*  50.77% of respondents display their date of birtlFacebook

*  43.62% of respondents display their location orebaock

. 19.38% of respondents display information on thpddéice of work on
Facebook

e 7.69% of respondents display their home addre$sacebook
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. 15.82% of respondents display their telephone numbd&-acebook

All of the above information is relevant and usefi identity theft and subsequent
identity fraud. More than half of participantspley their Date of Birth on Facebook,
which is often found as a security question for Ksaor other organisations. In
combination with other information that can be imted through on-line stored
passwords and pages, including Location, Place ofkWHome Address and
Telephone Number that is available on some Facehmagles, as demonstrated
through this study, all this information createsg@uopportunities for fraudsters.
Although PayPal and On-line Banking were foundeaubed a lot less than Facebook
and E-mail, these applications still present hugksr Both contain highly sensitive
information on banking account details and canlyasi used to enable fraud.
Other findings of the study relating to securitgks reveal that:

*+ 38.36% of survey respondents download third-panplieations from
unverified sources

. 19.18% of respondents bypass system security wggnthat advise on
potential risks associated with software downloadshe visiting of un-
trusted websites

. 18.82% of survey respondents click on links or dioad e-mail attachments
from unknown senders

The risks associated with the downloading of uriegtithird-party applications or e-

mail attachments are significant, particularly sirtbe user is authorising code or
application to run on their mobile device. Althduthe numbers are relatively low,
there is still a considerable number of users Jdahge majority of these of university

level education, putting themselves at risk in tlishion. This shows that many
people are aware that their activity may pose sigcrisks but choose to engage in
these either way.

The survey found that at 56%, more than half ofrdspondents use their mobile
devices to connect to Open Access Points. Thisyst@articularly concerned with
highlighting the security risks posed by internetess through public areas, which
were discussed in previous chapters. Thus, theseanstrong interest to explore the
level of precautionary protection measures taken odpgn access point users.
Alarmingly, the results of the survey indicate thaers have a very poor level of
awareness in this specific area and that the ntpjai people do not protect
themselves adequately, leaving them vulnerabldl teods of malicious attacks. The
results found that:

*  86.92% of survey respondents do not use encrypdi@mcode traffic
*  59.14% of survey respondents do not disable Bluktand device discovery
features when not in use

In combination with other bad practices, such azpiing downloads from unknown
senders and many more, open access points caml $@eaful code and applications
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to devices, or have sensitive information stoleaaressed, posing serious threats for
identity theft.

4.4 User Awareness

User awareness is very poor amongst the questienpaiticipants. The survey found
that respondents are particularly unfamiliar wittshing and Pharming. However,
even when users were asked if they understood iRbisimd Social Engineering, less
than half answered no. The following associated dats gathered:

. 41.94% of survey respondents understand and atiégiamith Phishing

. Only 6.45% of survey respondents understand anthariiar with Vishing

. Only 12.90% of survey respondents understand andida with Pharming

e 38.71% of survey respondents understand and familvith Social
Engineering

It is evident that stronger emphasis needs to &eepl on user awareness, in particular
the types of attacks that exist in the mobile waidi all security risks involved. If
awareness is raised, users will be in a positioma&e better choices to protect their
devices, personal information and themselves agabhsntity theft and other
fraudulent activities.

Lastly, the survey found that the majority of resgents do not have anti-virus
software installed onto their mobile device.

*  87.71% of survey respondents do not have anti-\éafsvare installed on
their mobile device

« A very small 5.14% of survey respondents do havié-vams software
installed on their mobile device

e 7.14% of survey respondents do not know wheth&obtheir mobile device
had anti-virus software installed

These findings, again, indicate some lack of usearaness. The fact that a
proportion of users do not know whether or notrthobile device has anti-virus
software is a serious concern. Furthermore, thgelanajority of users are leaving
their mobile devices susceptible to many sortsectisty risks by not using anti-virus
software. Mobile devices nowadays are more aloeglittes of mini computers and
need to be treated and protected accordingly.

5 Recommendations

The risks associated with the storage of persaratration lead us to recommend
that users take advantage of the security featmwasable on their mobile devices.
This includes enabling protection through settisigong’ passwords or pass-phrases.
Many people use simple dictionary words for passiwasr a word that is easy to
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guess if somebody knows you, i.e. mother’s maideme) place of birth, pet's name
and so on. If the phone provides the option, thata @ncryption should be used. At
the very least, this will prevent people from makualls, if a phone has been lost or
stolen. Furthermore, banks report a massive grawtphishing" sites, fake websites
that are designed to look exactly like the officisite, in order to re-direct
unsuspecting victims to fraudulent websites. Oneomemendation is to avoid
following links contained within e-mails and instki® visit official websites directly.

5.1 Credit file

There is a clear need for each individual to beagtive when it comes to the risk of
identity fraud and there are many actions that bantaken to help protect each
person’s identity. Firstly, individuals may regdjamonitor their personal credit file
to check for unauthorised changes, particularlyhim event where a person has lost
documents or a personal storage device (e.g., barglary). This can prevent the
credit record from being negatively affected if Udalent activities take place,
through timely disclaiming of responsibility. Irrsice is another option which can
assist in monitoring and resolution of liabilitiedating to the credit record.

Often, being declined for credit is the first ingion that a person may have fallen
victim to identity fraud. In this case, the crefiie has already been damaged and
there is serious work to be done in order to regeddibility. The first step is to try to
discover the extent of the problem. This is possiiy requesting a copy of the credit
file from a UK credit reference agency such as Egpe Equifax or Call Credit. A
statutory report can be examined in order to clieckew account openings, changes
of address and so on.

If any suspicious activity is noticed then the camyp involved in the transaction
should be contacted straight away, notifying thieat tdentity theft has taken place. It
is important to note that while debt can be writtéfy the victim still needs to ensure
that their credit file is restored to the positiprior to when the fraud occurred. This
means making sure the company agrees to contactetbeant credit reference
agency to make them aware of the situation andestiqg that this agreement is
confirmed in writing. Usually, this can be a lengtind time consuming process and
in some extreme cases, legal advice may be reqtoredase personal liability. The
real hassle begins when a victim realises multiiges accounts have been opened,
which is very often the case.

If more than one company is involved, each of theeeds to be contacted
individually and the same lengthy process repeateshch case. In some cases this
includes communication with banks or mobile phoampanies used by the identity
thieves, with which the victim has no prior relatship.

Aside from taking up enormous time and effort teofee identity theft, the impact
on the affected individual can be financially andogionally draining. Finally, in
order to ensure identity theft does not reoccue,dtedit file needs to be checked on a
regular basis and for additional assurance a peéecegistration can be filed with
CIFAS, protecting the victim from future fraud.
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5.2 Reducing Risks

The most important preventative measure to prodect stop data loss is to use
encryption on sensitive information stored on lgst@nd other removable storage
devices. Data is encrypted with a password andssnihe password is known, the
data cannot be deciphered or used. Data encrygimuld ideally be used in
combination with other security measures. In tagecthat all other protective steps
have failed, encryption will ensure that even ifiacker manages to gain access to
sensitive data, the format would be un-readableisTthey would be unable to use
the information or compromise its confidentialinother very important measure is
to discourage ‘risky’ activities, such as the tfensof unencrypted data through
electronic mail or onto USB sticks and other sterdgvices.

In order to reduce potential risk regular screenmgssential. High quality and
reliable anti-virus internet website technologyagquired to detect malware contained
in websites that have been hacked, but also tcomerfegular scans in order to
effectively and rapidly respond to newly emerginglicious domains and URL’s.
Aside from this, users should ensure that basiarggand proxy settings are in place
and up to date. Common sense is also requireds\dbeuld generally avoid trying
to gain access to suspicious looking links, esplgcifithis involves overriding a
security filter or warning. Suspicious and maligowebsites often include sites that
host inappropriate content and caution should laetijmed when redirected to other
sites or when bombarded with pop-up windows.

There are many steps that can be taken to mitigglte involved in attacks, with
particular emphasis on user education. By theirabielur, users appear largely
unconcerned or unmotivated by security risks withbite devices. There is evidently
a need to be aware of risks and gain an understaradinew threats and new forms
of attacks. Furthermore, some understanding othheats of fraud may ensure that
individuals take appropriate measures to prote@mdelves, their personal
information and their mobile devices.
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