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Abstract— The incorporation of ICT in public sector 
organisations is progressing rapidly in Oman where the 
government sees this as a means to enhance the delivery of online 
services. In this context, preserving the security of information, 
and making Information Security a core organisational aspect in 
public sector organisations, requires attention from management. 
Our research is the first known attempt to gauge management 
attitudes toward Information Security in Oman. We also 
consider how such attitudes influence Information Security 
governance.  In addressing these issues, we review current 
compliance with Information Security procedures in Omani 
public sector organisations; review management attitudes toward 
Information Security governance practices; and explore how 
management attitudes toward Information Security impact upon 
these aspects.  
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I. INTRODUCTION 
Information Security (IS) in organisations aims to protect 

information assets, in part, by influencing employees' security 
behaviour [1].  This is increasingly important in organisations 
because the role of digital information becomes more 
important over time [2].  Additionally, IS effectiveness is 
highly correlated with the commitment of management 
towards its procedural and technological aspects. This 
commitment is the cornerstone to IS growth and maintenance 
as well as its related processes and culture. Accordingly, ‘tone 
at the top, in other words, the security attitude espoused by 
influential senior people, is considered by virtually all 
assurance and security practitioners to be highly relevant to the 
success of security–related activities’ [3]. 

II. PROBLEM STATEMENT 
Information Security, a subset of overall security in 

organisations, depends mainly on organisational culture and, in 
particular, the development of an internal Information Security 
culture [4].  This study explores how ‘Information Security 
culture’ in the public sector is derived from management 
attitude and is, in turn, considered as a predictor of Information 
Security posture. Public sector organisations in Oman were 
examined as a case study for this research. 

III. STUDY SIGNIFICANCE: 
This study is the first in Oman that aims to gauge 

management attitudes towards Information Security, as well as 

the relationship between this attitude and associated 
governance issues. Attention is focussed upon ‘tone at the top’ 
or the management style. Additionally, this research 
characterises Information Security posture in Omani public 
sector organisations and adds a new scientific study to the area 
of Information Security in Arab countries, and Oman in 
particular, that will, hopefully, bring more attention to 
Information Security and positively influence the way it is 
considered in public sector organisations.  

IV. STUDY QUESTIONS: 
A primary aim is to characterise the management attitude 

towards information security in Omani public sector 
organisations. To this end, we address a series of related 
questions: 

1- What is the compliance level of procedural 
information security in Omani public sector 
organisations? 

2- What is the level of management good governance 
practices with regard to Information? 

3- What is the relationship between management 
attitude towards Information Security and associated 
management governance activities? 

4- What is the relationship between management 
attitude towards Information Security and compliance 
with Information Security policies?  

V. LITERATURE REVIEW: 
There is little doubt that management has an obligatory role 

toward Information Security. In our literature review 
management attitude towards Information Security was viewed 
from two perspectives, which are considered complementary to 
each other: 

1. Management governance of Information Security by 
shaping the organisational culture. 

2. Management's own commitment to good governance 
of Information Security, regardless of any 
organisational cultural context.  

One aim of this study is to highlight that the organisational 
cultural context is not the only way to approach management 
behaviour with regard to Information Security. Committed 
managers promote and maintain good governance of 
Information Security whether or not their efforts are based on 
cultural factors. While many managers acknowledge the 



significance of culture, most do not appreciate the roles and 
responsibilities they have in its development [5].    

While management need not focus on organisational 
security culture as an explicit perception, the attitude they 
display to their subordinates, through involvement in daily 
operations regarding Information Security, will influence 
employee’s compliance with security rules and practices. 
Management have the authority to influence other employees 
and are more likely to succeed in overcoming organisational 
resistance and cultural barriers [6]. When employees believe 
that management cares about security, they become more 
inclined to cooperate to improve security [7].  

A. Governance of IS by shaping organisational culture 
The role of management is important in the development of 

organisational culture and cultural change. Management is able 
to ensure sufficient allocation of resources and act as a change 
agent to create a favourable environment [8].  Indeed, an 
argument can be made that the concepts of Information 
Security culture and organisational culture may be interrelated 
[9].  Creating a safety culture within the organisation may 
encourage employees to take an interest in information security 
and help to shape effective information security within the 
organisation [10]. There is a need for leaders to realize that 
information is a strategic resource and to be informed, 
motivated, and engaged with regard to Information Security 
[11].  It is for them to take into account, not only the 
technological aspects, but also the behavioural and procedural 
aspects with Information Security [12]. 

B. Management commitment to good governance of IS 
According to Zohar [13], the commitment of management 

is a prerequisite to any improvement in safety.  Such 
commitment increases levels of motivation and safety concerns 
throughout the organisation [14].  Furthermore, a committed 
management provides the means and support for the 
development and implementation of safety.  This is ultimately 
reflected by efforts to ensure that every aspect of work and 
each task component in the organisation (equipment, 
procedures, training, and planning) is regularly evaluated and, 
if necessary, modified toward potentially improving security 
[15]. 

The involvement of top management is crucial in the 
establishment, maintenance and success of actions relating to 
Information Security [16].  Their support is essential in 
obtaining involvement of workers to Information Security [16].  
Of course, there are many factors that influence leaders' 
involvement in Information Security management.  Significant 
differences in terms of age, education level, and experience in a 
given function are indicated [17].  

C. Middle management 
Many authors illustrate the middle manager’s fundamental 

role in the development and implementation of strategies and 
organisational change. Payaud, argues that these managers 
continue to occupy a privileged position in organisations, at the 
interface between the action and policy decisions, claiming that 
they are more than the transmission belts; they can be change 
agents, knowledge transfer facilitators, innovators, key 
strategic players and coaches to their employees [18]. 
Thompson et al. differentiate the influence of high-level 
executives from that of middle management. They found that 

executives' guidance influences safety behaviour by 
communicating what is brought to their attention, while middle 
managers do so by their benevolent interactions with 
employees [19].  

Further studies suggest that cooperation between 
employees and managers would be the highest influencing 
factor on most employees' safety behaviours [20], with such 
support and involvement of managers sending powerful signals 
throughout the organisation [21]. 

VI. METHODOLOGY, TOOLS AND SAMPLE 
Our approach in this study comprised two initiatives.  

Firstly, we undertook a survey of relevant literature, to shed 
light on the management role in shaping good IS governance.  
Secondly, we deployed a survey questionnaire to assess the 
Information Security posture within Omani public sector 
organisations, as well as the Omani managers' attitude towards 
Information Security.  Survey questions targeted (4) 
dimensions: 

1. Organisation’s Information Security Policy 
2. Organisation’s compliance with IS best practices 
3. Information Scurity Training and Awarness 
4. Managerial attitude towards Information Security  

These four dimensions were specified as (32) aspects of 
Information Security. The survey, was conducted anonymously 
and was disseminated electronically via the Internet to all 
participants.  Questions were written in Arabic and English to 
accommodate the native language and working language of 
participants. 

The questionnaire consisted of (3) sections: demographic 
information, Information Security aspects and finally the 
respondent's notes and suggestions, with items rated on a 
Likert scale of (3) points (Yes, No, Not sure).   

Following Sampieri, ‘the instrument of data collection 
really represents the variables we have in mind.  If it doesn't, 
our measure is deficient and therefore the study is not worthy 
to be taken into account’ [22, p.285].  Data was analysed 
manually and using the software tool SPSS (v22), to 
characterise the posture of Information Security and to measure 
the strength and direction of association between the 
Information Security posture and managers' attitude towards 
Information Security. 

Sample 
The target population for this study was all employees 

working in the Omani public sector.  Selection of individuals 
who are part of the sample is essential to determine that the 
obtained conclusions can be extrapolated to the total 
population.  Therefore, the sample should be representative of 
the total population.  In this study, a simple random sample 
was selected, to make reliable estimates for the population as a 
whole. 

VII. DATA ANALYSIS 
 This section presents the analysis of the data collected by 
the survey questionnaire that forms the basis for the study.  In 
the analysis, percentage was used instead of frequency to 
represent the perspective of the population sample towards the 
queried IS-related elements. This is considered a good way to 
show relationships and comparisons, either between categories 
of respondents or between categories of responses [23], 



especially as there were many respondents who did not respond 
to some questions or marked some questions as "NA", (i.e. not 
all respondents answered all questions).  Therefore, only the 
number of persons who actually answered any particular 
question is used in calculating the percentage. 

Additionally, averaged percentage was used to indicate the 
overall posture of Information Security aspects.  The average 
percentage would be calculated, for every scale item in any 
dimension, by dividing the total number of responses of every 
scale item in the dimension by the total number of responses to 
all questions of that dimension. 
A. Information security status in Omani public sector 

The status of Information Security in the Omani public 
sector was explored by investigating the level of compliance 
with IS best practices.  
B.  Organisations’ Information Security policy 

 Answers from the survey respondents with regard to 
Omani public sector organisation’s Information Security Policy 
are indicated in Table 1.  A high percentage of "Yes" answers 
(above 50%) indicate a good status with regard to Information 
Security policy related best practices.  This also indicates that 
the respondent is very likely to be working in an organisation 
concerned about information security.  The measurement scale, 
reflecting the 5 questions, indicates the extent to which such 
organisations are concerned about Information Security policy 
and the degree of compliance with its related practices. 

Table 1 shows that the respondents who marked "Yes" 
were less than 50% to all questions related to Information 
Security policy except for the question "Does the Organisation 
have a strong and enforced Information Security policy?", 
which was marked "Yes" by 65% of respondents.  The average 
percentage of participant’s positive perception toward 
Information Security policy is 33%. 

C. Organisations’ Procedural IS best practices 
Table 2 shows answers from the survey respondents 

regarding the application of Information Security policy best 
practice in Omani public sector organisations.  The 
measurement scale contains 13 questions.  A high percentage 
of "Yes" answers (higher than 50%) indicates strong 
compliance with such practices. 

It is clear from Table 2 that many Information Security 
practices have moderate levels of compliance: security 
background investigation for new employees (59%), the 
organisation using access control to manage the separation of 
duties (54%), removing all access rights and network accounts 
at employment termination (51%), prohibiting suppliers from 
accessing the organisation’s network (50%).  Some practices 
are on the low compliance side.  Specifically: having a physical 
separation between the organisation’s network and the Internet 
(41%), prohibiting short contract employees from accessing the 
organisation’s network (19%), and restricting the use of mobile 
phones within the organisation premises (13%).  The average 
percentage of compliance with Information Security best 
practices, from the perspective of the respondents is 40%.  

D. Organisations’ IS Training and Awareness 
The measurement scale contains 5 questions that expose 

respondents' perspectives on the level of Omani public sector 
organisations compliance with the best practices regarding 

Information Security training and awareness.  The results 
shown in Table 3 show that respondents who marked "Yes" 
were less than 50% in all questions.  The average percentage 
of participants' positive perception toward Information 
Security training and awareness is 33%. 

E. Organisations’ Managerial Attitude towards IS  
Management attitude was assessed via 10 items selected 

on the basis of the framework derived from the past literature 
and cultural views [9].  The measurement scale contains 10 
questions. Table 4 shows respondents' answers to those 
questions, which reflect their perspective with regard to the 
management attitude towards Information Security in Omani 
public sector organisations.  This table shows that all 
questions have been answered positively by less than 50% of 
the respondents.  The average percentage of participant’s 
positive perception with regard to managers' attitude towards 
Information Security in Omani public sector organisations is 
24% and suggests that such attitude is not supportive. 

F. Relationship between management attitude and 
Information Security in Omani public sector organisations  
The relationship between management attitude towards 

Information Security and management IS governance 
activities is represented by two aspects:  Information Security 
policy and Information Security training and awareness. The 
relationship between such an attitude and employee 
compliance with Information Security policies in Omani 
organisations was also investigated.  These associations were 
assessed through the correlation between dependent and 
independent variables, defined as follows: 
Dependent Variables: (i) Information Security policy, (ii) 
Information Security training and awareness and (iii) 
compliance with Information Security policies.  
Independent Variables: management attitude. 

To make responses to queried items more manageable, the 
concept of composite variable was used. The dependent 
variables are composite; which means that each is determined 
by combining the responses to a group of questions that, 
together, reflect the associated Information Security aspect.  
Additionally, the independent variable, which denotes 
management attitude to Information Security, is also a 
composite variable that combines responses to the questions 
that reflect such an attitude.  

Hypotheses 
To test the effect of management attitude towards 

Information Security and associated management governance 
activities, the following hypotheses were formulated: 
H1: There is a positive relationship between organisation 

culture and the management governance activities 
regarding Information Security policy in Omani public 
sector organisations. 

H2: There is a positive relationship between the management 
attitude regarding Information Security and 
management governance activities regarding 
Information Security training and awareness in Omani 
public sector organisations. 



H3: There is a positive relationship between the management 
attitude regarding Information Security and compliance 
with Information Security policies in Omani public 
sector organisations. 

Analysis 
A Spearman's rank-order correlation was used to evaluate 

the relationship between management attitude towards 
Information Security, represented by the composite variable 
OrgISMA and the 3 composite variables: organisation’s 
attitudes to Information Security Policy (OrgISP), Information 
Security Training & Awareness (OrgISTA), and Information 
Security Policy Compliance (OrgISPC).  The results (detailed 
in Table 5) indicate the following. 	

(i) There is a strong, positive correlation between 
OrgISMA and OrgISP, which is statistically significant (rs = 
.715,  p = .000). 

(ii) There is a strong, positive correlation between 
OrgISMA and OrgISTA, which is statistically significant (rs = 
.814,  p = .000). 

(iii) There is a strong, positive correlation between 
OrgISMA and OrgISPC, which is statistically significant (rs = 
.851,  p = .000). 

Accordingly, the null hypothesis for the 3 hypothesis H1, 
H2 and H3 was accepted. 

VIII. CONCLUSION 
This study aimed at shedding light on Information Security 

as a management issue.  In particular, the literature highlights 
the importance of management in Information Security, 
through shaping the organisational culture and through 
commitment to good governance.  

Analysis of the survey responses indicate the perceived 
level of management good governance practices with regard to 
Information Security and how this could affect the compliance 
with procedural Information Security in Omani public sector 
organisations.  Our results are:   

1. The average percentage of participant’s positive 
perception with regard to such interest is 24%.  

2. The posture of Information Security policies is below 
average 40%.  

3. The compliance to Information Security policy best 
practices is 33%. 

4. The average percentage of participants' positive 
perception towards Information Security training and 
awareness is 33%. 

These four points signify a considerable lack of management 
interest in Information Security in Omani public sector 
organisations and that the Information Security posture in 
Omani public sector organisations is not optimal. 
Additionally, analysis of the survey results also showed: 

5. There is a strong relationship between management 
attitude towards Information Security and aspects 
denoting the management governance activities (i.e., 
Information Security policy and Information Security 
training and awareness). 

6. There is a strong relationship between management 
attitude towards Information Security and compliance 
with Information Security policies. 

We conclude that management attitude is a driver of 
Information Security governance in Omani public sector 
organisations and agree that management commitment can 
increase Information Security compliance in public 
organisations [24]. 
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Table 1: IS Policy 
Questions on IS policy  

 % age No. of "yes" 
answers 

Total no. of 
answers 

1. Does the Organization have a strong and enforced Information Security 
policy?  65% 57 88 

2. Are employees educated about any updates in the Security policy?  30% 26 87 

3. Is a hard copy of "IS" policy is signed by all? 29% 24 82 
4. Is the IS policy reviewed and updated periodically ? 25% 22 87 

5. Does the Organization monitor IS policy violation periodically? 17% 15 87 

Average percentage 33% 144 431 

 
 

Table 2: IS Best Practices 

Questions on IS best practices Public  No. of "yes" 
answers 

Total no. of 
answers 

1. Is the security background investigated when recruiting new employees? 59% 41 70 
2. Does the Organization use access control to manage the separation of duties? 54% 38 70 
3. Are all access rights and network’ accounts removed at employment termination? 51% 36 70 
4. Are suppliers prohibited from accessing the Organization’s network? 50% 35 70 
5. Are there certain security measures followed by the Organization to secure classified 

documents? 49% 34 70 

6. Are network firewall logs and server logs monitored regularly for intrusion attempts? 48% 24 50 
7. Are there certain procedures to secure laptops usage in meetings and businesses? 45% 31 69 
8. Is there a physical separation between the Organization’s network and the Internet 

network? 41% 29 70 

9. Is there a disciplinary process applied when an IS violation is repeated? 39% 23 59 
10. Is there a ready Disaster Recovery Plan in the Organization? 32% 22 68 
11. Is copying documents and data into external storage devices restricted? 21% 15 70 
12. Are short contract employees prohibited from accessing the organization’s network? 19% 13 70 
13. Is the use of mobile phones restricted within the organization premises? 13% 9 70 

Average percentage 40% 350 876 
 
 

Table 3: Management Attitude to IS 

Organizations’ Management attitude towards Information Security (IS) %Age No. of "yes" 
answers 

Total no. 
of answers 

1. Do managers at all levels support IS policies? 38% 30 78 
2. Are employees enforced to commit to the IS policy? 32% 20 63 
3. Does the organization’s IS get an adequate management interest? 31% 21 67 
4. Is there an assigned annual budget to develop IS? 29% 23 78 
5. Is the organization interested in consulting internal or external IS auditors to 

insure that full security is provided to its projects and systems? 26% 17 65 

6. Are security officers exercising their role to the fullest? 26% 19 73 
7. Does the organization motivate employees when notifying superiors in the 

event of an IS violation? 19% 13 70 

8. Do you think Managers care of IS at all times (not only when there is a breach 
of Security in the organization)? 18% 14 78 

9. Is practicing good IS is part of the shared beliefs of organization members? 9% 4 45 
10. Are IS policies applied to all organization members including managers in 

different levels? 4% 2 53 

Average percentage 24% 163 670 



 
 

Table 4:  

Information Security training and awareness %age No. of "yes" 
answers 

Total no. of 
answers 

1. Is there a regular knowledge update for the IS staff? 44% 34 77 
2. Does the organization conduct adequate training programs on 

IS for all employees? 37% 29 79 
3. Does the organization conduct refreshing  programs on IS for 

employees  30% 24 79 
4. Are hard copies of the IS policy distributed so that all 

employees are aware of it?  21% 18 87 

Average percentage 33% 105 322 
 
 

Table 5: Composite Variables 
Spearman's rho OrgISMA 

OrgISP Correlation Coefficient .715 
Sig. (2-tailed) .000 

N 116 
OrgISTA Pearson Correlation .814 

Sig. (2-tailed) .000 
N 116 

OrgISPC Pearson Correlation .851 
Sig. (2-tailed) .000 

N 116 
   

 


