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The Antaeus Column: 

Recent trends in authentication and 
national information management policy in the UK.
Abstract

	Purpose of this paper


	To discuss the evolution of digital library authentication standards and practices in the UK, and to use the issue of authentication to reflect on the nature of national information management policy and its associated structures.

	Design/methodology/approach
	A brief historical account of British authentication developments set in the context of different international approaches, with some insights into the national decision-making structures that have shaped the nature of UK authentication practice. 

	Findings
	That the shape of national information management structures had played an essential role in the evolution of authentication policy and practice in the UK, and that the solutions that have evolved as a consequence of this have not necessarily been the most user friendly or logical that could have been achieved. 

	Research limitations/

 Implications
	Research into best authentication practice should be taken forward from the widest possible international perspective, in order to gather the best solutions from wherever they are available.

	Practical implications
	That practitioner engagement with the issues of national information management can help form a more intelligent debate on the best ways to shape large-scale information developments.

	What is original/of value in the paper?
	This paper looks at various aspects of British digital library authentication systems with a critical eye, and asks librarians to consider familiar aspects of such existing systems from a different perspective. 



Paper type: Viewpoint
Keywords: Academic libraries, Data security, Digital libraries, United Kingdom.
* The title of the ‘Antaeus’ column derives from the name of the mythical giant, Antaeus or Antaios. The son of Gaia (whose name means ‘land’ or ‘earth’), Antaeus was undefeatable in combat so long as he remained in contact with the earth. Once grounded by contact with the soil, he vanquished all opponents. However, in order to disempower Antaeus, Heracles simply lifted him from the earth, overcoming him totally. Thus, many times through the centuries, Antaeus has been used as a symbolic figure showing how any human aspiration must remain grounded in order to succeed. LIS research must therefore retain its contact with the ‘ground’ of everyday practice in order to fulfil its potential as a sophisticated research discipline – it must remain empowered by its relevance to practitioners. 

Introduction 

The introduction of federated access management1 into the UK over the last few years has been well described and intelligently analysed by a number of writers (Garibyan, 2008). ‘Federated access’ is a fairly opaque phrase, but at the most basic level it means collectively improving the way we provide secure access to digital library services by observing the most recent, commonly accepted standards. And such improvements include the elimination of multiple passwords in favour of one sign-on for all campus network services, and avoiding the insecure sharing of library users’ personal data with inappropriate third parties. Ideally these standards of single sign-on systems and good data protection practice should be, as far as possible, guaranteed across the entire jurisdiction or region - that is, across the entire federation.
All well and good. But this collective movement towards a better authentication environment in the UK raises a variety of issues about national information management policy, some of which are not in fact related to the issue of authentication alone. This short paper will focus on these national information management issues, using authentication just as a way of demonstrating how these principles apply in one specific area of practice. 
The story so far
In the UK, authentication has always been considered highly suitable for a coordinated national approach. When the first nationally networked databases became available in the UK, starting in 1991 with the Science Citation Index database at ‘BIDS’, the Bath Information and Data Service (Duff, 2003), libraries were simultaneously offered an outsourced authentication solution from Bath University. In order to access Science Citation Index, libraries used the service-specific authentication system that came with it, the so-called BIDS password system.  
Through time, other services grew up at other data centres – it was thought best to distribute the national digital electronic resource, giving different datasets to different parts of the UK network rather than putting all our eggs in one basket. But in an idiosyncratic British development, the single, unified authentication system associated with the original BIDS service was maintained, not just for a single set of databases networked from one host site, but for the whole UK community’s database access regardless of where the service originated.
For any library practitioner working in the UK at the time, this seemed a very helpful thing to do. Rather than set up local library password systems in hundreds of different institutions, pointlessly replicating the same task many times over, why not use a single outsourced system which could be offered from one site to all other UK sites? Thus the full, independent ‘Athens’ system was born, serviced by EDUSERV2, to fulfil this vision of authentication with significant economies of scale.
However, in retrospect and on reflection, it appears that our assumptions about this choice were open to challenge. If an international perspective is adopted, then we can see that other countries did not follow the British route. 
Other approaches

In university libraries in the USA and Australia, authentication of digital library services tended to remain a local responsibility. The perception was that, since non-library authentication systems existed on the local network, why not expand these pre-existing networked authentication schemes for digital library purposes? Proxy server authentication (whereby the IP address of a proxy server can be used to validate access to an external service from a subscriber site) exists in Higher Education campus networks for non-library uses, so an extension to digital library use is perfectly logical and practical.
Which authentication choice is better is a matter of opinion. It all depends on where you see the unnecessary duplication. In the UK scheme, the benefits of a dedicated library authentication system lie in the avoidance of multiple local initiatives (why do locally what Athens can do for everyone?). In the US/Australian model, the advantage lies in exploiting pre-existing proxy systems which are otherwise under-utilised (why do an IT task in a library or via an outsourced library service, when it can be done in the local IT department at no significant extra cost to the institution?). 

Perhaps the clinching argument in the UK was the financial model chosen to pay for the outsourced solution. If UK libraries had had to pay an up-front subscription for their digital library authentication service then they might have looked for local solutions which either cost nothing other than a bit of extra effort from their resident IT specialists. However, the Athens system was paid for by a mixture of direct central funding and a levy on commercial database suppliers. The financial pain was either someone else’s or administered with the anaesthesia of top-slicing.
Accidental benefits

In practice, the British password system which evolved in isolation from the international norm has had benefits, if rather questionable ones. 
On the face of it, the benefits may seem hard to discern. Proxy server authentication uses the same password system as all other campus systems. So rather than having a uniform sign-on system which used the one institutional login for library and non-library services, information users in British Higher Education had the dubious privilege of having to carry around two sets of passwords where one could have been supplied. This can hardly be described as a triumph of national information strategy.

But what the dual password Athens system did do for libraries was breathe life into their face to face, traditional enquiry services which were to some extent under threat from networked information services available outside the physical library building. Students who wanted to access databases such as Web of Knowledge3 or Embase4 had to contact the library to ask for an additional password, which would generally involve them in a physical visit to their campus library where their entitlements could be checked and a password doled out to them. This interchange had genuine benefit in that spontaneous user support and training could be offered as part of the fairly mechanical activity of password distribution:

Student: ‘I’d like my BIDS password please.’

Librarian: ‘Certainly. Do you know how to use these services?’

Student: ‘No, no idea at all. My tutor just told me to come to the Library and get a BIDS password.’
Librarian: ‘Okay, well let’s show you how to use these services…’

Another incidental by-product of this was the transformation of a fairly complex one-off or occasional IT activity (setting up proxy server management to authenticate library services) into a constant, time-consuming but simple library activity. Classic Athens administration could be carried out by intelligent library staff with minimal IT skills, whereas proxy server configuration was a higher level IT task.
And again, another unintended consequence of the two password system was the way in which a dedicated electronic library password system could be exploited as a means of offering a ‘degraded’ authentication system – that is, a form of access to campus networked services that is appropriately downgraded because the user does not have an entitlement to full services (for example, they are a temporary worker on the campus, rather than a full staff or student member of the institution). 
Degraded access to some but not all networked services is quite hard to administer locally by an IT Services department – especially in a proxy server environment. So rather than ask your local IT specialists to degrade the institutional login, the dedicated digital library service password can be given out in preference to a specially manipulated version of the main campus account, thus giving access to library services alone without any laborious IT intervention.
So, in sum, the Athens administration system managed to effect a transfer of staffing activity away from IT Service departments into libraries. IT Service personnel probably owe a debt of gratitude to libraries for this, though whether the time and trouble saved by IT specialists is worth the confusion to users of a double password system is a moot point.

The UK Access Management Federation and SAML compliance
More recently, it has become clear that the way in which institutions handle confidential personal data in a digital environment is deeply sensitive and needs to be rethought. As a consequence of this, the means by which an institution authenticates access by its users to its digital library services has come under greater scrutiny. The standards which we are now expected to follow are the standards of the UK Access Management Federation, which are in turn embody the concept of Security Assertion Mark up Language (SAML) compliance (Simon, 2004).
In particular, an essential part of the classic Athens system, the principle of allowing a third party, outsourced authentication service to hold personal data belonging an institution’s members, has become unacceptable in the context of modern data protection requirements. The only parties who should hold personal data in any given situation are the parties with an indispensable right to it – that is, the institution itself and of course, the user of the service, a staff member or student. All other third party retention of such personal data is inappropriate. So, that means an end to third party authentication systems – or at least, straightforward third party authentication systems.
Logically therefore, the Athens authentication infrastructure should now sink gently below the horizon as newer systems take over. However, with remarkable ingenuity, a new system of fully federated third party authentication has been devised for the UK (OpenAthens5), which will continue the tradition of outsourced authentication in certain parts of British Further and Higher Education, and - beyond universities - in the National Health Service.
National information management structures
What lessons are we to learn from this?

One thing we can say is that UK national authentication strategy has shown the typically British predeliction for ‘devolved-centralised’ solutions. This is an odd phrase, and it is coined purely to illustrate some points in this paper. But it is a phrase which accurately describes how national information strategy and Higher Education policy making often works in the UK, in contrast to other countries.
‘Devolved-centralised’ solutions are ones in which an attempt is made to combine the advantages of central solutions (such as economies of scale) with the advantages of entirely local devolved solutions (solutions tailored to local problems by those at the grass-roots). 
One answer to the problem of digital library authentication might have been to create a central authentication facility entirely under the control of the UK ‘Higher Education’ ministry (currently the cumbersomely named ‘DIUS’, the Department for Innovation, Universities and Skills). This would have been a highly centralised, government-led approach to a national information strategy problem, and would certainly have shown a seriousness of intent in dealing with the issue. And it is a solution used in some countries for certain digital library services – for example, where library management systems are purchased for an entire regional or national library network and the servers running the national ‘package’ are centralised in the heart of government or national civil service, or perhaps in the National Library.  

But, the argument against this approach is that it risks taking away from the Higher Education community the responsibility for solving its own problems, in this case the problem of how to do authentication properly. And, it is often said that if the people who own a problem are given responsibility for solving that problem, then they will come up with the best answer, rather than having someone else impose a solution on them from afar.
However, sometimes scale is an important part of an information management problem. And inefficient, small-scale local duplication of essentially the same task (be it authentication, or choosing and running a library management system) is not a good use of resources. So, one way of dealing with this need for scale is to opt for a centralised solution, but to locate it within the community which needs the service – so a member of the community steps forward and becomes ‘the centre’ for all the others. Devolution and centralisation are combined.
Hence Bath (in the shape of BIDS) became the dataset service provider for the whole of the UK Higher Education community, and as a consequence of this, the national digital library authentication service provider. This will always looks quite attractive: in such a model, the community gets control over a national service while the economies of scale associated with centralisation are also gained. Everyone wins.
The curse of the quango

However, there is another more familiar name for a ‘devolved-centralised’ administrative structure. That name is ‘quangocracy,’ or rule by ‘quango.’
‘Quango’ is the British term for a ‘quasi-autonomous non-governmental organisation,’ and it often used with pejorative implications to describe bodies which are neither part of central government/the civil service, nor part of the normal devolved structure of public administration – schools, universities, hospitals and local authorities. Such organisations are often the result of an attempt to create centralised oversight of an administrative process but at arm’s length from government.
It is a shame that this word has come to have pejorative implications, because often ‘devolved-centralised’ structures work well. When they do, then, like so much effective public administration, they are taken for granted and remain unacknowledged, unappreciated and unnamed – hence the need to create a rather clumsy compound term to offset these negative connotations.
The question is, with the benefit of hindsight, how well would we now say this model has worked in the specific area of authentication?
Hindsight is a wonderful thing
As summarised above, the early history of devolved-centralised national authentication did have some successes. But in retrospect, when the advantages are put alongside the disadvantages, it seems to have been a less satisfactory solution than the fully devolved model adopted by other countries. For many years, each British campus had a double password system, firstly the national password system for digital library services, and secondly the local institutional login for other campus networked services. Why did we think it acceptable to offer such a cumbersome split system to our library users? 

In fact, the responsibility for offering digital library service authentication lay more appropriately with the local IT Services department, not with a national system. The avoidance of this local responsibility meant that a multiple rather than a uniform sign-on system came about. 

Moreover, in this split system, commercial service providers were faced with the chore of creating a specialised authentication arrangement for the UK, whereas standard IP address validation, when combined with local proxy server arrangements, worked fine in most other countries of the world. This special accommodation to British idiosyncrasy came at a cost to the service provider, and ultimately to users, since development energies that could have gone into service enhancement were redirected into authentication work.
The present

The immediate situation confronting us today, where third party, outsourced authentication sits very awkwardly with modern authentication requirements (federated access and SAML compliance) throws these past illogicalities into greater relief. 

The problem appears to be that, when arrangements are devolved away from the centre to any significant degree, it is then difficult to regain control over them. The quango with responsibility for general matters of national information strategy, the Joint Information Systems Committee (JISC), is rightly respected by the community which it serves, and has had an important steering role in setting up the UK Access Management Federation. However, quite appropriately, it now is looking at stepping back from its role in steering the direction of federated access, though the UK Access Management Federation will live on (exactly how is a question that is open to debate at the moment).
Unfortunately, the present state of federated access is very untidy. Some Higher Education Institutions have moved to a very ‘pure’ form of federated access, setting up ‘Shibboleth’ servers on campus which talk directly to service providers (Gourley, 2003). This eliminates any outsourcing, and guarantees that personal data is shared only between the institution and the outside organisation. Other organisations – many FE and some HE institutions that have become reliant on digital library service authentication being outsourced - have welcomed the continuation of a third party federated access solution via Athens/EDUSERV.

Again, from the service providers’ point of view, working in the UK authentication environment must seem inexplicably onerous. In some cases, service providers have set up federated access only for the third party/outsourced route, thinking that that is all they have to do – to the exasperation of HEIs who cannot use this authentication option. 
In other cases service providers are offering a pure ‘Shibbolised’ route. This may lose them clients with more fragile local IT support who cannot cope with the ‘pure’ authentication option which relies on Shib servers being fully maintained on the local campus. 

In a third scenario, the bigger players are offering all the necessary solutions that fit the UK, partly because they can afford to dedicate this amount of effort to the complexities of the UK authentication environment. But, at the most obvious level of user perception, the help screens that have to be offered to someone accessing services via such multiple-option routes are deeply confusing. 

The knock-on effect of all this is to give extra work to library enquiry desks, as has always been the case with British authentication strategies. However, it is difficult to detect any unquestionably beneficial consequences in terms of additional information literacy support from such extra human intervention by library help desks. Nowadays, we are simply mitigating an unfortunate amount of confusion, not adding value. 
Conclusion

The conclusion of this discussion is not that ‘devolved-centralised’ structures are out of date. On the contrary, a much longer paper could be dedicated to listing the successes of this model: it would include the impressive ‘quango-led’ negotiation of consortium licences by EDUSERV, as well as the many successful contributions of the JISC to creating the coherent and effective national information environment in which British universities work today.

However, in all likelihood, a more centralised model of national authentication management would have facilitated the move to federated access. If the present author’s judgement that the move has been untidy and confusing were echoed by those in the upper echelons of policy making (and this judgement is no more than a personal opinion), then a different approach could have prevented this. Much earlier on in the move towards federated access, a pronouncement by a central body with executive authority would have been preferable. Only one option for federated access would have been the officially approved choice – and this would have been simpler for universities, colleges and commercial service providers alike.
But beyond this, a more general argument seems to emerge from this discussion.
A core principle of reflective practice is that is important to step back and understand the general principles of what we do as library and information workers. The principles which we must grasp in this instance include ideas such as devolved, centralised or ‘devolved-centralised’ structures of national information strategy. As a toiler at the coal-face of everyday librarianship, I am painfully aware of the way in which I and the majority of British librarians accepted the evolution of national authentication practice in the UK as fixed and inevitable. At no point has the UK library and information profession engaged in energetic discussion about the best way of dealing with this interesting and important development or shown much awareness of international alternatives.

In fact, we should have acknowledged that there were many different ways in which this system could have evolved, some of which were arguably much more user-friendly and effective that what actually became accepted as standard practice in the UK. There is little point in berating government departments or quasi-autonomous bodies and expecting them to dole out a correct answer to our problems, if we do not debate these issues and challenge the status quo.  Part of this process is to attend international conferences where one can talk to colleagues from other countries about what they do, and then publish practitioner-related papers about alternatives approaches to everyday practice.  
So this brief discussion of national information strategy issues and authentication ends with a plea to recognise the value of an ever-renewing commitment to reflective practice. We will sort out our national identity management and validation issues, and the present process of change will fade into history. However, the challenge of reflective practice will remain for us. This is not just a pious statement: it is a simple recognition of a fundamental necessity of professional activity, without which the quality of our services to customers deteriorates and our professional standing becomes compromised. 
Nicholas Joint

Andersonian Library, 

University of Strathclyde.
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