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Scope of the Report 

The scope of this report is to provide an overview of Web Services Technologies (WST) with particular relevance to the UK HE and FE sectors. Section 1 provides a general description of WST. Section 2 highlights the issues of relevance to the HE and FE sectors. The main standards and types products available are outlined in Section 3. Future developments of relevance to HE and FE are then considered in Section 4. Finally an assessment of likely benefits, costs, risks involved and timelines for implementation of WST within the sector is provided in Section 5. A Glossary and Reference section are provided and appendices offer useful points for further information.

The report does not attempt to cover the wider potential of WST within the commercial sector.
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Executive Summary
Business is increasingly moving away from transactional-based business processes to a service oriented approach, often involving collaboration of multiple organisations to provide an integrated service to customers. Additionally, the current economic downturn means there is increasing pressure to consolidate information systems and capitalise on existing investment. Consequently, an effective way of reusing components and integrating services is essential, both within business-to-business and client-to-business applications and services, and internally within businesses themselves.

Existing methods of reuse and application integration require costly, time consuming, bespoke developments, usually necessitating all parties involved to implement compatible, heavyweight object model infrastructures. The challenge for the IT industry has been to develop a lightweight framework that could be used to satisfy the reusability and modular requirements in a cost effective manner.

The emerging framework of Web Services Technologies (WST) potentially offers a way to achieve this. WST, which is essentially an enabling technology rather than a fundamentally new method, is an industry led initiative with many of the leading players such as Microsoft, SUN, HP and IBM actively involved. This brings both advantages of momentum and the disadvantage of potential commercial conflict. 

In essence, WST is a framework of self contained, modular applications, which can be discovered and executed over the network by remote programs. These distributed applications are created using lightweight protocols, which allow organisations to build communicating applications without the requirement that both ends run the same heavyweight environments. 

The Web Service Architecture provides publish, discover and interact facilities. Web Services (WSs) are “wrapper” applications that send and receive messages over the network in a standard format. The messages are decoded and passed to internal applications for execution. Descriptions of the WSs, including the method of invocation are published in WS Registries, which can then be queried. This allows developers to independently code client applications to seek out and interact with a WS over the Internet, thus avoiding costly one-off development by both the application and the WS providers.

The development of WST standards has reached a major turning point. While the basic standards of SOAP (Simple Object Access Protocol), UDDI(Universal Data Description and Integration) and WSDL (Web Services Definition Language) have coalesced to useable forms, their functionality is limited. Industry effort is now concentrating on addressing the flow of business logic, security and co-ordination of services, which will enable richer functionality, expanding the areas of potential application. Additional mappings of data and workflows will be required to meet the business-specific demand of different application environments. Further into the future, developments such as the Semantic Web and agent technology will allow Semantic Web Services to be intelligently discovered and incorporated into client applications, according to a specified goal, automatically creating an integrated solution. 

Although the framework is still evolving, the major IT players already have WS enabled application environments. Similarly, the major companies involved in Enterprise Integration Application and database provision have incorporated WST into their product sets, with the rest expected to do so in the near future. Commercial services based on WST are beginning to emerge.

WST have a number of potential application areas of specific interest to UK HE and FE. Within institutions, WST will offer an economical and effective way of rolling out new services, allowing integration with existing applications. These new services will often be delivered through institutional portals using portlet technology and the emerging WS for Remote Portals standard.

E-learning and the JISC Information Environment are other areas of considerable potential. Currently a number of JISC funded projects are investigating the use of WST in these areas, but further experience is required before any strategic decisions can be made. In developments analogous to the business world, institutions will increasingly need to interoperate with each other and outside service providers. WST, with its ability to support interoperable services across multiple organisations will be a useful development tool.

WSs have not yet reached the top of the marketing hype curve! While the technology will continue to evolve and indeed the names and underlying standards may change, the most significant aspect of the technology is the move away from an application-based approach to a component-based paradigm, where individual components are designed to be reused in many different applications and environments. 

In summary, although still evolving, WST offer considerable potential to UK HE and FE. While ease and cost-effectiveness of development must be weighed against lack of richness of functionality at this point in time, a move towards such a component-based Information Systems architecture will stand institutions in good stead.

1 The Technology

1.1 The Rationale

The changing nature of business today is resulting in a move away from a product-based economy to a service orientated one. Organisations can no longer exist in isolation; to compete effectively they must increasingly form strategic alliances to provide services to their customers. Traditional “supply chains” are being superseded by ”service partnerships”, which collaborate behind the scenes to provide integrated customer services. This means that not only must the relationship between organisations change; Information Systems (IS) must also evolve if they are to effectively support this new business paradigm. 

E-commerce sites where credit card transactions are handled by a third party organisation are typical of these new business-to-business (b2b) collaborations. To achieve the desired functionality, applications from different organisations need to be able to interact with each other, exchanging data through sophisticated Electronic Data Interchange (EDI). Traditionally, compatible software architectures are required at both ends and bespoke code must be developed. In the majority of cases, none of the resources developed are readily reusable in other contexts. 

It is not just in the area of b2b interactions that integration and reuse are problems. Within enterprises themselves, the dream of integrating applications to increase effectiveness of business processes has floundered. While Enterprise Application Integration (EAI) makes sound business sense, the cost of converting outdated applications using existing technologies has proved to be too far expensive in most cases.

Methods for integrating applications, either b2b or internally are of course not new. Traditional transactional-based approaches, while offering many advantages has suffered from two important problems; all parties must develop new code for each application and the code developed cannot be readily reused, making it is expensive to rollout new services.

Object Oriented (OO) Programming was developed in response to the problems of reusability. OO applications can be written and made available on the network for execution by remote parties. While there have been many successful OO applications using architectures such as Corba, the need for all partners to run the same heavyweight application suite has meant that it is too complicated for widespread used.

A lightweight framework, which facilitates integration and reuse of resources and applications, on a wide variety of platforms, both within enterprises and between organisations is required. Such a framework could then underpin the development of modular EAI, b2b transactions and service-oriented architectures.   

To address this gap, the software industry has developed new methodologies and tools. Established protocols like http, smtp and XML have been combined with emerging developments such as SOAP (Simple Object Access Protocol) to allow services to interact with each other over the network, creating the concept of Web Services Technologies (WST). 

The first conceptualisation of Web Services (WS) is generally considered to have been HP’s e-Speak solution. Seeing the potential, the major industry players (Microsoft, IBM and Sun) followed, further developing the concepts and proposing standards. Much of the development has however been led by smaller software companies keen to bring new products to market. While this has led to a multitude of proposed standards, the basic components have coalesced to form the core concept of WST discussed in the next section.

1.2 Overview

 Web Services Technologies is best described as a framework of self contained, modular applications that can be discovered and executed over the network by remote programs. 

The World Wide Web Consortium (W3C) is developing a Web Service Architecture, illustrated in Figure 1 opposite, to aid conceptualisation.

The basic functionality of publish, discover and interact, which is discussed in more detail below, enables the remote invocation of services across the network.
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 Figure 1: Simplified Web Service Architecture
   (Adapted from W3C Web Service Architecture Draft [1]
Publish

If an organisation, which develops a WS, wishes to make it available for use by other services either over the Internet or within its own intranet, then it must first make details available to potential clients. The WS architecture provides a “publish” feature to achieve this.

The WS provider “publishes” information about itself, the services it offers and how to invoke them, by sending information to a WS Registry, where this information is then stored. The WS Registry, normally based on the Universal Data Description and Integration (UDDI) standard provides ‘Yellow , Green and White  Pages’ type services for WS, which allows searching for services, listing of the services and contact details for further information. The WS provider may itself act as the WS Registry. 

The description of the WS, which includes the messages the service expects and returns, how to encode them and where to send them, is normally written in Web Service Description Language (WSDL); an XML document format for describing WSs. Additional information about the WS such as quality of service or business context may also be published to the WS Registry using UDDI data structures. 
Discover

Before a client application may use a remote WS, not only must the client select a suitable WS from those available, but it must also learn how to invoke it. This is achieved using the WS  “discover” feature.

To discover a service, a client sends out an “availability of services” request over the network. The WS Registry replies with details of advertised WSs and how they should be called, in a standard format (usually WSDL). Requests and responses are normally sent using the SOAP protocol (formally known as the Simple Object Access Protolcol).

A client may also register with the WS Registry to be informed of changes in any of the WSs in which it is interested.

Appropriate client software may then be written to incorporate calls to the remote WS selected.

Interact

Once the call to a chosen remote WS has been coded, the client may remotely invoke the WS over the network. The WS Provider executes the called WS using input specified by the client. Running the WS may be a simple asynchronous operation or it may require information to be exchanged between the client and the remote WS during execution. The generation of requests to other WSs may also occur. 

The communication between client and remote WS is generally carried out by the exchange of SOAP messages. 

The use of WS Registries and standard methods of communication, description and publishing mean that applications can be written to independently seek out, find and execute appropriate, component WSs. This removes the need for expensive, time-consuming one-off development by both the client and the WS providers and allows services to be reused in different situations, possibly unimagined at design time.

1.3 Application Scenarios

To highlight the potential uses of WST the W3C has developed two usage scenarios [2]. As these are however not of particular relevance to the HE/FE community, two examples of potential use within this community are provided below.

Student Enrolment
In future, a support application for new students may automatically matriculate, arrange accommodation and insurance, organise finance, pay fees, plan travel, and suggest an itinerary for the introductory week. This scenario will involve integrating applications from Registry, rental agencies, banks, insurance companies, grants authorities, Student Loans and local information servers in some coherent manner. Although currently, limited automated interaction of applications may exist where alliances have been formed and applications uniquely developed, this does not enable a student to be provided with the most appropriate selection for each of the tasks. Additionally, implementation is costly and time consuming.

Managing Lifelong Learning 

As true Lifelong Learning evolves, learning may be provided by schools, HE and FE institutions, professional bodies, private learning companies, community projects or training departments within businesses. Not only will learners wish to match availability of courses with their requirements, but record their achievements, perhaps building an online portfolio of their experience. To achieve this, many different organisations with varying methods of storing learner details will have to interact with one another. In the fullness of time, intelligent services may seek out the most appropriate courses based on the learner’s profile, requirements and information available from the multitude of learning providers and brokers.
1.4 Links with Other Relevant Technologies

As with the next generation of the World Wide Web, WST are built on XML technologies. Evolution of WST will be fundamentally related to future development of the Web, often referred to as the Semantic Web, which will be based on technologies such as XML, RDF, DAML+OIL and Intelligent Agents. Emerging Grid Technologies will also be of relevance.

WST development will also be deeply interrelated with development of e-business models and standards such as e-business XML (ebXML).

2 The Technology and Standards Watch Issue

Web Services Technologies (WST) offer the potential both to facilitate interoperability between service providers and applications, and to deal with internal Information Systems (IS) integration issues within organisations. 

Initial uptake of WST has been mainly confined to the commercial sector. Within HE/FE the need to offer internal services that are more integrated and to connect to a wide variety of external services through transparent interfaces, is generating interest in WST. This is manifest in the inclusion of WST in a number of JISC funded projects both within the Managed Learning Environment (MLE) and JISC Information Environment (JISC IE) programmes.

Before embarking on any implementation however, it is important for institutions to delve beneath the marketing hype, by evaluating the appropriateness of WST within in the sector and analysing the implementation issues. In particular, the maturity of the technology, expected development timelines, technical issues and outcome of JISC projects should be assessed.

Products

2.1 Core Web Service Technologies (WST) Protocols

The World Wide Web Consortium (W3C) does not stipulate the standards to be used in the WS Architecture, only the functionality required. The standards discussed below form the de facto basis for current Web Services (WSs).

SOAP

Most current implementations of WST use the SOAP protocol for communication between WS Registries, remote WSs and client applications. SOAP, formally known as the Simple Object Access Protocol, was originally developed by Microsoft, Userland and DevelopMentor, but now is being progressed by the W3C. It is a lightweight, XML-based protocol for transfer of structured data and type information across a network in a stateless manner. SOAP messages may be transported, possibly through intermediaries, using http, smtp or other suitable network protocols as shown in Figure 2.
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Figure 2: SOAP Messaging Nodes
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Figure 3: SOAP Envelope
SOAP 1.2, currently in the draft process, consists of an envelope for encapsulating data (normally WSDL in the WST case) (shown in Figure 3) and a request-response mechanism for transfer of documents. Optional components include extensibility features, an RPC feature for invocation of remote services and methods of binding to network protocols. A mechanism to deal with faults is also provided. 

Although fundamentally stateless, SOAP may be used to support complicated interactions involving the SOAP requester, intermediaries and receiver nodes through use of Message Exchange Patterns (MEPs) templates. These utilise control mechanisms in the underlying network transfer protocols or application specific information contained in the SOAP header blocks, to enable more sophisticated interactions. MEPs are further discussed in Section 3.2.

An introductory guide to SOAP 1.2 is provided by the W3C [3].

WSDL

Web Service Definition Language (WSDL) details how to communicate with a remote WS. Using standard XML schema, it describes how to interpret the messages, how to contact the WS and what protocols to use. By specifying exactly how to interpret the data in the SOAP messages associated with a given WS, WSDL helps avoid the misinterpretation of data between client and service.

UDDI
The Universal Data Description and Integration (UDDI) standard provides an information repository and query service for WSs. 

It was first developed with the aim of providing a central “Universal Business Registry” to act as a master directory of all e-commerce services available over the Internet. However, recognising that there will be many different applications of WST; some available over the Internet, others for Intranet or Extranet use only, UDDI has evolved to support a federation of WS Registries (illustrated in Figure 4 opposite) with a root UDDI Business Registry (UBR). 
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 Figure 4: Simplified network of UDDI registries

(Adapted from [4])
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Figure 5: UDDI Core Data Structures (Adapted from [5])

The WS Registries are XML data repositories, which contain a number of different types of registrations. As well as individual WS descriptions, they store information about the WS provider itself such as contact details, types of services and details of the standard protocols used. (Figure 5)

Access to data entries is by key, which is often, although not necessarily based on DNS registrations. It is up to WS Registry owners to implement appropriate methods to ensure uniqueness of publicly available keys.

WS providers and clients interact with the UDDI via a set of APIs to publish and discover WS details using SOAP. The APIs in the current standard (UDDI 3.0) can be categorised into: Inquiry, Publication, Security, Custody Transfer, Subscription, Replication, Subscription Listener and Value Set.

2.2 Business Process, Data and Control Standards

Although SOAP and WSDL provide a mechanism for technical interoperability, this is not sufficient to enable integration of complex business processes. Higher-level interoperability mechanisms are required. The exact format will depend on the type of business application; b2b, c2b and intra enterprise applications may require different levels of control, information flow and business processes.

Semantic interoperability is one of the key issues. For example, does the term student refer to a full-time undergraduate only or does it also include distance learners? A mechanism for describing the semantics of the data in the SOAP message or parameters in a SOAP-RPC must be provided.

Different applications scenarios will require different Message Exchange Patterns. For example, Remote Procedure Calls, provided by SOAP-RPC are useful in scenarios where clients wish to invoke services offered by remote WS providers. However, in critical systems environments such as b2b systems or internal enterprise applications, which are often transaction-oriented, an “event-driven” architecture may be required. In such scenarios the SOAP Request-Response mechanism may be used along with applications data and SOAP intermediaries to produce the desired control architecture. Examples of some WST scenarios and their MEPs are provided in Appendix A.

Within the b2b world, considerable work has already been undertaken to standardise b2b processes. ebXML, co-ordinated by OASIS and UN/CEFACT was developed as an XML-based solution for EDI. Although this was initially developed separately from Web Services, it now builds directly on HTTP and SOAP, and is often considered as a b2b application of WST. Other alternatives include Microsoft’s BizTalk and RosettaNet. Outwith the b2b arena, other mappings between business processes will be required. 

2.3 WST Protocol Stack

The following diagram (Figure 6) provides a conceptual overview of the WS architecture required to support varying business scenarios. Each business sector b2b, c2b, e-learning, etc. will require business specific data mappings and workflows. However the latter may eventually be at least partially superseded by the WS Choreography standard, discussed further in Section 4, which is currently under development.
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Figure 6: Conceptual Web Services stack

2.4 WST Development Frameworks

While WST are designed to be interoperable and reusable, modules written in one application development environment cannot be readily transferred to another. Developers must make a strategic choice as to which of the two competing application frameworks that support WST most suit their needs.

Microsoft’s .NET, which was specifically designed with Web Services in mind, is a relatively new, proprietary framework consisting of servers, clients, and services, run time libraries, programming languages such as C#, VB.NET and APIs. A number of third party products built on .NET are also available.

SUN’s Java 2 Platform, Enterprise Edition (J2EE) Framework is an open source set of specifications that enables design, development and execution of distributed Java applications. J2EE is a proven application platform, having been around considerably longer than .NET. It has however consequently required the addition of new APIs to meet WST needs. J2EE provides a wide vender implementation base and considerable open source applications are available. 

Most institutions will already have chosen an in-house development environment and trained IT staff. There is no significant advantage from either platform that would compel a change when introducing WST.
2.5 Commercial Products

WST products are now too numerous to detail individual products within this report. It is however worth highlighting some of the main players and types of products available. The major players behind WST are Microsoft [B1], IBM [B2], SUN [B3], BEA Systems [B4] and HP [B5]. These companies offer a wide range of WST related software and hardware, including WS applications, servers, portals, development environments and tool sets. They are active in the various bodies involved in standardisation, development and implementation of WST.

WST are also making inroads into more specialised application markets. In addition to the companies mentioned above, other major players in the EAI market such as Iona[B6], SAP[B7], Sybase[B8]and See Beyond[B9]already offer WS functionality in their products. The majority of the EAI sector is expected to offer WSs by the end of 2003. Similarly, the major database houses such as Oracle[B10] also now offer WS functionality in their product sets, with others committed to follow.
Commercial WS applications are beginning to be developed. Leading services providers such as BT have announced plans to develop WST approaches to on-line customer services. Development of commercial WSs has led to a new bread of WS management services offered by companies like Flamenco Networks[B11].

Further details of these companies are provided in Appendix B.

3 Developments

3.1 Web Services Technologies Standards

WST developments first evolved through groups of vendors publishing proposed specifications. While this has enabled rapid progress, the lack of overall co-ordination of standards and the spectre of competing commercial interests was of concern.  

In 2002, the World Wide Web Consortium (W3C) assumed overall control of evolving standards development. While this should ensure that Web Services (WSs) integrate into the overall structure of the Web, the formal committee structure will inevitably introduce delays in progressing standards. The W3C is actively developing the WS Architecture, XML protocol (SOAP 1.2), WSDL and WS Choreography (WSCI), which is aimed at addressing flow and control issues between WSs. 

The W3C, recognising the need for business logic, is investigating this issue and various higher-level standards are being considered for control, logic, semantics and security through their WS Chorography work. In particular, BPEL4WS (BEA Systems, IBM, Microsoft), which builds on ebXML concepts is a candidate for WS Chorography, but is still immature. Others include WSCL and WSCI (W3C technical notes), WS-Coordination and WS-Transaction. In the meantime, organisations implementing WST must agree on a data model, transaction parameters and business logic.

OASIS(Organization for the Advancement of Structured Information Standards) is another key player in WST development. While OASIS was originally in opposition to WS developments, it has since taken over UDDI development as well as launching new initiatives; Web Services for Remote Portal (WSRP) and Web Services Security (WSS). Again, standards are progressed through committees, which may introduce delays.

The prospect of the slowing down of WS development due to the increasingly complicated standardisation procedures has led to the formation, by leading vendors and developers, of the Web Services Interoperability Organization (WS-I). WS-I does not aim to develop standards itself, but rather to gather together ‘profiles’ of related WS standards to enable performance testing and certification of compatibility, thus plugging the gap between standards bodies and commercial implementations.

Various different business scenarios will each require their own interfaces to WST. While ebXML may provide this in the b2b case, other standards, which deal with specific “business processes” such as IMS Learning standards, are expected to develop WST interface standards. (Section 4.6 has further details of IMS related work.)

Standards bodies are listed in Appendix C and further details of standards are provided in Appendix D. 

3.2 Enterprise Application Integration (EAI)

Industry analysts like the Butler Group forecast the widespread use of WST to achieve cost effective integration of enterprise applications [6]. Indeed the Gartner Group predicts that aggressive use of WST could lead to a 30% increase in the efficiency of IT development projects by 2005 [7]. Much of the Return on Investment (ROI) will be achieved by linking the WS developed to the business processes of the organisation to achieve Business Process Management (BPM) [8].

It is not only in the commercial sector that EAI presents many problems. While in some of the smaller FE colleges and newer universities it may not be such an issue, for the majority of HE Institutions the diversity and incompatibility of existing IS applications is a continued thorn in their sides. As in commercial organisations, the use of WST in future development projects should make integrated applications much more economical to achieve. Several UK institutions ([F1], [F2], [F3]) are already investigating this option as part of their IS development strategies and initiatives are also being undertaken in the US [9].

Often, integration is achieved with existing .NET (COM/DCOM) or J2EE Enterprise Java Beans (EJB) applications by exploiting the “wrapper” nature of WST. Software agents are written which “wrap” around the legacy applications, exposing their functionality as Web Services. New services may then access the legacy applications using WST.

3.3 Portals and Portlets

Most organisations are moving towards delivery of their information services, and increasingly other applications, through portals. Clients interact with businesses (c2b) electronically through e-commerce portals and business-to-business (b2b) interaction is facilitated through ‘Vertical portals’, specially designed to meet the specific b2b needs. Within organisations, Enterprise Portals provide staff with personalised access to the information needed to carry out their work. Increasingly HR and finance applications are being added to provide “self-service” functionality to staff. 

Such portals increasingly use Portlet Technology as ‘building blocks’, which deliver component services to end-users. For example, search facilities or database applications may be delivered via a portlet. While these services are often provided by third party organisations, bespoke development must be carried out on the portal, before the third party service can be integrated.

Clearly, the need to integrate information, applications and third party services in a cost effective and reusable way makes Portlet technologies a prime candidate for implementation of WST. OASIS has convened two working groups; Web Services for Interactive Applications [10] and Web Services for Remote Portals [11] to investigate this area. A joint specification, Web Services for Remote Portlets (WSRP) is being developed which will specify a standard set of WS interfaces that allow new WSs to be quickly integrated into applications. This will allow reuse of user interfaces and enhance the richness of services that can be provided via portlets.

uPortal [12], a free, sharable portal built by HE institutions, is increasingly of interest to UK HE and FE. uPortal 2.1 contains a concept “remote Channels” which is very similar to concepts emerging in WSRP and future developments plan to move towards WSRP compliance.

Companies like Amazon and Google are already offering API’s that provide direct access to their databases. This allows third parties to develop WST-based portlets that tailor the Amazon or Google content to their specific needs. Appendix E shows an example of the TouchGraph Google Browser, which uses WST to interrogate Google’s links database.

3.4 The Grid

The national e-Science Grid Programme [13] aims to use Grid Technologies to develop distributed computational and information systems for researchers. The Grid will provide standards, middleware and services that enable scientists to share experimental results, manipulate large datasets and carry out computations using computing resources spread throughout the Internet. Key to usage will be the ability to discover and call remote services over the Internet.

The Open Grid Services Architecture (OGSA) [14], which is the next generation of middleware being developed for the Grid, integrates the WST concept with that of Grid Technologies. While OGSA will be based on WST, the specialised requirements of the Grid have made considerable extensions necessary. Security issues however remain of primary concern.

It is anticipated that this incorporation of WST will allow the Grid and WST to develop in tandem, avoiding the development of two divergent sets of standards.

3.5 Information Environments

Another area of potential for WST deployment is in that of Information Environments (IEs).

The JISC IE, which provides networked services to information and resources identified as being of particular value to UK HE and FE, is of course an important tool both for students and researchers alike. Its architecture is based on a three-layer model consisting of provision, fusion and presentation layers underpinned by the Z39.50 protocol. While at first glance this appears very different from the WS Architecture outlined in Figure 1, it has been shown that this can be mapped onto the provision, request and discovery functions [15].  

A number of studies and trials are underway or have been recently completed, which will help to determine whether WST could provide the functionality required in the JISC IE. (Inc. the ePrints UK [F4] and Iconex [F5] projects, JISC IE Services Level Descriptions Study [16].) While currently WST do not provide sufficiently ”rich” access to replace the current JISC IE architecture, the development of new distributed search technologies should change this. Discussion is currently ongoing as to whether the development of the JISC IE should be aligned with WST developments. The final decision on future direction has yet to be taken by JISC. 

Within institutional IEs, WST will offer a method of integrating disparate sources and services. While there will be a trade off between ease of integration of WST and richness of functionality provided by Z39.80 based services, it is anticipated that in the institutional context the advantages of WST will prevail.

3.6 Teaching & Learning

The much-discussed move away from traditional teaching and learning within individual institutions to a Lifelong Learning scenario, where learners undertake various learning experiences throughout their lives, will lead to fundamental changes in the way learning is both delivered and managed. This in turn will mean a radical rethink of e-learning provision. Not only may learners wish to choose modules that best suit their needs from different learning providers, but also course designers may wish to bring in different content depending on a learner’s profile and ability. While adaptive personalised learning experiences are currently available, the full range of adaptions is hard coded at design time. WST could in future allow content or services to be automatically sought over the Internet and slotted into an e-learning module at run time.

This would open up the possibility of a new market for e-learning service provision. Content, assessments and simulations providers will be able to register their services with WS Registries, enabling the WS to be called remotely over the Internet in order to meet specific user and course requirements. One issue that needs to be addressed however is that of validation of appropriateness of content. Rather than generalised searching over the Internet for a piece of content or assessment by a WS enabled e-learning module, it is more likely in the short term at least that course developers will keep a list of services that they have assessed as suitable. The e-learning module may then remotely call a suitable piece of content depending on the learner’s profile. WST can be used to inform the course developer of new content resources through the WS Registry’s change notification option. Once assessed as suitable, the e-learning module may use the new content resource without any change in code.

Another potential area of WST use is in the management of learner profiles and records within Managed Learning environments (MLEs) as highlighted in the scenario in Section 1.3. Such MLEs no longer exist solely within an individual institution; rather they are increasingly being observed in a regional role, incorporating a variety of forms of post-16 learning. A number of JISC projects such as SHELL [F6], NIIMLE [F7] and the SWANI [F8] programme are currently investigating the suitability of WST for MLE developments. Due to the current lack of facilities to agree data models and process logic, interim profiles have been developed [17]. 

The use of WST will depend on its inclusion in e-learning technology standards and commercial products. There are likely to be application profiles for the IMS Global Learning Consortium’s [18] LIP and Enterprise specifications in the next year, which are based on SOAP. (Not the full potential of WST.) The Digital Repositories Interoperability specification also uses XQuery over SOAP. Although major VLE vendors such as WebCT and Blackboard have recognised the potential of WST, integration into VLE and MLE products by vendors is unlikely to follow until standard implementations are agreed. 

It should be noted however, that there are other alternative initiatives on the e-learning front such as the MIT Open Knowledge Initiative [19], based on java architectures or the US “Schools Interoperability Framework” based earlier protocols.

4 Assessment

4.1 Areas of Likely Application

One of the most likely initial applications of Web Services Technologies (WST) within the UK HE and FE is in the rollout of new services within institutions. WST will prove a cost effective way of developing new services for staff and students, often delivered through an institutional portal, which integrate with existing applications. Institutions may in time take a strategic decision to use WST as part of their Information Strategies as in the MIT case and their iCampus Framework Project initiative [F9]. Other more diverse uses such as research collaboration and marketing applications may also eventually emerge.

E-learning and the JISC IE are also areas of significant potential application for WST. Uptake will depend on the outcome of the current JISC funded projects in these areas. Results from these projects and emerging requirements from institutions has led to the consideration of the wider idea of an interoperability architecture for UK HE and FE. While no decision has yet been made regarding technologies, WST could provide many of the features required although the lack of richness of functionality presently available is a potential problem. It is highly likely that such an architecture, if it were to be developed, would at the very least make considerable use of SOAP with relevant “education sector” workflow and data definitions. More experience of WST is required before any final decision can be made.

Third party organisations, which offer services to the sector, are also likely to introduce WST-based services. In the US, the National Student Clearinghouse already uses a WS-enabled version of its student enrolment and degree verification service [F10]. WST enabled e-procurement is another possibility.

The more generalised vision of finding and automatically using unknown services over the Internet is not likely to be realised in the near future. Technical developments in Intelligent Agents, the Semantic Web, security and a realistic method of accessing levels of trust will be required before organisations will be willing to use such services automatically. 

A listing of some HE and FE organisations using or investigating WST is provided in Appendix F.

4.2 Benefits

The ease and cost effectiveness of development and implementation of new services, potentially incorporating a variety of service providers, will be one of the main benefits of WST.

With the changing demands on HE and FE and the resulting increased need for interaction, the ability to develop standard based services for transfer of data and sharing of resources through the sector using WST will be advantageous.
Looking further into the future, business demands will become increasingly complex and service orientated; requiring interaction between many differing partners, often through transient alliances. Future Information Systems will require to be agile, intelligent, able to provide timely, customised, individualised services with minimum human intervention through a multitude of interacting networked applications from varying service providers. While it is anticipated that in the long run, the emerging fields of Ubiquitous Computing and the Semantic Web will enable this, a move towards the use of a component based paradigm such as WST will stand organisations in good stead, allowing them to build an IS infrastructure capable of incorporating future developments. 

4.3 Risks

There are a number of risks associated with investment in WST at this point in time.

i. Standards Issues

The lack of industry wide standards for WST poses a considerable risk. Although SOAP, UDDI and WSDL have industry wide recognition, other standards need to be developed to allow secure transactions and effective use in e-business environments. While the need to address these issues is recognised, many competing development specifications are being proposed by different vendor groupings. In the meantime, care must be taken to ensure that the appropriate vertical business protocol set is used, or an interim one agreed between participating organisations if no suitable standards exist. In particular, within commercial b2b environments it is as yet unclear if ebXML, WSs (using proposed standards like BPEL4WS) or some combination thereof will be the most appropriate technology.

As with all emerging technologies, standards take several years to be ratified and technology is frequently developed to pre-ratified standards. When implementing WSs it will be important to ensure that the specifications being used are supported by the major players (Microsoft, IBM, SUN etc) and that the vendor commits to update its product once the standard is finally ratified. 

ii. Security and Trust Models

Another significant potential risk is the lack of security and the inability to automatically assess the levels of trust that can be inferred when dealing with multiple sources and services from different providers, possibly operating over national and cultural boundaries. Vendors are aware of the problem and several competing specifications, which attempt to address these issues, have been proposed. Although it is unclear how long it will be before such issues will be satisfactorily resolved, these issues are much less relevant for WST within a closed enterprise environment.

iii. Uptake of Web Services Technologies.

As with all new technologies, a critical mass must develop if WST are to move into mainstream service provision. While within the commercial sector the incorporation of WST into EAI and e-commerce products will help expand uptake, within UK HE and FE, the key question will be whether JISC incorporates WST into national e-learning and information infrastructures. 

iv. Business models

WST like the Semantic Web potentially offer radically new ways of conducting business. Despite considerable industry hype, the business model for use of WST has yet to be proven. Like the ill-fated initial business models for Application Service Provision (ASP), until commercial services are developed and the market is tested, commercial viability will remain unknown. Saleability of backend service provision, management and usage scenarios must be tested in live business contexts.

4.4 Development Timescales
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Figure 7: Anticipated Development Timeline for WST

Glossary

	BPM 
	Business Process Management separates business logic from the business applications, allowing relationships and resources to be effectively managed and performance monitored.

	COM
	Component Object Model software architecture from Microsoft.

	DAML+OIL
	DAML+OIL is a semantic mark-up language for Web resources. It has evolved from the US DARPA Agent Markup Language (DAML) and the European Ontology Inference Layer (OIL). 

	DCOM
	Distributed Component Object Model: an extension of COM, which allows components to communicate over the network.

	EAI
	Enterprise Application Integration allows data and applications to be shared between the various systems within an organisation.

	EDI
	Electronic Data Interchange is used to describe the transfer of data between organisations over a network. The network may be private or the Internet.

	ebXML
	e-Business XML is a set of specifications, which allows businesses to exchange XML-based messages, trade, communicate data and define and register business processes in a standard format. It essentially provides a Web Services version of EDI.

	EJB
	Enterprise Java Beans is Sun’s JAVA API which defines the component architecture in client/server systems

	Green Pages
	Green Pages provide the technical specifications of the services offered by organisations, analogous to operations manuals which detail how to use a services.

	Grid Technologies
	These provide protocols, services and software development kits, which enable flexible, controlled sharing of resource on a large scale. These resources may range from large-scale data sets, computational power or scientific measuring devices.

	http
	hyper text transfer protocol

	Intelligent Agent
	An encapsulated computer system that is situated in some environment and is capable of learning from interactions in order to meet its design objectives through autonomous action. 

	JISC IE
	”The JISC Information Environment will provide a range of services, tools and mechanisms for colleges and universities to exploit fully the value of online resources and services.” 


	LIP
	Learner Information Protocol

	MLE
	“The term Managed Learning Environment refers to the whole range of information systems and processes of a college or university (including its VLE if it has one) that contribute directly, or indirectly, to learning and the management of that learning.”


	Object Orientated
Programming (OO)
	Objects are data structures, which have both the type and operations that can be applied, are defined. Such objects are defined in terms of relationships to other objects, inheriting characteristics. This allows programs to call “modules” in a modular and reusable way. 

	Portlet
	This is a component application of a portal, which presents specific content or services as a window in a portal web page.

	Semantic Web
	A vision of the future of the World Wide Web, where the information can be interpreted by machine applications and humans alike. The current web is designed for human interpretation only.

	smtp
	simple mail transfer protocol

	RDF
	Resource Description Framework (RDF), developed through W3C is a language for describing resources on or known about on the web. This metadata (information about information) can then be used automatically by other applications.   

	RPC
	A Remote Procedure Call (RPC) is a protocol that allows a program to execute another program on a remote server using standardised interfaces and return of results.

	Ubiquitous Computing
	This is the concept, where almost any object from watches, domestic appliances, buildings, vehicles and perhaps even the human body itself is embedded with computer chips. These embedded devices form a network, which allows sensors, voice and intelligent systems to control functionality and adapt the environment

	UN/CEFACT
	United Nations organisation, which covers worldwide policy and technical development in the area of trade facilitation and electronic business. (www.unece.org/cefact/) 

	VLE
	A Virtual Learning Environment (VLE) is an environment that enables learners and teachers to participate in interactive on-line learning

	White Pages
	White Pages list companies' contact details and the key services they provide.

	XML
	eXtensible Mark-up Language is a specification developed by W3C, which will form the foundation of the next generation of the WWW. It allows data to be defined, tagged and interpreted, thus enabling the transfer of data between applications and organisations. 

	XQuery
	a language for processing XML data.

	Yellow Pages
	Yellow Pages provide information about the type of services offered by organisations, analogous to the traditional paper Yellow Pages Directories.

	Z39.80
	A standard format for downloading bibliographic records and abstracts.
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: Web Services Usage Scenarios

This appendix provides simplified scenarios to illustrate the concept of Message Exchange Patterns (MEPs), which was introduced in Sections 3.1 and 3.2. These MEPs are used to enable more complex interactions, which real life business applications demand. 

Further examples of WST usage scenarios are discussed in the W3C’s Web Services Architecture Usage Scenarios, which is currently being developed [2].

[A1] Publishing, discovering and invoking a remote WS 

The following set of simplified diagrams illustrates how SOAP, WSDL and UDDI are used to publish, discover and invoke Web Services. The SOAP document transfer and RPC feature are used in the Student Enrolment application scenario in Section 1.3 to identify suitable student accommodation. 

First, the student accommodation broker (Remote WS B in Figure 8) registers the services it provides, by publishing to a WS Registry.
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Figure 8: Publishing WS details


Figure 8
 illustrates how a WS Provider makes one of its WSs (B) available for invocation over the network.

First, the description of WS B is encoded using WSDL as an XML document in the body of a SOAP envelope at the remote WS provider (1). The SOAP envelope is then transferred to the WS Registry requesting publication of the description of WS B (2).

On receiving the SOAP message, the SOAP listener at the WS registry decodes the envelope and passes the XML document containing the WSDL description of WS B up to the UDDI WS Registry for storage (3). The description of WS B is now published.

A student enrolment application (WS client in Figure 9 below) could then use the following request-response MEP to ‘discover’ an accommodation broker.
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Figure 9: Discovering a WS




WS discovery is illustrated in Figure 9. To discover what remote WSs are available, a client must first send a soap-encoded message requesting details of suitable remote WSs to a WS Registry (1).

On receiving such a request the SOAP listener at the WS Registry decodes the SOAP message, sending the XML document containing the request to the WS Registry (2).

The WS Registry then encodes the WSDL description of a suitable WS (WS B in this case) as a document in the body of a SOAP envelope (3), which is then sent back to the requesting client (4). 

On receiving the SOAP reply, the SOAP listener on the client then decodes the SOAP envelop and passes the document containing the WSDL description of the remote WS to the client (5). This may then be used to code a call to the remote WS within a client application.

In this request-response MEP, the request and corresponding reply are identified using mechanisms in the underlying network transfer protocol, if it provides such a synchronising facility. (For example, this could be achieved by using HTTP PUT as the message transport.) Otherwise, identification fields are placed in the SOAP headers as discussed in Sections 3.1 and 3.2. 

Finally, the student enrolment application (the WS client) sends a remote procedure call to the identified accommodation broker, (Remote WS B) using SOAP-RPC. Details of the student’s requirements are provided as parameters. 
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Figure 10: Invoking a remote WS

Figure 10 illustrates the invocation of a remote WS using SOAP-RPC. First, the WS client application uses the stored description of the remote WS to encapsulate the call and input parameters in the body of a SOAP envelope (1), using SOAP-RPC format. The SOAP message is then sent to the remote WS using the network encoding and location specified in the stored WSDL (2). 

On receipt, the SOAP listener at the remote WS decodes the envelop according to its own WSDL and passes the procedure call and parameters up to the WS application for execution (3). On completion of the task, the results are then encoded in the body of a SOAP envelope, again using its own WSDL (4) and sent back to the WS client (5). Finally the client’s SOAP listener uses the remotes WS’s WSDL to decode the envelop and pass the results to the client for further processing (6).

Again, request and reply are co-ordinated using the underlying network transfer protocol or fields in the SOAP headers.

[A2] Event-driven Message Exchange Pattern

In the student enrolment application scenario, a suitable accommodation match may not initially have been found or plans may have fallen through. A service to notify when new accommodation becomes available may be required. This could be achieved using an event notification MEP described below.

First, the student enrolment applications (WS Client and WS Client‘) of various institutions within the geographical area subscribe to a service, which notifies them of new accommodation becoming available.
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Figure 11: Subscribing to a Service


Figure 11 illustrates event registration with acknowledgement. The two WS Clients pass the information regarding the event of which they wish to be notified  (e.g. new accommodation available) to their SOAP listeners (1, 1’) for encapsulation as documents in the bodies of SOAP envelopes. The corresponding SOAP messages are then sent to the Remote WS (B), which provides the service (2, 2’), with a request for acknowledgement. 

On receipt, the SOAP listener on Remote WS B decodes the SOAP messages and passes up the document containing the subscription information for processing (3, 3’). As an acknowledgement was requested, a suitable response is encoded, using B’s WSDL, within an XML document (4, 4’) and sent back by the SOAP listener on B to the requesting nodes (5, 5’).

On receipt of the SOAP responses, the SOAP listener on each client decodes the message and passes the XML document containing the information up to the client application (6, 6’).

Again, this uses a request-response MEP similar to that used in [A1] above. The request for acknowledgement being accomplish either using the underlying network transport protocol or by placing suitable fields in the SOAP message headers.
When the accommodation broker (Remote WS B) has new accommodation to offer, it sends out an event notification to all clients that have subscribed to its services, using a ‘fire-and-forget’ MEP.
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Figure 12: Event Notification




In the event-notification scenario illustrated in Figure 12, A WS application (on the Remote WS B in this case), wishes to send an event message to applications which have previously registered with B (as in Figure 11 above).

The event information is encoded using B’s WSDL as a document in the body of a SOAP envelope and passed with a list of clients that have requested notification to the SOAP listener on B (1). The event-notification encoded in a SOAP message is then sent to the registered clients (2, 2’) using the underlying network protocol and addresses supplied.

On receipt of the SOAP messages, the SOAP listener on each client decodes the message and passes the XML document containing the information up to the client application (3,3’). In this case, no acknowledgement mechanism is required.

Appendix B : Web Services Vendors

This appendix lists some of the main vendors involved in WST. Individual products or services were not analysed in detail in the course of production of this report. Inclusion in this appendix should not be taken as endorsement of the products or services offered.

[B1] Microsoft, http://search.microsoft.com/gomsuri.asp?n=1&c=rp_BestBets&target=http://msdn.microsoft.com/webservices 

[B2] IBM, http://www-106.ibm.com/developerworks/webservices 

[B3] SUN, http://java.sun.com/webservices 

[B4] BEA Systems, http://dev2dev.bea.com 

[B5] HP, http://nonstop.compaq.com/view.asp?PAGE=WebSvcs  

[B6] Iona, http://www.iona.com/products/webserv.htm 

[B7] SAP, http://www.sap.com 

[B8] Sybase, http://www.sybase.com/solutions/webservices 

[B9] See Beyond, http://www.seebeyond.com/solutions/techsolutionsWebServicesSolutions.asp 

[B10] Oracle, http://otn.oracle.com/tech/webservices 

[B11] Flamenco Network;www.flamenconetworks.com 

Appendix C : Web Services Organisations

	W3C
	World Wide Web Consortium
	Taken over responsibility for development and ratification of WST Standards.
	http://www.w3.org/2002/ws  

	OASIS
	Organization for the Advancement of Structured Information
	Standards organisation, which develops standards for use of structured data.
	http://www.oasis-open.org/ 

	WS-I
	Web Services Interoperability Organisation
	Non-profit organisation for promoting WST Standards
	http://www.wsi-i.org


	Web
services.org
	
	A vendor-neutral organisation which provides news and reports through a community portal.
	http://www.webservices.org


Appendix D : List of Standards

	Standard
	
	Current
Version
	Organisation
	Details
	URL
	State

	Business Process Execution Language for Web Services
	BPEL4WS
	1.0
	BEA Systems

IBM, Microsoft
	An amalgamation of Microsoft's Xlang and IBM's WSFL. Supersedes both.
	http://www-106.ibm.com/developerworks/library/ws-bpel/ 
	

	Simple Object Access Protocol
	SOAP
	1.2
	 W3C 
	An envelope for encapsulating XML data to be transferred in an interoperable manner that allows for distributed extensibility and evolvability as well as intermediaries.
	http://www.w3.org/TR/soap12-part0 
	1.2 draft, 
1.1 finalised

	Universal Data Description and Integration
	UDDI
	3.0
	OASIS
	Provides “Yellow (business), White (Services) and Green (Technical details) Pages” type services for WS.
	http://www.oasis-open.org/committees/uddi-spec/tcspecs.shtml#uddiv3  
	

	Web Service Choreography Interface 


	 WSCI
	1.0
	W3C
	An XML-based interface description language that describes the flow of messages exchanged by a Web Service participating in choreographed interactions with other services
	http://www.w3.org/TR/wsci/       
	Technical Note

	Web Services Conversation Language
	WSCL
	1.0
	W3C
	Allows the abstract interfaces of Web services, i.e. the business level conversations or public processes supported by a Web service, to be defined
	http://www.w3.org/TR/wscl10/   
	Technical Note

	Web Services Flow Language 
	WSFL
	
	IBM
	
	
	Superseded by BPEL4WS

	Web Services for Remote Portlets
	WSRP
	0.91
	OASIS
	Aims to create an XML and web services centric component model and standards for interactive web applications. This will allow the plug-and-play of visual, user-facing Web services with portals or other intermediary Web applications
	http://www.oasis-open.org/committees/wsrp/documents/version1/wsrp_specification_v0.91.doc 
	Working Draft


	Web Services Inspection Language
	WS-Inspection
	1.0
	IBM, Microsoft
	Provides an XML format for assisting in the inspection of a site for available services and a set of rules for how inspection related information should be made available for consumption.
	http://www-106.ibm.com/developerworks/webservices/library/ws-wsilspec.html 
	Industry Proposal

	Web Services Definition Language
	WSDL
	1.2
	 W3C
	Provides a model and an XML format for describing Web services, enabling the separation of the description of the abstract functionality offered by a service from concrete details of a service description such as "how" and "where" that functionality is offered
	http://www.w3.org/TR/wsdl12 
	Draft

	Web Services Security
	WSS
	09
	OASIS
	Enhancements to SOAP messaging to provide quality of protection through message integrity and single message authentication
	http://www.oasis-open.org/committees/wss/#documents 
	Working Draft

	WS-Coordination
	
	
	BEA Systems
IBM, Microsoft
	Provides developers with a way to manage the operations related to a business activity
	http://www-106.ibm.com/developerworks/library/ws-coor 
	Industry Proposal

	WS-I Basic Profile
	
	1.0
	WS-I
	The Basic Profile defines how a selected set of specified Web services technologies such as messaging and discovery should be used together in an interoperable manner.
	http://www.ws-i.org/Profiles/Basic/2002-10/BasicProfile-1.0-WGD.htm
	Working Draft

	WS-Transaction
	
	
	BEA Systems
IBM, Microsoft
	Describes coordination types that are used with the extensible coordination framework described in WS-Coordination.
	http://www-106.ibm.com/developerworks/webservices/library/ws-transpec/
	Industry Proposal

	XLANG
	
	
	Microsoft
	
	
	Superseded by BPEL4WS


Note: This information has been compiled from the appropriate W3C, OASIS, WS-I and Vendor Web Sites.

: Example of Google Web Service with TouchGraph GoogleBrowser
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Figure 13: TouchGraph of Google links recorded for rdn.ac.uk on 13/02/03

The Google search engine creates a database containing the number and importance of links pointing to a particular page in order to be able to return the most relevant information for a search query. This database is now available for query by third parties using a Web Services API.

The TouchGraph GoogleBrowser uses this database to generate a graph displaying the linkages between URLs and other pages on the Web. This visualisation shows not only who links to whom but also “hidden” links between sites that initially appear to have no connection.

Appendix E : HE and FE related Organisations using Web Services

[E1] Edinburgh University

[E2] Essex University

[E3] Hull University
[E4] EPrints UK Project, http://www.rdn.ac.uk/projects/eprints-uk/; developing a national service through which HE/FE can access the collective output of e-print papers available from compliant Open Archive repositories provided by UK HE/FE.
[E5] ICONEX: Interactive Content Exchange, http://www.iconex.hull.ac.uk/; a web-based repository of interactive content which will be browsable, be searchable by standard metadata and include containers for documentation.

[E6] SHELL Project, http://www.jisc.ac.uk/index.cfm?name=project_shell; developing the integration of technologies across a consortium involving the University and partner colleges.
[E7] NIIMLE, Northern Ireland Integrated MLE Project, http://www.jisc.ac.uk/index.cfm?name=project_nimle; demonstrating the potential of MLEs to support the development of a regional, student-focused post-16 education sector in a holistic manner.

[E8] SWANI, Interoperability programme II (Scotland, Wales and Northern Ireland), http://www.jisc.ac.uk/index.cfm?name=programme_swani .
[E9] MIT iCampus Framework Project; http://www.swiss.ai.mit.edu/projects/i-campus/; Part of this 5 year joint project with Microsoft demonstrates the use of Web Service architectures for collaboration and sharing of educational computing infrastructure within and among universities. 
[E10] National Student Clearinghouse; www.studentclearinghouse.org; Web Services-enabled version of its student enrolment and degree verification service.

[E11] Dcdot; http://www.ukoln.ac.uk/metadata/dcdot/; Dublin Core metadata editor provided by UKOL.
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