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Abstract

The objectives and methodology of a proposed research programme to assess the vulnerability of wireless local area network (WLAN) and wireless personal area network (WPAN) technologies to impulsive noise in the hostile environment of electricity substations is described. The purpose is to assess the suitability of these technologies for monitoring, control and protection applications in the electricity supply industry.

The advantages and risks of deploying wireless equipment in electricity substations are outlined, the resulting research motivation described and the research objectives defined. The character of the noise environment is considered and an estimate of likely antenna noise temperature at the frequencies used is made by extrapolation of ITU noise prediction models.

The proposed programme of work is then described including the simulation of WLAN/PAN transceivers, the measurement and characterisation of the impulsive noise environment, an assessment of the systems impact of impulsive noise and field trials of selected equipment.
I. INTRODUCTION

The infrastructure investment in a national power transmission system is colossal. It is therefore necessary to operate such systems as efficiently as possible, consistent with maintaining acceptable security of supply. Efficient and reliable operation demands continuous monitoring of the system state resulting in instrumentation and control equipment being widely scattered throughout substation compounds. Information and control signals for both normal and abnormal operation are traditionally connected, using cables or optical fibres, to a SCADA (Supervision, Control and Data Acquisition) system [1] and/or its successor UCA (Utilities Communication Architecture) system [2]. Ethernet local area network (LAN) implementations of such UCA/SCADA systems, which simplify the addition/reconfiguration of instrumentation and the coordination of protection systems, have been proposed and are already being evaluated [3]. 
Significant flexibility and cost advantages over a wired LAN infrastructure would be gained, however, if signals could be routed around electricity substation compounds wirelessly. Furthermore, wireless communication technologies hold out the prospect of ‘hot-line’, sensors that can be deployed on energised HV equipment without the inconvenience and costs associated with bridging the system’s primary insulation [4, 5]. WLAN and WPAN technologies represent obvious opportunities to realise these advantages.

The casual deployment of wireless technologies for critical functions is not, however, without risk. Whilst the naturally occurring noise environment is relatively benign at WLAN and WPAN frequencies [6] the man-made noise environment within a substation compound is complex and hostile due, for example, to partial discharge (PD) from imperfect insulation and sferic radiation from switching and fault transients. The latter is of particular concern since it is on just such occasions that control and protection equipment is required to operate reliably. It is possibly for this reason that UCA demonstration systems have until now employed a ‘wired’ (often fibre) transmission medium e.g. [7].

The objectives of the proposed research programme are to [8]:
(i) assess the vulnerability of WLAN and WPAN technologies to impulsive noise
(ii) characterise the particular impulsive noise environment of HV electricity substations
(iii) assess the suitability of a range of WLAN and WPAN systems for deployment in HV substations

Objective (i) is generic in nature and will therefore provide information about the vulnerability of WLAN and WPAN to impulsive noise in any environment (including one in which the noise is maliciously intended). Objective (ii) addresses the specific environment of the HV electricity substation and is required because insufficient measurements (and therefore no reliable models) exist which satisfactorily characterise it. Objective (iii) follows naturally from (i) and (ii).

II. CANDIDATE TECHNOLOGIES
The frequency bands allocated for WLAN radio operation in the UK are 2.400 – 2.4835 GHz, 5.150 – 5.350 GHz and 17.10 – 17.30 GHz [9]. The channel frequencies of most immediate interest, however, are those for which commercial WLAN equipment is already available. These are around 2.4 and 5 GHz. (Near infrared physical layer implementations of some WLAN standards, which would not be affected by PD and sferic radiation, also exist but do not represent a viable solution since line-of-sight, or even near line-of-sight, conditions are unlikely to be available between all pairs of nodes, terminals and sensors in a substation environment.)

Three generic technologies are currently competing in the WLAN market. These are the IEEE 802.11 family of WLAN standards, HIPERLAN and Bluetooth. The latter, a WPAN technology, is included here in its class 1 variety since this has a nominal range of 100m and could therefore compete with WLANs in electricity supply installations of modest geographical size. Bluetooth, the most popular IEEE 802.11 varieties and Zigbee (another WPAN technology) operate in the industrial, scientific and medical (ISM) radio bands; 868 MHz in Europe, 915 MHz in the USA and 2.4 GHz in most jurisdictions worldwide. (Zigbee is intended to be simpler and cheaper than Bluetooth.)
A range of bit-rates, modulations and spectral spreading techniques are employed in these technologies that may, of themselves or in combination, have a significant effect on the performance and robustness of a particular WLAN/WPAN implementation subject to impulsive noise. Symbol error rate, for example, will be proportional to mean impulse rate and inversely proportional to symbol rate if, as is likely, the mean time between impulses is long compared with the symbol period. The impact of higher layers in the protocol stack may also be important. IEEE 802.11e is of special interest in this respect since it supports a medium access control layer enhancement to IEEE 802.11 providing quality-of-service guarantees that may translate into a reliability advantage.

III. NOISE ENVIRONMENT

The current model for man-made noise recommended by ITU-R does not cover the WLAN /WPAN frequency bands. This is because natural noise sources normally become dominant at the WLAN/WPAN frequencies. Electricity transmission substations are not normal environments, however. Partial discharge (PD), the result of partial breakdown in insulating dielectrics resulting in a quasi-continuous random train of current impulses, is of particular concern. The initial rise-time of the current waveform produced by PD is sufficiently small to cause their frequency spectrum to extend into the radio frequency region. As a consequence, a proportion of the PD energy is radiated into the free-space adjoining the site of the discharge [10]. No impulsive noise measurements at WLAN/WPAN frequencies relating specifically to electricity substations have been found. Extrapolating the ITU-R model, therefore, beyond its strictly valid region (0.2 - 0.9 GHz) predicts a median antenna noise figure (in what ITU-R describes as a ‘business area’) of 2.7 dB. The upper decile of man-made noise is typically 11 dB above the median in business areas and so we might ‘guess’ a 10% antenna noise figure exceedance of 12.7 dB, corresponding to a noise temperature of 5,400 K. Assuming (conservatively) that the impulsive noise environment in an HV substation compound is likely to be at least 3 dB more severe than in a typical business area then a 10% exceedance value for noise figure of around 15.7 dB (10,800 K) seems quite likely. With a less conservative assumption about the relative severity of the substation noise environment a noise figure of 20 dB (29,000 K) is not completely implausible.

Since currently available WLAN and WPAN technologies operate in the low noise spectral window (between galactic noise and thermal noise) PD and sferics are likely to dominate. Sferic radiation is the result of switching transients and results in sporadic, but potentially large, impulsive radiation events. Events due to the operation of circuit breakers have typical durations of microseconds. Sferics arising from (off-load) operation of isolators (which often must break residual capacitive current) may persist for up to several tenths of a second. Fault currents, and the associated switching transients generated as circuit breakers operate to disconnect them, will cause rare, but especially high-energy, sferics. Although it is likely that sferic radiation will have much lower spectral density in the WLAN and WPAN bands than PD, security-of-supply considerations demand that protection systems can be relied on to operate properly on those occasions when sferics are present. The probability of sferic radiation representing a serious risk is therefore low but the effect if such risk is present could be catastrophic.

IV. EFFECT OF IMPULSE NOISE

The effect of impulsive noise on the performance and reliability of a communications system is generally different from that of Gaussian noise. Neither is the effect of impulsive noise equivalent to conventional (coherent) interference. Direct sequence spread spectrum (DSSS) techniques (employed in several WLAN standards) have been designed, in part, to reject such interference but this depends on the mean product of the interference and spreading signal being small. This in turn requires that the impulses are many chips in duration and/or that many independent impulses fall within the duration of a single sequence (i.e. within one bit period). In current WLAN and WPAN systems neither of these conditions is guaranteed to be met so there may be limited averaging of the inner product with the spreading sequence. (The current pulses from which PD originates are of the order of 1 ns in duration and the interval between current pulses is typically many microseconds. There is likely to be less than one noise impulse per spreading sequence therefore.) The reduced effectiveness of spectral spreading also applies to frequency hopping spread spectrum (FHSS) since the bandwidth of the impulses will exceed the peak frequency deviation (<100 MHz) of the hopping sequence; interference consequently being present in all frequency slots.

The effect of impulsive noise on receiver components other than demodulation and detection circuits may also be significant. If the impulses are sufficiently energetic they may adversely affect automatic gain control, carrier recovery and symbol timing circuits.

The above remarks are consistent with the view of the ITU Radio communications Assembly which considers ‘that performance functions [BER curves] depend on … the modulation types of the interference and desired signals’ [11]. (The energy in an impulse, being coherent, has more in common with unwanted signals than thermal noise.)

V. METHODOLOGY

The proposed programme of research has been divided into five sub-programmes. These are:
A. Simulation

B. Measurements
C. Analysis and modelling

D. Assessment of systems impact

E. Field trials
A. Simulation
Physical layer simulations of the WLAN IEEE 802.11 a/b/g, Bluetooth (IEEE802.15.1) and Zigbee (IEEE802.15.4) transceivers are being implemented using Simulink. Initial simulations are based on ideal subsystems, e.g. perfect carrier recovery and symbol timing. Simulated interference will be based initially on a mixture of recorded PD time-series (extrapolated from measurements made by a subset of the authors at frequencies up to 500 MHz) - an example is shown in Figure 1 - and the best available models in the existing literature. As more reliable time series for this application are collected from the measurement programme (sub-programme B) then this will be used as the simulation interference source.
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Fig. 1: Example impulsive noise event

The performance effects of PD and sferic parameters, such as the statistics of inter-pulse spacing and pulse amplitude pdf, will thus be evaluated.

B. Measurements
A classic problem in characterising impulsive noise is band limiting of the process being measured. Careless filtering results in the introduction of measurement artefacts due to sidelobes in the receiver’s impulse response. A proposal is therefore to employ direct sampling of the RF signal that effectively avoids issues of receiver impulse response altogether. The receiver thus comprises an antenna, a low noise amplifier and a fast real-time storage oscilloscope. A high-performance laptop is used for data pre-processing and data logging. A similar system has been employed to diagnose the condition and status of 400/132 kV transmission equipment [12]. The same equipment has also been used to locate faulty switching equipment causing interference to TV reception [13]. The sampling rate of 2.5 GS/s, used in [12] and [13], however, is clearly inadequate for characterisation of interference at 2.4 and 5 GHz.
Figure 2 shows the proposed measurements system. A high-performance laptop PC will be used for signal de-noising, data compression and data logging. A TEM horn antenna is to be used principally because of its excellent impulse response [14, 15]. The horn will be design and constructed in-house. PD is the form of corona discharge that is thought to represent greatest risk of disturbing proper WLAN and WPAN operation but all forms of discharge within the frequency bands measured will be represented in the study. A LeCroy SDA 9000 DSO will be used to capture the impulsive events of interest. This oscilloscope uses interleaving technology to sample 9GHz signals (two channels at 40 GSa/s) or 6 GHz signals (4 channels at 20 GSa/s). Signal extraction (de-noising) and data compression will be realised using wavelet methods which have already been applied in PD processing applications [16, 17].

 A significant advantage of the conceptually simple but technologically advanced measurement architecture (Figure 2) is that the true durations of PD impulses will be measurable. Although not strictly necessary for the specific project objectives proposed here this approach adds significant value to the measurement database, making it a more complete representation of PD radiation and allowing additional types of analysis relating, for example, to the physical mechanisms that produce PD and/or the use of PD as a tool for the diagnosis of HV equipment status and health.
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Fig 2.  Measurement system

The data sampling rate implied by the equipment described above is 40 GSa/s. This precludes continuous operation and, since the substation noise environment will be non-stationary, care must be taken in the planning and execution of the measurement campaign. The occurrence of PD is correlated with particular points-on-phase of the power system waveform. In order to obtain unbiased samples, therefore, recording of long time-series (many cycles) or time-series corresponding to an integer number of cycles is required. The deep memory option with the LeCroy oscilloscope can record continuous data blocks of up to 2.5 ms, i.e. less than one power supply cycle of 20 ms. Data will be logged and processed, therefore, in 2ms blocks. Six thousand blocks will be logged with the smallest possible inter-block delay to a 1000 GB external hard disk drive. This should adequately characterise PD on a statistically stationary timescale. An upper limit of around 12 s has been established for the quasi-stationary interval of general man-made impulsive noise [18]. In the case of an electrical substation, however, the dominant noise process is peculiar to the special environment and is quite distinct in its character. Variation of corona discharge is known to occur with changing meteorological conditions, for example, which suggests a likely upper limit on the stationary interval of a few seconds.

The PD recording strategy will be to employ an effective duty cycle of around one second per hour allowing data pre-processing (and therefore data compression) to take place in most cases before it is permanently logged. (A small fraction of raw data will be retained for offline analysis and use in replay simulations.) To avoid biasing the measurements due to possible periodicities in power system load the precise timing of the one-second window in each hour will be random. A large, unbiased, database of PD containing both example time-series and comprehensive statistics summarising their character will thus be created. This database will be used as the principal source for PD modelling.

C. Analysis and modelling 

It is anticipated that the following analysis and modelling will be undertaken.
a) Extraction of a comprehensive probability model for Markov process simulation of PD

b) Extraction of a comprehensive probability model for Markov process simulation of individual sferic events

c) Extraction of simple PD probability model (principally first order statistics) from measurements for use in paper-based (or simple computer-based) risk assessment methods

d) Extraction of simple sferic probability model (including first order statistics of event shape and duration) from measurements, and extraction of simple occurrence model from SCADA/UCA records for use in paper-based (or simple computer-based) risk assessment methods

For (a) the PD will be described by impulse spacing, duration and amplitude pdfs and their dependencies, as summarised by their correlations. A range of conditional pdfs may also be required to allow proper Markov simulation of the process.

For (b) sferic events will be characterised by determining the joint pdf of the transient signal’s peak amplitude, dominant frequency component(s) and decay time constant. (The statistical distribution of the first few moments of the transient signal’s spectrum might also be obtained if a single, time-domain, decay constant proves insufficient to characterise the majority of events.)

For (c) noise amplitude distribution (NAD) measurements will be used. Presented graphically, the NAD ordinate shows the noise impulse spectral amplitude (e.g. in dB above 1 V/MHz) and the abscissa indicates the average number of impulses per second that exceed each of the spectral amplitude levels. NAD measurements represent a particularly attractive method of specifying impulsive noise [19] and have significant advantages over other methods such as peak voltage, quasi-peak voltage and noise amplitude exceedances [20, 21]. NAD measurements will therefore feature centrally in the analysis of PD for risk assessment.
D. Assessment of systems impact
The primary method of assessing the impact of PD and sferics will be via the performance of simulated WLAN systems when exposed to impulsive noise as captured by the measurement campaign and modelling processes. Example recordings of time-series will be replayed into the simulations as a method of validating the impulsive noise models. (Similar performance degradation of WLANs in the presence of modelled and replayed interference will be taken as good evidence that the physical processes have been modelled satisfactorily.) The mitigating effect of ARQ and FEC error control will be taken into account either within the simulation itself or by post-processing the simulation results. The WLAN technologies will be ranked for resilience to PD and sferic radiation.
WLAN and WPAN will also be subjected to impulsive noise in laboratory. The purpose of this assessment is to investigate equipment performance under the most extreme conditions. This will be achieved by applying noise under controlled conditions directly to transceivers inputs as shown in Figure 3. Pseudo-random data between will be passed between transceivers and performance (e.g. BER, FER) characterised not only in terms of SIR but also in terms of interference random impulse parameters (duration, spacing etc.)
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Fig. 3: Laboratory assessment of systems impact

E. Field trials
Zigbee, Bluetooth and WiFi (IEEE 802.11a/b/g) technologies have been selected for deployment in a suitable HV substation. If possible, the same substation employed for the noise measurement campaign will be used. Pseudo-random data will be continually exchanged between pairs of nodes and BER, FER and throughput will be logged. The distance between nodes will be set initially to the maximum length allowed in the technologies formal specification. After sufficient error events to characterise a particular range have been recorded then the distance will be reduced by a factor of two. This pattern will be repeated until error rates fall to essentially zero per quarter or the range falls below that which would be practically useful. The field trial data will be compared with the similar, but more detailed, data acquired by simulation.
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Fig 4: Field trials
VI. CONCLUSION

The research programme described will be relevant, and have potential benefit, to three communities. These are:

a) the Electricity Supply Industry (ESI),
b) the Spectrum Management, EMC and Radio Regulatory Communities,
c) the wireless communications industry and in particular those involved with the specification, and design of WLAN/PAN equipment.
The ESI’s interest is in assessing the risks and benefits of wireless equipment deployment in the particularly hostile environment of their transmission substations.

The Spectrum Management, EMC and Radio Regulatory communities have an inherent interest in spurious radiation from any electrical equipment and its impact as interference on unintended receivers.

The wireless communications industry generally, and WLAN/WPAN designers particularly, have an interest in the mechanisms by which impulsive noise degrades performance since such knowledge will suggest possible ways of mitigating these effects.
If the technologies considered are found to be sufficiently resilient the economic benefit of their deployment will be substantial. If they are found to be insufficiently resilient then the programme will identify the mechanisms by which performance and reliability are degraded. The development of countermeasures to address these mechanisms can then follow.

The programme commenced in January 2007 and will end in June 2009. Comments on, and/or criticism of, the methodologies proposed are welcome and should be sent to ian.glover@eee.strath.ac.uk.
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